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Abstract: In this paper, we propose a novel mechanism for QR code security anti-counterfeit based
on the fusion of visual secret sharing (VSS) and QR code (called VSSQR scheme), which can greatly
improve the security of QR code payment. Due to different application scenarios, the background
security anti-counterfeit application and the prospects security anti-counterfeit application are shown
for QR code payment authentication. The basic idea of the two applications can be characterized as
follows. First, two QR code shares that contain the information of the merchant can be generated
based on VSSQR scheme with an original secret image. Second, the secret image can be revealed by
stacking two QR code shares to obtain the original information. Finally, whether the stacking result is
the same as the original secret image or not can determine the authenticity of QR code share used for
payment. The analyses show the security of our method. The applications are conducted to show the
effectiveness and practicability.
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1. Introduction
Nowadays, with the rapid development of information technology, mobile phones are equipped with
more functions, one of which is the mobile payment. Due to its convenience and quickness, mobile
payment has been used widely, playing an important role in financial transactions [1–3].
As a two-dimensional barcode, QR code can store large amount of data horizontally and vertically.
Since the advantages of the high information density, error correction capability and robustness, the
data in QR code can be easily decoded by a QR code reader. QR code has gained popularity rapidly in
many applications such as security authentication, payment and so on [4, 5].
Based on this, the third-party payment utilizing QR code is applied more and more widely to the
mobile payment market, which is very efficient and convenient for daily life. However, since the
technology of QR code is open, it is easy to counterfeit the QR code that represents the merchant’s
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account, which would cause great potential security issues of payment and make huge economic loss.
The malicious link encoded by attackers in the QR code also brings serious threats [6, 7]. Security
authentication of QR code payment is urgently needed to solve the problem.
Visual secret sharing (VSS), also known as visual cryptography (VC), is a kind of secret sharing
scheme [8–12]. The idea of secret sharing scheme is to encode an original secret image into n noiselike shares, i.e., shadows or shadow images, where each generated share reveals nothing. Then the
secret can only be recovered when qualified shares are combined [13]. In VSS, the secret image could
be visually recovered based on the human visual system (HVS) without any computation by stacking
a number of shares. VSS [14] could solve the issue of storing secret information in a single carrier
which may be lost or damaged easily. However, since each generated share is noise-like, it may cause
suspicion and increase the possibility of attracting the attention of possible attackers.
As both of VSS and QR code are composed of white and black dots, the generated shadows can be
embedded into the QR code so as to avoid the possibility of attracting the attention. In such a way, the
technology of combining VSS and QR code can be applied to many scenes, such as transferring secret
message through public channels, security authentication and so on.
Therefore, many researchers proposed relevant schemes about security authentication based on QR
code and VSS. Fang [15] proposed an offline QR codes authentication mechanism based on VSS,
which can check the authenticity of the QR codes and protect the data. Espejel et al. [16] proposed an
identification document authentication system based on QR codes and VSS. The basic idea is to split a
binary secret image into two random shares and then encode the generated shares into two QR codes.
Stacking the shares decoded from the two QR codes can determine the authenticity. Gayathri et al.
[17] presented a QR code authentication protocol based on VSS for protecting ubiquitous multimedia
communications. The QR codes that contain the passwords for authentication are encrypted into color
share images, which reveal nothing of the secret respectively. The secret password can be recovered by
combining the shares. Some other relevant schemes [18–20] on security authentication based on QR
code and VSS have been also proposed in recent years.
However, the schemes above just simply combine the techniques of VSS and QR code. If they are
applied to the QR code payment, the shadows would be suspected and attacked easily. In addition, there
are some other security authentication schemes for QR code payment that combine the techniques of
VSS and QR code, which can deal with the issue that the shadows are easy to be suspected and attacked.
Lu et al. [21] proposed multiple schemes for QR code payment based on VSS and QR code, which
exploits the XOR mechanism of RS, error correction mechanism of QR code and the theory of VSS.
The core idea is as follows. First, an original QR code is encoded into two shadow images based on
VSS. Second, the shadows would be embedded into the same background image respectively, and then
the results would be inserted into the same carrier QR code by using the error correction mechanism
of QR code and the XOR mechanism of RS. Finally, stacking the two carrier QR codes can reveal the
original QR code in the corresponding region.
However, from the schemes by Lu et al., the original secret QR code is split into the same size
shadows which would be embedded into the carrier QR code and then output the two aesthetic QR
codes. To reduce the possibility of suspicion, the two aesthetic QR codes need to be recognized so
that the carrier QR code version needs to be greatly bigger than the original QR code version. On
the one hand, when one aesthetic QR code needs to be transmitted to the cloud, it would increase the
bandwidth of the transmission. On the other hand, the embedding capacity is low.
Mathematical Biosciences and Engineering

Volume 16, Issue 6, 6367–6385.

6369

In this article, two novel applications to QR code payment authentication based on VSS and QR
code (VSSQR) are proposed. The proposed applications which deeply integrate the theory of VSS with
the error correction mechanism of QR code can greatly improve the embedding capacity and decrease
the bandwidth of the transmission. In the proposed applications, the basic idea is as follows. First,
based on (2, 2) VSSQR scheme, the original secret binary image is shared into two QR code shares,
denoted as S C1 and S C2 . Both of them contain the information of the merchant. Second, S C1 would
be put on the wall or desk of the merchant while S C2 would be stored in the server and the merchant.
Finally, the customer can scan S C1 with any mobile device and gain S C2 from the server. The decoding
information of S C1 can preliminarily determine the authenticity of S C1 and whether the stacking result
of S C1 and S C2 is the same as the secret image or not can determine the authenticity of S C1 further.
The main contributions of our article are two QR code payment anti-counterfeit applications based
on VSSQR to different scenarios:
a. The background security anti-counterfeit application and the prospects security anti-counterfeit
application based on VSSQR scheme are proposed, which have multifactor authentication capacity.
b. As each generated QR code share could be decoded correctly, the security of QR code payment
can be improved.
c. The idea is to embed the secret bits generated by VSS from the secret image into the same
locations of QR codes in the processing of encoding QRs, which integrates deeply the theory of VSS
and the error correction mechanism of QR code. Since only one of the generated QR code share that
can be decoded correctly needs to be transmitted to the server, the bandwidth of the transmission would
be decreased.
d. The embedding capacity of our proposed applications based on VSSQR scheme can be improved.
The remainder of the paper is organized as follows. The introductions to VSS, QR code and VSSQR
are presented in section 2. The applications are described in section 3. Section 4 demonstrates the
performance analyses of our applications. Finally, section 5 concludes the paper.
2. Background
2.1. Visual cryptography
VSS is first introduced by Naor and Shamir [13]. The core idea is to encode a secret image into a
set of n noise-like shadow images (called shares) and stacking qualified shares by OR-operation can
reveal the secret image.
In a general (k, n) threshold VSS scheme, the secret image can be divided into n noise-like shares
which respectively give no clue about the secret. The secret image could be visually revealed by
stacking any k or more shares based on the human visual system (HVS). It would reveal nothing of the
secret if the number of shares are less than k. In (2, 2) VSS, the secret is encrypted into 2 noise-like
shares of the secret image. Even if some contrast loss appears, the recovered image can be recognized
clearly [22]. When the light-weight computation device is usable, the secret image could be losslessly
revealed by XOR operation [23].
Figure 1 shows the idea of a (2, 2) random grid (RG) based VSS. Figure 2 shows an application
example of a (2, 2) OR-based VCS. Figure 3 shows an application example of a (2, 2) XOR-based VSS
with light-weight device. It could be seen that the secret image is losslessly recovered and can be
recognized as same as the original secret image.
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Figure 1. The ideal of original (2, 2) RG-based VSS.
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Figure 2. An application example of traditional (2, 2) OR-based VCS. The secret is
encrypted into two random shares of the secret image. The recovered image shows the secret
image with 50% contrast loss.
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Figure 3. An application example of a (2, 2) XOR-based VCS. The secret is encrypted
into two random shares of the secret image. The recovered image shows the secret image
recovered lossless.
2.2. QR codes
QR code consists of white and black square dotsis and is defined forty sizes versions from version
1 to version 40 [24]. Each QR code is divided into a number of modules and each continuous version
is four modules less than the next one. For example, version 9 is made up of 53 × 53 modules while
version 10 is made up of 57 × 57 modules. The structure of a QR code version 7 is shown in Figure
4. Each QR code includes three finder patterns that are used to detect the position of the symbol and
recognize the QR code. The three finder patterns are located in the upper left, lower left and upper
right corner. Each QR code version includes four different error correction levels (L = 7%, M = 15%,
Q = 25%, H = 30%). If parts of the QR code are dirty or destroyed, it could also be recovered by the
error correction [25, 26]. So, the QR code could also be recognized when embedded with some other
information. The recovery capacity of QR codes will be different due to various error correction levels.
2.3. Visual secret sharing scheme based on QR code (VSSQR)
VSS based on QR code (VSSQR) is first introduced by Wan [27], which deeply integrates the theory
of VSS and the error correction mechanism of QR code. In this paper, (2, 2) VSSQR scheme is used.
The idea of VSSQR is to embed the secret bits generated by VSS from a secret bit into the same
locations of QR codes in the processing of encoding QRs. The bits of two QR codes are modified in
the error correction mechanism so as to generate two QR code shares which include the message of
two shadow images. Each share is a valid QR code that could be decoded correctly by any standard
decoding software. The secret could be recovered by stacking two QR code shares visually based on
HVS. What’s more, the secret could be losslessly revealed based on XOR operation if the light-weight
computation device is available. Figure 5 shows the generation architecture of VSSQR. To illustrate
the efficiency of VSSQR better, we list an example as shown in Figure 6.
Figure 6 shows the results of 17-H (version 17, error correction level H) by (2, 2) VSSQR scheme.
The original message of QR1 is ’Security anti-counterfeit application’ while the original message of
QR2 is ’Typical applications to verify the practicability’. Figure 6b,c show the QR code shares that
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Figure 4. The structure and codewords arrangement for QR code version 7 with error
correction level H.
generated by VSSQR scheme, S 1 , S 2 . Figure 6d,e show the decoding message for S 1 , S 2 . It can be
seen that the shares are valid QR codes that could be scanned and decoded correctly by a QR code
reader into the original information. Figure 6f shows the revealed QR code, S r, which is revealed by
stacking two QR code shares. It can be seen that the secret could be seen directly from the revealed
QR code. Figure 6g shows the reconstructed QR code, S r1 , which is revealed by XORing two QR
code shares with light-weight computation device. It can be seen that the secret information could be
revealed lossless.
3. Applications
In this section, QR code security anti-counterfeit applications according to different payment
scenarios are proposed, which can improve the security of QR code payment greatly. We list two
typical applications to verify the practicability according to two payment scenarios.
The prospects security anti-counterfeit application and the background anti-counterfeit application
can reach the goal, which exploit the technology of VSSQR scheme.
3.1. The background security anti-counterfeit application
In daily life, QR code is more and more popular, and it has been used in the third-party payment.
However, since the QR code is easy to be tampered and counterfeited, the QR code payment is
becoming more and more insecure. The background security anti-counterfeit application is proposed
to solve the issue.
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Figure 5. The QR code shares generation architecture of the VSSQR scheme.
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(a) Secret image S

(b) QR share S C1
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(d) The decoding information for S C1

(e) The decoding information for S C2
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(g) Reconstructed QR code by XORing,
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Figure 6. The results of QR code version 17 with error correction level H by (2, 2)VSSQR
scheme proposed.
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The structure of the background security anti-counterfeit application based on the technology of
VSSQR is shown in Figure 7, which can authenticate the identity of QR code payment.
Step 1: The merchant will send an original secret binary image randomly to the relevant technical
personnel.
Step 2: The technical personnel generates two QR code shares denoted as S 1 and S 2 . S 1 contains a
unique identifier ID of the merchant, vendor name and the server link, while S 2 contains the payment
link, the unique identifier ID of the merchant and vendor name based on VSSQR scheme with the
original secret image.
Step 3: The QR code share S 2 will be stored in the server and the local media of merchant.
Step 4: S 1 would be put on the desk or screen so that the customer can scan it to pay money.
Step 5: The customer would scan and decode the QR code share S 1 by mobile phone with camera.
Step 6: Whether the decoding information is the right or not will determine the authenticity of the
QR code share S 1 preliminarily.
Step 7: If the decoding information is wrong, S 1 is faked; otherwise it would be sent to the server.
Since the server includes many merchants and stores many relevant QR code shares for different
merchant, each QR code share stored in the platform server would contains the unique identifier ID of
the merchant and the new generated QR code share will replace the previous one.
Step 8: If this QR code share S 1 is received, the server will try to match another relevant QR code
share S 2 and sent it to the customer according the unique identifier ID of the merchant. When the
matched QR code share S 2 is received, the customer can stack the two QR code shares by mobile
phone. If the stacking result is the same with the original secret image and confirmed by the
merchant, the QR code shares S 1 and S 2 are correct and the customer can pay the money by scanning
S 2 ; otherwise, the customer need to contact the merchant to check the information.
In such a way, it can reach the goal of security payment based on the authentication mechanism
of QR code. In the proposed application, as the original secret image is distributed randomly which
can be changed by merchants each time, so the secret image could not be gained by possible attacker
easily. The generated QR code shares are hard to be counterfeited although the decoding information
is the same based on VSSQR scheme. So, it can improve the security of payment greatly.
3.2. The prospects security anti-counterfeit application
In the background security anti-counterfeit application, the secret image is decided by merchants.
Another application scenario is that the secret image is decided by customers and then the QR code
shares would be generated based on VSSQR.
The structure of the prospects security anti-counterfeit application based on the technology of
VSSQR as shown in Figure 8. When payment is needed, the authenticity would be verified firstly.
Fixed QR code share called S 1 that contains a unique identifier ID of the merchant, the server link,
vendor name, is displayed on the screen, and is also stored in the platform server.
Step 1: The customer will scan the fixed QR code share which contains the information of the
merchant and the platform server link so as to get the identifier ID of the merchant.
Step 2: If the decoding information, such as the identifier ID of merchant, is correct, the customer
would send an original secret image named the identifier ID of the merchant to the platform server by
using the server link.
Step 3: The platform server has many merchants and stores corresponding fix QR code shares of
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Figure 7. The structure of the background security anti-counterfeit application.
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each merchant. Since each merchant ID is unique, the relevant fixed QR code share S 1 would be
searched correctly according to the identifier ID of the merchant. Another QR code share S 2 that
contains the payment link and the identifier ID can be generated based on VSSQR scheme with the
fixed QR code share S 1 and secret image by the platform server.
Step 4: The new generated QR code share S 2 , will be sent to the customer.
Step 5: When QR code share S 2 is received, the customer would stack it with the fixed QR code
share S 1 .
Step 6: If the stacking result is the same with the original secret image, the QR code shares S 1 and
S 2 are correct and the customer can pay the money by scanning S 2 , else the customer need to contact
the merchant to check the information.
There are two-factor authentication mechanism in this application. On the one hand, the merchant
can scan the generated QR code share S 1 , whether the decoding information is the correct identifier
ID or not will determine the authenticity preliminarily. On the other hand, whether the stacking result
is the same with the original information or not will determine the authenticity further. So, it can
improve the security of payment greatly.
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Figure 8. The structure of the prospects security anti-counterfeit application.
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4. Performance analyses and comparison
In this section, the security analysis of the proposed applications based on VSSQR is described. To
show the effectiveness and practicability of our applications, we compare our applications based on
VSSQR scheme with related schemes.
4.1. Security analysis
The core idea of (2, 2) VSSQR scheme is to embed secret information into two QR codes and then
generate two QR code shares that could be scanned and decoded correctly by any standard decoding
software, which may reduce the possibility of attracting the attention of potential attackers. The secret
information can be recovered by stacking two QR code shares. In such a way, the QR code shares will
be hard to be counterfeited although the content of each QR code share could be counterfeited easily.
So, whether the stacking results of two QR code shares could reveal the secret information or not
would determine the authenticity of QR code shares. As the algorithm of VSSQR scheme and the
secret information are private, the VSSQR scheme is secure vastly.
In the background security anti-counterfeit application, the original secret image is distributed
randomly and the generated QR code shares are also different each time randomly so that it would not
be counterfeited by possible attackers easily. As we all know, the secret can be only revealed by
stacking two correct QR code shares, if one of them is faked, nothing about the secret can be revealed.
Only the QR code share sent from the customer to the server is correct, the stacking result with the
matched QR code share selected from the server according to the unique identifier ID of the merchant
can be the same with the original secret image. As one of the generated QR code shares is only stored
in the merchant and platform server, others could not gain it so that the matched QR code share can be
guaranteed, which would improve the security of payment further. So, the security of payment based
on the background security anti-counterfeit application can be guaranteed in the application.
In the prospects security anti-counterfeit application, the original secret information is also
confirmed randomly by different customers so that the generated QR code share S 2 can be different
each time based on VSSQR scheme. Even if another QR code share is fixed, the generated QR code
share S 2 is different so that it would not be counterfeited. As we all know, the fixed QR code share S 1
is also stored in the secure server and can be correctly searched according to the identifier ID.
Although the fixed QR code share S 1 displayed on the screen can be got by possible attacker, its copy
is stored in the server and can be searched with the correct identifier ID that is encoded in the QR
code share S 1 . Since the copy of S 1 cannot be tampered, security of the generated QR code share S 2
which contains payment link and the correct identifier ID can be guaranteed.
On the one hand, whether the two QR code shares can be correctly decoded the information of the
merchant can determine the authenticity preliminarily. On the other hand, Only the two QR code
shares are correct, the secret information can be revealed. Therefore, the stacking results can verify
the authenticity of QR code shares.
In such a way, if the stacking result is the same with the secret image which is decided by
customers randomly each time, the generated QR code share S 2 is correct and we can pay money;
otherwise the authenticity of S 1 and S 2 could not be guaranteed. Based on this, other merchants could
not counterfeit the payment information of this merchant even if the VSSQR scheme and the platform
server are the same according to the identifier ID of the merchant, the QR code payment can be
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confirmed uniquely so that the security of payment can be ensured.
4.2. Comparison with related schemes
In this section, we compare the proposed security anti-counterfeit applications to QR code payment
with Lu et al.’s schemes [21]. Lu et al. [21] proposed three schemes for QR code payment based on
VSS and QR code, which exploits the XOR mechanism of RS, error correction mechanism of QR code
and the theory of VSS. The core idea is as follows. Firstly, an original QR code is encoded into two
shadow images based on VSS. Secondly, the shadows would be embedded into the same background
image respectively, and then the generated results would be inserted into the same carrier QR code
respectively by using the error correction mechanism of QR code and the XOR mechanism of RS.
Finally, stacking the two carrier QR codes can reveal the original QR code in the corresponding region.
In the schemes, the original secret QR code is split into the same size shadows which would be
embedded into the same carrier QR code and then output the two aesthetic QR codes that can be
decoded correctly. An example of the schemes proposed can be seen as Figure 9. In scheme 1, stacking
two QR codes Q1 and Q2 can reveal the original QR code which appears in QR code Q3 as shown in
Figure 9c. In scheme 2, stacking two QR codes Q4 and Q5 can reveal the original QR code which
appears in QR code Q6 as shown in Figure 9f. In scheme 3, stacking two QR codes Q7 and Q8 can
reveal the original QR code which appears in QR code Q9 as shown in Figure 9i. It can be seen that
the original secret QR code version is 1 which is 21 × 21 modules while the carrier QR code version
is 5 or 6 and the original secret QR code can be regarded as a logo which is embedded into the carrier
QR code.
Our VSSQR scheme is to embed the secret bits generated by VSS from a secret bit into the same
locations of QR codes in the processing of encoding QRs. The generated QR code shares can be
decoded correctly into the original information and stacking two QR code shares can reveal the original
secret image. The stacking result can determine the authenticity of QR code shares. Figure 10 shows
the results of QR code version 6 with error correction H by (2, 2) VSSQR scheme. Figure 10a shows
the secret image with size of 26 × 26. The generated QR code shares based on VSSQR scheme that
can be decoded correctly are shown in Figure 10b,c. Figure 10d,e show the decoding message for the
two generated QR code shares. Stacking two QR code shares can reveal the original secret image, as
shown in Figure 10f. If the light-weight computation device is usable, the secret image can be revealed
lossless based on XOR operation, as shown in Figure 10g.
Compared with Lu et al.’s scheme, our proposed applications based on the VSSQR scheme have
some superior performances as follows, which is concluded in Table 1.
a. The size of the original secret QR code embedded into the carrier QR code by Lu et al.’s is
21 × 21 while the the size of the secret image embedded into the same carrier QR code based on
VSSQR scheme is 26 × 26. The embedding capacity of our method is bigger than Lu et al.’s.
b. As our applications exploit the VSSQR scheme, the carrier QR code version can be really small,
such as 1 or 2. It does not need to be as big as Lu et al.’s. Based on this, when one of the generated
QR code shares need to be transmitted to the server, the bandwidth of the transmission would be much
smaller than Lu et al.’s.
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c. The embedding way of our applications is to generate and embed at the same time while the
Lu et al.’s is first to generate shadows and then embed into carrier QR code, which is different. The
generated QR code shares have no flaw based on our embedding way while the generated aesthetic QR
codes have some flaw in scheme 1 by Lu et al.
Table 1. Comparison with Lu et al.’s scheme.
Schemes

Capacity (carrier QR code version 6)

QR code version limitation

quality

Lu et al.

Secret QR code size 21 × 21

Yes

With flaws

our method

Secret QR code size 26 × 26

No

No flaw

4.3. Extensions
The proposed applications based on VSSQR scheme could be extended through the following ways:
a. Firstly, the secret message including various types of information can be encoded into a secret
QR code. Secondly, the secret QR code can be embedded into two cover QR codes to embed the bits
corresponding to shares generated by VSS from the secret QR code bit into the same locations of the
cover QR codes in the processing of encoding QRs. Finally, each generated QR code share can be
decoded correctly by a QR code reader.
b. The secret QR code can be recovered with the generated two QR code shares based on XOR
or stacking operation, and can be decoded into the original information. So, whether the decoding
information of the recovered secret QR code is the same with original information or not will determine
the authenticity of payment.
c. Because of the error correction mechanism of QR code, even if parts of the QR code are dirty
or destroyed, it could also be recovered so that can be decoded correctly. In such a way, the recovered
secret QR code can contain some errors which could be also decoded correctly by a mobile phone with
camera. So, the embedding capacity would be higher. In other words, if the same original secret QR
code version need to be embedded, the carrier QR code version based on our extended scheme would
be smaller than Lu et al.’s.
4.4. Implementation mechanism
The implementation of our applications needs cooperation with a third-party payment platform,
such as Alipay and Wechat Pay, which plays the role of the server in Figures 7 and 8. Our applications
seem like an alternative security function that provides the authentication during the payment. The
merchant will first decide whether the security function is used or not so that the third-party payment
platform can generate QR code in different ways. When the security function is chosen, the platform
will communicate with users just as what the server do in our applications.
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(a) Aesthetic QR code Q1

(b) Aesthetic QR code Q2

(c) Stacked QR code Q3 with Q1 and Q2

(d) Aesthetic QR code Q4

(e) Aesthetic QR code Q5

(f) Stacked QR code Q6 with Q4 and Q5

(g) Aesthetic QR code Q7

(h) Aesthetic QR code Q8

(i) Stacked QR code Q9 with Q7 and Q8

Figure 9. The results of three schemes proposed by Lu et al.
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(a) Secret image S

(d) The decoding information for S C1

(b) QR share S C1

(c) QR share S C2

(e) The decoding information for S C2

(f) Reconstructed QR code by stacking,
Sr

(g) Reconstructed QR code by XORing,
S r1

Figure 10. The results of QR code version 6 with error correction level H by (2, 2)VSSQR
scheme proposed.
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5. Conclusion and future work
This paper presents multiple security anti-counterfeit applications to QR code payment based on
VSSQR scheme that can improve the security of mobile payment greatly. The proposed applications
which can be applied to different scenarios integrate theory of VSS with the error correction mechanism
of QR code deeply. As the generated QR code shares which contain the information of the original
secret image can be decoded correctly by a mobile phone with camera and the original secret image
can be only recovered by stacking the two correct QR code shares, the security of QR code payment
can be improved vastly. When the payment QR code is faked, even if the decoding information is the
same, the stacking result would not be as same as the original secret image so that the security can be
guaranteed much. The proposed applications show the effectiveness and practicability. Comparions
with related schemes show the superior performances of the proposed applications. How to improve
the authentication efficiency of applications will be the further work.
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