
QFE, 8(1): 126–152. 

DOI: 10.3934/QFE.2024006 

Received: 02 November 2023 

Revised: 11 February 2024 

Accepted: 01 March 2024 

Published: 11 March 2024 

https://www.aimspress.com/journal/QFE 

 

Research article 

How do privacy concerns impact actual adoption of central bank digital 

currency? An investigation using the e-CNY in China 

Frédéric Tronnier* and Weihua Qiu 

Chair of Mobile Business & Multilateral Security, Goethe University Frankfurt am Main, Hesse, 
Germany  

* Correspondence: Email: frederic.tronnier@m-chair.de. 

Abstract: Central Bank Digital Currencies (CBDC) are being researched in academia and piloted by 
central banks around the world. Initial research highlights the importance of privacy concerns on 
adoption intention in CBDC. We took one step further and investigated the link between privacy 
concerns and adoption using the Chinese CBDC and digitalized version of the Yuan, the e-CNY. We 
integrated and applied the established Antecedent Privacy Concerns and Outcomes (APCO) model 
with the Task-Technology Fit model in a quantitative online-questionnaire with 682 Chinese 
participants to study the influence of privacy concerns on CBDC usage. The data was analyzed using 
partial least squares structural equation modeling (PLS-SEM) to identify significant path coefficients 
and effects in the developed model. The findings demonstrated that several antecedents significantly 
influenced privacy concerns, which in turn influenced e-CNY usage. In particular, perceived 
vulnerabilities impacted privacy concerns, while soft and hart trust factors were found to neither impact 
concerns or usage. When compared to prior research, the distinction between intention to use and usage 
of CBDC, under consideration of privacy concerns, seemed to be negligible. The often discussed 
‘privacy-paradox’ could not be observed for CBDC. Observed differences in antecedents and other 
factors may have been due to cultural, political, and demographic factors, as well as different CBDC 
design choices. For practitioners, the results further emphasized the need for a privacy-friendly 
implementation of retail CBDC, which efficiently communicated user benefits while rebutting 
perceived vulnerabilities. 



127 

Quantitative Finance and Economics  Volume 8, Issue 1, 126–152. 

Keywords: central bank digital currency; CBDC; privacy concerns; adoption; digital money; e-CNY; 
DCEP 

JEL Codes: E42, E58, G41, O33, C83 
 

Abbreviations: APCO: Antecedent Privacy Concerns and Outcome; BIS: Bank for International 
Settlements; CB-SEM: covariance-based structural equation modeling; CBDC: Central Bank Digital 
Currency; CFIP: concern for information privacy; DCEP: Digital currency electronic payment; DLT: 
Distributed ledger technology; e-CNY: Electronic Chinese yuan; GIPC: global information privacy 
concern; HTMT: heterotrait-monotrait ratio; IUIPC: Internet Users’ Information Privacy Concerns; 
PLS-SEM: partial least squares structural equation modeling; PBoC: People’s Bank of China; TAM: 
technology acceptance model; TRA: theory of reasoned action; TTF: Task-Technology-Fit; UTAUT: 
unified theory of acceptance and use of technology; VIF: variance inflation factor 

1. Introduction  

In recent years, academic research on Central Bank Digital Currency (CBDC) is growing steadily, 
as more and more central banks worldwide are in various stages of investigating, piloting, or 
establishing CBDC. The bank of international settlements (BIS) states that, as of 2023, 93% of all 
central banks are actively researching the topic (Kosse & Mattei, 2023), with numerous pilot projects 
being deployed. Different types of CBDC are envisioned, for either wholesale or retail purposes. In 
the contemporary financial landscape, the emergence of digital currencies in general has not only the 
potential to reshape monetary systems (Sauer, 2016) but also comes with new challenges (Raymaekers, 
2015). Such challenges for instance include the protection of information privacy (Goodell et al., 2021) 
and trust in technology and institutions (Zarifis et al., 2015).  

The People’s Bank of China (PBoC) was one of the first to research and actually issue a CBDC, 
the Electronic Yuan (e-CNY) through a dedicated system, the Digital Currency Electronic Payment 
(DCEP) system (People’s Bank of China, 2021). The e-CNY acts as legal tender for retail purposes 
(Cheng, 2023), and was implemented due to the rapidly changing digital economy, the decline in cash 
usage, and the emergence of new digital cryptocurrencies such as Bitcoin. The overall objective has 
been to meet the changing demand of individuals for digital payments. It acts as a “digital version of 
fiat currency issued by the PBOC”, with all the basic functions of money (People’s Bank of China, 
2021). A two-tier model is used, in which the central bank issues e-CNY to authorized commercial 
institutions that then circulate e-CNY to the public.  

Numerous objectives or potential advantages for issuing CBDC have been discussed, ranging 
from an increase in financial inclusion, to more control over monetary policy (Yang & Zhou, 2022), to 
offering a digital complement for the physical legal tender, cash (European Central Bank, 2022). 
However, achieving such goals is contingent on citizens actually adopting CBDC for retail payments 
and transactions in their daily life. 

Studying the adoption of new technologies, such as digital currencies, including CBDC, is a focus 
area in various research domains and one of the objectives of this work. In the past, central banks and 
academic research has focused on adoption intention as a proxy for actual adoption of CBDC, given 
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its unavailability to be used by citizens among several countries and regions (Bijlsma et al., 2021; 
Solberg Söilen & Benhayoun, 2022; Tronnier et al., 2022). Privacy concerns have been identified as 
potentially the most important factor for citizens in the development of a CBDC in Europe (European 
Central Bank, 2021). These concerns are often being researched in academia from a technical (Gross 
et al., 2021) or regulatory (Pocher & Veneris, 2021) point of view. Moreover, initial research on the 
link between privacy concerns of individuals and the intention to adopt a CBDC has already been 
conducted (Tronnier et al., 2022), demonstrating the negative influence of privacy concerns on the 
intention to adopt a digital euro.  

In this work, we aim to study this link in more detail by focusing not only on adoption intention 
but on actual adoption, or usage behavior. While adoption intention is sometimes seen as the closest 
indicator for actual adoption, there is conflicting research that indicates that the two are not necessarily 
similar indicating an “intention-behavior gap” (Sheeran & Webb, 2016). What is more, differences in 
CBDC, as well as citizens’ cultural and behavioral differences between countries, limits the 
generalizability of existing findings that were mainly conducted in a European context (Bijlsma et al., 
2021; Solberg Söilen & Benhayoun, 2022; Tronnier et al., 2022). Thus, the e-CNY is chosen to study 
actual end-user usage and its link to privacy concerns for CBDC. The objective of this work is therefore 
to study the link between possible privacy concerns and usage behavior and to compare these findings 
with existing research that focused on behavioral intention.  

The research questions (RQ) of this work are therefore as follows: 
RQ1: Which antecedents and factors influence privacy concerns in e-CNY users? 
RQ2: How do privacy concerns usage behavior for the e-CNY? 
RQ3: Are there differences in privacy concerns and adoption (intention) for different CBDC and 

countries? 
To answer these research questions, we conduct a quantitative questionnaire among Chinese 

citizens to obtain 682 final respondents. We follow and adapt the research model for CBDC by Tronnier 
et al. (2022) that is based on the antecedents-privacy concerns- and outcomes (APCO) model by Smith 
et al. (2011) and combine it with the Task-Technology-Fit (TTF) model (Goodhue & Thompson, 1995). 
The data sample is analyzed using partial least squares structural equation modelling (PLS-SEM) in 
accordance with Hair et al. (2011).  

The results verify the significant negative influence of privacy concerns on adoption of the  
e-CNY. The antecedents prior privacy victim experience, perceived vulnerability, and self-efficacy are 
found to significantly influence privacy concerns. Notably, soft and hard trust factors are found to 
influence neither privacy concerns nor e-CNY usage. By comparing our results to existing work that 
studied the influence of privacy concerns on adoption intention, the theoretical contribution of this 
work addresses the intention-behavior gap (Sheeran & Webb, 2016). For CBDC, this work acts as first 
evidence that behavioral intentions and actual behavior could indeed be similar. As a practical 
contribution, this work emphasizes the importance of privacy in CBDC payments, as a privacy-friendly 
solution could encourage future adoption.  

This work is structured as follows: The second chapter provides the scientific background of this 
work, introduces CBDC, and discusses related work and scientific models on privacy concerns and 
adoption behavior both in general and in the context of this work. Chapter 3 describes the methodology 
applied and develops the hypotheses of this work. The results are then presented in chapter 4, covering 
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measurement and structural model assessments. Chapter 4 discusses the results obtained in chapter 3 
and points out limitations and opportunities for future work. The conclusion of this work is presented 
in chapter 5.  

2. Related work and scientific background 

2.1. Related Work on central bank digital currency 

Commonly, money is described through its attributes, to serve as a unit of account, act as a 
medium of exchange, and retain value as a store of value (Brunner et al., 1971). Moreover, money can 
then be categorized based on four key properties: issuer, form, accessibility, and technology employed 
(Bech & Garratt, 2017). The only form of legal tender that is directly available to citizens, the public, 
is cash in the form of coins (and banknotes) (Bossu et al., 2021), while digital reserves are only used 
for interbank settlements. Central banks now aim to create and issue an additional legal tender, CBDC. 

CBDC may be defined as a digital currency created by a central bank, designed either for 
wholesale interbank purposes or as a retail solution for public use. From a technological perspective, 
blockchain and account-based solutions are being researched and piloted (Bech & Garratt, 2017). 
Given this broad definition, we focus exclusively on retail CBDC, and the e-CNY implemented by the 
PBoC. The e-CNY, as first envisioned in 2016 and piloted in the subsequent years in specific Chinese 
regions, is the first active CBDC of a major economy. As legal tender (Cheng, 2023), to be used for 
retail purposes, it was proposed to counter emerging threats by cryptocurrencies and the declining cash 
use, as well as the overall trend towards digital payments and payment solutions (People’s Bank of 
China, 2021). The e-CNY is sometimes referred to as the Digital Currency Electronic Payment (DCEP) 
system (Huang & Li, 2023). In contrast to other central banks, such as the European Central Bank 
(ECB), the PBOC specifically states that e-CNY is to act as a substitute for cash (People’s Bank of 
China, 2021). Users are able to fill digital wallets with e-CNY and use them for online and offline 
transactions. There exist four different categories that are classified based on the balance of e-CNY 
that the wallet can hold and the possible number of transactions per day and year. These limits depend 
on the level of identification of users, as users that registered a wallet with only a mobile phone number 
(category 1) are allowed fewer transactions and a lower balance than users that registered using a valid 
ID and linked their wallet to a bank account (category 2 and 3) (Cheng, 2023; Xu, 2022). Transactions 
with e-CNY can be made in either a dedicated e-CNY application or through existing payment service 
provider solutions. 

As of 2023, the overwhelming majority of central banks, surveyed by the bank for international 
settlements (BIS), are currently researching CBDC (Kosse & Mattei, 2023). The authors find work on 
retail CBDC to be more advanced than the work on wholesale CBDC, with cryptocurrencies and 
stablecoins as competitors rarely used for digital payments. There exists plentiful research, by academia 
and from central banks, on the motives, potential benefits, and drawbacks of the introduction of CBDC 
(Auer et al., 2021). Advantages include the potential for enhanced payment efficiency, financial stability, 
financial inclusion, and improved anti-money laundering capabilities (Schueffel, 2023). These 
advantages might differ depending on the CBDC design and vary in their usefulness depending on the 
economic status of a country and the objectives of the respective central bank (Auer et al., 2020). 
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However, for citizens, the benefits of CBDC may be less evident, particularly due to concerns for privacy 
and the potential of surveillance on an individual and societal level (Schueffel, 2023). An in-depth 
analysis on CBDC in Asia is performed by Lee et al. (2023).The authors focus on analyzing potential 
benefits and risks of CBDC and discuss regulatory and technological aspects. Environmental friendliness 
of CBDC was analyzed by Alonso (2023) using a sample of 34 countries. The author finds that countries 
in the Eurozone could launch a higher percentage of green CBDC, although environmental impact will 
ultimately depend on the design choices taken in the development of CBDC. 

Initial research on CBDC adoption intention suggests that established factors such as performance 
expectations, social recommendations, facilitation conditions (Solberg Söilen & Benhayoun, 2022), 
trust, and privacy protection (Tronnier et al., 2022) play crucial roles. Recent research also underscores 
the interplay between CBDC and other payment methods from the perspective of users (Tronnier et 
al., 2023). Attitudes towards unfamiliar CBDCs are influenced by the perceived similarity to existing, 
familiar payment methods. 

Given the actual availability of the e-CNY, first research on the subject already exists. Technical 
research for instance focused on the auditability of the e-CNY (Wang et al., 2022). Other researchers 
utilize a quantitative survey to study adoption factors for the Chinese CBDC (Wu et al., 2022). The 
authors combine the established model of the unified theory of acceptance and use of technology 
(UTAUT) with push-pull-mooring theory. The results indicate that all factors of the existing model, 
such as habit, social influence or perceived risk, significantly influence CBDC usage. The overall 
model results in an R2 of 0.359. Other work focuses on how the FinTech sector responds to CBDC 
signals by central banks, finding that response intensity is weakening over time (Li et al., 2022). 

The study by Xia et al. (2023) can be seen as the one closest to this work. The authors study adoptions 
intention for e-CNY in China, using the previously mentioned push-pull-mooring model and combining 
it with the task-technology-fit (TTF) model. The authors also include privacy concerns in their model and 
find that they, as well as the majority of other factors, influence usage intention. However, the study differs 
from this work in two crucial aspects. First, the authors study adoption intention, not actual adoption. 
Second, the authors study general privacy concerns and not privacy concerns in relation to CBDC 
specifically. In other models, such general privacy concerns are sometimes modeled as a moderator or 
antecedent (Tronnier et al., 2022) for privacy concerns that relate to a specific context or technology. In 
this work, we focus on privacy concerns in e-CNY as both a dependent variable for several antecedents 
and an independent variable that influences usage behavior. 

2.2. Scientific background on privacy concerns and technology adoption 

The adoption of new technologies has been a major field of academic research with researchers 
studying the adoption of other payment-related technologies such as ATMs (Sharma, 1991), digital 
payment solutions such as mobile banking (Bhatiasevi, 2016; Chin et al., 2022; Zhou et al., 2010), or 
in-store banking (de Kerviler et al., 2016). The adoption of cryptocurrencies (Al-Amri et al., 2019; 
Alzahrani & Daim, 2019; Esmaeilzadeh et al., 2019; Sohaib et al., 2020) and stablecoins (Kimmerl, 
2020) has similarly been studied using systematic literature reviews, qualitative interviews and 
quantitative surveys. The scientific basis builds on top of several established models and theories, such 
as the technology adoption model (TAM) (Davis, 1989), the theory of reasoned action (TRA) (Ajzen 
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& Fishbein, 1980) and the theory of planned behavior (Ajzen, 1991). These theories and models later 
lead to the development of further models such as the widely used unified theory of acceptance and 
use of technology, (UTAUT and UTAUT2) (Venkatesh et al., 2003, 2012; Venkatesh & Davis, 2000). 
Many of these models have been applied towards the payment context to study the adoption of digital 
payment solutions, for instance by adding additional factors such as trust in the mobile commerce 
context (Lin et al., 2011), security (Ramos-de-Luna et al., 2016) or privacy concerns (Su et al., 2018). 
Older models, such as TAM, enjoy continued usage and are being adapted to be applied to new 
technologies or in new contexts (Huang et al., 2023). A close link has been established between 
attitudes towards technology and their adoption (Ajzen & Fishbein, 1980), which were also assessed, 
for instance for facial recognition technology in payments (Dang et al., 2022). For CBDC, it has been 
observed that attitudes towards existing payment solutions shape attitudes towards not-yet-exiting 
CBDC in European respondents (Tronnier et al., 2023).  

Most recently, the existing models for technology adoption have also been adapted towards CBDC. 
Solberg Söilen & Benhayoun (2022) study intention to adopt CBDC using the UTAUT by adding trust 
in the currency system to the existing models. The authors find that the factors performance and social 
recommendations significantly influence adoption intention. Similarly, Bai (2020) was, to our knowledge, 
the first to study centralized digital currency adoption intention for the Chinese market utilizing a 
quantitative approach. The author combines UTAUT2 and TPB and find established factors such as 
performance and effort expectancy, but also facilitating conditions and hedonic motivation, to be factors 
that significantly influence intention to use. A further approach, using UTAUT has been conducted using 
the additional factors of national identity and fairness by Wu et al. (2022). 

Privacy is found to be an incremental factor that influences technology adoption. There exist 
countless definitions for the intangible concept of privacy, ranging from the “right to be left alone” 
(Warren & Brandeis, 1890) to a subjective view of fairness in processing personal data (Malhotra et 
al., 2004). Contextual integrity theory (Nissenbaum, 2010) argues that privacy is context-dependent 
and that flow of information are perceived as acceptable, or a violation of privacy, based on the specific 
factors of sender, recipient, information type, transmission principle and data subject. Similarly, Smith 
et al. (2011) argued that, due to these different perceptions, privacy cannot be measured directly. 
Subsequently, privacy concerns are used as a surrogate to measure privacy (Smith et al., 2011). On the 
topic, several comprehensive reviews of academic literature exist (Malhotra et al., 2004; Smith et al., 
2011), with a wide variety of different models having been developed to measure privacy concerns. 
For instance, the internet users’ information privacy concerns (IUIPC) model (Malhotra et al., 2004) 
extends existing theory on privacy concerns by focusing on the digital context. The resulting model is 
found to explain a significant amount of variance in behavioral intention. Older established models, 
such as the global information privacy concern (GIPC) and the concern for information privacy (CFIP) 
(Smith et al., 1996) scale focus on the offline or organizational context and are therefore not 
transferable to this work. The APCO model by Smith et al. (2011) studies antecedents, privacy 
concerns and outcomes in the digital world and has been applied and adapted to differing contexts, 
such as augmented reality (Harborth & Pape, 2021) or CBDC (Tronnier et al., 2022).  

With the exponential growth in CBDC research, privacy has become a prominent topic of interest 
among central banks and academics, as digital transactions create and process a diverse range of data. 
For instance, transaction data is routinely processed to comply with regulations, including anti-money 
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laundering (AML) and know-your-customer (KYC) requirements (Dogan & Bicakci, 2023), which are 
likely to apply to CBDC transactions as well (Wadsworth, 2018). As a result, personal data could 
potentially be exposed during the transfer of CBDC transaction-level financial information (Auer & 
Böhme, 2020), posing the risk of CBDC becoming a digital entity that threatens privacy and erodes 
civil liberties (Baronchelli et al., 2022). For CBDC transactions, data processing typically falls into 
two categories: identity-related and transaction-related information (Allen et al., 2020; Lee et al., 2021). 
As an example, the proposed regulation on the digital euro, the European CBDC, identifies multiple 
types of data that would be transferred in digital euro transactions, such as transaction amounts, wallet 
amounts or data recipients (European Commission, 2023). Sun and Rizaldy (2023) review learnings 
from other e-money solutions in Asia, including China, and argue that privacy-preserving data-sharing 
arrangements for CBDC are possible. 

Auer et al. (2023) provide a mapping of the privacy landscape for CBDC, while Lee et al. (2021) offer 
a taxonomy of technical approaches to privacy in blockchain-based CBDCs. Technologies, such as zero-
knowledge-proofs, are used to demonstrate that privacy-friendly CBDC solutions can indeed retain 
regulatory compliance (Gross et al., 2021). From an econometric standpoint, Fang et al. (2023) model the 
need for a balanced approach to privacy protection and regulation, coupled with user education on the 
subject, using game theory. Other research delves into privacy calculus theory, assessing the trade-off 
between privacy concerns and benefits associated with information disclosure in CBDC (Jabbar et al., 2023) 
or studying the factors influencing privacy concerns in CBDC (Tronnier & Biker, 2022).  

Overall, it can be seen that existing models to study technology adoption have already been applied 
towards CBDC. However, the key factor of privacy concerns has not yet been studied for actual CBDC 
usage, but solely for behavioral intention to use, for a hypothetical CBDC. We argue that this constitutes 
as a gap in academic literature on the subject of CBDC, due to the significant difference between 
intention and actual behavior (Sheeran & Webb, 2016). This is particularly relevant when it comes to 
privacy and privacy concerns (Gerber et al., 2018; Kokolakis, 2017). Both, intention-behavior gap and 
the so called “privacy-paradox” state that communicated or intended behavior does not equal actual 
behavior, in particular if the socially desirable protection of privacy is involved. This difference has been 
observed for other socially desired actions such as ethical consumption (Hassan et al., 2016). It can be 
explained through the different weightings that individuals give concrete actions now, in contrast to 
potential future impacts to privacy breaches in the distant future (Hallam & Zanella, 2017). 

In this work, we aim to close this gap in literature on CBDC by investigating CBDC adoption and 
its link to privacy concerns. To this end, we employ a dedicated research model to study the influence 
and antecedents of privacy concerns in CBDC, as outlined in the following. 

3. Methodology 

With the overall aim to study the influence of privacy concerns on adoption behavior of Chinese 
citizens for the e-CNY, we adapt and combine two established models from the information systems 
(IS) research domain. We specifically follow the call from Tronnier et al. (2022) for more research on 
privacy concerns in non-European CBDC payments and adapt their model towards the e-CNY. The 
Antecedents-Privacy Concerns and Outcomes (APCO) model by Smith et al. (2011) is augmented with 
the Task-Technology-Fit (TTF) model to better suit the news of the innovative context of CBDC. 
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Additionally, a specific focus is given to the dimension of trust, that is identified as a crucial antecedent 
of privacy concerns (Dinev et al., 2006). All constructs are adapted from established literature to 
maintain reliability and validity. The research questions are addressed through in total 14 hypotheses 
that are outlined in the following. 

3.1. Antecedents of privacy concerns 

The factor of Awareness has been extensively examined in various contexts. Westin (1967) 
initially proposed that heightened awareness from exposure to privacy-related media coverage could 
intensify privacy concerns. This perspective was expanded by Culnan (1993) who argued that personal 
experiences could contribute to awareness, thus providing a broader understanding of this construct. 
Smith et al. (1996) reinforced this notion, demonstrating the correlation between privacy awareness 
and the level of privacy concern (Benamati et al., 2017). Applying these findings to digital currencies 
such as the e-CNY, it is reasonable to surmise that increased awareness of a CBDC influences privacy 
concerns. Understanding of the underpinning technology, knowledge of privacy safeguards, and 
awareness of potential risks and benefits can all play pivotal roles in shaping privacy concerns. Thus, 
the following hypotheses is proposed:  

H1: Awareness of the e-CNY is negatively associated with privacy concerns regarding the e-CNY. 
Privacy victim experiences have been recognized in the literature as having significant influence 

on privacy concerns. The works of Smith et al. (1996, 2011) revealed that individuals who have been 
exposed to, or been victims of, personal information abuses express stronger concerns regarding 
information privacy. This is found to hold true in both institutional and peer contexts, suggesting that 
past negative experiences, even with a limited number of entities, can generalize to shape individuals’ 
privacy concerns in broader contexts (Ozdemir et al., 2017). The idea that privacy experiences impact 
privacy concerns is further substantiated by Pavlou and Gefen (2005). The authors find that negative 
prior experiences in an online marketplace led to increased privacy concerns, demonstrating the 
influence of past experiences on future privacy-related perceptions. Applying these insights to the 
context of e-CNY, one could hypothesize that individuals’ experiences related to privacy violations 
could shape their privacy concerns related to e-CNY usage. Based on the aforementioned literature, 
we therefore hypothesize: 

H2: Privacy victim experiences of individuals are positively associated with privacy concerns 
regarding the e-CNY. 

Perceived control refers to an individual’s belief about the degree to which one can influence a 
situation or outcome. Research suggests that individuals with higher perceived control over their personal 
information are likely to have lower privacy concerns (Hajli & Lin, 2016). This concept aligns with privacy 
calculus theory, which argues that individuals weigh perceived potential benefits against perceived possible 
privacy risks associated with personal information sharing (Culnan & Armstrong, 1999; Dinev & Hart, 
2004). If individuals perceive they have more control over their information, they may assess the privacy 
risk as lower, thereby reducing their privacy concerns (Ozdemir et al., 2017; Smith et al., 2011). A user 
who feels to possess control over e-CNY transactions, including the sharing and usage of personal 
information, may be more likely to have reduced privacy concerns. Such perceived control might stem 
from transparency in transaction processes, the ability to opt-in or opt-out of specific data sharing, and 



134 

Quantitative Finance and Economics  Volume 8, Issue 1, 126–152. 

awareness of the privacy safeguards in place. One concrete example could be the different options for 
signing on for e-CNY wallets, that provide different levels of pseudonymity (Cheng, 2023; Xu, 2022). 

H3: Perceived control over the e-CNY is negatively associated with privacy concerns regarding 
the e-CNY. 

A further antecedent that was found to positively influence privacy concerns (Smith et al., 1996, 
2011; Tronnier et al., 2022) is perceived vulnerability. Perceived vulnerability denotes an individual’s 
perceived susceptibility to harm or loss. A high level of perceived vulnerability often leads to an 
increase in privacy concerns and is also linked to previous negative experiences, such as falling prey 
to a hacker or phishing attack (Miltgen & Peyrat-Guillard, 2014). In the context of CBDCs, the 
perceived vulnerability may arise from concerns related to the security of the technology, the potential 
misuse of personal information, and the risk of financial losses. We therefore hypothesize: 

H4: Perceived vulnerability is positively associated with privacy concerns regarding the e-CNY. 
Self-efficacy relates to an individual’s belief in their capability to complete specific tasks, for 

instance when interacting with technology (Compeau & Higgins, 1995). Prior research highlights the 
inverse relationship between self-efficacy and privacy concerns (Maddux & Rogers, 1983). More 
recent works (Alashoor et al., 2017; Tsai et al., 2016), reinforce this relationship, showing that 
individuals that exhibit higher self-efficacy demonstrate lower privacy concerns. In the context of the 
e-CNY, self-efficacy could play a significant role in shaping privacy concerns. Users with high  
self-efficacy may feel more confident in their ability to use e-CNY securely and manage the associated 
privacy risks, thus reducing their privacy concerns. This may include understanding the privacy 
settings and safeguards, managing personal information related to transactions, and responding to 
potential privacy threats. We therefore propose the following hypothesis: 

H5: Self-efficacy is negatively associated with privacy concerns in the e-CNY. 

3.2. Privacy concerns and related factors 

The emergence of CBDC, such as the e-CNY, marks a significant shift in the financial landscape. 
CBDC could potentially offer increased efficiency, accessibility, and foster financial inclusion (Auer 
et al., 2020). However, we argue that adoption, and the tangible positive effects CBDC could have, 
depend on the perceived fit between the technology characteristics of the CBDC and the task 
characteristics of financial transactions, that are the transactions that are to be conducted using CBDC. 

The Task-Technology Fit model (TTF) model by Goodhue and Thompson (1995) states that 
information technology is likely to have a positive impact on individual performance and usage when 
the capabilities of the IT match the tasks that the user must perform. In the context of CBDCs like  
e-CNY, the technology-task fit could refer to how well the features of the DCEP system align with the 
users’ financial transaction needs. This could include factors such as security features, ease of 
transactions, accessibility, and transaction speed. If the DCEP system is perceived to meet these needs 
effectively, the likelihood of its use could increase. The significant influence of TTF on adoption could 
be observed for technologies such as enterprise resource planning systems (Abugabah et al., 2015),  
e-learning solutions (Lin & Wang, 2012), and has also been researched for CBDC specifically (Xia et 
al., 2023). Therefore, we propose: 

H6: The Task-technology fit is positively associated with the usage of the DCEP system in e-CNY. 
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Privacy concerns are at the center of the APCO model, with the antecedents introduced above 
influencing privacy concerns, while privacy concerns in turn influence a specific outcome. This 
outcome would be the adoption of a technology, acting as an independent variable in the second part 
of the model. Privacy concerns refer to individuals’ apprehensions about the potential loss of control 
over personal information (Smith et al., 2011) and have been shown to negatively influence technology 
acceptance, information disclosure, or usage behavior (Dinev and Hart, 2004). For the digital euro, 
privacy concerns were found to significantly negatively influence intention to use the CBDC (Tronnier 
et al., 2022), although the “privacy paradox” (Barnes, 2006) argues that there exists a gap between 
intention and actual behavior with respect to privacy. Privacy was further found to be a major factor 
for individuals with respect to CBDC in research by central banks (European Central Bank, 2022) and 
researchers frequently discuss the potential negative implications of CBDC on citizens’ privacy 
(Baronchelli et al., 2022). Thus, we propose:  

H7: Privacy concerns in e-CNY are negatively associated with the usage of e-CNY. 
Trust is a multifaceted construct and ensuring trust in the respective currency is one of the major 

objectives of each central bank (European Central Bank, 2020). Moreover, it is crucial for central banks 
in ensuring that monetary policy can be applied successfully (Angino et al., 2021), with trust levels in 
central banks, by citizens, differing significantly between countries (Bursian & Fürth, 2015). Trust in 
central banks and their policies is influenced by factors such as education, political leaning and specific 
events (Angino et al., 2021). Trust in digital currency solutions is also found to influence intention to 
use CBDC in prior research (Solberg Söilen & Benhayoun, 2022). When discussing trust outside the 
money-context, the factor is found to positively influence behavioral intention and usage (Dinev & 
Hart, 2006), for instance for purchasing behavior (Pavlou & Fygenson, 2006). 

As trust is often modeled in different fashions (Smith et al., 2011), we follow the approach by 
Tronnier et al. (2022) and Wonneberger and Mieg (2011) that measure soft and hard trust factors for 
money specifically. Hard trust factors hereby relate to the main functions of money, such as acting as 
medium of exchange and store of value. Soft trust factors facilitate the functioning of money, for 
instance through the perceived image or security of it. These trust factors, including system security 
and credibility, are found to significantly impact technology adoption and use (Featherman et al., 2010). 
In the work of Tronnier et al. (2022), especially soft trust factors impact privacy concerns and the 
intention to adopt a European CBDC for European respondents. Based on these results, we propose 
the following hypotheses: 

H8: Soft trust factors are negatively associated with privacy concerns for the e-CNY.  
H9: Hard trust factors are negatively associated with privacy concerns for the e-CNY. 
H10: Soft trust factors are positively associated with the usage of e-CNY. 
H11: Hard trust factors are positively associated with the usage of e-CNY. 
The role of perceived risk in shaping trust and influencing the adoption and usage of  

technology-based systems is well-documented in the literature. Perceived risk refers to the potential for 
loss in the pursuit of a desired outcome and is considered a major barrier to the acceptance and use of 
new technologies (Featherman and Pavlou, 2003). For the e-CNY, perceived risk can stem from several 
sources, including potential financial losses, data breaches, and uncertainty about the system’s reliability 
(Smith et al., 2011). Various studies have established the negative influence of perceived risk on trust. 
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For instance, Pavlou (2003) found that as perceived risk increases, trust in the online vendor decreases, 
which subsequently reduces the intention to transact. We therefore argue: 

H12: Perceived risk is negatively associated with the usage of the DCEP system in e-CNY. 
Government involvement is a vital factor in shaping public trust, particularly when it comes to 

financial systems and new forms of currency like e-CNY. In the broader context, government 
involvement often includes regulation, supervision, and sometimes direct operation or support of a 
system, all of which can influence public perceptions of trust. The concept of government involvement 
fostering trust has been supported by existing literature (Akkaya et al., 2010; Bélanger & Crossler, 
2011; Li, 2011; Patton & Jøsang, 2004).  

However, the specific impact of government involvement on trust in the context of CBDCs such 
as e-CNY is unexplored. Given its importance and potential impact, this study proposes to be the first 
to examine this relationship. We therefore argue that government involvement is not only positively 
linked to trust factors but extends beyond trust (Stoica et al., 2005). We hypothesize that it directly 
influences usage behavior in e-CNY, as the Chinese government plays a pivotal role in directing 
economic trends and is actively promoting and incentivizing e-CNY usage for citizens: 

H13: Government involvement is positively associated with soft trust factors in e-CNY. 
H14: Government involvement is positively associated with hard trust factors in e-CNY.  
H15: Government involvement is positively associated with the usage of the DCEP system in e-CNY.  

3.3. Questionnaire design 

All items and their wording were adapted from prior research, as outlined above, and items are 
depicted in Appendix Table A.1, including mean and standard deviation values. Upon agreement on the 
exact phrasing of each item in English by the authors, all items were translated to Mandarin by a native 
speaker. Another researcher verified the translations using digital translation solutions by transferring 
them back to English. These were then discussed until agreement on all items was reached. 5-point Likert 
scales were used for answers wherever applicable, ranging from “Strongly disagree” to “Strongly agree”. 
A pilot survey was conducted to test item design and verify whether respondents’ answers, obtained 
through a market research institution, are usable. Following this preliminary phase, several items were 
augmented, to account for differences in meaning through the translation from English to Mandarin. The 
questionnaire commenced with an introductory section on the intended objective of the survey, to obtain 
consent for the purpose of academic research. Next, the e-CNY was introduced, following the 
information provided by the central bank of China. Upon these introductory information, items for the 
general model as well as demographic questions were provided to respondents. 

3.4. Sample collection 

In total, 800 respondents were surveyed, of which 692 respondents are included in the final 
sample, accounting for failed control questions, suspicious answer behavior or too quickly 
completed questionnaires.  

Participants were recruited by one researcher through word-of-mouth and digital distribution as well 
as through a market research institution, “Credamo.com”. Participants were compensated for their work 
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through the market research institution, and consent was obtained to use responses for academic purposes. 
A checklist, provided by the ethics board of the authors’ university suggested that an official ethical 
approval was not necessary. Only IP-addresses of respondents were collected as personal data during the 
survey to avoid multiple responses by the same individual. This data was deleted upon verification.  

The valid sample consisted of 303 males and 389 females, with a substantial majority (50.29%) 
in the age bracket of 18–29 years. This indicates a skew towards younger respondents, reflecting a 
possible interest in or inclination towards digital financial technologies among younger demographics. 
The sample represented a broad cross-section of educational backgrounds, with a significant 72.54% 
holding at least a Bachelor’s degree. The high proportion of highly-educated participants suggests that 
the results will reflect the perspectives of a demographic that may be more familiar with the concept 
and potential implications of CBDC. Only 32 individuals stated to never have used e-CNY at least 
once, nor to have interacted with the underlying DCEP system in any way. We also surveyed usage for 
offline and online payments using DCEP, finding that the system is used much less frequently for 
offline transactions, for instance to pay in physical stores, and much more often for online transactions. 

4. Results 

The research model and its hypotheses, developed in the prior section, is assessed using structural 
equation modeling (SEM). In contrast to earlier methods such as multiple regression analysis, SEM 
offers the possibility to analyze causal chains, such as “Factor A impacts Factor B, impacts Factor C”. 
PLS uses path models, diagrams, to display the relationships between variables. The path model 
consists of an inner (structural) model, that links constructs and depicts the relationships, and outer 
(measurement) models, which display the relationship between constructs and indicator variables 
(Sarstedt et al., 2017). According to Hair et al. (2011), there exist two main approaches for SEM, partial 
least squares SEM (PLS-SEM) and covariance-based SEM (CB-SEM). SEM is seen as an extension 
of modeling techniques such as multiple regression analysis and may be defined as the simultaneous 
combination of factor analyses and multiple regression analyses (Dash & Paul, 2021). CB-SEM is 
based on covariance, and PLS-SEM is based on variance or partial least squares (Dash & Paul, 2021). 
The result is a sophisticated model that depicts the dependence and interdependence of relationships 
between constructs in the model. Recent work that compared the effectiveness of both methods for 
technology forecasting found that both methods are equally effective in analyzing structural 
relationships (Dash & Paul, 2021). While CB-SEM is seen as more suitable to verify existing theories, 
for “theory development as well as prediction purposes, PLS-SEM is better.” (Dash & Paul, 2021). 
Due to the exploratory nature in studying e-CNY usage, we therefore opt for PLS-SEM, in line with 
the research by Tronnier et al. (2022), which we aim to compare our work with. The structural model 
is created and tested using SmartPLS version 4. We perform computations with the path weighting 
scheme, allowing for a maximum of 300 iterations and a stop criterion of 10−7. Bootstrapping 
incorporated 5000 bootstrap subsamples, opting for no sign changes as the method for handling sign 
changes during iterations. 
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4.1. Measurement model assessment 

The first-order constructs in our measurement model are reflective. Therefore, we analyze internal 
consistency reliability, convergent validity and discriminant validity for these constructs (Hair et al., 
2011). Cronbach’s α and Composite reliability (rho_a) are used to assess reliability, Average Variance 
Extracted (AVE) is used to measure construct validity. The results for our items are depicted in Table 1. 

Table 1. ICR and AVE of the constructs. 

 Cronbach’s alpha Composite reliability (rho_a) AVE 

Awareness of the e-CNY 0.496 0.507 0.392 

Credibility 0.551 0.551 0.690 

Fungibility 0.563 0.567 0.695 

Government involvement 0.713 0.714 0.777 

Hard factor 0.771 0.775 0.468 

Image 0.535 0.535 0.683 

Liquidity 0.640 0.641 0.735 

Perceived control 0.678 0.654 0.555 

Perceived risk 0.913 0.928 0.794 

Perceived vulnerability 0.930 0.932 0.827 

Privacy concerns in the e-CNY 0.921 0.921 0.863 

Security 0.611 0.611 0.720 

Self-efficacy 0.791 0.791 0.827 

Soft factor 0.818 0.820 0.524 

Stability 0.511 0.517 0.671 

Task-Technology Fit 0.681 0.737 0.511 

Usage of e-CNY 0.868 0.867 0.723 

Cronbach’s α and composite reliability score of above 0.7 are generally deemed satisfactory, 
implying that the items within a construct cohere together well and reliably measure the same 
underlying concept (Tavakol & Dennick, 2011). We observed a distinct range of scores across the 
constructs. All constructs except for the constructs Awareness of the e-CNY, Credibility, Fungibility, 
Image, and Stability met this benchmark. These lower scores could potentially be attributed to the 
complexity of these constructs, which may not be adequately captured by the items included in the 
survey. It could also be that these constructs are interpreted differently by the respondents, resulting in 
less consistency in the responses.  

When assessing construct validity, an AVE score > 0.5 is considered adequate, implying that more 
than half of the variance of the items is due to the construct they are supposed to be measuring (Hair 
et al., 2011). All constructs except for Awareness of the e-CNY, Perceived control and TTF did meet 
this criterion. The low AVE scores could be due to the items not adequately capturing the breadth of 
these constructs or the constructs not being well-defined, resulting in a lower shared variance among 
the items. In the process of assessing the construct reliability and validity for “Government 
Involvement”, a critical evaluation was undertaken on the constituent items. Notably, out of the four 
items, two (question 2 and 4) were identified as potentially detrimental to the construct’s internal 
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consistency. Thus, we removed those items, resulting in a more robust Alpha, increasing from 0.635 
to 0.714. The removed items are nonetheless depicted in the appendix but are marked as redacted, as 
they were not used in the structural model assessment later on. 

Future research may benefit from revisiting the constructs with lower reliability and validity 
scores, refining the measures, and conducting additional pilot testing. Additionally, the incorporation 
of qualitative methods could further shed light on the nuances of these constructs that were possibly 
missed in the survey design. 

Next, we assess discriminant validity for our constructs. Discriminant validity refers to the degree 
to which constructs that are theoretically different are also empirically different (Henseler et al., 2015). 
It reflects the uniqueness or distinctness of a construct and ensures that a construct is not highly 
correlated with other constructs from which it is supposed to differ (Hair et al., 2011). The  
heterotrait-monotrait ratio (HTMT) has been suggested as a reliable criterion to assess discriminant 
validity (Henseler et al., 2015). Values of HTMT lower than 0.85 demonstrate that the constructs 
possess adequate discriminant validity (Henseler et al., 2015). HTMT values for the main model paths 
are displayed in Table A.2 in the appendix. For our variables, HTMT ratios for most pairs of constructs 
were less than 0.85, supporting the discriminant validity of these constructs. For instance, the 
constructs “Perceived control” and “Awareness of the e-CNY” showed a HTMT value of 0.254, far 
below the threshold, which suggests that they are distinctly different. 

However, certain pairs of constructs such as “Hard trust factor” and “Fungibility” (1.228), and 
“Image” and “Credibility” (1.194) had HTMT values exceeding the threshold of 0.85, raising concerns 
about discriminant validity. “Hard trust factor” is a higher-order construct composed of “Liquidity”, 
“Fungibility”, and “Stability”, while “Soft trust factor” is composed of “Security”, “Credibility”, and 
“Image”. The high correlation might therefore be due to their inherent interrelatedness, as these 
constructs share some underlying components. As we adapted these items and their phrasing from 
existing research (Tronnier et al., 2022; Wonneberger & Mieg, 2011), we decided to keep them in the 
model. Nonetheless, these results highlight the importance to refine the trust constructs in the future. 

4.2. Structural model assessment 

In multivariate analysis, collinearity statistics, particularly the Variance Inflation Factor (VIF), 
are vital for evaluating the structural model. VIF indicates the level of multicollinearity, with VIF 
values > 5 usually depicting concerning levels of multicollinearity (Hair et al., 2011). VIF values for 
the inner model are depicted in Table A.3 in the appendix and for all items of the questionnaire in the 
outer model in Table A.2. 

The collinearity statistics derived from the survey data exhibit VIF values below the threshold of 
5, suggesting that the model does not suffer from severe multicollinearity issues. This supports the 
validity of the regression models underpinning the construct of the structural model. 

However, three constructs, namely Perceived vulnerability (item 4), Usage of e-CNY (item 2,3) 
as shown Table A.1, demonstrate VIF > 4, indicating potential multicollinearity. These high VIF values 
suggest these constructs may not be entirely independent but are interrelated with other constructs of 
the model. This interdependence could impact interpretability and reliability of the regression 
coefficients. To mitigate these issues, it might be worth reconsidering the model in the future by 
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excluding these constructs to evaluate if their removal improves the model’s overall performance. 
Alternatively, refining the questionnaire by modifying the wording or context of these questions in 
future studies might help reduce their collinearity. It is noted that trust factors did demonstrate similar 
issues in the work of Tronnier et al. (2022), but not in the original work by Wonnerberger and Mieg 
(2011). A possible explanation could be the low number of items per construct.  

Finally, Figure 1. depicts the overall research model of this work as well as the corresponding 
path coefficients. p-values are indicated through asterisks (***p < 0.001, **p < 0.01, *p < 0.05). The 
path estimates for both dependent variables are shown in Table 2. Adjusted R2 values are 0.821 for 
privacy concerns of e-CNY and 0.567 for Usage of e-CNY. 

 

Figure 1. Final research model and path coefficients (Statistical significance: *0.05, 
**0.01, ***0.001). 
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Table 2. Path estimates (Statistical significance: *0.05, **0.01, ***0.001). 

Variable Path Coefficient  
DV:  

Privacy Concerns 

DV:  

e−CNY Usage 

Adjusted R2  0.821 0.567 

Privacy Victim Experience 0.055*

Perceived Control 0.039(*)

Perceived Risk −0.076 

Perceived Vulnerability 0.797***

Self−Efficacy −0.097**

Awareness of e−CNY 0.000

Privacy Concerns for e−CNY −0.273*** 

Task−Technology−Fit (TTF) 0.425*** 

Government Involvement 0.119** 

Soft Trust Factors −0.005 −0,048 

Hard Trust Factors −0.016 0.087 

Last, we report the total effects, that are the direct and indirect effects of variables on the indirect 
variables. The resulting effects are depicted in Table 3 and all results discussed in the following section. 

Table 3. Total effects. 

Total Effect Effect Size P-Value 

Perceived risk  Usage of e−CNY −0.076 0.149 
Awareness of the e−CNY  Usage of e−CNY 0.000 1.000 
Hard factor  Usage of e−CNY 0.092 0.066 
Perceived vulnerability  Usage of e−CNY −0.218 0.000 
Privacy concerns in the e−CNY  Usage of e−CNY −0.273 0.000 
Privacy victim experience  Usage of e−CNY −0.015 0.035 
Soft factor  Usage of e−CNY −0.047 0.373 
Self−efficacy  Usage of e−CNY 0.027 0.008 
Task−Technology Fit  Usage of e−CNY 0.425 0.000 
Government Involvement  Usage of e−CNY 0.119 0.002 

5. Discussion 

The findings described in the prior chapter enable us to answer the posed research questions. RQ1 
aimed to uncover factors that influence privacy concerns with respect to the e-CNY. We found support 
for the hypotheses H2 to H5 but could not confirm H1. Therefore, the factors Privacy Victim 
Experiences, Perceived Control over e-CNY, Perceived Vulnerability from e-CNY and Self-Efficacy are 
all found to significantly influence Privacy Concerns in e-CNY while Awareness of e-CNY does not. 
In particular, Perceived Vulnerability from e-CNY demonstrates a very strong influence, with the other 
effects, although significant, demonstrating lower values. A possible explanation for the lack of 
influence through awareness could be the fact that all items that measure awareness, depict mean 
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values > 4 on a 5-point Likert scale. This could indicate that most respondents are clearly aware of the 
existence and aspects of the e-CNY. Given that the overwhelming majority of respondents are rather 
young and have conducted transactions using e-CNY at least once, these high values are plausible. 

With regard to the different dimensions and factors for trust, the results indicate that both, Soft and 
Hard Trust Factors, do not influence privacy concerns significantly (H8, H9 not confirmed), nor do they 
influence e-CNY usage (H10, H11 not confirmed). Moreover, we find that Government Involvement is 
not able to influence either of the two (H13, H14 not confirmed) but does positively influence adoption 
(H15 confirmed). This might suggest that while government backing bolsters the overall adoption of the 
system, its influence on trust facets is less straightforward. Thus, the government’s role in financial 
technologies remains a pivotal area for future research, especially in contexts like China where 
government participation is pronounced and e-CNY usage greatly encouraged. 

The main construct of this research model, Privacy Concerns in e-CNY, is significantly negatively 
influencing adoption (H7 confirmed) as does Task-Technology-Fit (H6 confirmed) but not Perceived 
Risk (H12 not confirmed). The lack of influence of perceived risk is in contrast to the results depicted 
by Wu et al. (2022) that also surveyed actual usage using Chinese respondents. Conventional wisdom 
also holds that increased perceived risk results in decreased adoption of new technologies (Featherman 
& Pavlou, 2003). Low mean values of all perceived risk items indicate that the usage of the e-CNY is 
generally seen as not risky, which might be due to governmental assurances in the deployment of the 
CBDC, or socially desirable responses. 

Nonetheless, with regard to RQ2, it can be observed that privacy concerns are indeed able to 
negatively influence adoption in CBDC, which further accentuates the need for central banks that have 
not yet actually deployed a CBDC to consider this factor. 

Last, and to answer RQ3, the findings in RQ2, need to be compared to existing work that surveyed 
the influence of privacy concerns on adoption intention in CBDC (Tronnier et al., 2022; Xia et al., 
2023). It can be observed that there are notable differences as well as similarities when comparing the 
results to those of the work of Tronnier et al. (2022) that surveyed adoption intention in a digital euro 
in Germany. R2 values for privacy concerns and adoption observed in this work are notably higher than 
in the existing work that focused on behavioral intention. On the one hand, the antecedents that 
perceived vulnerability and self-efficacy are found to both significantly positively (negatively) 
influence privacy concerns in the respective CBDC. Path coefficients for self-efficacy are almost 
identical (−0.113/−0.115) for both CBDC (e-CNY/digital euro), while path coefficients for perceived 
vulnerability are the highest among all factors surveyed for both CBDC. This indicates the great 
importance of this factor among individuals of different cultural and geographic backgrounds. Both 
studies observe the significant negative influence of privacy concerns on CBDC, although the path 
coefficient for e-CNY (−0.280) is higher than for the digital euro (−0.122). Hard trust factors are found 
to not significantly influence privacy concerns for both CBDC. Similarly, awareness is found to neither 
influence privacy concerns in the digital euro, nor in the e-CNY. Awareness could potentially influence 
privacy concerns negatively or positively (Tronnier et al., 2022). An explanation for the lack of 
influence could be that assumptions about CBDC are being made by individuals even before becoming 
aware of the specifics such as features and design options of a CBDC. By deriving attitudes based on 
experiences with similar technology or existing digital payment solutions (Tronnier et al., 2023), 
respondents could form attitudes without the need for specific awareness on the specifics of CBDC. A 
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noteworthy distinction lies in the reliability of the “Awareness” scales, where a Cronbach’s alpha of 
0.513 for the e-CNY contrasts starkly with the solid 0.917 for the digital euro. This could suggest 
shortcomings in scale translation and applicability between technologies that respondents have already 
used, and those that are only conceptual at the time of the survey. 

On the other hand, soft trust factors are found to significantly influence privacy concerns 
(negatively) and adoption intention (positively) in the digital euro, but are found to be not significant 
for e-CNY. Tronnier et al. (2022) emphasized the primacy of soft trust factors in a digital euro, arguing 
that they held a stronger sway over individuals than hard trust factors when it came to privacy concerns 
and potential use. Such findings resonate with the sentiment that while the digital euro remains 
conceptual, trust’s intangible dimensions, like central banks’ credibility, become paramount. Another 
possible explanation could lie in the cultural, demographical and political differences between Chinese 
and German participants. Trust dimensions with regard to financial organizations and central banks are 
found to be somewhat comparable among western countries (Bursian & Fürth, 2015).However, 
comparisons with Chinese data is not possible as established scholars on trust reject existing data due 
to a lack of reliability (Berggren et al., 2014). The authors analyzed trust in central banks in 149 
countries and had to exclude Iran and China from that comparison, as prior research demonstrated trust 
levels in these countries more than two standard deviations higher than what could be expected 
(Berggren et al., 2014, p.430). 

Prior privacy victim experiences and perceived control are found to be significant for e-CNY, 
albeit only at a 0.05 level, while they are not significant for the digital euro at all. A possible explanation 
could again originate from the different maturity levels of the two CBDC. For the e-CNY, there exists 
documentation that different types of personal data are processed, depending on the verification 
method with which an individual first registers for e-CNY usage. This shows that it is indeed possible 
to, somewhat, control the level of personal data sharing. For the digital euro, such information was not 
available at the time of the survey. However, following the survey, the European Central Bank issued 
a legislative proposal on the digital euro that details the type of data that is to be shared, depending on 
the transaction type (European Commission, 2023). Here, offline transactions are depicted as offering 
a much higher level of anonymity, which could alter the influence of the perceived control factor in 
future research. When comparing the results to those of Xia et al. (2023), we find that TTF significantly 
influences adoption intention of e-CNY as well as actual usage in our work. We argue that this 
alignment of CBDC features with users’ tasks, the payment processes they conduct, is more insightful 
than simply surveying potential perceived benefits of CBDC, as demonstrated for the digital euro 
(Goodhue & Thompson, 1995). Similarly, government involvement, or government support, is found 
to be positively associated with intention or usage. Most notably, the authors find a positive relationship 
between privacy concerns and intention, which they attribute to a lack of understanding of the subject 
by respondents. The negative relationship observed in this work nonetheless has been established for 
other technologies as well as for intention in other CBDC (Tronnier et al., 2022).  

Overall, it can be observed that existing research, studying adoption intention and privacy 
concerns in CBDC, depicts comparable results to those of this work, in which actual usage is surveyed. 
Thus, we argue that differences that have been observed, i.e., for specific antecedents of privacy 
concerns, might emanate from other factors than the intention-behavior gap. Potential explanation 
factors are differences in the specific design and availability of a CBDC as well as differences in 
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respondents’ culture and demographics. For instance, as the digital euro in Europe has not been 
implemented yet, the e-CNY has undergone various stages of pilot testing in China, providing 
familiarity and showcasing its functionalities. Notably, usage of e-CNY was also encouraged through 
monetary incentives by providing a fixed sum of money for newly set-up wallets. 

Nonetheless, this study is not without limitations, which correspond to the differences observed 
between different works on privacy and adoption in CBDC. The results of this work need to be 
considered with the political and cultural landscape of Chinese respondents in mind. The seemingly 
negligible influence of trust factors on privacy concerns and e-CNY usage are in contrast to Western 
studies. Such differences can, in parts, be explained through socially and politically desirable answer 
behavior, as mean values for trust factors and other antecedents are consistently high. High values are 
also observed in other research with Chinese respondents (Xia et al., 2023), which complicates 
adequate comparisons for trust dimensions across cultural and political system (Berggren et al., 2014). 
Socially and politically desirable responses could therefore lead to high trust levels in central banks in 
this work, while other factors are found to be largely comparable to prior research in the Western 
context. It has been well-documented that cultural nuances significantly influence individuals’ 
perceptions and behaviors, especially in the domain of technology adoption (Lee et al., 2013). The 
results further underscore this, suggesting that findings from one cultural context may not always be 
generalizable to another, although the significant association between usage and privacy concerns is 
now observed across different regions. The sample of this work, although substantial, consists of rather 
young and educated Chinese individuals. Results might therefore not be transferable to other 
demographics, a limitation that is also noted in other user studies on CBDC given the recent topic of 
CBDC (Tronnier et al., 2022; Xia et al., 2023). From a methodological perspective, in particular trust 
constructs demonstrated low Cronbach’s Alpha values, that suggest the necessity for the development 
of suitable trust scales for digital currencies.  

Last, the rapidly evolving landscape of CBDC implies that perceptions and task-technology 
alignments could shift over time. This study therefore serves as a snapshot within a specific timeframe, 
and subsequent studies should consider longitudinal approaches to capture these evolving dynamics. 
During the conduction of this work, it was noticed that e-CNY transactions could now be conducted 
using third-party applications, which proves that CBDC are likely to be incorporated into a broader 
financial ecosystem. This increases the need for additional research on the topic, with a particular focus 
of context-dependent factors such as specific transaction types, payment channels and the specific data 
that can or is transferred during CBDC transactions. 

6. Conclusions 

Central Bank Digital Currencies are posed to be the future of digital payment solutions, envisioned 
and developed by central banks around the world. In this work, we studied actual end-user CBDC 
adoption and privacy concerns, using a sample of 692 Chinese survey participants, as the e-CNY, 
implemented by the People’s Bank of China, is available for retail user purposes since the end of 2022. 
To this end, an adapted version of the Antecedents, Privacy Concerns and Outcomes (APCO) model by 
Smith et al. (2011) is augmented with trust factors and task-technology-fit constructs. The objective is to 
compare actual CBDC usage in this work with prior research on behavioral intention to use. PLS-SEM 
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analysis demonstrated the significant negative influence of privacy concerns on e-CNY usage, as well as 
the impact of several antecedents on privacy concerns themselves. The results suggest that particularly 
perceived vulnerability acts as an antecedent that significantly negatively impacts privacy concerns in  
e-CNY. Soft and hard trust factors are found to neither significantly influence privacy concerns nor 
adoption in e-CNY, a finding that contrasts to prior research on intention to use CBDC. 

As a theoretical contribution, this work adds to the basis of research on the “intention-behavior 
gap” (Sheeran & Webb, 2016), that has not been considered for CBDC as of now, due to the limited 
availability of “active” CBDC. We find that existing research on the influence of privacy concerns in 
CBDC on behavioral intention are also found for actual use behavior. We further verify the importance 
of the task-technology-fit for CBDC, a factor that is largely overlooked in existing models that study 
technology adoption. 

For practitioners, such as central banks that are currently developing CBDC, the findings of this 
work further emphasize the need to consider privacy in CBDC transactions, as privacy concerns 
negatively influence intention as well as usage among different CBDC. In particular, perceived 
vulnerabilities of users need to be considered. While prior research in other CBDC argues that fostering 
trust may help in overcoming privacy concerns, this work finds trust to be an insignificant factor for 
Chinese individuals. Instead, central banks should consider a user-centric approach with the goal to 
develop CBDC features that match end users’ objectives and needs in online and offline transactions. By 
understanding the cognitive constructs in the decision-making processes of individuals, policymakers 
and CBDC developers can also craft more effective communication strategies, address concerns, and 
showcase benefits in a manner that resonates with the public, to foster future CBDC adoption. 
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