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1. Introduction

Over the years, the market economy brought about a dominant economic model primarily based on
the centralized structure of financial institutions. In this sense, centralization denotes the creation of a
few financial institutions and banks that are organized and managed from the top (Kuschpéta, 1978).
According to Neuberger (1959), centralization can be conceptualized as the desirability of central control
over decisions on credit allocation. In finance, centralization can be manifested in control exerted by
financial institutions over the economy’s total money supply. For example, centralization implies that
central banks can perform and supervise all the country’s banking operations, exerting an influence over
other independent banks, regardless of their geographic location. Examples of these operations include
the issuance of money by the central bank, a specific commercial bank, and other private issuers (Bech
and Garratt, 2017), identifying the type of money (electronic or physical) and controlling the transfer of
money. Centralization is a crucial aspect, and it lies in the power of the central bank to create currencies
and ensure price and financial stability. The centralized structure of the financial system has contributed
to the privatization of profits and socialization of losses. For example, the weaknesses of financial
systems and the breakdown of their dynamic stability have resulted in a persistent and significant rise in
unemployment in the United States during the 2007-2009 global financial crisis (Avouyi-Dovi and Neto,
2004). The 2008 global financial crisis has urged the general public to question the monetary instruments’
effectiveness and reliability and the ability of central banks and government authorities to respond to the
crisis (Draskovi¢, 2018). The global financial crisis has also influenced the regulatory space of both
banks and financial markets.

After the 2008 global financial crisis and the loss of trust in financial institutions, a mysterious
person or group operating under the name of Satoshi Nakamoto released a paper entitled “Bitcoin: A
Peer-to-Peer Electronic Cash System” in which the author introduced a new protocol for a novel
cryptocurrency “Bitcoin” (Nakamoto, 2008). Nakamoto has brought forth a “blueprint” or procedure
for developing a digital transaction system using as a medium of exchange its own digital currency,
independently of the conventional money or so-called fiat currencies, such as the EURO or the USD.
More than a decade later, thousands of cryptocurrencies have been introduced and used to conclude
online transactions. Other cryptocurrencies, including Litecoin, GeisGeld, SolidCoin, BBQcoin, and
PPcoin are similar to Bitcoin. They claim to offer technological improvements to improve financial
transactions’ efficiency and security (Hughes and Middlebrook, 2014). The market capitalization of
these digital currencies has been high, exceeding USD 500 billion and showing no signs of slowing
down (Rosenfeld, 2015; Gyamerah, 2019). The success and proliferation of cryptocurrencies are
attributed to the technology of decentralized ledgers, blockchain (Fosso Wamba et al., 2020; Rejeb,
2018a; Rejeb and Rejeb, 2020; Rejeb et al., 2018; Treiblmaier et al., 2020). As per Treiblmaier (2018),
blockchain is defined as a “digital, decentralized, and distributed ledger in which transactions are
logged and added in chronological order with the goal of creating permanent and tamper-proof
records.” A specific blockchain represents a configuration of multiple technologies, tools, and
methods that address a particular problem or business use case (Keogh et al., 2020a; Keogh et al.,
2020b; Rejeb, 2018b; Rejeb et al., 2019a; Rejeb et al., 2018). Decentralized ledger-based currencies
and systems are commonly used as payment instruments to purchase goods and services, exchanged
and traded in marketplaces either for fiat currencies or other cryptocurrencies (DraSkovi¢, 2018). An
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essential characteristic of decentralized ledgers is the system participants’ financial incentives in
exchange for their concerted efforts to verify and record transactions on the ledger. The interest in the
finance applications of decentralized ledgers has significantly increased because of the immutable
financial transactions registered in the system, the strong governance, and the system’s resiliency
against security threats such as the DDoS attacks and single point of failure (Tasca and Tessone, 2018).
The decentralization of the ledger has diverse implications on the money supply process. The most
important one is independence from national and political control, including the central bank’s
dominant role in the financial system. Therefore, the role of decentralized ledgers in the money supply
process is to create digital currencies that can compete with central banks. Recall that the Bitcoin
creator’s key objective is to allow network participants to exchange value and transfer money directly
between them without the intervention of trusted third parties, such as the central bank or any other
financial institutions. In the age of cryptocurrencies, the position of central banking in the money
supply can be replaced with blockchain technology because the decentralized and distributed
mechanism of the ledger enables to prevent the double-spending problem (Nakamoto, 2008;
Treiblmaier, 2019) and to create a system that would bridge the trust gap inherent in the centralized
ledger system for money supply (Morgan, 2017).

Unlike blockchain-based digital currencies, the centralized ledgers for money supply are
controlled and governed by financial institutions. The centralized ledger used in the money supply
process is not accessible to all parties involved in the transaction; instead, it is managed by a third party
(Green, 2018). Historically, centralized ledgers have been used in registries (land, shipping, tax),
exchanges (stock and bonds), or libraries (indexing and borrowing records), just to name few examples
(Mainelli and Smith, 2015). Likewise, centralized ledgers are considered the widely used data storage
means in finance (Zetzsche et al., 2018). Before the inception of the cryptocurrency Bitcoin,
centralized ledgers are indispensable in transferring value and payments between the transaction
parties. Financial institutions are viewed as trusted third parties in charge of centralized ledgers and
are responsible for preventing the double-spending problem and validating transactions among the
system participants (Nabilou, 2019). However, the introduction of decentralized ledgers typified by
the Bitcoin blockchain system has significantly reshaped how money and transactions are carried out
in the digital arena. Therefore, this research investigates the role of centralized and decentralized
ledgers in the money supply process by conducting a SWOT analysis based on an integrative literature
review methodology. SWOT stands for strengths, weaknesses, opportunities, and threats. The
compilation of this information in the SWOT quadrant form provides useful insights to improve the
strategic planning of various applications.

Although academic literature investigating the industrial applications of centralized and
decentralized ledgers has recently attracted significant attention, a sharp focus on these tools in the
context of finance is missing so far. For example, Raskin and Yermack (2018) discuss the challenges
and opportunities of digital currencies and how central banks can use blockchain to maintain greater
control over monetary transactions and policy. However, the authors fail to explain decentralized ledgers’
advantages over centralized ledgers for central banks, especially after the widespread adoption of Bitcoin
and other algorithmic digital currencies. Chen and Bellavitis (2020) examine blockchain’s role in
reducing transaction costs, building distributed trust, and supporting decentralized platforms, thereby
paving the way for decentralized business models. According to the authors, decentralized finance makes
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financial systems more decentralized, efficient, innovative, transparent, and borderless. In contrast, these
systems’ challenges include regulatory uncertainties, privacy concerns, increased computational
overheads, lack of accountability, and the failure to leverage human judgements. A significant limitation
of Chen and Bellavitis (2020)’s study is the lack of comparison between decentralized and centralized
financial systems. Similarly, Schér (2020) explores the opportunities and risks of the decentralized
finance ecosystem and concludes that certain security issues still accompany this emerging niche market.
The author is biased in favour of decentralized financial systems, ignoring the inefficiencies that might
arise due to decentralized ledgers’ immutability and the obstruction of efficient corrective actions (Wu
et al., 2019). Therefore, to reduce these knowledge gaps, the present study aims to provide a more
balanced picture of centralized and decentralized ledgers from the finance perspective. It is crucial to
comprehend the potential strengths, weaknesses, opportunities, and threats of these ledgers to present
solutions that increase the utility of these systems and mitigate the political, social, and technical issues
related to the operationalizing of these tools money supply process. Moreover, we intend to contribute
to the literature and enrich this scientific body of knowledge since this topic has not yet been addressed
in academic research. To the best of our knowledge, this is the initial attempt to conduct a SWOT analysis
examining the usage of centralized and decentralized ledgers in finance. We consequently supplement
previous research works and join the efforts of those researchers who would have studied these tools
going beyond their narrow focus on one specific type of ledgers.

The structure of this paper is as follows. Section 2 introduces the integrative literature review
methodology used for the SWOT analysis. Subsequently, Section 3 constitutes the paper’s central part,
providing a general overview of centralized ledgers and decentralized ledgers. The SWOT analysis of
using these tools in the money supply is conducted, aiming at offering a comprehensive, unbiased
overview of centralized and decentralized ledgers in the money supply process. The last section briefly
concludes the paper and highlights the study’s implications and future research directions.

2. Methods

Several approaches and methodologies exist for carrying out a literature review. These include
systematic reviews (Davis et al., 2014; Liberati et al., 2009), semi-systematic reviews (Braun and Clarke,
2006), and integrative reviews (Snyder, 2019). As previously stated in the introduction, this study’s
objective is to better understand the strengths, weaknesses, opportunities, and threats of centralized and
decentralized ledgers in the money supply process. To attain this aim, a SWOT analysis based on an
integrative literature review method is conducted. We consider an integrative literature review as the most
adequate and appropriate method for this research because it helps to evaluate and synthesize the literature
on the use of centralized and decentralized ledger in the financial sector, allowing to form a taxonomy or
categorization of main strengths, weaknesses, opportunities, and threats of these tools. Pertinent literature
on the specificities, characteristics, enablers, and challenges of centralized and decentralized ledgers was
retrieved from different academic databases, including Scopus, Google Scholar, and Web of Science. The
keywords used for the search of literature were the following: (“centralized ledger*” OR “decentralized
ledger*”’) AND (financ* OR bank* OR money). The retrieved literature and secondary research were used
to identify the potentials and challenges of centralized and decentralized ledgers in the money supply and
to obtain comprehensive clusters of the critical issues surrounding these tools in finance.
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As a theoretical lens, we used SWOT theory. The origins of SWOT date back to the 1960s
(Learned, 1969), and it became more popular after the work of Weihrich (1982). SWOT is commonly
applied as a business environment scanning tool (Arslan and Deha Er, 2008; Helms and Nixon, 2010;
Tam and Tummala, 2001). However, the method has some limitations because of the uncertainties
associated with the factors obtained during the analysis (Khatri and Metri, 2016). Being a situation
analysis and a well-established research tool, the paucity of studies using SWOT to analyze
decentralized and centralized ledgers in the money supply was noticed, making this study the initial
attempt to address this research gap.

3. Results and discussion
3.1. Overview of centralized and decentralized ledgers
3.1.1. Overview of centralized ledgers

Today, most financial ledgers are centralized in nature (Rahmadika et al., 2018). They are created,
controlled, and maintained by a central and dominant party (Morgan, 2017). Systems based on
centralized ledgers have necessitated a trusted third party to keep a record of transactions between
organizations and individuals (Inghirami, 2019). Furthermore, centralized ledgers represent the final
guarantors of trust in the entire financial system because they enable to credibly record fund transfers (or
changes in terms of ownership over financial assets, including those created and existing digitally) and
simplify the settlement of mutual obligations of counterparties to payments or other financial transactions
(Athanassiou, 2017). Aside from being physical storage of precious metals and other financial assets,
banks can be defined as centralized ledgers of transactions, capital or payments, which record balances
between several parties (Drescher, 2017). In centralized ledgers, transactions are stored on the ledger.
The ledger’s trusted administrator is tasked with maintaining the ledger, the record of asset transfers, and
the receipt of appropriately verified notifications (Zetzsche et al., 2018). The centralization of the ledger
helps establish trust and ensure adequate documentation of property titling, contracts, funds, and so on,
resulting in consolidating the government with the modern form of capitalism (Allen et al., 2019). With
the increasing digitization of society (Compaii6 et al., 2006; Corradini, 2020; Frehe et al., 2017), online
centralized ledgers have been widely utilized as record-keepers that are maintained by a set of
interconnected financial institutions and financial market infrastructures, ranging from central banks,
commercial banks, to clearing houses and insurance companies (Johnstone, 2018). These systems
function through transaction reconciliation and tight control of financial processes. To illustrate the
importance of these ledgers, we simply recall the example of the transfer of funds between two parties;
the payer (Buyer) and the payee (Seller) (see Figure 1). In this typical scenario, the transaction execution
involves the payer’s bank and the payee’s bank, or the correspondent bank, if the money transfer is
international and spans across national borders. Each of these banks will have its ledger to record this
money transfer by debiting one account and crediting another.
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Figure 1. A typical financial transaction recorded in a centralized ledger system.

As can be seen from the figure, the centralized ledger needs the interventions of banks for
managing the flow of data transactions in the ledger (Lemma, 2020b), wherein transactions are
recorded according to the double-entry accounting principle (Casey and Vigna, 2018; Sheel and Nath,
2019; Wiatt, 2019). Financial institutions need to maintain their ledgers (Laroiya et al., 2020) to reflect
their perspective of truth, as they are transacting with each other.

3.1.2. Overview of decentralized ledgers

As per Markus et al. (2019), a decentralized ledger is defined as a set of members, and each of them
retains a local copy of the whole ledger. In simpler words, decentralized ledgers represent a specific data
structure maintained by several parties through a consensus protocol, and each party holds a copy of the
ledger (Xu et al., 2020). The key difference between the centralized and decentralized ledger is that the
latter represents a collection of connected computers, forming the ledger and storing all data
simultaneously. The distributed consensus protocol is the key technology behind the ledger’s
decentralization, ensuring that all network members agree on a unified transaction ledger without a third
party’s intervention. Based on their open and decentralized operations, the so-called decentralized
ledgers or blockchain technologies are perceived as foundational innovations with high potentials in
many sectors (lansiti and Lakhani, 2017). In the form of blockchain technology, decentralized ledgers
are bringing together concepts, tools, and methods from several fields, such as computing,
communication networks, cryptography, and have profound societal impacts on many domains
(Treiblmaier et al., 2020), including computer science, economics, law, business, tourism (Erceg et al.,
2020; Joo et al., 2021; Leal et al., 2020; Rejeb et al., 2019b), healthcare (Khatoon, 2020; Rejeb and Bell,
2019), supply chain management (Clohessy and Acton, 2019; Clohessy et al., 2019; Duan et al., 2020;
Hackius and Petersen, 2017, 2020; Kamble et al., 2019; Pournader et al., 2019; Queiroz and Wamba,
2019), and finance (Kamilaris et al., 2019; Rejeb et al., 2019b; Rejeb et al., 2020; Rejeb and Rejeb, 2019;
Swan, 2015; Yli-Huumo et al., 2016). According to Hughes et al. (2019), decentralized ledgers have
made blockchain a powerful innovation in modern internet architecture. The power of blockchain-based
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financial ledgers is attributed to the decentralized transactional model that the new technology facilitates.
The decentralization of financial transactions can be maintained by the use of consensus mechanisms
and reward incentive engineering. As such, when a new record or transaction needs to be added to the
ledger, all network users run a consensus protocol and use their local copies of the ledger to decide
whether it should be approved or not (Markus et al., 2019). For example, in the Bitcoin system,
decentralized ledgers use the proof-of-work mechanism to validate transactions (Nakamoto, 2008). The
proof-of-work is designed to generate new blocks that contain financial transactions (Milutinovic et al.,
2016). This consensus mechanism also suggests that the system participants should engage in a mining
process to report verified blocks (Nakamoto, 2008). In other words, in the decentralized network,
someone has to be selected to record transactions. If a specific member wants to initiate one transaction,
much work must be accomplished to prove that this member is not likely to attack the network or corrupt
the ledger (Zheng et al., 2017). The proof-of-work is also developed to make the chain of records
interdependent and force the chronological order of data in the decentralized ledger or the blockchain
(Swan, 2015). In doing as such, tampering with the ledger becomes extremely difficult, if not impossible,
because attempting to reverse previous transactions necessitates the recalculation of the proof-of-work
of all the succeeding blocks (Borah et al., 2020; Cha and Yeh, 2018; Igbal and Matulevicius, 2019; Liang
et al., 2017). The miners designate the users responsible for solving the proof-of-work puzzles (Huang,
2013). That said, miners are the backbone of decentralized ledger networks that ensure the blockchain’s
integrity in exchange for a fee (Algaryouti et al., 2020; Burley, 2018; Lewis and Regan, 2020). For
instance, the design principles of several decentralized ledger-based cryptocurrencies require the
commitment of enormous amounts of energy, time, and capital to prevent malicious actors from
tampering with the ledger (Dolenc et al., 2020; Mylrea, 2019). In the Bitcoin network, miners are
rewarded and paid with Bitcoins for their role in generating blocks and securing the entire network
(Nojoumian et al., 2019; Vujici¢ et al., 2018; Wang and Liu, 2015). Unlike the proof-of-work mechanism
used in the Bitcoin system, Chuen et al. (2017) argue that the proof-of-stake (i.e. a consensus algorithm
for digital currencies that is used to validate transactions and generate blocks in the network) implies that
no additional work is needed under this scheme since miners are rewarded based on the number of coins
they hold. According to the authors, systems based on this scheme commit less computation and ensure
higher currency security.

Decentralized ledgers can be roughly divided into two main categories; public ledgers and
permissioned ledgers (Markus et al., 2019). The public ledgers are cheap, safe, reliable, and designed
to support the decentralized record-keeping of financial transactions (e.g., settlement payments)
carried out within large groups of traders who do not necessarily know or trust one another (Camera,
2017). The critical attribute of public ledgers is their openness to every participant in the system (Duke,
2019; Fan et al., 2020). As a result, transactions recorded in public ledgers are immutable, transparent,
and viewable to all entities (Yan et al., 2020; Healy and Christiansen, 2016). In contrast, in
permissioned ledgers, the addition and reading of transaction records are restricted to specifically
designated parties (Azgad-Tromer, 2018). Based on Donovan (2018)’s study, permissioned ledgers
have accelerated the uptake of distributed ledger technologies by the financial services industry.
Permissioned ledgers can be otherwise called private blockchains as they often require authentication
of participant identities and authorization of participants’ permission-level of access on the blockchain
(Lafarre and Elst, 2018; Samavi et al., 2017).
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3.2. SWOT analysis of centralized and decentralized ledgers in the money supply process
3.2.1. SWOT analysis of centralized ledgers

Strengths of centralized ledgers

The use of centralized ledgers is frequently reported as the most extensive data storage medium
used in finance (Zetzsche et al., 2018). Centralized record-keeping systems rely on a trusted administrator
to ensure the reliability of stored data and the proper recording of financial assets (Natarajan et al., 2017).
For instance, in the financial sector, centralized ledgers are utilized in most security-clearing and
settlement systems, central counterparts, and large-value payment systems (Zetzsche et al., 2018).
Currently, the international payment value chain comprises many communication networks,
intermediaries, settlements, clearing, access interfaces, and other highly complex and integrated
infrastructures with agreed rules and rights (Kokkola, 2011). The importance of centralized ledgers is
rooted in need for mitigating trust issues in international payments and the ability of centralized financial
systems to ensure the proper handling of transactions and their veracity (Arjani, 2007). There is also a
growing realization that neutral intermediaries and centralized ledgers are necessary to reduce the risks
related to the settlement and clearing of financial transactions. In this regard, the Basel Committee on
Banking Supervision (Goodhart, 2011) identified that these risks are accentuated due to inefficiencies of
central bank’s payment systems, time zone differences, inconsistencies of cross-border payments, and
use of multiple currencies. Moreover, some of these risks include market risk, liquidity risk, principal
risk, legal risk, and operational risk. Centralized ledgers provide the financial system participants with
an increased sense of trust because the risk of being recorded differently is very low (Hellani et al., 2018).
The record-keeping approach of these systems implies that a singular entity or a subset of entities
maintains control over the validation of transactions and prevents the double-spending problem (Chen
and Chou, 2015; Ureche and Plamondon, 1999; Wright, 2002). For example, all data related to the
banking sector participants are monitored by banks, and all money transactions triggered by clients have
to be verified by the bank. The bank is also responsible for resolving the double-spending problem by
permanently assigning a serial number to each transaction and preventing malicious agents from
attacking the ledger (Hellani et al., 2018). All commercial mechanisms for payment clearance should go
through the specific financial institution in order to be checked for validity. Accordingly, account
balances are adjusted (Ammous, 2016), thereby making transaction data private (Hsieh et al., 2018).
Besides being prevalent and reliable record-keeping systems, the widespread use of centralized ledgers
in the money supply is also explained by their high efficiency in transaction throughput and energy
consumption. As a case in point, payment services based on centralized ledgers such as Visa can perform
about 2300 transactions per second on average, and more than 56000 transactions per second can be
processed at maximum (Draskovi¢, 2018).

Weaknesses of centralized ledgers

The application of centralized ledgers to the money supply process is fraught with several
weaknesses. In this respect, Mainelli and Smith (2015) illustrate three weak points of implementing
centralized ledgers in finance, including the likelihood of transaction forgery, reversal, and censorship.
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Transaction forgery refers to modifying the original documents by different means, such as imitating
other people’s signatures and writing. For example, if banks intend for forgery, they can take away all
the money and bring about serious financial impacts to all their clients (Nair and Sebastian, 2017). In
centralized ledgers, individuals and entities might be involved in modifying original documents
without valid authorization. Ainsworth and Magauran (2018) note that centralized ledgers are not
secure and can be vulnerable to different cyberattacks, data corruption, and fraud. Likewise, the
likelihood that banks require a complicated process to make and reverse transactions is high, resulting
in inefficiencies and high transaction costs (Bogucki, 2017). Moreover, the ledger is not resilient to
financial institutions’ opportunistic behaviour and their intentions to carry out dishonest interventions,
manipulations, and censorship of payments. Abadi and Brunnermeier (2018) argue that centralized
ledgers are often managed and controlled by monopolists that generate distortionary rents from the
ledger’s users. The authors further reported that record-keeping based on centralized ledgers stunts
competition as only one entity is allowed to write on the ledger. Collomb and Sok (2016) note that the
primary deficiencies of centralized ledgers that are controlled by trusted third parties are: (1) the lack
of trustworthiness in third parties due to their exposure to bribery and other forms of corruption, (2)
the censorship and rejection of individual market participants due to subjective and discriminatory
grounds, and (3) the risk of record losses.

Several inefficiencies and agency problems arise with the intermediated and centralized banking
model (Minn, 2019). As an illustration, to perform an international wire transfer between China and
Canada, the money goes through different financial institutions such as correspondent banks, national
payment systems, and international settlement services (e.g., SWIFT). This typical international
transaction often takes between 3 and 15 business days to finalize, depending on the receiving destination.
It requires several actors, including managers, employees, and bank tellers from the previously mentioned
financial institutions. Other financial burdens still apply throughout the international money transfer
process, such as the expensive bank fees and exchange rates (Mohamed, 2020). Morgan (2017) points out
that economies operating on centralized ledgers are inherently slow, inefficient, costly, non-transparent,
and prone to several risks. The reason is that transactions in these systems are conducted based on blind
trust or some combinations of verification (due diligence) and insurance.

Opportunities for centralized ledgers

In the money supply process, the ledger’s centralization can present several opportunities for the
financial ecosystem actors. Utilizing centralized ledgers, auditors would have the chance to solve several
jurisdictional issues while maintaining a clear idea of the nature of the financial assets and transactions
carried out, the consistency and centralization of records, and the effectiveness of the control
environment (Malhotra et al., 2020). A financial system reliant on centralized ledger systems can be
more efficient in transaction throughput, scalability, and performance (Xu and Zou, 2020). Centralized
ledgers offer several benefits, including reducing system complexity and the easy retrieval of data
(Mainelli and Smith, 2015). The lack of centralized ledger storage results in increasing difficulty and
cost of accessing aggregated data, especially when data have to be collected from various sources. The
centralization of recording activities can enhance the network’s synchronization and ensure a higher level
of bank accountability, appropriate safeguards, and standards of judicial scrutiny (Nabilou, 2019).
Therefore, centralized ledgers can simplify the collection process of financial data, contribute to high-
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quality financial analyses, and enable financial institutions and companies to achieve substantial cost
savings. To confirm these benefits, Abadi and Brunnermeier (2018) prove that centralized ledgers, if
being leveraged in the financial ecosystem, will help reduce consumption of resources (e.g., energy and
computational power) and maximize coordination efficiencies. Although centralized ledgers have played
a critical role in the money supply process, financial actors are increasingly shifting toward the use of
decentralized ledgers for several reasons we present in the next section.

Threats of centralized ledgers

The exchange of digital money through centralized ledgers requires trust third parties (banks) to
authorize financial transactions. In these systems, the trust in the quality of the financial and economic
information maintained in centralized ledgers rests on the authority’s reputation that manages and
controls the ledger (Cappa and Pinelli, 2020). At any time, fraud can happen by a malicious actor
pretending himself as the holder of the bank account in what is called identity theft (Zetzsche et al.,
2018). Also, the structures of centralized systems pose several threats. For instance, financial data
stored in centralized ledgers can be destroyed, hacked, compromised, manipulated, and replaced by
inaccurate data (Zetzsche et al., 2018). Similarly, Jia and Zhang (2017) state that centralized-based
economies are inefficient and unable to face the environment’s uncertainty and the future. In the usual
circumstances, banks combat identity theft by issuing credentials that can help identify customers,
such as bank cards, PINs, and tokens (Zhou et al., 2018). Businesses face inconvenient situations to
ensure protection by requesting customers to provide additional information, including permanent
addresses and card verification values. This practice accentuates privacy intrusions and allows
malicious actors to acquire sensitive information, resulting in severe inconveniences for customers and
businesses interacting along the process (Inghirami, 2019a). At an aggregate level, financial
institutions used centralized ledgers to store all transactions. Related to transparency and visibility,
customers have only access to their bank statements. They must trust that these ledgers will be
maintained reliably and honestly and that their personal information will be protected from
cyberattacks and abuses (Collomb and Sok, 2016). Nevertheless, human agents are subject to agency
problems, resulting in higher risks of fraud and misconduct (Yau, 2001). Centralized ledgers
strengthen the stranglehold of monopolistic record-keepers on the data stored in their ledgers,
encouraging them to impose higher costs on customers (Abadi and Brunnermeier, 2018). The reliance
on a central hub for recording financial transactions increases the system vulnerability and the
exposure to the single point of failure (SPOF). SPOF is a critical technical problem that can arise from
hardware and software flaws or malicious attacks (Zheng et al., 2017). If the central ledger fails, the
entire system is compromised. Furthermore, centralized ledgers are commonly siloed, not sufficiently
integrated, and cause transaction delays when there is a need to access another centralized ledger
(Singh, 2018). Kropotkin (1970) argues that centralized ledgers could be detrimental to the autonomy
and creativity of individuals who are ready to engage in collaborative arrangements and mutual aids.

Figure 2 depicts the summary of SWOT analysis of centralized ledgers in the money supply
process.
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Figure 2. SWOT analysis of centralized ledgers in the money supply process.
3.2.2. SWOT analysis of decentralized ledgers in the money supply

Strengths of decentralized ledgers

Decentralized ledgers represent an emerging game-changer in the field of finance (Andersson and
Styf, 2020; Mao and Xiao, 2018). Decentralization has raised the prospect of performing financial
transactions without the need for central intermediaries, be it a bank or a centralized digital platform
(Collomb and Sok, 2016). As already mentioned in the definition of a decentralized ledger, all nodes (or
actors) connected and participating in the ledger are equal, and none of them can exert control over the
others (Draskovi¢, 2018). Depending on their design, decentralized ledgers enable them to disclose more
information than centralized peers (Athanassiou, 2017). Records in decentralized ledgers are not created,
monitored, and maintained by a single, central party. Instead, financial transactions are stored on many
computers owned by the system’s participants (Sarmah, 2018). In an economic system based on
decentralized ledgers or blockchain, several business problems can be easily overcome with the rich
features of technology such as irreversibility, security, and transparency (Wang and Kogan, 2018).
Irreversibility signifies immutability, and it represents one of the core features of decentralized ledgers
(Liu, Chang, 2019). Transaction immutability is a core value in leveraging decentralized ledgers in the
money supply process because it makes the system more trustworthy for all parties involved
(Subramanian et al., 2020). Any transaction/data, once indexed in the decentralized ledger, becomes
inconceivable to temper and compromise (Tiwari et al., 2019). Immutability reduces the need for
reconciliations and provides historical, unique, and one truth of the records (Chen, 2019). The history of
financial transactions is recorded in perpetuity, and it is challenging to tamper with the ledger because
of the need for high computing power (Dai et al., 2017). Therefore, decentralized ledgers enable
participants to operate in a secure ecosystem and maintain a high confidence level in the unalterable and
accurate data chain. Moreover, the security of decentralized ledgers is manifested in the following
potential aspects:

Provenance: Decentralized ledgers provide a data provenance system that tracks who has
created, updated, deleted, and, in some cases, read particular data points (Freire et al., 2008). Moreover,
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decentralized ledgers ensure complete information about the origin and evolution of data throughout
the stages of data creation and modifications, allowing to know who triggered them, and when and
how they were carried out (Freire et al., 2008). Provenance is an intriguing record-keeping category of
decentralized ledgers that helps track a range of physical things (e.g., cotton, fashion, coffee, and
organically farmed food products) (Visser and Hanich, 2017).

Auditability: Decentralized ledgers offer a new way of recording transactions or any digital
interactions with keeping the data manipulation process transparent and auditable. While the difficulty
of mapping complex supply networks remains an issue, blockchain auditability allows driving trust,
openness, visibility and integrity (Cole et al., 2019). Auditability is a beneficial feature in asset
authentication, rapid accessibility to records, and automation of manual processes (e.g., product recalls).

Confidentiality: It is the need for an increasing number of firms who are searching for leveraging
decentralized and distributed ledger technologies for digital confidentiality (Crosby et al., 2016). From
the business perspective, private blockchains can be considered a suitable choice for companies who
do not want their information to be publicly divulged while overseeing users’ changes and behaviors
through a strict governance model (Molina et al., 2019). Privacy is guaranteed by rigid credential
checking techniques and protected through modern asymmetric encryption (Brandon, 2016).

Trust: In almost all industries, trust in the authenticity of the collected data and the transactions
carried out with individual partners, service providers, manufacturers, suppliers, and even government
is necessary (Fernandez-Caramés and Fraga-Lamas, 2019). As an immutable and tamper-proof ledger,
blockchain decentralized ledger guarantees a single version of the truth that helps to forge trust in the
stored information (Wang et al., 2019). The underlying architecture and the trust-by-design model of
decentralized ledgers are useful for optimizing global financial transactions and generating a secure
and trust-less means to exchange information and value (Nakamoto, 2008).

The distributed nature of decentralized ledger and blockchain systems increases the stored
transactions’ visibility and transparency (Chandra et al., 2019; Lacity, 2018; Wang et al., 2019). For
instance, from its inception to underpin cryptocurrencies, blockchain technology has been touted as
having the potential to solve the problems encountered when trying to achieve end-to-end transparency
(Cole et al., 2019). A configured blockchain is recommended to establish greater transparency and
disclose relevant data for individuals (Yiannas, 2018). Similarly, decentralized ledgers ensure
increased transparency in the case of exchanging cryptocurrencies (Nakamoto, 2008). In the Bitcoin
blockchain, all transactions are publicly available, and all parties benefit from maximum transparency
and protection against online threats and attacks. Due to transparency, decentralized ledgers can
support corporate managers who need to attract and reach out to investors in various situations, namely,
a merger, an acquisition, and a corporate election.

Weaknesses of decentralized ledgers

Although decentralized ledgers’ applications are promising in finance, these tools are still in a
nascent stage of development. In this context, Del Rio (2017) argues that even though central banks have
expressed interest in using decentralized ledger technologies, they are still far from applying these
systems in their operations. The reasons for the immature use of decentralized ledgers in the money
supply process are mainly the speed of financial transactions, the cost of processing, security and privacy
concerns, limited scalability, and uncertainty (Adams and Tomko, 2018; Catalini and Gans, 2016; Riehl
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and Ward, 2020). For example, the Bitcoin blockchain system’s speed for confirming transactions is
very low (Athanassiou, 2017). In some instances, a 10-minute block processing time might be adequate
(Nakamoto, 2008), yet the speed of transaction settlement within the infrastructure itself might not be
satisfactory and far slower than when centralized ledgers are being used. Additionally, the speed of
transacting and achieving the finality of transactions could take more time than real-time gross settlement
systems as the validation of transactions can be delayed due to the congestion and increasing complexity
of the system (Suikkanen, 2017). Another potential weakness of decentralized ledgers relates to security
issues. While decentralized record-keeping systems are highly resilient in contrast to traditional
centralized ledgers thanks to their decentralized and distributed structure and the utilization of advanced
cryptographic techniques, they are not immune from security issues (Ganne, 2018). The integration of
decentralized ledgers in the existing financial systems could generate additional security loopholes
resulting in severe operational and financial damages. In their study, Tama et al. (2017) note that
decentralized ledgers’ security weaknesses are mainly related to the misuse of network access by
untrustworthy entities. Security issues contribute to the slow large-scale deployment of decentralized
ledgers in the financial services and money supply processes.

The replacement of trust in a central authority by transparency constitutes the critical advantage
of decentralized ledgers and blockchain-based financial applications. Of course, permissionless and
public decentralized ledgers allow everyone registered in the system to instantly verify who wrote what
and how the ledger is updated. However, the downside of increased transparency is the lack of privacy,
which is the most reported issue in academic literature (Joshi et al., 2018; Yu et al., 2018). The open
nature of decentralized ledgers paved the way for several problems surrounding data confidentiality
between the system’s parties. Cermefio (2016) notes that there is still a pressing question on how to
combine the public nature of decentralized ledgers with the need to ensure anonymity and privacy of
sensitive information. The author suggests that encryption identifiers such as private keys can address
privacy issues; however, operating with private keys would require careful control and monitoring.
Unlike centralized ledgers, regardless of their design, decentralized ledgers disclose more information
to every network participant despite the multiple anonymizing payments.

Several scholars also identify that the operational capacity and performance-based scalability of
many decentralized ledgers and blockchain designs is a critical concern for the financial system’s
stakeholders (Ben Dhaou and Rohman, 2018; Hileman and Rauchs, 2017). For instance, as block
capacity tends to increase and accommodate more transactions, the decentralized ledger arrangements
may take a longer time to achieve financial transactions and settlements (Chen et al., 2020; Shu et al.,
2020). The scalability of decentralized ledgers and blockchain technology has so far ignited too many
debates within the scientific community regarding the technological adjustments that would be needed,
including whether the block size should be enlarged or not (Collomb and Sok, 2016). If not adequately
addressed, the scalability issues of decentralized ledgers might result in the failure of the money supply
process. As an illustration, Ethereum, despite being the biggest decentralized platform for
cryptocurrencies, is dragged down by scalability problems that could not be solved quickly enough
(Cointelegraph, 2020). Collomb and Sok (2016) maintain that decentralized ledger applications could
not be suitable for all financial transactions, and they suggest that these systems should not be used for
trivial payments.
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Opportunities of decentralized ledgers

Like many financial innovations, decentralized ledgers have emerged to address the existing
frictions in the financial system and the inefficiencies of the traditional payment platforms (Lemma,
2020a; Nakamoto, 2008). The rise of shadow banking and the need for bank disintermediation have
led many to speculate on the potential “end of banking” (McMillan, 2014) and replace current
centralized ledger models with decentralized systems. Without any doubt, the use of decentralized
ledgers has the potential to remarkably reshape how digital finance, crowdfunding, and peer-to-peer
lending platforms operate. The removal of trusted third parties aids borrowers and lenders to find each
other (Collomb and Sok, 2016), effectively circulate money, and efficiently allocate credits (Nabilou,
2019). Decentralized ledgers increase the ability to match the two sides of the financial markets,
namely, the capital borrowers and investors, and improve the probability of finding a suitable partner.
For example, to take advantage of decentralized ledgers’ capabilities, two consortiums in South Korea
have tested and operated based on shared-ledger technology. One of them consists of 16 Korean banks
planning to develop a blockchain-based system to simplify international wire transfers (Korea
JoongAng Daily, 2020). Simultaneously, the other consortium comprises 25 securities companies that
planned to apply decentralized ledger technologies to identity authorization. Moreover, the Bank of
England economists agree that decentralized ledgers represent a key innovation that enables a financial
payment system to operate more efficiently and at low financial transaction costs (Wessel, 2016).

The advent of the Bitcoin blockchain has been considered the most promising financial
technology because it permits for the first time to transfer digital property from an internet user to
another more safely and securely, with everyone knowing when and what transfer has occurred without
any doubt in the legitimacy of the transaction (Fosso Wamba et al., 2020). After this revolutionary
paradigm, a wide range of alternative decentralized ledger applications have been designed, and new
cryptocurrencies have been introduced to improve the Bitcoin system’s original protocol. These
include Altcoins, Zerocash, and Zerocoin, which offered greater anonymity and more robust consensus
mechanisms such as Peercoin (Erhardt, 2017). The advantages of using decentralized ledger-based
cryptocurrencies are numerous. They include the high flexibility of domestic and international
transactions, the increasing number of businesses endorsing cryptocurrencies, and the future appeal
and global reach of digital currencies (Wilson, 2019). To illustrate, the number of businesses across
the world that accept payments in cryptocurrencies exceeded 12600, according to a report published
by Coinmap in May 2018. The more significant part of these businesses is located in North America
and Europe. In contrast, several others are situated in Central America, South America, South-East
Asia, and the East Coast of Australia (Coinmap, 2020).

Aside from underpinning cryptocurrencies, the applications of decentralized ledgers have
accelerated financial innovations. In this regard, decentralized ledgers have significantly facilitated
raising funds on a blockchain, in what constitutes Initial Coin Offerings (ICOs) (Azgad-Tromer, 2018).
In the analogy of initial public offerings where a company initially offers shares to the public via a
regulated stock market, the ICO is a similar process in which a company presents a project for funding
and attracts interested investors to buy the company’s cryptocurrencies in hopes that the value of the
obtained shares increased over time and possible profits can be achieved from their sale (Draskovi¢,
2018). Utilizing these reward-based crowdfunding mechanisms, businesses would be able to raise
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capital without the intermediation of trusted third parties (Momtaz, 2019). The ICO represents a new
way of financing business projects in which potential investors can participate and trade their shares
or obtained tokens in very liquid secondary markets (Fasolato and Raggio, 2018). Furthermore,
cryptocurrencies-based decentralized ledgers are beneficial for achieving increased financial inclusion
(Ganne, 2018). Thanks to decentralized record-keeping systems, cryptocurrencies aid in transactional
banking and make it more inclusive by enabling the unbanked population to participate in the digital
economy (Hardle et al., 2020).

Threats of decentralized ledgers

Decentralized ledgers are considered the most game-changing innovation in finance. Despite
their growth potential, several threats still exist, inhibiting the wide-scale implementation of these
systems in money supply processes. As business activities and government services transition toward
decentralized ledgers, the centralization of social and economic power will likely be concentrated in
the hands of the designers and developers of decentralized ledger technologies (Marks, 2019). This
implies that the programmers who write the underlying decentralized ledger code, the client
applications, and smart contracts (i.e., self-executable computer programs) would exert control and
influence over the conduct of financial transactions. Decentralized ledgers may increase the risk of
delegating unlimited power and control to the developers responsible for creating and hosting the
system. Marks (2019) argues that decentralized public ledgers might lack system participants with the
technical skills to enhance the system’s governance. Regulation is another pressing challenge.
Decentralized ledgers can be used to increase government control and surveillance over the financial
activities of citizens. Moreover, there is still a regulatory uncertainty related to the use of decentralized
ledger-based cryptocurrencies (Cumming et al., 2019). According to Stratfor (2020), a clear regulatory
framework surrounding cryptocurrencies should be established to promulgate this currency type in the
money supply process. The costs of uncertainty in decentralized ledger applications and blockchain
technology are profound (Azgad-Tromer, 2018). Related to a consensus protocol, Hautsch et al. (2020)
concluded that settlement through decentralized systems generates non-trivial frictions, negatively
affecting market efficiency and price formation. Governments and financial institutions need to be
cognizant of the threats posed by decentralized ledger systems as they can be used for illicit activities
such as money laundering, terrorism financing, illegal commerce, and other nefarious activities (Foley
et al., 2019). Although decentralized ledgers can secure the use of cryptocurrencies, the development
of state-backed cryptocurrencies represents a threat that undermines the existence of privately-issued
cryptocurrencies (Wilson, 2019). Herein, recall that the impetus behind blockchain decentralized
ledger is to eliminate the banking control over the money supply process (Nakamoto, 2008).

Figure 3 depicts the summary of SWOT analysis of decentralized ledgers in the money
supply process.
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Figure 3. SWOT analysis of decentralized ledgers in the money supply process.
4. Conclusions and future research directions

This research has focused on the role of centralized and decentralized ledgers in the money supply
process. A SWOT analysis was conducted to identify the strengths, weaknesses, opportunities and
threats of using both systems in finance. This review provides several implications for academics and
practitioners, aiming at better understanding the use of these ledgers and their applications. Based on
the analysis mentioned above, this paper concludes that centralized ledgers are still critical in the
record-keeping of financial transactions; however, the use of decentralized ledger systems is expected
to induce several disruptions in the future of money supply, and they are likely to become a widely
used tool in finance. From the perspective of technology futurists and over-enthusiastic professionals,
the promotion and praise of the economic potentials of decentralized ledgers are often justified by their
ability to address the ever-increasing cybersecurity risks encountered in finance. While these ledgers
may strongly be more secure than conventional centralized ledgers, there is a need to analyse who will
incur losses and responsibility when decentralized ledgers are used in the money supply process.

In several aspects, the strengths and opportunities of decentralized ledgers outweigh those of
centralized ledgers. Decentralized ledgers are characterized by disintermediation, high transactional
efficiency, security, immutability and transparency. On the contrary, centralized ledgers emphasize the
high institutional control over the financial system. Despite being the most widely used data storage
tools in finance, centralized ledgers may be destroyed, hacked, or compromised, resulting in original
data being manipulated, replaced by inaccurate data, or held for ransom. Therefore, future research
should investigate how mathematical approaches can determine how much effort is required to
manipulate any given centralized ledger. In other words, it is recommended to examine the sufficient
level of computing power that is necessary to manipulate centralized ledgers.

The expectations of decentralization in finance are high and include the better allocation of financial
resources, the efficient matching of capital borrowers and investors, transaction cost savings, support of
entrepreneurship, provision of financing resources, and increased financial inclusion. In this regard, more
research should be devoted to understanding whether the transition from very costly centralized ledgers
to decentralized and distributive financial ledgers is conducive to substantial cost savings and
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transactional efficiencies. Moreover, further analysis is needed to look into the existing and future
applications of decentralized ledgers, including the role of these tools to facilitate financial transactions,
use of digital currencies, and smart contracts. Even though the adoption of decentralized ledgers in
today’s financial systems can help address the security threats associated with centralized ledgers, they
may generate additional security loopholes that raise serious operational concerns. Thus, the early
detection of potential attacks represents a challenging task for programmers and tech-savvy professionals
to increase decentralized ledgers’ resilience against data corruption and network attacks.

It should be noted that most of the benefits and challenges of decentralized ledgers are mainly a
consequence of their strengthening of cryptocurrencies. While decentralized ledgers are expected to
disrupt finance and introduce unprecedented opportunities, centralized ledgers ensure the continuity
of the current financial systems. This research supports the argument that decentralized ledgers will be
widely used in new financial systems. Nevertheless, it is likely that they will be significantly advanced
than the existing ones and will be heavily controlled by regulatory bodies.
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