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Abstract: This article addresses the problem of state estimation for complex networks under hybrid cyber attacks. A hybrid model is
constructed to encompass cyber attacks in both deception and denial-of-service (DoS) manners. A dynamic event-triggered mechanism
(DETM) is brought into the channel between sensors and the estimator for deducing the transmission frequency. Our primary target is
to develop an estimator capable of accurately assessing network states, relying on measurements from partially selected network nodes.
Taking use of Lyapunov stability theory and stochastic analysis techniques, several criteria are formulated to guarantee the exponentially
mean square ultimate boundedness (EMSUB) of the estimation error dynamics. The estimator gains are determined by resolving specific
matrix inequalities. To illustrate the efficacy of our newly devised estimator design approach, a numerical example is provided along

with corresponding simulations.
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1. Introduction

Complex networks (CNs), which are large-scale systems
consisting of numerous nodes interconnected by edges
in specific topological arrangements, create a highly
interdependent and dynamic network framework [1]. These
networks effectively represent a variety of real-world
systems, including sensor networks, neural networks, and
biological networks, cited in the literature as references [2,
3], and [4], respectively. In recent years, CNs have attracted
substantial attention in the fields of intelligent control and
system science, as referenced in [5—7]. Among the various
research areas, the focus on stability and synchronization
of CNs has been particularly notable, as highlighted in
studies [8-12].

The analysis of CNs relies heavily on state information
to decipher their intrinsic structures. However, the
acquisition of precise state data in CNs poses a challenge

due to issues such as their extensive scale, intricate

interconnections between nodes, and uncertainties in their
models [13-19]. Addressing the state estimation challenge
in CNs, where only limited measurements are accessible,
is crucial for comprehending their dynamic properties.
State estimation involves deducing the internal states of
This
issue has garnered considerable attention from the research

network entities using these available data points.

community, leading to the development of various robust
estimation methodologies. Notably, the H, estimation
approach focuses on meeting specific performance criteria
in the error dynamics of estimation [17]. Another prominent
technique is the Kalman estimation method, designed for
time-varying CNs. The target of this study is to establish
a recursive estimator to minimize the error variance [19].
These methodologies have been pivotal in advancing state
estimation in CNs, offering deeper insights into their
dynamics and aiding in a more profound understanding of

their fundamental network structures.

Existing research on state estimation in CNs often
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presupposes complete access to measurement data from all
network nodes. Nevertheless, in practical situations, this
presumption might not be applicable owing to the substantial
expense to surveil and sample the complete measurements
from a large number of network nodes. Besides, sensors
may fail to measure and transmit the signal because of
Additionally,

considering the vulnerability of communication networks,

the limitation of communication resources.

the cyber attacks may also cause some of the measurements
to be unobtainable by blocking the transmission channel.
Given these practical limitations, it becomes vital to explore
state estimation strategies that do not rely on data from all
nodes. This leads to the concept of partial-nodes-based state
estimation (PNBSE), a notion initially introduced in [20].
By utilizing the interdependencies among network nodes
and the principle of partial observability, PNBSE posits that
the states of unmonitored nodes can be inferred from the
available data of the observed ones. Using a subset of
nodes for state estimation can offer an effective and precise
understanding of the general network dynamics in large-
scale CNs, as indicated in references [21-25]. Despite the
practical relevance of PNBSE, the literature on this topic
remains fragmented. Our study attempts to bridge this gap

by offering an extensive analysis of this nascent field.

The evolution of network communication technologies

has introduced complexities in managing finite
computational resources and shared bandwidth, particularly
in sensor-limited networked systems. A common challenge
in such environments is bandwidth constraints, often
leading to time delays and packet losses. These issues
require a strategic reduction in data transmission frequency
to conserve network resources. To this end, event-
triggered mechanisms (ETMs) have emerged as a solution,
transmitting data only when specific conditions are met,
as outlined in [26, 27]. This approach skillfully balances
ETMs can

be categorized into static event-triggered mechanisms

resource usage and system performance.

(SETMs) [28,29] and dynamic event-triggered mechanisms
(DETMs) [30-33]. SETMs operate with fixed threshold
parameters, whereas DETMs dynamically adjust these
Recently, DETMs
have advanced significantly, becoming increasingly favored

thresholds using auxiliary variables.

for their efficient resource utilization and adaptability,
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surpassing traditional periodic triggering methods [34].
Integration into network system communications is crucial
to improve resource management. However, in the context
of CNis, the application of DETMs to PNBSE has not been
extensively explored. This gap in the literature forms the
primary impetus for our current research, with the aim of
examining the problem of PNBSE under DETMs [35-39].
In networked systems, information transmission is pivotal
for operational efficiency. Yet, this process is susceptible to
cyber threats aimed at impairing network performance [40—
43].
attacks [45, 46], and replay attacks [47]. Deception attacks

compromise the integrity of the data, making it difficult

Key threats include deception attacks [44], DoS

to differentiate between true and false information. A
DoS attack can interdict the signal transmissions to cause
data missing. Notably, attackers often alternate between
different attack types, enhancing their disruptive impact.
This tactic complicates network analysis and design, posing
additional challenges. Although extensive research has been
undertaken regarding state estimation in CNs impacted by
hybrid cyberattacks [48-52], the majority of these studies
have focused primarily on singular systems. Our paper
expands this scope to encompass CN security more broadly,
integrating the DETM. The aim is two-fold: to optimize
the usage of network resources and to strengthen defenses
against cyber threats while maintaining system performance.

Taking into account the preceding discussions, this paper
aims to examine the challenge of PNBSE in a specific type of
CN, which is vulnerable to hybrid attacks, utilizing a DETM.

This paper’s principal contributions are outlined below:

(1) A hybrid model consisting of DoS and deception
attacks is constructed to accurately describe the
complexities of real attacks.

The DETM with a variable threshold is designed in the
channel between sensor nodes and estimator for the aim

(@)

of conserving communication resources.
(3) An innovative PNBSE problem is addressed in the
context of CNs with considering both network resource
demand and the efficiency of state estimation under

cyber attacks.

The remainder of this paper is structured as follows:
Sec. 2 presents the CN model and outlines the formulation
of the problem. Sec. 3 details the main contributions of this
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paper. An illustrative simulation to showcase the theoretical
results is provided in Sec. 4, while Sec. 5 concludes this
paper.
Notations: In this study, we define the inverse and
transpose of a matrix A as A~! and A7, respectively. A > 0 or
A < 0 implies that A is a positive or negative definite matrix,
respectively. R” denotes the n-dimensional Euclidean space,
and R™" denotes the set of all nx m real matrices. The norm
of a Euclidean vector is indicated as |-|. EA represents the
expected value of a random variable A. A block diagonal
matrix is denoted by diag{-}. For a symmetric matrix P,
its minimum and maximum eigenvalues are signified by
Amin(P) and A,,4,(P), respectively. The symbol ® is used
to denote the Kronecker product. The set of nonnegative
integers is represented by N. The likelihood of an event is
expressed as Prob{-}. Last, I denotes the identity matrix,

appropriately dimensioned for the context.

2. Model description and preliminaries

Consider the discrete CNs with N coupled nodes as
follows:

xi(k + 1) = Aix;(k) + Bixi(k — 7(k)) + f (x;(k))

N
+ Zw,-jrx,(k) + Lvik), i=1,2,...,N, (2.1)

J=1

where x;(k) = [xj1(k)  xp(k) xin(k)]T € R" denotes
the state vector of the ith node. The discrete time-varying
delay, represented by the positive integer 7(k), adheres to
0 < 1 £ 1(k) < 7, with 7,7, being positive integers.
sYab 2 0
characterizes the connection of the jth state variable when

The inner coupling matrix I' = diag{y;,v2,...

v;j # 0. The process noise v;(k) € R, a Gaussian white
noise sequence of zero mean, satisfies Evi2(k) < 0%, with
0 being a positive scalar. The matrices A;, B;, and L; are
recognized as known real constant matrices. The outer-
coupling configuration matrix W = [w;;] € RV indicative
of the CNs topology, requires that w;; > 0 (i # j) but
not uniformly zero. Generally, W is symmetric and ensures
Swij= 2 wi=0fori=12,...,N.

The nonlinear function f(-) is assumed to be continuous
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and satisfy the sector-bounded conditions as follows

[f@) = f0) = Ui =] X [f() = ) = Ua(x = )] < 0
2.2)
for all x,y € R", where U}, U, are known constant matrices.
This paper aims to determine the states of (2.1) by
leveraging measurements obtained from the network. It
is crucial to acknowledge that in CNs, factors like limited
resources and communication challenges often restrict the
ability to gather data from all nodes. Consequently, our
approach focuses on estimating the network’s overall state
using measurements derived from a select subset of nodes.

For the sake of generality, it is presupposed that access to
the outputs of the initial gy nodes is available:

yitk) = Cixi(k), 1 <i<qo, (2.3)
where 0 < g < N, yi(k) = [ya (k) yn(k) Y] €
R™(1 < m < n) signifies the measurement output of the ith
node, with C; € R™" being a known constant matrix.

To optimize energy usage, we implement a DETM at each
node. This mechanism decides the appropriate moments to
transmit measurements to the state estimator. Specifically,
for node i (where 1 < i < ¢qg), the transmission times

are designated as 0 < f < # < < o<
These transmission times are determined on the basis of a

predefined criterion:
i . i1 T
f = mln{k EN|k>1, (?pi(k) + oiy; (k)yi(k)

— MWk < 0}, 2.4)

where ¢; and o; represent specified positive scalars, &;(k) is
defined as &(k) = y;(k)—y;(t)), yi(#}) represents the difference
from the last transmitted measurement. Furthermore, p;(k)

serves as an internal dynamical variable determined by

pilk + 1) = mpi(k) + oyl (Kyyi(k) — &l (&ik),  (2.5)

where 0 < 7; < 1 and p;(0) = p}) > 0 is a specified initial
condition.

With &;(k) = y;(k)— y,-(tf), the corresponding measurement
output in the aforementioned scheme is depicted as

yi(k) = yi(th). (2.6)
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It is important to note the data safety concerns stemming
from the susceptibility of transmitted data to cyber threats.
To effectively encapsulate the characteristics of these
cyberattacks, the measurement that the estimator receives is
modeled in the following manner.

§ilk) = ak)Fitk) + BR)yi(k)), 1 <i<qo 2.7)

where y;(k) = —¥;(k) + w(k) stands for the deceptive attack
signal injected by the hostile attacker. Here, y;(k) € R” is the
measurement signal actually received from node i, w(k) €

R™ is an error signal that satisfies

E{a’ (W@} < 63, (2.8)

with 6, being a given positive scalar. The variables a(k) and
B(k), both Bernoulli-distributed, are independently mutual
and comply with these statistical characteristics:

E{a(k)} = Prob{a(k) = 1} = a,
E{B(k)} = Prob{B(k) = 1} = p.

From this, we have
Ela(k)-a} =0, E{k) -a)?}=al-a),
E (BB} =0, E{Bk) -p?} =50 -p),
where &, 8 € [0, 1].

Remark 2.1. This research focuses on the adversary’s goal
to impair estimation accuracy by targeting the transmitted
In the framework of model (2.7),

a scenario where a(k) = 0 indicates a successful DoS

measurement (k).

attack, effectively halting all data transmission within the
communication network. On the contrary, when a(k) =
1 and B(k) =
deception attack, leading to the replacement of authentic
Notably, the condition a(k) =

1, the measurement output undergoes a

data with a false signal.
1 and Bk) =

measurement data to the estimator, free from cyberattacks.

0 signifies the secure transmission of

Both DoS and deception attacks may occur in varying
patterns, either alternately or concurrently. Our numerical
simulations consider scenarios where DoS attacks co-occur

with deceptive tactics.
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Utilizing the measurements from gy nodes, the subsequent

state estimators are constructed:

N
Xi(k + 1) =A;%;(k) + B;Xi(k — 7(k)) + f (&:(k)) + Z w;Tx;(k)
j=1
+ Ki(5ik) — a(k)Cifi()). i = 1,2, ..., qo.

N
Kilk + 1) =Aixi(k) + BiXi(k — 7(k)) + f (£i(k)) + Z wi I (k)

J=1

iIQQ+1,CIQ+2,...,N,
2.9)

where %;(k) is the estimation of x;(k), and K; € R™" (i =
1,...,qo) are the estimator gain parameters to be designed.
Define e;(k) = x;(k) — x;(k) as the state estimation error,

which is characterized by the following equation:

N
eitk + 1) =A;ei(k) + Biei(k — T(k)) + flei(k)) + Z w;ile;(k)
=
+Livik) = K5i(k) — a(b)Ci2i(k)),i = 1,2, ..., qo,
N
ei(k + 1) =A;ei(k) + Biei(k — T(k)) + f(ei(k)) + Z w;Te;(k)

j=1

+Lyvi(k),i=qo+ 1,90+ 2,...,N,
(2.10)

where f(e;(k)) = f(xi(k)) = f(&i(k)).

To simplify the notation, it is further denoted
N=[NT N A
(N = x(k), x(k — 7(k)), v(k), e(k), e(k — 7(k))),
F(x(k)) = [fT(xl(k)) fT(xN(k))]
R =[ 1 Ngom-C =1C 0],
F(e(k) = [ (e1(k)) Frento]'
J = diag{3,,5,,...,Ix)(T = A,B, L),

T
s

Re=[R]--RI]" (R =&k, y(h),

)= diag 3.0, 1,) 0= KO, K=[K" 0],

Subsequently, the dynamics of (2.10) is reformulated into
the concise format

e(k + 1) =Ae(k) + Be(k — (k) + F(e(k)) + W ® Te(k)
+ Lv(k) — a(k)RCe(k) + a(k)(1 — B(k)KEK)
+ a(k)B)RCx(k) — a(k)B(K) KR, @(k). (2.11)

Volume 5, Issue 2, 202-215.



206

T
By defining n(k) = [xT(k) eT(k)] and F(npk)) =
[F T(x(k)) F T(e(k))]T we attain the following augmented
system:

n(k + 1) =An(k) + Bk — 7(k)) + F(n(k)) + Lv(k)
— a(k)Cin(k) + a(k)B(k)Con(k)
+ a(k)(1 = B(k))R2& (k) — a(k)B(kYR 1w (k),

(2.12)
where
- [ A+Werl 0 | B o
10 A+wel |” 7 |0 B
| L 0 0 0 0
L = > 1= — = 5 C2 = — -
| L 0 KC KC 0
0 0 -
Ri=| | R=| _|. Cc=[C 0]
KR, K
In order to facilitate subsequent analysis, it is necessary
to perform some required processing on (2.12). As a
result, (2.12) can be reformulated as follows:
nk+1) =Ty + (a(k) = @2 + (Bk) = B)3
+ (a(k) = @) (Bk) = P)l's, (2.13)

where

Iy =An(k) + Bn(k — 7(k)) + F(n(k)) + Lv(k) — aCin(k)
+apCon(k) + a(l — BYRaé(k) — apRiw(k),
[y = =Cin(k) + BCon(k) + (1 = BYRE(K) = BRiw(k),
I3 = aCon(k) — aReé(k) — aR @ (k),
[y = Con(k) — Raé(k) — Riw (k).

The ensuing definition is pivotal in the upcoming analysis

and the design of the estimator.

Definition 2.1. The evolution of the dynamics of the
augmented estimation error according to (2.12) achieves
the EMSUB status if there are positive scalars d,y, and
u € [0, 1) such that

E{lnIP) < dp + (. lim y(k) =7.

Mathematical Modelling and Control

3. Main results

This section delves into the state estimation challenge for
CN (2.1), focusing specifically on data from a subset of
network nodes. Initially, we present an essential lemma for

subsequent derivations.

Lemma 3.1. For the DETM (2.4)-(2.5) with piy > 0 (1 < i <
qo), the internal dynamic variable satisfies p;(k) > 0 for all
k > 0 if the parameters nr; (0 < m; < 1) and 6; (5; > 0) satisfy
7T,‘5,' > 1.

Proof. For all k > O,
condition (2.4), it follows that

according to the triggering

1
Spill) + oy} (kyyitk) — & (k)&(k) = 0.

Subsequently, by virtue of Eq (2.5), one deduces that

1

k+1 i
6l~)

1
pilk+ 1) 2 (1= =)pill) 2 -+ = (= =),
which leads to the clear observation that p(k) > 0 for all
k > 0 given the prerequisites m;0; > 1 and pf) > 0. Hence,

the proof is concluded. O

Theorem 3.1. For all i = 1,2,...,q0, assume that
Lemma 3.1 is satisfied. Given the estimator parameters
K; and the positive constants 6y, 0,. The augmented
estimation error dynamics, as indicated in (2.12), achieves
EMSUB status provided
diag{P,P,} > 0 (P, = diag{P1,P12,..
diag{P>,, Py, ..

A3, A4 satisfying

there are matrices P =
S PivY, Py =
., Pan)), O > 0, and positive scalars Ay, Ay,

[y o«
E= P _p <0, 3.1
where P = diag {P, P, P, P},
[ ¥, U0 0 0 0 0 0
* —-A31 0 0 0 0 0
* * -0 0 0 0 0
Y= * * x = 0 0 0
% % % * A1 0 0
* * * * * -We O
* * * * * * Yo7
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T
T XeE X?yvéif] ’
=21 1 B8 £ -apR al-PR 0 |,

E=[-Ci+BpC: 0 0 0 —BR (1-PR 0],

T 2=T
2 Xp=3

[l
1l
[1]

[1]

- uTu, + UTU, b _ ur + Ut

1 2 , U2 2 s

E3=[&C2 0 0 0 -aR, —-aR, 0],

E=[C 000 -R R 0],
-1+ T, —1+A

\P77=di6lg{7r1 4,-”, 1 4}
0 6(10

1 1
\1’66 Zdiag{(a +/l4)1,...,(6— +/l4)]},
490

E) = A—-aC +apCy, 6 = AINQ% + Aath,
Y =P+ (-1 +1)Q+DCTC- 130 U)),

a,
® = diag {(14(71 + ﬂ)l, y .,(14% + ﬂ)l}
5 S0

Proof. We select the following Lyapunov functional
candidate:

M(k) = V(k) + p(k), (3.2)

where

V(k) = Z Vi), pk) = Z 510

with Vi (k) = " (k)Pn(k), Va(k) = Z K "(HOn(),

i=k—1(k

Z Z 77 (i)On(i). According to system (2.13),
Jj=k—m2+1 i=j

the mathematical expectations of the variation in V(k) and

Vi(k) =

p(k) are calculated as

E{AV ()} =E{Vi(k + 1) = Vi(k)}
=T PT'y + x3T3 PT; + I3 PT'3

+ XoxgT4 PTy =" ()Ppk),  (3.3)
where x5 = a(1 - @), 3 = B(1 - B).
E{AV2 (k) =n" () Qn(k) = 1 (k = (k) Qn(k — 7(k))
+ kZ ' (O + kf] ' (DO

i=k—7(k+1)+1
k—1
- ), 7O

i=k—t(k)+1

i=k—T1 +1

Mathematical Modelling and Control

<" (k)Qn(k) — " (k — 7(k))On(k — 7(k))

k-7
+ 0 A GHOnG). (3.4)
i=k—1+1
k-1,
E(AV3(0) = (12 = n" (0Q@n) — > 1 ()On()
i=k—1p+1
(3.3)
and
90 1
B(Ap) = ), (it + D = pith)
i=1
q0 1

= —[(n, Dpitk) + oiy! (Ryyi(k) — & (&)

i=1 !

>

S

() + Z 5.1 (kwick)

- Z 35? (k). (3.6)
i=1 !
On the other hand, by considering E{v*(k)} < 6%, one
obtains
E [V (kv(k)} < N6;. (3.7

Taking into account the non-linearity (2.2), one has

I®01 I®(—Uz)

T
n(k)
* 1

F(n(k)

n(k) ]<0

F(n(k))
(3.8)

Based on the triggering condition (2.4), we derive

40 1 40 40
2 5P+ Z] v kyyik) - Z; & WER) 2 0. (3.9)

i=1

Additionally, it follows from (3.3)—(3.5) that

E{AV(k)} <T{ PTy + x2T'3 PTy + x 315 PUa + xox 15 PT's
=" (k)P(k) =" (k = (k) On(k — 7(k))
+(t2 = 71 + D’ () Qn(k)

<t (k)(E" PE)i(k) + (v2 = 71 + D" ()On(k)

— " (k)Pntk) — " (k — (k) On(k — T(k)),
(3.10)
1 1 1 T
where 500 = [p{®) 0 - ph®| . k) =
T

" (k), F' k), 0" (k—7(k)), v' (k), @ (k), €7 (), ﬁ(k)] :

Volume 5, Issue 2, 202-215.
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where Q(C)Z Z ck {||<p(i)||2} can be computed as

0 i=k—1;

By taking (2.8) and (3.7)—(3.9) into account, it is deduced
follows:
=1 k-1

from (3.6) and (3.10) that
E{AM(k)} = E{AV(K)} + E{Ap(k)} .
< 7" (k)(ETPE + ¥)i(k) + 6. @iy €@ ; - ;Z CE{lle )
-1 i+1y  r=1-1; i+1 —1
Utilizing the Schur complement lemma on (3.1) yields < k 12
ZCIDIDI CE{lleGIP)
ETPE+ V¥ <0. o ity
<o(c)r2 PRl + o(o)T TR @]
From this, we can further deduce i:z—;z { } iZ(; { }
r—1 )
E(AM(K)) < aE {lp()P) + &, (3.12)  +o@n ) E{le0IP)
i=r—7;
_ T r—1
where (k) = |nT (k) pT(k)| anda = =TPE + W THc™ . . ;
o0 = [ k) 7] 2 ) 002 max E{le@IP) + o@r2c™ Y CEfllp)I?)
Due to the definition of M(k), we conclude that ¢ — 1 -m=is0 pr
- (3.16)
MK} <(tr — 71 + Ddyax E{llnG)I”?
{ ( )} (T2 = ) @ H{ZTZ {”n(l)” } Then, it is obtained that
+ Amax(P)E {lIn(i)I2} Z 5:Pi0 E{c"M(r)} - E{M(0)}
r—1
, <y(0) ) E{lle®lP} + 12c?0(c) ) | Bl
<2 =71 + DApar(Q) Z E {llp()I?) 2,72 | Z |
e T2¢"0(c) 2 (1 ’)
+ BB {lle(IP) (3.13) M -IT?E‘EOE{”‘O(’)” R v
_12c0(c) . cl-c") ,
where b = max{Auar(P), (1/61), ... (1/6,)), o1 _5?23;0]5{”9"(’)” J+ =2 ¢
For a given scalar ¢ > 1, the aforementioned r- .
inequality (3.13) implies that + (o) ;Zﬁ B {ligol’} 3.17)
E (! Mk + 1)} - E{* M(k)} where €(c) = Y(c) + Tac™0(c)
k“E{M(k +1) - M(k)} + e - I)E{M(k)} Since €(1) = a < 0 and e€(+00) = +0co, we can find a scalar
co > 1 such that €(cy) = 0. Therefore, we have
<M YOB{leIP} + fole) ) Efle@IPf + e,
,-:,Z‘TZ E{c"M(r)} - E{M(0)}
(3.14) T o(c
el E{ile@IR) + ol - 0)92 (3.18)
co — 1 -nsic 1-
From (3.13), it is obvious that
(3.19)

where ¥/(c) = ca+(c—1)b, o(c) = (c—1)(12 =71 + 1) Aax(Q)

Assuming r > 1 + 1 is a positive integer and summing
{M©O) < ¢ty max EflleG)I}
—1,<i<0

both sides of (3.14) from 0 to r — 1 with respect to k, it
in which ¢ = max{b,(to — 71 + 1)A,,4x(Q)}. Furthermore,
according to the definition of M(k), one derives

results in
r S k C(l -y
E{c"M(r)} - E{M(0) <¢/(c>Zc E{lle®IF) + ———0
k=0
r— k—1
+0(0) Z “E(lleIP) (M)} > uB {1} (3.20)
k=0 i=k—-1,
(3.15)  with u = min {Ain(P), (1/61), ..., (1/8,,)}-
Volume 5, Issue 2, 202-215
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By substituting (3.19) and (3.20) into (3.18), one has

$(co)

ucy  uch (co—1)

r_
cp—1

EflleIP} < ¢,

(3.21)

Tac2 0(co)
co— 1

with g(co) = (57 + ) maxe,cico B {leOIP).
Consequently, we obtain the final result

B {InolP) < E (o) < £ (ch = e

ucy — uchM(co—1)

(3.22)

According to Definition 2.1, the augmented system (2.12)
is said to be EMSUB by setting d = (¢(co)/u), u = (1/co)
and y(r) = (cj — 1)6*/uc} " (co — 1). Moreover, the ultimate
bound is derived as

6092

B __cot”
Y= lm oy ="y
with co > 1 satisfying ¥(co) + Tycgo(co) = 0. Thus, the

proof of this theorem is concluded. O

Theorem 3.2. Let Lemma 3.1 be satisfied and positive
constants 6y, 6, be given. The augmented estimation error
dynamics (2.12) is EMSUB if there exist matrices P >
[x" o] & =
,an}), and positive scalars 1y, Ay, A3, Ay

o

in which P has the same structure as that of Theorem 3.1,

0, 0 > 0, real-valued matrices X =
diag {X,,X,,...
such that

k

<0 (3.23)

-P,

Oor &

= = = T = T =
BT = B 28 25 AxEL )
. | pL . PB 0 . 0 0
‘L = 2 = ’ Cl = = = ’
| PL 0 PB 0 XC
E=|& P B8 L -apR al-PR 0.

[1]t

o
Il

11 Zﬂ—@él +(_ZBC~'2,

[ 0 o0
XC 0

~Ci+pC: 0 0 0 —BR, (1-pR, 0|,
aC 0 0 0 -aR, -aRk 0],

[1]

)
|

esll

(9%}

Il |
— — —

Ei=[C 000 R R 0]
- PA+PWQRT 0
B 0 PA+PWoT |’
3 0 N 0
R]z — 5 RZZ = 5
XR, X
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and ¥ is defined in (3.1). Additionally, the estimator gain
matrix can be obtained by:
Ki=Py'X, (i=12,...

+q0)- (3.24)

Proof. Letting X = P,K, the substantiation of Theorem 3.2
is directly derived from the proof of Theorem 3.1. O

It is worth noting that when we take §; — +oo, the

proposed DETM encompasses the static one as follows:

. =min{k € N | k> , oyl (kyyick) — £ ()&i(k) < 0},
(3.25)
foralli = 1,2,...,q0. As such, the corresponding results
for the SETM can be easily derived from Theorem 3.2.

Corollary 3.1. Let the positive constants 8, 6, be given.
The augmented estimation error dynamics (2.12) is EMSUB
under the SETM (3.25) if there exist matrices P > 0,
0O > 0, real-valued matrices X = [)V(T O]T X =
diag{()u(l,)u(z,...

that meet the subsequent inequality:

,)?qo}) and positive scalars A, Ao, Az, Aa

® *
T=| __ L | <0, (3.26)
PY -P
where YT = [Tl T,X(ZYTZT,XéTgT,)((Z,,\/észT],
[ @, LU®0,) 0 0 0 0
* —As1 0 0 0 0
-0 0 0 0
® = * * 0 ¢ ’
¢ ¢ x  —=A1 0 0
* * * * —Ao 0
* * * * * —O¢6 |

O =P+ (-1 + DO+ BCTC - 3 @ Ty),

P = diag {P, P, P, P} ® = diag (Lo 1,..., Laorg I},
@6 = diag{Aul,.... Lul}, & = 1N6} + 1,65,

> | PL s | PB 0

|l AL | o BB
0 0

ﬁ] = ~ ’ ﬁz = ~ ’
XR, X

Ti=[Ty P 8 L -apRi al-pR, |,
T = ﬁ—@'él +@Béz,
TQZ[_§]+562 0 0 O —Bﬁl (I—B)ﬁz ],
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Ts=[ac, 0 0 0 -aR, -aR, |.
r1’42[ _}2 O O O —7—3)1 —'ﬁz ],
. o oo . o o
lxe o ' lo xe |
B PA+PWeT 0
B 0 PA+PWeT |

If the inequality (3.26) is attainable, the desired estimator

parameters can be represented by

Ki=P'X:, (i=12,...,q), (3.27)

which guarantees that the augmented estimation error
dynamics (2.12) achieves EMSUB, with the ultimate bound
described as follows
. &0
YT aG -1y
where it = dyin(P) and &y > 1 satisfies
Y(To) + 1285 0(C0) = 0
with
a= /lmax(TTﬁ? + 6)’ B = /lmax(i)),
Y@ =ca+(c— Db, 9@ =E-1)12— 11+ DApax(0).
Proof. The proof of this corollary can be directly deduced

’qO)-
O

from Theorem 3.1 upon letting 6; — +oo (i = 1,2,...

Remark 3.1. The DETC-based PNBSE issue has been
addressed for CNs under hybrid cyberattacks. This theorem
distinguishes itself from existing research results in the

following three aspects:

(1) By considering hybrid attacks including both DoS and
deception forms, the state estimator is designed to make
the error dynamics adhere to EMSUB in the sense of
security requirements.

(2) An DETM with dynamical variable is introduced
for effectively reducing the data transmission from
sensors to estimator while guaranteeing the estimation
performance.

(3) It pioneers a technique for state estimation in CNs
that relies on acquiring measurements from a selective
group of nodes, optimizing both resource allocation

and data accuracy.
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4. A numerical example

In this section, a numerical example is provided to
illustrate the efficacy of the state estimation approach
developed in this research.

Considering a CN with four nodes described in (2.1), we
focus on accessing measurements from only the first two

nodes. The network parameters are chosen as below:

[ —0.02 -0.05 -0.04 |
Ai=A,=| 006 005 -002 |,
001  0.02 -0.03 |
[ —0.01 -0.03 -0.02 |
As=As=| 003 0.02 -0.02 |,
| 004 001 -0.02 |
[ 0.01 0.02 0.01 |
Bi=B,=| 001 -001 0.01 [,
| 002 0.01 0.02 |
[ 0.02 0.01 0.02 ]
Bis=B,;=| 003 -001 0.01 |,
| 0.02 0.03 0.02
0.02 0.01
Li=L,=|001|, Ly=Ly=| 003 |,
0.1 0.01
02 02 02
Ci=C,= ,
[0.1 0.1 0.2}
-0.05 0.02 002 001
| 002 -005 002 001
1 002 002 -006 002
0.01 001 0.02 =004
1+ (=1
[ =0.551,7(k) =2+ %,n =2,1,=3,

g] = 04, g7 = 0.5,91 = 02, 92 = 03,
81 =0,=12,=04,=02,m1 =0.7,m, = 0.5.

The nonlinear vector-valued functions f(x;(k)) (i = 1,2, 3,4)

are selected to be

Fik)) = [fi(itk)), folxik), fxitk)]”

wherein
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Ji(xi(k)) = =0.1x;1 (k)

+0.1(1xi (k) + 2| = |xi (k) = 2]) + 0. 1x2(k),
Sa(xi(k)) = tanh(=0.2x;(k)),
S3(xi(k)) = tanh(=0.2x3(k)),

xir(k)(r =
Consequently, it is readily obtained that

1,2,3) denotes the r-th component of x;(k).

0.1 0.1 0 -0.1 0.1 O
up=f 0 -02 0 |, U= 0 0 0
0 0 =02 0 0 0

satisfy the assumption (2.2).
By solving the LMI (3.23) with the help of the MATLAB

toolbox, a type of feasible solution is attained as follows:

A =0.1295, 1, =0.1295, A3 =0.1130, A4 =0.0332,
0.0086 -0.0030

X; =X, =1 0.0085 —0.0030 |,
0.0085 -0.0030

which further implies the gain matrices of the state

estimator (2.9)

0.1705 -0.0521
Ki=K,=| 03122 -0.1189
0.2501 -0.0883

For the purpose of simulation, the initial conditions
of the states and the estimates are chosen as x;(0) =
[0.1 0.1 0.1]7 and %(©0) = [0 0 0] fori = 1,2,3,4.
The initial values of the internal dynamic variable are taken
as p(l) = pg = 1.
Figures 1-4. To be more specific, Figure 1 shows the

The simulation results are shown in

occurrence instants of deception attacks and DoS attacks.
The net nodes 1 and 2 are selected to be implement the
event-triggered strategy. The release instants of DETM
and SETM are described in the Figure 2 from which we
note the transmission frequency of output signals is reduced
dramatically. Figure 3 shows the estimation errors tend to
a small domain of zero rather than converge to zero due
to bounded perturbations, which indicates the dynamics of

the augmented estimation error system achieve the desired

Mathematical Modelling and Control

EMSUB performance. Figure 4 depicts the evolution of the
root mean square error of the augmented estimation error
system. Table 1 presents the triggering rates of nodes 1
and 2 under different parameter selections for §; (i = 1,2).
The trigger rates are observed to show a consistent increase
as the parameters §; (i = 1,2) increase. In particular,
according to (2.4), the DETM will reduce to the SETM when
0; — +oo. Thus, both Table 1 and Figure 2 demonstrate
that the DETM can reduce the frequency of triggers more
effectively compared to the SETM. The simulation result has
verified the efficiency of the implemented DETM.

Table 1. Triggering frequencies with different
threshold parameters.

Values of ¢; Triggering of Nodel Triggering of Node2
01 =060,=12 20% 10%
61 =06, =280 30% 16.7%
61 =8, =280 43.3% 23.3%
Static event-triggered case 80% 40%

THE F o kE EE £ 4E REE KE 4 kE 1

15 15
Time(k) Time(k)

Figure 1. Occurrence of the deception attacks and
DoS attacks.

Figure 2. Dynamic and static triggering instants

fornodesi =1, 2.
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[t 5 It
LSE

0.05

0 0
1 1

Figure 4. Square of the norm and the root mean

squared error of n(k).

5. Conclusions

In this work, we addressed the PNBSE issue for
CNs subjected to hybrid cyberattacks including both
An
estimator was designed by taking use of data from
The DETM was applied

in the data transmission process between sensors and

DoS and deception attacks. innovative state

selected network nodes.

their respective state estimators, enhancing communication
resource efficiency. A comprehensive condition was
established to ensure the estimation error dynamics meet
the EMSUB performance.

state estimate gain matrices by solving LMIs. The efficacy

Furthermore, we derived the

of our proposed estimation method was validated through
a numerical simulation. In the future, our research will
concentrate on exploring potent optimization techniques to

further refine state estimation performance.
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