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Abstract: Internet of Things (IoT) networks play a significant role in sixth-generation (6G) networks
due to higher throughput, lower latency, ultra-reliability, and dense connectivity. Artificial intelligence
(Al), particularly deep learning (DL) and machine learning (ML), offers an effective means to advance
and implement next-generation radio communication technologies. However, these approaches are
vulnerable to adversarial attacks, which can significantly degrade system performance and lead to
inaccurate predictions. This outcome is highly undesirable for a reliable and ubiquitous IoT-based
communication system. This paper presents a hybrid neural network framework for adversarial
machine learning attack detection using ridge regression (HNNF-AMLADRR) in 6G network-assisted
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intelligent IoT systems. The main objective is to develop an effective detection framework for
adversarial machine learning (AML) attacks, thereby improving the security of intelligent systems in
6G and IoT environments against malicious perturbations. First, the min-max scaler normalization
method is employed in data preprocessing to transform the input data into a suitable format. Moreover,
ridge regression is primarily used for feature reduction to remove irrelevant or redundant features. For
adversarial attack detection, the proposed HNNF-AMLADRR model designs a hybrid model of a self-
attention-based restricted Boltzmann machine with a recurrent convolutional neural network technique.
Finally, the model parameters are fine-tuned using the Adafactor optimizer to enhance classification
performance. The experimental evaluation of the HNNF-AMLADRR algorithm was done using the
AML dataset. Empirical outcomes indicated an enhanced performance of the HNNF-AMLADRR
model compared to recent approaches.

Keywords: adversarial attacks; machine learning; ridge regression; sixth-generation network; Internet
of Things; self-attention
Mathematics Subject Classification: 68T07, 68T45

1. Introduction

Sixth-generation (6G) networks are regarded as the next development in wireless technology,
succeeding the current fifth-generation (5G) communication systems. The predicted advantages of 6G
over preceding generation networks include energy efficiency, data capacity, latency, speed, and
reliability. In particular, the peak data rate in 6G communication is predicted to be 1 terabit per second
(Tbps), nearly 10 times faster than today. 6G systems are projected to provide significantly larger data
capacity, thus permitting data-intensive applications and more interconnected devices. This detail
responds to the constant upsurge of the Internet of Things (IoT) in the upcoming years. Regarding
latency, the 6G systems are predicted to surpass 5G networks by reducing the transmission delay to
less than one millisecond (MS). Unprecedentedly lower latency in 6G communication can enable
innovative applications with real-world responses and higher accuracy, namely in remote surgery,
smart city, and autonomous vehicle applications.

Adversarial machine learning (AML) is a current research domain that examines potential security
concerns associated with the employment of machine learning (ML) models in existing artificial
intelligence (Al)-driven systems, alongside defensive strategies to safeguard ML systems from those
attacks [1]. Adversarial attacks are a key issue for ML, comprising methods intended to trick ML models
by subtly modifying input data. These attacks exploit vulnerabilities to cause misclassifications or other
unintentional behaviors in the model [2]. Essentially, intruders make specific input alterations to
influence the model's decision-making processes, making it an increasing threat in the Al field. With Al
and ML methods being widely utilized in various domains, AML attacks have garnered growing interest
from security experts and developers [3]. Critical industrial systems, such as healthcare systems and
autonomous transportation, employ ML techniques. If compromised, these systems can lead to
catastrophic health and safety incidents [4,5]. For instance, if an autonomous self-driving car utilizing a
traffic sign detection system is compromised by adversaries, it could falsely identify stop signs as speed
limit signs. This might result in road accidents. Likewise, if a medical system is compromised by rival
healthcare service providers, fake insurance companies, or attackers, they could misdiagnose an illness
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and provide inappropriate treatments to patients [6]. Novel progress in computer vision (CV) has trained
classifiers closer to the forefront of critical security systems as well.

AML attacks are a set of techniques employed to weaken the precision, reliability, or security of
ML systems [7]. AML attacks are launched by cybercriminals with diverse motives, including
information theft, affecting privacy and confidentiality, or influencing decision-making processes of
ML systems. AML attacks are launched against a wide array of ML methods [8]. The success of AML
attacks relies on numerous aspects, like the quality and type of targeted ML models, the complexity of
the attack method, and the malicious actors’ knowledge and resources. Based on the attack taxonomy,
they are categorized into evasion, poisoning, extraction, and inference attacks [9]. Evasion attacks in
AML involve adversaries crafting modified inputs to induce misclassification by a machine learning
model, without altering the fundamental properties or inherent nature of the data [10].

Data poisoning attacks in AML occur when malicious actors intentionally alter the data used to
train an ML model [11]. This can lead to the model learning wrong patterns, making it unfair or prone
to errors. Model extraction threats in AML are a type of threat in which attackers focus on illegally
extracting information from an ML system [12]. AML inference attacks refer to situations where
intruders attempt to collect private information regarding the input data employed by the ML system.
The domain of AML also includes the investigation of defenses against these attacks [13]. Scholars
are developing several methods to identify and reduce the influence of adversarial examples, including
techniques to detect dubious inputs, train models to be more robust against manipulations, and create
more secure Al models. The continuing effort to understand and counteract these attacks is vital for
ensuring the trustworthiness and reliability of Al in several key applications [14]. Recently, deep
reinforcement learning (DRL) has gained attention in adversarial ML for emerging adaptive attacks
and defense plans. DRL methods, like deep deterministic policy gradient (DDPG), proximal policy
optimization (PPO), and deep Q-network (DQN), have been applied to improve the reliability of Al-
based systems. However, existing DRL models often suffer from high computational complexity and
limited generalization despite hidden adversarial attacks. Figure 1 represents the general architecture
of adversarial attack detection for 6G-assisted IoT.
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Figure 1. General architecture of adversarial attack detection for 6G-assisted IoT.
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This paper presents a hybrid neural network framework for adversarial machine learning attack
detection using ridge regression (HNNF-AMLADRR) in 6G network-assisted intelligent [oT systems.
The proposed framework consists of a preprocessing stage, a feature subset selection process, attack
classification using a hybrid neural network, and a parameter fine-tuning mechanism. Experimental
analysis confirms the efficacy of the proposed HNNF-AMLADRR architecture. The core contributions
of this article are summarized as follows:

. Development of an effective ridge regression—based feature subset selection method to
recognize and eradicate irrelevant, noisy, and redundant features from the dataset, thereby
enhancing the input data quality and improving the overall learning proficiency of the
proposed framework.

« Design of a hybrid neural network (NN) approach of self-attention-based restricted
Boltzmann machine (RBM) with recurrent convolutional neural network (RCNN) technique
to efficiently learn spatial-temporal patterns and accurately perform adversarial attack
detection and classification in intelligent [oT environments.

. Adoption of the Adafactor optimization algorithm to fine-tune the model parameters, which
helps to improve convergence efficiency, reduce computational overhead, and significantly
enhance the classification performance of the hybrid NN method.

. The experimental evaluation of the HNNF-AMLADRR algorithm occurs using the
adversarial machine learning dataset across three different applications, namely DNS
tunneling, platooning, and remaining useful life (RUL). The comparative experimental study
demonstrates that the proposed model achieves superior detection accuracy compared to
several recent algorithms.

2. Literature review

This section offers a detailed review of the existing literature on adversarial attack detection
methods and their applications in intelligent systems. In [15], AML is related to the domain of research
that entails testing and enhancing ML systems by presenting adversarial attack methods. In
cybersecurity, AML has a major ability to aid in identifying and defending against attacks such as
malware, cyber threats, and fraud detection. Nevertheless, AML also encounters several difficulties,
such as low efficacy in creating adversarial samples. There is an active relationship between
adversarial attacks and defenses, with intruders constantly creating novel methods, and defenders
continuously requiring enhancement of their defense tactics. Bommana et al. [16] introduced a new
Al-driven DL approach to identify adversarial attacks in IoT infrastructures, enhancing data
preprocessing, feature extraction, and classification using holistic methods. A three-step filtering
method featuring adaptive weights has been employed to improve the effectiveness of data
preprocessing. Barik et al. [17] presented a weighted conditional stepwise adversarial network alongside
a PSO (WCSAN-PSO) model for identifying adversarial attacks in intrusion detection system (IDS).
Moreover, PSO enhanced the discriminator and generator parameters in WCSAN to advance IDS’s
adversarial training. Yuan et al. [18] examined a novel IDS framework that maximizes the
functionalities of IDS against adversarial attacks by merging traditional ML and DL approaches. Then,
they utilized the low attack transferability among ML and DL techniques to identify a strong ML
methodology that helps to determine AE’s maliciousness. Petihakis et al. [19] discussed emerging
threats related to adversarial Al and outlined the growth of AIAS. AIAS is an inclusive, Al-based
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security platform created to improve the resilience of Al systems against such risks. Moreover, AIAS
features advanced mechanisms for simulating, detecting, mitigating, and deceiving threats through
adversarial defense methods, sophisticated honeypots, and attack detection modules. Sheikh et al. [20]
presented ML-driven smart attack recognition approaches, which have progressed due to setbacks in
conventional signature-based methods to identify zero-day attacks and complex nature attacks.

Alabsi et al. [21] suggested an IDS that relies on a conditional tabular GAN (CTGAN) for
identifying DoS and DDoS threats in IoT systems. The CGAN-enabled IDS employs a generator
network to generate artificial traffic that imitates a genuine traffic pattern, while discriminator
networks learn to distinguish between genuine and hostile traffic. Dhamija and Bansal [22] developed
a novel defensive approach to enhance the strength of detection and classification techniques against
many adversarial threats. This research presented a dual-step defensive method through a distinctive
adoption of removing strong feature representations, model-agnostic adversarial feature learning, and
attention feature fusion. Table 1 represents the comparative analysis of existing adversarial attack
detection on single DL methods or conventional hybrid algorithms, with limited attention to
incorporating self-attention mechanisms, hybrid RCNN-RBM methods, and optimization approaches.
These limitations motivate the proposed HNNF-AMLADRR method.

Table 1. Overview of related works on adversarial attack detection in cybersecurity and
IoT environments.

Authors Objectives Findings Methods Research gap
Xuetal. [15] To analyze adversarial ML ~ Growing Survey-based analysis Absence of an
approaches in cybersecurity vulnerability —of adversarial attacks.  implementation-based

and study distinct varieties of Al framework for real-time
of threats and defense systems. adversarial attack
mechanisms. recognition in IoT or 6G
networks.
Bommana et To address adversarial Accuracy of CNN and  deep Does not consider hybrid
al. [16] attacks in IoT environments 0.92 and learning models. neural models or feature
utilizing DL-based Al 0.95. selection (FS)
approaches. mechanisms to enhance

recognition efficacy.

Barik et al. To improve an adversarial Accuracy of PSO, least absolute The framework suffers
[17] attack recognition  99.36%. shrinkage and from high computational
framework utilizing an selection operator complexity and restricted
optimized weighted (LASSO), principal adaptability to large-scale
conditional stepwise component analysis IoT systems.
adversarial model. (PCA), and support
vector  classification
(SVC) models.
Yuan et al. To develop the adversarial Achieved DL models. Restricted assessment on
[18] robustness of DL-based better varied IoT datasets and
IDS. results. lacks  advanced FS
mechanisms.
Continued on next page
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Authors Objectives Findings Methods Research gap
Petihakis et To improve an Al-assisted Improved XAI model. The system focuses on
al. [19] cybersecurity environment detection platform integration
to support against performance. rather than optimized
adversarial Al threats. neural frameworks for

attack recognition.

Sheikh et al. To design a defense Achieved GAN. Does not consider hybrid

[20] approach for learning-based Dbetter DL approaches or a
security  techniques in results. parameter optimizer for
cyber-physical systems enhanced performance.
employing adversarial
learning.

Alabsi et al. To detect DoS and DDoS Achieved CGAN technique. The model concentrates

[21] threats in an IoT platform improved only on particular threats
utilizing a  conditional detection and does not address
tabular GAN. accuracy. broader AML attacks.

Dhamija and To propose a defensive Achieved Attention mechanism. This method does not

Bansal [22] structure to mitigate multi- better integrate hybrid neural
faceted adversarial threats performance. frameworks with
using  attention feature optimized feature subset
fusion. selection.

3. The proposed methodology

This article proposes the HNNF-AMLADRR approach to develop an effective detection
framework for adversarial ML threats in intelligent systems operating within 6G and IoT environments,
thereby improving robustness against malicious perturbations. Figure 2 illustrates the block diagram
of the HNNF-AMLADRR algorithm. As depicted in Figure 2, the framework consists of data
preprocessing, feature subset selection, adversarial attack detection, parameter fine-tuning, and
experimental evaluation.

« Step 1: Data preprocessing: Input data preprocessing is performed using min—max
normalization to transform the raw data into a standardized and appropriate format for
efficient model training and analysis.

« Step 2: Feature subset selection: The ridge regression method is employed for the feature
subset selection process to remove irrelevant, noisy, or redundant features, thereby improving
the quality of the input data and reducing model complexity.

. Step 3: Hybrid attack detection: A hybrid neural network (NN) framework integrating a
self-attention-based RBM with an RCNN is utilized. From the given input, the RCNN model
captures sequential and spatial characteristics. In contrast, the self-attention technique is
used in the RCNN-generated feature maps for identifying vital and related patterns. This
self-attention technique enhances the result by allocating more weights to essential features;
hence, it improves the detection performance of the attack. This integration enhances the
model’s capability to accurately identify adversarial attack patterns in intelligent IoT
networks.
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« Step 4: Parameter optimization: The model parameters are fine-tuned using the Adafactor
optimizer, which enhances convergence efficiency and improves the overall classification
performance of the proposed methodology.

. Step 5: Experimental assessment: The experimental evaluation of the HNNF-AMLADRR
algorithm is conducted using the AML dataset across three different application scenarios,
namely DNS tunneling, platooning, and RUL prediction.
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Figure 2. Block diagram of HNNF-AMLADRR model.
3.1. Preprocessing model

Initially, the min-max scaler normalized model can be used to convert the input data into a useful
pattern. It effectively normalizes and scales the feature values, ensuring reliability and relevance [23].
The process of normalization ensures that every item of data is standardized. A standardization model
named MinMaxScaler increases each value of a feature to a range of zero to one, which improves the
stability and performance of the model.

_ (I-1Min)
lsta = (I.Max—I.Min)’ (3.1)
Lscatea = lszq * (1. Max — L. Min) + L. Min, (3.2)

where [ represents the input feature set, and I,;, and I, denote the minimum and maximum
values of the input data used in the min-max normalization process. Likewise, ls;, denotes the
normalized intermediate value. The maximal and minimal values are depicted as max and min
values in Egs (3.1) and (3.2).
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3.2. Ridge regression-based feature subset selection process

In this section, the ridge regression model is primarily implemented for the feature subset
selection procedure to remove redundant or irrelevant features. Ridge regression is used for the
reduction of features since it efficiently manages multicollinearity over higher-dimensional IoT
features while preserving vital attributes through L2 regularization. Contrary to PCA, which
transforms basic features into new elements that reduce interpretability, this method maintains the
basic structure of the features. Compared to LASSO, this model eliminates highly correlated features;
unlike mutual information, it provides high generalization and consistency for complicated adversarial
attack datasets. Feature selection (FS) is vital to optimizing the performance of the model by
identifying the most informative features while extracting irrelevant or redundant ones [24]. Various
techniques exist for FS, including mutual information, which determines the dependency among
variables. However, these models are extensively utilized to choose ridge FS due to its capability to
manage multicollinearity by employing L2 regularization. This method ensures that a weaker feature
coefficient is penalized, resulting in enhanced generalization and reduced overfitting in high-
dimensional data. Ridge regression is a linear regression technique with an L2 regularization term
added to the loss function. The major benefits of ridge regression are its ability to penalize large
coefficients, thereby ensuring that only the most significant features are retained in the model.

In Eq (3.3), ridge regression alters the typical ordinary least squares (OLS) cost function by
adding a term of regularization:

@ )— X (v — ) + A Ej-, 6F. (3.3)

Here, m signifies the training sample count, J(8) indicates the cost function of the feature coefticient
0 = (04,0, ...,0,), ¥, represents the predicted output for the ith training instance, 8; depicts the
coefficient for the jth feature, y; denotes the actual output for the ith training instance, and A refers
to the regularization parameter, managing the sum of shrinkage implemented to the coefficients.

]1]15

an L2 regularization term; here, the addition of squared coefficients is penalized. The regularization
term discourages huge values of the coefficient, forcing the method to choose fewer and more
significant features, while pushing less relevant features toward 0. The ridge regression solution is
attained by solving Eq (3.4):

The first term % > . (yi —¥)? depicts the standard mean squared error (MSE). A Y™

0 =(ZTZ+A)"1Z7y. (3.4)

Here, y denotes the vector of observed values, Al signifies the regularization term, I represents the
identity matrix, and Z refers to the matrix of input features.

Equation (3.4) effectively alters the conventional normal equation of linear regression by adding
the Al term that stabilizes the matrix inversion, while ZTZ is near-singular or ill-conditioned. The
regularization term precludes overfitting by shrinking the coefficient of features. Ridge regression
assures that it retains the most significant features while enhancing efficacy and robustness.

Although ridge regression does not generate sparse coefficients like LASSO, it was used in this
architecture for redundancy of features and for handling multicollinearity over highly correlated IoT
communication features. The L2 regularization technique balances the weights of features and retains
vital correlated attributes, which is helpful in the detection of adverse attacks where various dependent
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features contribute to the performance of the classification task. According to the resulting coefficient
values, the highly related features were then selected in the final step of the classification process.

3.3. Hybrid adversarial attack detection method

For adversarial attack detection, the presented HNNF-AMLADRR model designs a hybrid model
of self-attention-based RBM using the RCNN technique. The self-attention dual classification layers
employ an RCNN and RBM. The RBM method is used for efficient representations of data and for the
latent feature learning process. The RCNN model is used to capture sequential and spatial attack patterns,
where the self-attention technique increases the identification of vital features by allocating adaptive vital
weights. Integrating RCNN and RBM provides a unique benefit by employing the unsupervised feature
learning ability of RBM with the spatial and sequential processing capability of RCNN. The proposed
hybrid network follows a sequential architecture, where the RCNN first captures spatial and sequential
attributes from the original data. The learned feature maps are then refined by the self-attention
mechanism and passed to the RBM for latent feature learning and final adversarial attack detection.

RCNN: The features of unstructured data are removed to employ the RCNN approach. The
hidden layer (HL), input, output, and delay layers contain RCNN. The final HL, h(t — 1), serves as
feedback to the succeeding HL, h(t), until the following time-step is handled below because of the
delay unit. If the input is x(t),

h(t) = F(x (), h(t — 1),6). (3.5)

Now, parameter 6 is obtained through the backpropagation method, and f denotes the
activation function. Specifically, the recursive and feedforward inputs of the RNN unit are specified
by x(t) and h(t — 1), respectively. Recursive and feedforward connections were employed to
calculate the convolution in a manner that varies from the traditional CNN.

h(t); = f(w!x(t) + wih(t — 1) + b;). (3.6)

Here, h(t); signifies the output of the feature graph, b; depicts the deviation of the feature graph,
and Wlf and w] refer to weight matrices. Modified features of unstructured textual data are removed
utilizing this technology. The output of RCNN is connected to the self-attention layer, whose refined
feature representations are subsequently given as input to the RBM for adversarial attack detection.
The self-attention layer is a useful DL mechanism that enables a sequence to learn from itself. Thus,
self-attention 1s employed between RCNN and RBM, acting as a weight-sharing tool for
interconnection.

Self-attention mechanism: Self-attention is a DL method that allows for finding and highlighting
highly related features in the same input by training the relationships in dependency over
representations of features. In this framework, the self-attention method generates scores of attention
using V (value), K (key), and Q (query) matrices to find the significant features.

The attentive vector for the convolved feature is calculated once, utilizing the attention
mechanism on the series of HL obtained from recurrent convolution. This method employs an intra-
layer recurrent connection in the convolutional layer. Thus, recurrent relations permit every HL to
impact a significant number of adjacent HL.

a; = W * [hi, hy, hi ] + b;. 3.7)

AIMS Mathematics Volume 11, Issue 9, 31990-32019.



31999

Here, h; depicts the HL, h! and h! refer to the left and right context of HL, and each concealed
state is employed as input.

C; = Y; Softmax(a;). (3.8)

While a; indicates the attention weight, and W; signifies the weight matrix.

This technique increases contextual feature learning, enhances feature discrimination capacity,
and increases the efficiency of detections (adverse attacks) in [oT environments.

RBM: To employ HL of dual stochastic units, h = (h; ... ... ... hy), the RBM joint distribution of
input, x = (X1 «ev v .. Xp), and target class, ye{l,...,C} is categorized. To achieve this, describe an
energy function.

E(y,x,h) = X. (3.9)

Now, X = —h"Wx —b"x —c"h—d"e, —h"Ue, . According to the energy function, the
succeeding probability calculates the values of x, y, and h:

p(y, x, h) = Z2EEQXD) (3.10)

VA

Here, Z signifies the normalized constant, ensuring a valid probability distribution. The necessary
conditional distributions are straightforward.

p(hly,x) =[l;p (hly,x) with p(hj = 1|y,x) = sigm(cj + Ujy, + 2 Wy xi). (3.11)
Now, sigm(a) = 1/(1 + exp(—a)). While conditioning on HL, it is described as
p(xlh) = T1ip (xR, with p(x; = 1|h) = sigm(b; + X; Wj; by),

exp(dy+2i ijhi)
Ty exp(dy-+XjUjy.h))’

p(ylh) = (3.12)

It is feasible to manage classification by accurately calculating p(y|h). At last, the classifier is
effectively able to identify adversarial threats utilizing the RBM. Figure 3 specifies the structure of the
RCNN model.
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Figure 3. Structure of RCNN model.
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3.4. Parameter tuning using the Adafactor model

Finally, parameter fine-tuning has been executed using the Adafactor optimizer to improve the
classification solution. The adaptive optimizers require additional memory for storing the variables,
namely the first and second moment estimations, as employed in the Adam method, as well as the
model weights [25,26]. Adafactor is a form of Adam that is contrasted with alternative methods and is
intended to create resource usage more efficiently.

The selection of the Adafactor optimizer is motivated by the technical challenges related to
training deep adversarial attack detection models on high-dimensional IoT communication data.
Present optimizers like Adam generally demand substantial memory consumption for sustaining
second-order parameter statistics that could increase computational overhead in resource-constrained
IoT settings. Likewise, Adafactor decreases memory complexity by factored parameterization while
maintaining constant and effective gradient updates. This feature makes it more suitable for the
presented HNNF-AMLADRR architecture by enhancing convergence efficiency, reducing training
overhead, and supporting strong learning for large-scale adversarial feature representations in secure
IoT communication networks. Theoretically, unlike Adam, which stores full moment statistics for
every parameter, Adafactor decomposes these statistics into low-rank factors, making it more
appropriate for large-scale and high-dimensional IoT adversarial learning tasks.

The Adafactor optimizer utilizes several methods to decrease the memory utilization and
maximize computational effectiveness. Considering that a subset of the model weights has been
calculated by a matrix W, a matrix V of a similar size is required for second-moment estimation of
gradients. The mathematical terms W € R™™ and V € R™™ are determined. The second-moment
estimation matrix must be estimated as the outer product of column and row vectors R € R™*! and
C € R¥™™ correspondingly, V = RC. From this condition, the matrix V needs the memory size n +
m rather than n X m. In the matrix method, the bias-corrected moment estimation matrix with the
TTh upgrade iteration (V,) and the parameters (R, C;) can be denoted by

Ry = BarRe—q + (1 = Bae) (GE + &,1,15)1,,,

Ce = BatCroq + (1 — Bre)15(G2+€ 1,10),

t =T

Here, the mathematical form T means the transpose operator, and f3,, represents the altered second-
decay rate. The symbol &; refers to the first regularization constant. The 1,, and 1,, indicate the
column vectors with respect to the size of n and m. In order to decrease the memory usage, the
Adafactor removes the first-moment estimation that can be employed in Adam (f; = 0), although
this elimination may result in huge updates and training variability. From this condition, the B, is
described as

Brpy=1—=, t>1.

e’

Here, the mathematical term e > 0 remains a scalar that can control the escalation rate. Similarly, the
clipped unscaled upgrade U and unscaled upgrade U, are denoted as
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Ut max (1,RMS(Up)/tc)’

where root mean square (RMS) remains the root mean square operator, and t. refers to the clipping
threshold. Hence, if the RMS is exceeded, the term ¢ is used to compute the updates to prevent massive
updates.

Simultaneously, the Adafactor dynamically adjusts the rate of learning by calculating the update
magnitude relevant to the measurement of the weights.

Ne = max(sz, RMS(WT))qt.

Here, the symbol &, stands for the second regularization constant. Finally, integrating n, and U
into the computation model, the update rule of Adafactor is represented by

Wip = Wy — n:Us.

The hyperparameters for the Adafactor are used to efficiently perform in large-scale models.
Table 2 presents the optimum parameter settings utilized for training the proposed method for efficient
performance. The learning rate is fixed at 0.001 and the batch size at 32 to guarantee stable and
effective training. The RBM module utilizes 128 hidden units to extract meaningful hidden features,
while the RCNN framework deploys 64 convolutional filters with a kernel dimension of 3 and 64
recurrent units to capture spatial and sequential patterns. Additionally, the self-attention mechanism
with four heads enhances feature focus. To prevent overfitting, dropout (0.3) and weight decay (0.0001)
are executed, and the model is trained for 25 epochs to achieve optimum performance.

Table 2 Parameter table.

Hyperparameter Description Optimal values
Learning rate Step size utilized by the optimizer for weighted updates 0.001
Batch size No. of training samples processed per iteration 32
RBM hidden units No. of neurons from the hidden layer of RBM 128
No. of convolution filters Filters used in RCNN convolution layers 64
Kernel size Size of convolution filters in RCNN 3
Recurrent units No. of units in the recurrent component of RCNN 64
Attention heads No. of heads from the self-attention mechanism 4
Dropout rate Regularization parameter to prevent overfitting 0.3
Weight decay Regularization parameter used with the optimizer 0.0001
Training epochs No. of complete passes by the dataset 25

4. Validation and results

The performance investigation of the HNNF-AMLADRR algorithm is verified under the AML
dataset [27]. The AML dataset, accessible on Kaggle, was developed for the evaluation of the
strength of ML methods against adversarial attacks across numerous application fields. The dataset
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comprises three different settings: Dnstunneling, vehicle platooning, and RUL prediction. The
Dnstunneling dataset encompasses network traffic data gathered in Dnstunneling attacks that are
commonly utilized to evade network security mechanisms. The platooning dataset contains
simulated data from autonomous vehicle platooning infrastructure, where several vehicles travel in
coordinated formations. The RUL dataset is concentrated on predictive maintenance by examining
aircraft engine data to calculate the residual operational life of modules. All the application scenarios
rely on different adversarial ML methods to produce manipulated inputs, thus allowing researchers
to analyze the influence of adversarial attacks and develop strong defense mechanisms for protective
ML models. The Dnstunneling dataset contains 8998 instances under dual classes. It has 12 features
in total, but only 9 are chosen. The platooning dataset has 9000 samples. It contains 6 features, but 5
are chosen. The RUL dataset holds 37,421 samples, with 7 features, but 6 are selected. The proposed
HNNF-AMLADRR method was executed in Python 3.11 using TensorFlow and implemented on a
system with an Intel Core 17 processor, 16 GB RAM, NVIDIA RTX 3060 GPU, and Windows 11 OS.
The dataset was divided into 70% training and 30% testing sets without overlap to avoid data leakage
and confirm reliable performance. The complete details of this dataset are given in Table 3.

Table 3. Details of the dataset.

Dataset
Classes
Dnstunneling Platooning RUL

Normal 2999 3000 16,632
Malicious 5999 6000 20,789
Total 8998 9000 37,421
Number of features 12 6 7
Selected features 9 5 6

Figure 4 represents the classifier analysis of HNNF-AMLADRR on the Dnstunneling dataset.
Figures 4(a) and 4(c) demonstrate the confusion matrices with precise recognition and classification
of every class of 70% and 30%. Figure 4(b) exhibits the PR inspection, signifying maximal
performance in two classes. Figure 4(d) depicts the ROC inspection, exhibiting effective outcomes
with a greater value of ROC for individual classes.

Table 4 and Figure 5 display the attack detection outcome of the HNNF-AMLADRR at the
Dnstunneling database. Based on 70% TRPE, the HNNF-AMLADRR methodology attains accuracy
of 98.32%, precision of 98.13%, recall of 98.06%, F1-score of 98.10%, MCC of 96.19%, and G-
measure of 98.10%. At 30% TEPE, the HNNF-AMLADRR attains accuracy of 98.59%, precision of
98.36%, recall of 98.51%, F1-score of 98.44%, MCC of 96.87%, and G-measure of 98.44%.

Figure 6 exemplifies the training (TRAG) accuracy and validation (VALN) accuracy of an
HNNF-AMLADRR on the Dnstunneling database over 25 epochs. Primarily, both TRAG and VALN
accuracy rise rapidly, reflecting successful identification of patterns within the data. Under each epoch,
the VALN accuracy is slightly above the TRAG accuracy, signifying better generalization without
overfitting.
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Figure 4. Dnstunneling dataset (a,c) confusion matrices and (b,d) curves of PR and ROC.
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Table 4. Attack detection of HNNF-AMLADRR on the Dnstunneling database.

Classes Accuracy Precision Recall F1-score MCC G-measure
Training phase (70%)

Legitimate 98.32 97.59 97.31 97.45 96.19 97.45
Malicious 98.32 98.67 98.81 98.74 96.19 98.74
Average 98.32 98.13 98.06 98.10 96.19 98.10
Testing phase (30%)

Legitimate 98.59 97.62 98.26 97.94 96.87 97.94
Malicious 98.59 99.10 98.76 98.93 96.87 98.93
Average 98.59 98.36 98.51 98.44 96.87 98.44
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Figure 5. Average of HNNF-AMLADRR on the Dnstunneling database.
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Figure 6. Accuracy graph of HNNF-AMLADRR under the Dnstunneling database.

Figure 7 exemplifies the TRAG and VALN loss of HNNF-AMLADRR on the Dnstunneling
database over 25 epochs. First, both TRAG and VALN losses can be observed, indicating that the
method starts with an incomplete understanding of the data. As TRAG progresses, both losses are
progressively reduced, indicating that the method is proficiently learning and updating its parameters.

Figure 8 portrays the classifier outcome of the HNNF-AMLADRR methodology on the
platooning dataset. Figures 8(a) and 8(c) present the confusion matrices with correct classification of
each class at 70% and 30%. Figure 8(b) illustrates the PR examination, denoting maximum
performance in every class. Finally, Figure 8(d) presents the ROC analysis, representing valuable
solutions with superior ROC values for individual classes.
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Figure 7. Loss graph of HNNF-AMLADRR on the Dnstunneling database.
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Table 5 and Figure 9 signify the attack detection outcome of the HNNF-AMLADRR on the
platooning database. Based on 70% TRPE, the HNNF-AMLADRR model attains accuracy, precision,
recall, Fl-score, MCC, and G-measure of 97.51%, 97.22%, 97.17%, 97.20%, 94.39%, and 97.20%,
respectively. At 30% TEPE, the HNNF-AMLADRR reached accuracy, precision, recall, F1-score,
MCC, and G-measure of 97.81%, 97.48%, 97.61%, 97.54%, 95.09%, and 97.54%, respectively.

Table 5. Attack detection of the HNNF-AMLADRR model on the platooning dataset.

Classes Accuracy Precision Recall F1-score MCC G-measure
Training phase (70%)

Legitimate 97.51 96.37 96.14 96.26 94.39 96.26
Malicious 97.51 98.07 98.19 98.13 94.39 98.13
Average 97.51 97.22 97.17 97.20 94.39 97.20
Testing phase (30%)

Legitimate 97.81 96.46 97.00 96.73 95.09 96.73
Malicious 97.81 98.50 98.22 98.36 95.09 98.36
Average 97.81 97.48 97.61 97.54 95.09 97.54
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Figure 9. Average of HNNF-AMLADRR with the platooning database.

Figure 10 shows the TRAG accuracy and VALN accuracy of the HNNF-AMLADRR model on
the platooning dataset over 25 epochs. At the start, both TRAG and VALN accuracy increase quickly,
indicating effective learning of underlying patterns from the data. By the epoch, the VALN accuracy
exceeds the TRAG accuracy slightly, implying good generalization without overfitting.

Figure 11 depicts the TRAG and VALN loss of the HNNF-AMLADRR model on the platooning
database at 25 epochs. At first, both TRAG and VALN losses can be high, indicating that the model
starts with limited consideration of data. As the TRAG process progresses, both losses are reduced,
illustrating that the model has successfully learned and enhanced its parameters.
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Figure 10. Accuracy graph of HNNF-AMLADRR at the platooning database.
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Figure 11. Loss curve of the HNNF-AMLADRR system under the platooning database.

Figure 12 portrays the classifier outcome of the HNNF-AMLADRR methodology under the RUL
dataset. Figures 12(a) and 12(c) demonstrate the confusion matrices with accurate detection of every
class at 70% and 30%. Figure 12(b) points out the PR outcome, indicating greater performance in two
classes. Finally, Figure 12(d) points out the ROC examination, determining effective results with
maximal values of ROC for different classes.

Table 6 and Figure 13 depict the attack detection outcome of the HNNF-AMLADRR
methodology at the RUL database. Based on 70% TRPE, the HNNF-AMLADRR reached accuracy,
precision, recall, F1-score, MCC, and G-measure of 95.80%, 95.77%, 95.73%, 95.75%, 91.50%, and
95.75%, respectively. At 30% TEPE, the HNNF-AMLADRR approach accomplished accuracy,
precision, recall, F1-score, MCC, and G-measure of 96.41%, 96.37%, 96.36%, 96.36%, 92.73%, and
96.36%, respectively.
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Figure 12. RUL dataset (a,c) confusion matrices and (b,d) curves of PR and ROC.

Table 6. Attack recognition of HNNF-AMLADRR on the RUL database.

Classes Accuracy Precision Recall F1-score MCC G-measure
Training phase (70%)

Legitimate 95.80 95.47 95.08 95.27 91.50 95.27
Malicious 95.80 96.07 96.38 96.23 91.50 96.23
Average 95.80 95.77 95.73 95.75 91.50 95.75
Testing phase (30%)

Legitimate 96.41 96.02 95.88 95.95 92.73 95.95
Malicious 96.41 96.72 96.83 96.78 92.73 96.78
Average 96.41 96.37 96.36 96.36 92.73 96.36
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Figure 13. Average of HNNF-AMLADRR on the RUL database.

Figure 14 demonstrates the TRAG accuracy and VALN accuracy of the HNNF-AMLADRR on
the RUL database at 25 epochs. Primarily, both TRAG and VALN accuracies rise rapidly, denoting
efficient learning of patterns from the data. Over the epochs, the VALN accuracy is slightly above the
TRAG accuracy, demonstrating optimal generalization without overfitting.

Figure 15 illustrates the TRAG and VALN loss of the HNNF-AMLADRR on the RUL database
at 25 epochs. Initially, both TRAG and VALN losses can be significant, indicating that the approach
starts with a limited understanding of the data. As TRAG progresses, both losses steadily decrease,
indicating that the method is effectively learning and updating its parameters.
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Figure 14. Accuracy graph of HNNF-AMLADRR on the RUL database.
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Figure 15. Loss curve of HNNF-AMLADRR on the RUL database.

Table 7 describes the comparative investigation of the HNNF-AMLADRR system on
Dnstunneling, platooning, and RUL databases with existing methods [28-30]. Figure 16 presents the
comparison analysis of the HNNF-AMLADRR approach on the Dnstunneling dataset. The HNNF-
AMLADRR algorithm achieved higher results, with an accuracy, precision, recall, and F1-score of
98.59%, 98.36%, 98.51%, and 98.44%, respectively. Existing systems, namely LSTM, GRU, VAE,
Vggl9, ViT, ResNet50, GAN+CNN-LSTM, RNN-BiLSTM-CRF, SDAE-SVM, decision tree, KNN,
SVM, gradient boost, MLPNN, random forest, and SGD, demonstrated inferior performance.

Figure 17 showcases the comparative outcome of the HNNF-AMLADRR technique on the
platooning dataset. The figure indicates that the HNNF-AMLADRR outperformed the other methods.
Regarding accuracy, the HNNF-AMLADRR model achieved a top accuracy of 97.81%, whereas
current methodologies—namely LSTM, GRU, VAE, Vggl9, ViT, ResNet50, GAN+CNN-LSTM,
RNN-BiLSTM-CRF, SDAE-SVM, decision tree, KNN, SVM, gradient boost, MLPNN, random forest,
and SGD-attained lower accuracies of 93.08%, 90.50%, 92.51%, 92.48%, 90.04%, 89.57%, 89.04%,
92.56%, 91.26%, 95.97%, 91.46%, 89.76%, 92.20%, 91.19%, 89.57%, and 92.36%, respectively.
Lastly, in terms of Fl-score, the IWECHM-FRHAM approach achieved a maximum F1-score of
97.54%, while the LSTM, GRU, VAE, Vggl19, ViT, ResNet50, GAN+CNN-LSTM, RNN-BiLSTM-
CRF, SDAE-SVM, SVM, Naive Bayes, fast trees, ResNet-50, Inception V3, AdaBoost, and decision
tree methodologies recorded a minimum F1-score of 88.15%, 90.69%, 90.84%, 89.36%, 91.71%,
90.09%, 90.62%, 87.73%, 91.81%, 91.01%, 89.64%, 97.43%, 97.40%, 93.16%, 90.44%, and 90.16%,
respectively.
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Table 7 Comparative outcome of HNNF-AMLADRR under Dnstunneling, platooning, and RUL databases.

Classifiers Dnstunneling Platooning RUL
Accuracy  Precision Recall Fl-score  Accuracy  Precision  Recall Fl-score = Accuracy  Precision  Recall Fl-score

LSTM 90.09 87.52 86.44 86.98 93.08 88.15 88.14 88.15 87.63 88.39 92.48 90.39
GRU 90.03 86.50 87.51 87.00 90.50 93.98 87.63 90.69 92.97 90.13 88.83 89.48
VAE 91.60 92.83 93.88 93.35 92.51 88.78 92.99 90.84 88.04 94.85 86.46 90.46
Vggl9 89.45 89.72 94.96 92.27 92.48 87.47 91.33 89.36 93.56 93.58 94.18 93.88
ViT 91.66 88.80 87.11 87.95 90.04 90.95 92.48 91.71 90.83 86.61 86.39 86.50
ResNet50 90.54 94.37 93.43 93.90 89.57 92.72 87.61 90.09 87.86 87.42 93.15 90.19
GAN+CNN-LSTM 91.77 93.32 92.71 92.93 89.04 86.75 90.94 90.62 94.18 86.15 91.87 92.66
RNN-BiLSTM-CRF 86.62 86.31 88.15 92.27 92.56 94.17 93.53 87.73 90.09 85.08 93.53 88.67
SDAE-SVM 85.26 86.68 94.88 85.57 91.26 91.69 86.49 91.81 94.35 85.84 93.94 92.01
Decision tree 98.03 91.89 97.52 89.97 95.97 94.38 94.58 91.01 90.15 89.55 89.51 95.85
KNN 89.75 90.88 92.36 97.42 91.46 95.51 96.37 89.64 93.48 92.85 95.70 89.40
SVM 92.14 92.60 90.89 94.34 89.76 90.51 93.27 97.43 92.15 95.16 95.38 94.77
Gradient boost 92.19 96.30 96.89 97.19 92.20 90.48 96.47 97.40 90.15 93.94 89.32 92.32
MLPNN 93.36 91.43 95.65 92.50 91.19 92.64 96.40 93.16 94.60 90.80 95.30 96.15
Random forest 95.96 90.74 90.12 90.59 89.57 95.13 94.24 90.44 94.38 92.61 95.76 95.23
SGD 96.95 90.43 96.30 90.46 92.36 89.91 89.54 90.16 91.67 94.14 92.12 95.31
HNNF-AMLADRR 98.59 98.36 98.51 98.44 97.81 97.48 97.61 97.54 96.41 96.37 96.36 96.36
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Figure 16. Comparative outcome of HNNF-AMLADRR under the Dnstunneling database.
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Figure 17. Comparative outcome of HNNF-AMLADRR on the platooning database.

Figure 18 portrays the comparative study of the HNNF-AMLADRR methodology at the RUL
dataset. The LSTM, GRU, VAE, Vggl19, ViT, ResNet50, RNN-BiLSTM-CREF, decision tree, gradient
boost, and SGD methodologies achieved lower outcomes, with accuracies of 87.63%, 92.97%, 88.04%,
93.56%, 90.83%, 87.86%, 90.09%, 90.15%, 90.15%, and 91.67%, respectively. Additionally, the KNN,
SVM, MLPNN, GAN+CNN-LSTM, SDAE-SVM, and random forest obtained slightly better
outcomes with accuracies of 93.48%, 92.15%, 94.60%, 94.18%, 94.35%, and 94.38%, while the
HNNF-AMLADRR algorithm achieved the highest solution with accuracy, precision, recall, and F1-
score of 96.41%, 96.37%, 96.36%, and 96.36%, respectively.

In Table 8, the error analysis of the proposed HNNF-AMLADRR system compared with existing
methods under the three datasets is depicted. The LSTM, GRU, VAE, Vggl19, ViT, ResNet50, SDAE-
SVM, RNN-BiLSTM-CRF, and KNN approaches demonstrated the worst performance, while the
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GAN+CNN-LSTM, SVM, gradient boost, and MLPNN systems exhibited slightly better results.
Meanwhile, the random forest, SGD, and DT methodologies showed reasonable performance.
However, the proposed HNNF-AMLADRR algorithm outperformed the other methods, with lower
errors of 1.41%, 2.19%, and 3.59% across the three datasets.
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Figure 18. Comparative outcome of HNNF-AMLADRR with the RUL database.

Table 8. Error and CT analysis of the HNNF-AMLADRR algorithm compared with other
methods under three datasets.

Classifiers Error analysis (%) Computational time (s)

Dnstunneling Platooning RUL  Dnstunneling Platooning RUL
LSTM 9.91 6.92 1237 4.84 7.06 7.45
GRU 9.97 9.50 7.03  9.60 8.92 5.98
VAE 8.40 7.49 11.96 8.52 11.24 5.85
Vggl9 10.55 7.52 6.44  8.90 10.56 8.64
ViT 8.34 9.96 9.17  9.68 5.37 8.53
ResNet50 9.46 10.43 12.14 11.73 8.70 5.88
GAN+CNN-LSTM 8.23 10.96 582  8.87 8.49 5.43
RNN-BiLSTM-CRF 13.38 7.44 991 4.79 6.87 4.71
SDAE-SVM 14.74 8.74 5.65 6.01 8.17 8.70
Decision tree 1.97 4.03 9.85 16.09 18.68 8.05
KNN 10.25 8.54 6.52 940 5.63 7.98
SVM 7.86 10.24 7.85 17.76 4.71 14.29
Gradient boost 7.81 7.80 9.85 4.80 5.32 11.59
MLPNN 6.64 8.81 540  5.66 14.75 14.23
Random forest 4.04 10.43 562  16.67 15.88 3.57
SGD 3.05 7.64 833 19.52 5.96 10.51
HNNF-AMLADRR 1.41 2.19 3.59  3.01 2.67 1.99
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Figure 19 demonstrates the computational time (CT) outcome of the HNNF-AMLADRR system
under three datasets. Based on the Dnstunneling dataset, the HNNF-AMLADRR approach attained a lower
CT of 3.01 s while the LSTM, GRU, VAE, Vgg19, ViT, ResNet50, GAN+CNN-LSTM, RNN-BiLSTM-
CRF, SDAE-SVM, DT, KNN, SVM, Gradient Boost, MLPNN, RF, and SGD systems gained a higher CT
of 4.84, 9.60, 8.52, 8.90, 9.68, 11.73, 8.87,4.79, 6.01, 16.09, 9.40, 17.76, 4.80, 5.66, 16.67, and 19.52 s.
In addition, based on the platooning dataset, the HNNF-AMLADRR approach reached a lower CT of
2.67 s, while the LSTM, GRU, VAE, Vgg19, ViT, ResNet50, GAN+CNN-LSTM, RNN-BiLSTM-CREF,
SDAE-SVM, DT, KNN, SVM, gradient boost, MLPNN, RF, and SGD models obtained greater CTs of
7.06, 8.92, 11.24, 10.56, 5.37, 8.70, 8.49, 6.87, 8.17, 18.68, 5.63, 4.71, 5.32, 14.75, 15.88, and 5.96 s.
Finally, based on the RUL dataset, the HNNF-AMLADRR approach accomplished a minimum CT of
1.99 s, while the LSTM, GRU, VAE, Vgg19, ViT, ResNet50, GAN+CNN-LSTM, RNN-BiLSTM-CREF,
SDAE-SVM, DT, KNN, SVM, gradient boost, MLPNN, RF, and SGD approaches reached maximum
CTs of 7.45, 5.98, 5.85, 8.64, 8.53, 5.88, 5.43, 4.71, 8.70, 8.05, 7.98, 14.29, 11.59, 14.23, 3.57, and
10.51 s.
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Figure 19. CT outcome of the HNNF-AMLADRR system under three datasets.

Table 9 indicates the ablation evaluation of diverse components in the HNNF-AMLADRR model
under three datasets. First, on the Dnstunneling dataset, without ridge regression, the model achieved an
accuracy of 95.94%, a precision of 96.03%, a recall 0f 95.95%, and an F1-score of 95.96%. Also, without
a self-attention RBM system, it demonstrated a slightly higher accuracy of 96.72%, a precision of
96.65%, a recall of 96.65%, and an F1-score of 96.58%. Without the RCNN technique, it achieved a
slightly higher accuracy of 97.31%, a precision of 97.25%, a recall 0f 97.26%, and an F1-score of 97.16%.
Meanwhile, without Adafactor, optimizer algorithms exhibited closer and more moderate performances.
Finally, the HNNF-AMLADRR (ridge regression+self-attention RBM+RCNN+Adafactor) system
achieved the highest outputs, with an accuracy of 98.59%, a precision of 98.36%, a recall of 98.51%,
and an F1-score of 98.44%, emphasizing the efficiency of the components.
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Table 9. Ablation study of HNNF-AMLADRR algorithm under three datasets.

Dnstunneling Platooning RUL
Classifiers

Accuracy Precision Recall F1-score Accuracy Precision Recall Fl-score Accuracy Precision Recall Fl1-score
Without ridge regression 95.94 96.03 9595 9596 95.21 95.01 95.08  95.19 93.64 93.66 94.23 93.70
Without self-attention RBM 96.72 96.65 96.65  96.58 95.91 95.62 95.73  95.87 94.20 94.37 94.81 94.33
Without RCNN 97.31 97.25 97.26  97.16 96.42 96.15 96.28  96.50 94.98 94.99 95.32 95.00
Without Adafactor optimizer 97.88 97.82 97.96  97.73 97.15 96.89 96.84  97.01 95.75 95.64 95.82 95.65
HNNF-AMLADRR (Ridge regression+self-

98.59 98.36 98.51  98.44 97.81 97.48 97.61  97.54 96.41 96.37 96.36 96.36

attention RBM+RCNN+Adafactor)

Second, in the platooning dataset, without ridge regression, the model achieved an accuracy of 95.21%, a precision of 95.01%, a recall of 95.08%,
and an F1-score of 95.19%. Also, without self-attention, the RBM system demonstrated slightly higher accuracy of 95.91%, precision of 95.62%, recall
0t 95.73%, and F1-score of 95.87%. Without the RCNN technique, it obtained a slightly higher accuracy of 96.42%, precision of 96.15%, recall of 96.28%,
and Fl-score of 96.50%. Meanwhile, without Adafactor, optimizer algorithms exhibited closer and moderate performances. Finally, the HNNF-
AMLADRR (ridge regression+self-attention RBM+RCNN-+Adafactor) system achieved the highest outputs with an accuracy of 97.81%, precision of
97.48%, recall of 97.61%, and F1-score of 97.54%, emphasizing the efficiency of the components.

At last, with the RUL dataset, without ridge regression, the model achieved an accuracy of 93.64%, a precision of 93.66%, a recall of 94.23%, and
an Fl-score of 93.70%. Also, the self-attention RBM system demonstrated a slightly higher accuracy of 94.20%, precision of 94.37%, recall of 94.81%,
and F1-score of 94.33%. Without the RCNN technique, it illustrated a slightly higher accuracy of 94.98%, precision of 94.99%, recall of 95.32%, and F1-
score of 95.00%. Meanwhile, without the Adafactor optimizer, algorithms exhibited closer and moderate performances. Finally, the HNNF-AMLADRR
(ridge regressiontself-attention RBM+RCNN+Adafactor) system achieved the highest outputs, with an accuracy of 96.41%, precision of 96.37%, recall
0f 96.36%, and F1-score of 96.36%, emphasizing the efficiency of the components.

The proposed adversarial attack detection framework requires stable and discriminative feature learning from highly correlated IoT network traffic data.
Ridge regression is more suitable for this task because adversarial communication patterns often contain interdependent features that contribute collectively
to attack detection performance. By reducing coefficient variance without completely removing features, ridge regression improves model robustness,
minimizes overfitting, and supports consistent feature representation for the subsequent self-attention RCNN classifier. This characteristic makes it more
effective for secure [oT communication environments compared with PCA, LASSO, and mutual information-based feature selection approaches.
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5. Conclusions

In this manuscript, we have introduced the HNNF-AMLADRR system for effective detection of
AML attacks, thereby improving the security of intelligent systems in 6G and IoT environments against
malicious perturbations. First, the min-max scaler normalization model is employed in the data
preprocessing phase. Furthermore, the ridge regression model is mainly implemented for the feature
subset selection procedure to remove redundant or irrelevant features. For adversarial attack detection,
the presented HNNF-AMLADRR model designs a hybrid model of self-attention-based RBM using
the RCNN technique. Finally, parameter tuning is carried out using the Adafactor optimizer to improve
the classification performance. The empirical evaluation of the HNNF-AMLADRR method is
conducted using the AML dataset across three different applications, namely DNS tunneling,
platooning, and RUL. The simulation results indicate the superior performance of the HNNF-
AMLADRR methodology, achieving accuracy of 98.59%, 97.81%, and 96.41%, respectively,
outperforming existing approaches.

The presented HNNF-AMLADRR architecture is suitable for several emerging 6G-enabled [oT
conditions where secure and reliable communication is critical. In smart healthcare systems, it could
play an important role, such as identifying adversarial manipulations in patient monitoring and
medical data transmission. In autonomous and connected vehicles, the model supports secure
vehicular communication by detecting malicious traffic and assuring data integrity. It is also
applicable to smart city networks and industrial IoT conditions, where large-scale sensor networks
need strong protection against adversarial attacks. Overall, the framework provides a scalable and
effective solution for improving security, reliability, and trustworthiness in next-generation 6G-IoT
communication systems.
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