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Abstract: This paper investigates distributed optimal consensus security control (CSC) for uncertain
multi-agent systems (MASs) with Gaussian noise, where subsystem output channels are vulnerable
to sensor attacks. A novel two-layer game framework is proposed. At the agent level, the CSC
problem under Gaussian processes is modeled as a zero-sum stochastic game between the controller
and the attack signal, with local optimality achieved via adaptive dynamic programming (ADP).
This optimality is realized by designing a distributed control protocol, treating the attack signals as
independent participants and adjusting the actions based on the consensus error. At the communication
network level, the Nash equilibrium of MASs under communication constraints is derived through
graphical games, ensuring global optimality. The scheme guarantees that MASs maintain optimal
CSC in the sense of expectation even under severe attacks, which is validated on an islanded microgrid
test system.
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1. Introduction

In recent years, the interest in multiagent systems (MASs) has significantly increased [1–4].
Given the inherent uncertainties in most control systems [5–7] and the susceptibility of the operating
environment to diverse stochastic factors, such as stochastic interference and communication noise,
researching stochastic uncertain MASs has gained substantial importance [8–10]. Additionally, as
information exchange occurs among agents through the communication network [11], the involvement
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of the communication network will lead to a profound integration of MASs with the physical systems.
In particular, the communication constraints, e.g., message queues and multiple communication
parameters, can significantly affect the achievable performance of multi-access and time-delay
information systems [12]. This integration provides opportunities for malicious adversaries to
intentionally exploit these open and shared communication networks, inevitably resulting in adverse
impacts on the normal operation of MASs, and could lead to severe consequences [13]. Particularly
for intricate stochastic uncertain MASs, exploring security control within unreliable communication
networks has emerged as a critical focus.

Malicious attacks can manifest at various layers of cyber-physical systems, encompassing both
the network and physical layers. In comparison to physical attacks, cyberattacks are more accessible
due to the inherent vulnerability and unreliability of wireless networks. These attacks can obstruct
the communication environment, impact control performance, and potentially result in a complete
loss of control within the system [14–16]. In general, cyberattacks can be categorized into two
primary types. One such security threat is jamming attacks [17], often referred to as denial-of-service
(DoS) attacks. For jamming attacks, the attacker only needs to transmit jamming signals to disrupt
communication between agents. Recent studies have investigated secure consensus control of MASs
under DoS attacks. Wu et al. [18] developed a fault-tolerant consensus scheme with deferred actuator
replacement for nonlinear MASs under DoS attacks, while Xu et al. [19] studied adaptive prescribed-
performance secure consensus control for high-order constrained MASs with time-varying powers and
arbitrary initial states. The other type is deception attacks [20–22], where attackers have the ability
to access the physical agent itself or its components, such as sensors, controllers, and actuators, as
well as communication channels, thereby being capable of manipulating the sensor measurement data
and the control commands among agents. In contrast to jamming attacks that primarily disrupt data
availability, deception attacks are more menacing [23]. Based on the concept of malicious attacks, the
system controller and the attacker can be regarded as two players with mutually exclusive goals [24],
and they attempt to select strategies that maximize their own interests and utilities by fully considering
various possible competitive and confrontational behaviors of both sides. Therefore, game theory is
one of the most suitable theoretical tools for characterizing such interactive behaviors and analyzing
reasonable decision-making strategies.

In a competitive environment, taking advantage of the contradictory relationship between agents
and uncertain attacks, the non-cooperative game naturally emerges as the primary choice for problem-
solving and finds application in the field of cyber-physical systems [25, 26]. As an important branch
of reinforcement learning (RL), adaptive dynamic programming (ADP) [27–29] is a powerful tool
to realize optimal control within non-cooperative games. The zero-sum game is a type of non-
cooperative game whose solution relies on the Hamilton-Jacobi-Isaacs (HJI) equation. However,
solving HJI equations, particularly in nonlinear cases, is a difficult endeavor. Hence, investigating the
security of cyber-physical systems through the employment of ADP-based zero-sum game methods
is an interesting avenue of research. Jiang et al. [30] proposed an intelligent secure control scheme
integrating optimal control theory, zero-sum game theory, and RL which transformed the secure
control problem into a zero-sum game problem of an auxiliary system, leveraging the ADP method
to solve the HJI equation. The proposed security control scheme can mitigate the effects of actuator
attacks and perturbations. Furthermore, in order to solve the security control problem of the discrete
unknown Markov jump system under false data injection attacks, Gao et al. [24] adopted a model-free
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ADP algorithm combined with the zero-sum game control method. However, the above-mentioned
cyber-physical systems are single agents, and research results are limited for more complex nonlinear
MASs. Especially in complex stochastic environments, designing an optimal security control strategy
for uncertain MASs based on the stochastic game will be a challenging problem.

Normally, MASs are vulnerable to various cyber attacks due to the large-scale deployment of agents
and the openness of environments. However, within the existing literature, few results can be used to
design the optimal security control strategy for MASs under the maximum attack condition, especially
corresponding to the more complex high-order stochastic uncertain MASs. How to bring the idea of
game theory into the security control of MASs has become the focus of this paper. Consequently, this
paper proposes a stochastic game-based consensus security control (CSC) scheme to characterize the
dynamic interaction between the uncertain MASs control input and the attacker in the multidimensional
noisy environment. The primary contributions are outlined as follows.

1) A novel two-layer game framework is proposed in this paper. At the agent level, using a zero-sum
stochastic game and the ADP, the proposed algorithm can find the minimum cost function under the
maximum sensor attacks in the mathematical expectation sense. At the communication network level,
the use of the graphical game ensures that MASs subject to communication constraints can achieve
global optimality in the sense of expectation.

2) Unlike the security control methods [20–22], this paper addresses the problem of sensor attacks
in a stochastic environment by proposing an optimal CSC scheme based on the zero-sum stochastic
game. In this framework, the controller and the attack signal are treated as two opposing players, and
the worst-case attack is explicitly considered as the saddle-point solution, so that the optimal CSC is
achieved with respect to the worst attack.

3) The global Nash equilibrium of the entire MASs constrained by the communication topology is
realized through a graphical game, where the local optimization of each agent is synchronized with
the global optimization of the stochastic MASs. It is achieved in the sense of expectation and is well
defined whenever the coupled HJI equations admit a jointly bounded admissible solution. In addition,
the algorithm is applicable to MASs without stochastic noise, enhancing its universality.

Notations: In this paper, Rn represents real n-dimensional space. Define the set of real numbers and
positive real numbers as R and R+, respectively. The trace of matrix is denoted as Tr{·}. λmin(·) is the
minimum eigenvalue of a matrix.

2. Preliminaries and problem formulation

2.1. Graph theory

A leader-following consensus graph is defined as Gr = (N ,E,W), where N = {1, . . . ,N} is the set
of N nodes, E ⊆ N × N denotes the set of edges, andW = [ai j] ∈ RN×N represents the signed weight
matrix of Gr. A directed path from node i to node j is depicted by a sequence of successive edges.
For the ith agent, Ni = { j|( j, i) ∈ E} indicates its set of neighbors, where ( j, i) ∈ E denotes edges from
j to i and ai j , 0, otherwise ai j = 0 when ( j, i) < E, and supposing aii = 0. Define di =

∑N
j=1 |ai j|,

D =diag{d1, . . . dN} and the Laplacian matrix L̄ = D−W. Throughout this paper the graph nodes are
simply denoted by the agent indices i and j, and the symbol n is reserved exclusively for the state order
(i.e., x̄i,s = [xi,1, . . . , xi,s]T ∈ Rs with s = 1, . . . , n).

A leader node is considered and denoted as 0. In the context of the extended graph denoted as
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Ḡr = {N̄ , Ē}, N̄ = {0, 1, . . . ,N} corresponds to the set comprising leader 0 and N follower nodes, while
Ē ⊆ N̄ ×N̄ . bi denotes a weighted edge from 0 to the followers. B = diag{|b1|, ..., |bN |}, and H = L+B.

2.2. Problem statement

Consider the model of uncertain networked MASs over unreliable communication networks, whose
communication topology graph is described by Ḡr, and the ith follower agent is modeled as

dxi,s =
(
mi,sxi,s+1 + qi,s(x̄i,s)

)
dt + gi,s(x̄i,s)dϖi

dxi,n =
(
mi,nui + qi,n(x̄i,n)

)
dt + gi,n(x̄i,n)dϖi

yi = xi,1 + βi(xi,1) (2.1)

where x̄i,s = [xi,1, . . . , xi,s]T ∈ Rs is the state vector with s = 1, ..., n− 1, mi,s denotes a positive dynamic
parameter, qi,s(x̄i,s) and gi,s(x̄i,s) represent the unknown smooth nonlinear functions, ui denotes the
control input, and yi is the measurement output. ϖi signifies the independent ri-dimensional standard
Wiener process.

Attackers usually steal system information to optimize attack functions and reduce system
performance. According to the result presented in [31], it is assumed that attackers employ more
versatile state nonlinear functions within the attack information, and thus can pretend to be included
in the system information to confuse the detector. The sensor attacks over unreliable communication
networks are represented by

βi(xi,1) = φi(xi,1)pi + ki (2.2)

where pi denotes the unknown parameter, φi(xi,1) is the known regression function, and ki represents a
regression error, which are the zero-mean independent identically distributed Gaussian noises.

The control purpose is according to the stochastic game-based CSC scheme designed to realize the
uniformly ultimately bounded (UUB) of all errors in the closed-loop system under the condition of
minimizing the cost function.

To facilitate subsequent design, the following assumptions are required.

Assumption 1. [10, 32] The leader’s trajectory function yr(t) ∈ R and its derivatives ẏr(t) ∈ R are
continuous, which can be acquired by followers if bi , 0 with i = 1, ...,N.

Assumption 2. [32] The positive dynamic parameter mi,s(·) is a known smooth function (a physical
coefficient of the ith subsystem) which is uniformly bounded away from zero. There exist positive
constants mi,s

min and mi,s
max such that the function mi,s(·) is bounded, satisfying mi,s

min ≤ |mi,s(·)| ≤ mi,s
max.

Definition 1. [32] V(x, t) denotes a function that possesses two continuous derivatives. q(x, t) and
g(x, t) are unknown smooth nonlinear functions. Define the differential operator L and the derivative
d as follows

LV =
∂V
∂t
+
∂V
∂x

q +
1
2

Tr{gT ∂
2V
∂x2 g} (2.3)

dV = LVdt +
∂V
∂x

gdϖ. (2.4)
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Lemma 1. [33] A continuous function Γ(x) is defined over the compact set Ξ. Then, for a given
desired level of accuracy ϵ > 0, there exists the fuzzy logic systems (FLSs) ξTΦ(x) such that

sup
x∈Ξ
|Γ(x) − ξTΦ(x)| ≤ ϵ.

ξ = [ξ1, ξ2, ..., ξκ]T denotes the ideal constant weight vector, where κ represents the number of fuzzy
rules, Φ(x) = [ϕ1(x), ϕ2(x), ..., ϕκ(x)]T/

∑κ
r=1 ϕr(x) denotes a basis function vector, and ξ∗ is the optimal

parameter vector. Then
ξ∗ := arg min

ξ∈Rκ
{sup

x∈Ξ
|Γ(x) − ξTΦ(x)|}.

The minimum fuzzy approximation error is given

ϵ = Γ(x) − ξ∗TΦ(x).

3. Two-layer game-based consensus security control design

A two-layer game framework is designed in this section. First, in the output feedback layer of
MASs, a new coordinate transformation is constructed by backstepping technology, so that MASs
under sensor attacks can still achieve consensus control. Subsequently, the consensus errors dynamics
model is established. In the consensus error feedback layer, the stochastic game is used to describe
the interaction process between the controllers and the malicious attackers. Then, the CSC problem
of stochastic MASs is transformed into the equivalent stochastic game problem of consensus error
feedback dynamics. In order to illustrate the proposed control method in more detail, the structure
diagram of the two-layer game framework is shown in Figure 1.
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Figure 1. The structure diagram of the two-layer framework.
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3.1. Adaptive consensus security protocol design

This section focuses on the design of an adaptive consensus security protocol for stochastic MASs
with sensor attacks over unreliable communication networks. To facilitate the separation of sensor
attack signals to construct the game strategy, a set of dynamic variables zi,1 (i = 1, 2, ...,N) is designed,
and the following error transformation is constructed:

ei,1 = yi − zi,1

ei,s = xi,s − ᾱi,s

żi,1 = −

N∑
j=1

ai j(yi − y j) − bi(yi − yr)
(3.1)

where s = 2, 3, ..., n. zi,1 signifies the difference in outputs between the ith agent and its neighbors, with
an initial condition of zi,1(0) = xi,1(0). Additionally, the virtual controllers ᾱi,s are derived xi,sr via the
first-order command filter.

The virtual controller xi,sr (s = 2, ..., n + 1) and the actual control xi,nr = ui are defined as

xi,sr = xαi,sr + x∗i,sr (3.2)

where xαi,sr and xαi,(n+1)r = uαi represent virtual input and actual control input, respectively. x∗i,sr denotes
the optimal control input.

Define the following first-order filter:

τi,s ˙̄αi,s + ᾱi,s = xαi,sr, ᾱi,s(0) = xi,sr(0) (3.3)

where τi,s is a constant with s = 2, ..., n. Then, the error transformation is constructed:

zi,s = ᾱi,s − xi,sr (3.4)

with s = 2, ..., n.
The backstepping designed process is outlined below. Define θi,s = ∥ξ∗i,s∥

2 (s = 1, ..., n). Let θ̂i,s be
an estimate of θi,s, and the estimation error is θ̃i,s = θi,s − θ̂i,s.

Step 1 : Choose a Lyapunov function candidate

Vi,1 =
1
4

e4
i,1 +

1
2ϱi,1
θ̃2i,1 +

1
4

z4
i,2 (3.5)

where ϱi,1 is a positive constant.
Using (3.1) and the Itô formula, there is

LVi,1 = e3
i,1

[
mi,1(ei,2 + ᾱi,2) + β̇i + qi,1(xi,1) − biyr + (di + bi)(xi,1 + βi) −

N∑
j=1

ai j(x j,1 + β j)
]

−
θ̃i,1

˙̂θi,1
ϱi,1

+
3
2

e2
i,1gT

i,1gi,1 + z3
i,2żi,2. (3.6)
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Applying Young’s inequality, and li,1 > 0, the subsequent inequalities are valid:

3
2

e2
i,1gT

i,1gi,1 ≤
3
4

l−2
i,1 e4

i,1∥gi,1∥
4 +

3
4

l2
i,1 (3.7)

mi,1e3
i,1ei,2 ≤

3mi,1

4
e4

i,1 +
mi,1

4
e4

i,2. (3.8)

Substituting (3.7) and (3.8) into (3.6) yields

LVi,1 ≤ e3
i,1

[
mi,1ᾱi,2 + Γi,1(Ti,1) + (di + bi)βi − biyr

]
−
θ̃i,1

˙̂θi,1
ϱi,1

+ z3
i,2żi,2 +

3
4

l2
i,1 +

mi,1

4
e4

i,2 + e3
i,1hi,1(ei,1)

(3.9)

where

Γi,1(Ti,1) = qi,1(xi,1) + β̇i − (di + bi)xi,1 +
3
4

l−2
i,1 ei,1∥gi,1∥

4 −

N∑
j=1

ai j(x j,1 + β j) +
3mi,1

4
ei,1 − hi,1(ei,1) (3.10)

with Ti,1 = [xi,1, x j,1, β̇i, β j]T , and hi,1(ei,1) is a smooth function with respect to ei,1.
Using the error transformation (3.4), one has

LVi,1 ≤ e3
i,1

[
mi,1(zi,2 + xi,2r) + hi,1(ei,1) + (di + bi)βi − biyr + Γi,1(Ti,1)

]
−
θ̃i,1

˙̂θi,1
ϱi,1

+ z3
i,2żi,2 +

3
4

l2
i,1 +

mi,1

4
e4

i,2

(3.11)

The FLSs are utilized to approximate the unknown term Γi,s(Ti,s) (s = 1, ..., n), and one has

Γi,s(Ti,s) = ξ∗Ti,sΦi,s(Ti,s) + ϵi,s (3.12)

where ϵi,s is the minimum approximation error. Here the FLSs approximate the compound uncertainties
Γi,s(Ti,s), which collect the unknown dynamics qi,s, the smooth functions hi,s, and the Itô-noise related
terms.

Applying Young’s inequality and ai,1 > 0, there are

e3
i,1Γi,1(Ti,1) ≤

1
2a2

i,1

θi,1e6
i,1Φ

T
i,1(Ti,1)Φi,1(Ti,1) +

3
4

e4
i,1 +

a2
i,1

2
+
ϵ4i,1

2
(3.13)

mi,1e3
i,1zi,2 ≤

3
4

e4
i,1 +

m4
i,1

4
z4

i,2. (3.14)

Substituing (3.2) and (3.12)–(3.14) into (3.11) yields

LVi,1 ≤e3
i,1

[
hi,1(ei,1) + (di + bi)βi − biyr + mi,1(xαi,2r + x∗i,2r)

]
−
θ̃i,1

˙̂θi,1
ϱi,1

+
ϵ4i,s

2
+ z3

i,2żi,2

+
m4

i,1

4
z4

i,2 +
mi,1

4
e4

i,2 +
a2

i,1

2
+

3
2

e4
i,1 +

1
2a2

i,1

θi,1e6
i,1Φ

T
i,1(Ti,1)Φi,1(Ti,1) +

3
4

l2
i,1. (3.15)
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Design a virtual controller and an adaptive law as

xαi,2r =
1

mi,1

[
− ci,1ei,1 −

3
2

ei,1 + biyr −
1

2a2
i,1

θ̂i,1e3
i,1Φ

T
i,1(Ti,1)Φi,1(Ti,1)

]
(3.16)

˙̂θi,1 =
ϱi,1

2a2
i,1

e6
i,1Φ

T
i,1(Ti,1)Φi,1(Ti,1) − γi,1θ̂i,1 (3.17)

where ci,1 and γi,1 denote positive constants.
By substituting (3.16)–(3.17) into (3.15), we obtain

LVi,1 ≤ e3
i,1

[
hi,1(ei,1) + (di + bi)βi + mi,1x∗i,1r

]
+

m4
i,1

4
z4

i,2 +
3
4

l2
i,1 − ci,1e4

i,2 +
mi,1

4
e4

i,2

+
γi,1θ̃i,1θ̂i,1

ϱi,1
+

a2
i,1

2
+
ϵ4i,1

2
+ z3

i,2żi,2. (3.18)

Step s (2 ≤ s ≤ n − 1): Choose the following Lyapunov function:

Vi,s = Vi,s−1 +
1
4

e4
i,s +

1
2ϱi,s
θ̃2i,s +

1
4

z4
i,s+1 (3.19)

where ϱi,s is a positive constant.
According to the Itô formula, (3.1), (3.3), and (3.4), one has

LVi,s = LVi,s−1 −
θ̃i,s

˙̂θi,s
ϱi,s

+ z3
i,s+1żi,s+1 +

3
2

e2
i,sg

T
i,sgi,s

+ e3
i,s

[
mi,s(ei,s+1 + zi,s+1 + xi,(s+1)r) + qi,s(x̄i,s) −

xαi,sr − ᾱi,s

τi,s

]
. (3.20)

Applying Young’s inequality, for li,s > 0, there are

3
2

e2
i,sg

T
i,sgi,s ≤

3
4

l−2
i,s e4

i,s∥gi,s∥
4 +

3
4

l2
i,s (3.21)

mi,se3
i,sei,s+1 ≤

3mi,s

4
e4

i,s +
mi,s

4
e4

i,s+1 (3.22)

mi,se3
i,szi,s+1 ≤

3
4

e4
i,s +

m4
i,s

4
z4

i,s+1. (3.23)

Substituing (3.21)–(3.23) into (3.20) yields

LVi,s ≤ e3
i,1(di + bi)βi −

θ̃i,s
˙̂θi,s
ϱi,s

+
mi,s

4
e4

i,s+1 +
3
4

l2
i,s +

s−1∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
+

s−1∑
p=1

(
3
4

l2
i,p − ci,pe4

i,p +
m4

i,p

4
z4

i,p+1 +
a2

i,p

2
+
γi,pθ̃i,pθ̂i,p

ϱi,p
+ z3

i,p+1żi,p+1 +
ϵ4i,p

2

)

+ e3
i,s

[
Γi,s(Ti,s) + mi,sxi,sr −

xαi,sr − ᾱi,s

τi,s

]
+ z3

i,s+1żi,s+1 +
m4

i,s

4
z4

i,s+1 + e3
i,shi,s(ei,s) (3.24)
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where Γi,s(Ti,s) = qi,s(x̄i,s) + 3
4 l−2

i,s ei,s∥gi,s∥
4 − hi,s(ei,s) +

mi,s−1+3mi,s+3
4 ei,s with Ti,s = x̄i,s, and hi,s(ei,s) is a

smooth function with respect to ei,s.
Similar to the Step 1, utilizing (3.12) and Young’s inequality, for ai,s > 0, (3.24) is derived as

LVi,s ≤ e3
i,1(di + bi)βi −

θ̃i,s
˙̂θi,s
ϱi,s

+
mi,s

4
e4

i,s+1 +
ϵ4i,s

2
+

s−1∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
+ z3

i,s+1żi,s+1

+

s−1∑
p=1

(
3
4

l2
i,p − ci,pe4

i,p +
m4

i,p

4
z4

i,p+1 +
a2

i,p

2
+
γi,pθ̃i,pθ̂i,p

ϱi,p
+ z3

i,p+1żi,p+1 +
ϵ4i,p

2

)
+

a2
i,s

2

+ e3
i,s

[
hi,s(ei,s) + mi,s

(
xαi,(s+1)r + x∗i,(s+1r)

)
−

xαi,sr − ᾱi,s

τi,s

]
+

3
4

e4
i,s +

3
4

l2
i,s +

m4
i,s

4
z4

i,s+1

+
1

2a2
i,s

θi,se6
i,sΦ

T
i,s(Ti,s)Φi,s(Ti,s). (3.25)

Design a virtual controller and an adaptive law

xαi,(s+1)r =
1

mi,s

[
− ci,sei,s −

3
4

ei,s +
xαi,sr − ᾱi,s

τi,s
−
θ̂i,s

2a2
i,s

e3
i,sΦ

T
i,s(Ti,s)Φi,s(Ti,s)

]
(3.26)

˙̂θi,s =
ϱi,s

2a2
i,s

e6
i,sΦ

T
i,s(Ti,s)Φi,s(Ti,s) − γi,sθ̂i,s (3.27)

where ci,s and ϱi,s are the positive design constants.
Substituting (3.26)–(3.27) into (3.25) yields

LVi,s ≤

s∑
p=1

(
z3

i,p+1żi,p+1 − ci,pe4
i,p +

m4
i,p

4
z4

i,p+1 +
3
4

l2
i,p −
γi,pθ̃i,pθ̂i,p

ϱi,p
+

a2
i,p

2
+
ϵ4i,p

2

)

+ e3
i,1(di + bi)βi +

mi,s

4
e4

i,s+1 +

s∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
. (3.28)

Step n: Choose a Lyapunov function candidate

Vi,n = Vi,n−1 +
1
4

e4
i,n +

1
2ϱi,n
θ̃2i,n (3.29)

where ϱi,n is a positive constant.
According to Itô formula and based on (3.1) and (3.3), one has

LVi,n = LVi,n−1 +
3
2

e2
i,ngT

i,ngi,n −
θ̃i,n

˙̂θi,n
ϱi,n

+ e3
i,n

[
mi,nui + qi,n(x̄i,n) −

xαi,nr − ᾱi,n

τi,n

]
. (3.30)

Using Young’s inequality, for li,n > 0, we obtain

LVi,n ≤ e3
i,1(di + bi)βi +

n−1∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
−
θ̃i,n

˙̂θi,n
ϱi,n

+
3
4

l2
i,n + e3

i,nhi,n(ei,n)
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+

n−1∑
p=1

(
3
4

l2
i,p − ci,pe4

i,p +
m4

i,p

4
z4

i,p+1 +
a2

i,p

2
−
γi,pθ̃i,pθ̂i,p

ϱi,p
+ z3

i,p+1żi,p+1 +
ϵ4i,p

2

)
+ e3

i,n

[
mi,nui + Γi,n(Ti,n) −

xαi,nr − ᾱi,n

τi,n

]
(3.31)

where

Γi,n(Ti,n) = qi,n(x̄i,n) +
3
4

l−2
i,n ei,n∥gi,n∥

4 − hi,n(ei,n +
mi,n−1

4
ei,n

with Ti,n = x̄i,n.

According to (3.12) and Young’s inequality, for ai,n > 0, (3.31) is derived as

LVi,n ≤ e3
i,1(di + bi)βi +

3
4

l2
i,n +
ϵ4i,n

2
+

a2
i,n

2
+

3
4

e4
i,n +

n−1∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
+

n−1∑
p=1

(3
4

l2
i,p − ci,pe4

i,p +
m4

i,p

4
z4

i,p+1 +
a2

i,p

2
−
γi,pθ̃i,pθ̂i,p

ϱi,p
+ z3

i,p+1żi,p+1 +
ϵ4i,p

2

)
−
θ̃i,n

˙̂θi,n
ϱi,n

+ e3
i,n

[
hi,n(ei,n) + mi,n

(
uαi + x∗i,nr

)
−

xαi,nr − ᾱi,n

τi,n

]
+

1
2a2

i,n

θi,ne6
i,nΦ

T
i,n(Ti,n)Φi,n(Ti,n). (3.32)

The actual controller and the adaptive law are constructed as

uαi =
1

mi,n

[
− ci,nei,n −

3
4

ei,n +
xαi,nr − ᾱi,n

τi,n
−
θ̂i,n

2a2
i,n

e3
i,nΦ

T
i,n(Ti,n)Φi,n(Ti,n)

]
(3.33)

˙̂θi,n =
ϱi,n

2a2
i,n

e6
i,nΦ

T
i,n(Ti,n)Φi,n(Ti,n) − γi,nθ̂i,n (3.34)

where ci,n and ϱi,n are the positive design constants.
Substituting (3.33)–(3.34) into (3.32) yields

LVi,n ≤e3
i,1(di + bi)βi +

n∑
p=1

(
γi,pθ̃i,pθ̂i,p

ϱi,p
+

3
4

l2
i,p +

a2
i,p

2
+
ϵ4i,p

2
− ci,pe4

i,p

)

+

n−1∑
p=1

m4
i,p

4
z4

i,p+1 + z3
i,p+1żi,p+1

 + n∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
. (3.35)

It follows from τi,s ˙̄αi,s + ᾱi,s = xαi,sr that

żi,s = −
zi,s

τi,s
+ Bi,s(·), s = 2, ..., n

where

Bi,2(·) = ci,1ėi,1 +
˙̂θi,1

2ai,1

[
e3

i,1Φ
T
i,1(Ti,1)Φi,1(Ti,1)

]
− biẏr +

3
4

ėi,1
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+
3θ̂i,1
2ai,1

[
e2

i,1ėi,1Φ
T
i,1(Ti,1)Φi,1(Ti,1)

]
+
θ̂i,1

ai,1

[
e3

i,1Φ
T
i,1(Ti,1)Φ̇i,1(Ti,1)

]
and for s = 3, ..., n

Bi,s+1(·) = ci,sėi,s +
˙̂θi,s

2ai,s

[
e3

i,sΦ
T
i,s(Ti,s)Φi,s(Ti,s)

]
−

żi,s

τi,s

+
θ̂i,s

ai,s

[
e3

i,sΦ
T
i,s(Ti,s)Φ̇i,s(Ti,s)

]
+

3θ̂i,s
2ai,s

[
e2

i,sėi,sΦ
T
i,s(Ti,s)Φi,s(Ti,s)

]
.

Remark 1. It is emphasized that Bi,p+1(·) is not a prescribed constant bound, but an explicitly
constructed function of the known signals ei,s and θ̂i,s and the fuzzy basis functions, whose exact form
is given by Bi,2(·) and Bi,s+1(·) above. Since Bi,p+1(·) is composed of continuous functions of bounded
closed-loop signals and bounded basis functions, it is bounded on the compact set under consideration,
i.e., |Bi,p+1(·)| ≤ B̄i,p+1. Consequently, the inequality required by the closed-loop analysis, namely

τ̄i,p+1 =
1
τi,p
−

m4
i,p

4
−

3
4

(κi,pB̄i,p+1)
4
3 > 0,

is guaranteed in practical tuning by selecting the filter time constant τi,p sufficiently small and the
Young’s inequality parameter κi,p appropriately. This tuning rule is used in the simulation studies.

Using Young’s inequality and θ̃i,p = θi,p − θ̂i,p, (3.35) is further calculated as

LVi,n ≤ e3
i,1(di + bi)βi +

n∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
+

n−1∑
p=1

(
−

z4
i,p+1

τi,p
+

3
4

(κi,pBi,p+1)
4
3 z4

i,p+1 +
m4

i,p

4
z4

i,p+1 +
1

4κ4
i,p

)

+

n∑
p=1

(
− ci,pe4

i,p −
γi,p∥θ̃i,p∥

2

2ϱi,p
+
γi,p∥θi,p∥

2

2ϱi,p
+

a2
i,p

2
+
ϵ4i,p

2
+

3
4

l2
i,p

)
(3.36)

where κi,p is the positive constant.
For all agents, considering the Lyapunov function VS =

∑N
i=1 Vi,n

LVS ≤

N∑
i=1

 n∑
p=1

e3
i,p

[
hi,p(ei,p) + mi,px∗i,pr

]
+ e3

i,1(di + bi)βi

 − N∑
i=1

n∑
p=1

ci,pe4
i,p

+

N∑
i=1

n−1∑
p=1

z4
i,p+1

3
4

(κi,pBi,p+1)
4
3 −

1
τi,p
+

m4
i,p

4

 + N∑
i=1

Pi −

N∑
i=1

n∑
p=1

γi,p∥θ̃i,p∥
2

2ϱi,p
(3.37)

where

Pi =

n∑
p=1

γi,p∥θi,p∥
2

2ϱi,p
+

a2
i,p

2
+
ϵ4i,p

2
+

3
4

l2
i,p

 + n−1∑
p=1

1
4κ4

i,p

.
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In what follows we absorb the bounded Itô second-order term of the stochastic game layer into a
unified constant. Since 1

2Tr{GT
i ∇

2Jsi(Ei)Gi} ≤ P̄i (because both Gi and ∇2Jsi(Ei) are bounded on the
compact set), we define the combined residual constant

Ps
i := Pi + P̄i,

which is used in place of Pi in all the ultimate bounds derived below.

Remark 2. For uncertain stochastic MASs under sensor attacks, the main difficulty of leader-follower
consensus control is that none of the agents can receive the correct leader information yr(t) through
the sensor, and the uncertainty of the nonlinear sensor attacks and the state of MASs are intertwined,
making the problem more complicated. The key to solving the above problem lies in the design of
coordinate transformation (3.1) so that the sensor attack is easy to be separated and used for the
design of the stochastic game.

3.2. Stochastic game-based control design

In this section, considering the consensus tracking error dynamics over sensor attacks, stochastic
game theory is utilized, and the Nash equilibrium solution (U∗i ,Υ

∗
i ) with U∗i = [x∗i,1r, ..., x

∗
i,nr]

T ∈ Rn and
Υ∗i = [β∗i , 1, ..., 1]T ∈ Rn will be derived. In the zero-sum stochastic game of agent i, the controller and
the adversary are the two players. The strategy space of the control player isUi = R

n, while that of the
adversarial player (the sensor attack) is explicitly given by

Yi =
{
Υi = [βi, 1, . . . , 1]T

∣∣∣∣ βi(xi,1) = φi(xi,1)pi + ki, pi ∈ R, ki ∼ N(0, σ2
i )
}

(3.38)

whose physical meaning follows from the deterministic attack model (2.2). The worst-case severe
attack is then well defined as the maximizer of the payoff within the admissible set Yi; it is exactly the
saddle-point (maximizing) policy of the zero-sum stochastic game, i.e., Υ∗i =

1
2 A−1

ii KT
i (Xi)∇J∗i (Ei) ∈ Yi

of (3.42). Letting Ei = [ei,1, ..., ei,n]T ∈ Rn, according to the analysis in the previous section, for the ith
agent, construct the consensus error dynamics in the Itô form

dEi =
(
Hi(Ei) + Mi(Xi)Ui + Ki(Xi)Υi

)
dt +Gidϖi (3.39)

where

Hi(Ei) = [hi,1(ei,1), ..., hi,n(ei,n)]T

Mi(Xi) = diag[mi,1, ...,mi,n]
Ki(Xi) = diag[(di + bi), 0, ..., 0]
Gi(Xi) = diag[gi,1(x̄i,1), ..., gi,n(x̄i,n)]T

with Mi(Xi),Ki(Xi) ∈ Rn×n, Gi(Xi) ∈ Rn×ri , and Hi(Ei) ∈ Rn.

Definition 2. Consider the communication graph Ḡr. The graphical game is defined as

Gg =
(
P, {Ui}

N
i=1, {Ji}

N
i=1

)
,
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where P = {1, 2, . . . ,N} denotes the set of follower agents. For each player i ∈ P, the distributed
feedback strategy is given by Ui(Ei) ∈ Ui = R

n, while the associated adversary selects the attack
strategy Υi ∈ Yi defined in (3.38).

The information available to player i consists of their own consensus error Ei and the local
neighboring information E j, j ∈ Ni, through the communication graph. Therefore, no global
information about the entire MAS is required. The payoff of player i is described by the minimax
performance functional Ji(Ei) in (3.40), where the graphical coupling among neighboring players
is characterized by

∑
j∈Ni

UT
j Ri jU j and

∑
j∈Ni
ΥT

j Ai jΥ j. A strategy profile {U∗i }
N
i=1 is called a Nash

equilibrium of the graphical game if, for every i ∈ P,

Ji
(
U∗i ,U

∗
−i
)
≤ Ji

(
Ui,U∗−i

)
, ∀Ui ∈ Ui.

Thus, no player can improve its own payoff by unilaterally deviating from its equilibrium strategy.
The local minimax solution (3.42) of the zero-sum stochastic game, coupled through the graphical
payoff, yields the network-level Nash equilibrium.

According to Definition 2, the local zero-sum games are coupled through the communication
topology and collectively constitute the network-level graphical game.

Next, a common assumption is introduced that is used in numerous related studies [34].

Assumption 3. [34] The Nash equilibrium solution of a stochastic game is bouded Hi(Ei)+Mi(Xi)U∗i +
Ki(Xi)Υ∗i ≤ ιi∥Ei∥ with ιi > 0.

Remark 3. Given the graphical-game coupling, the individual HJI equations (3.47), i = 1, . . . ,N, form
a set of coupled HJI equations. Under Assumption 3, which postulates the existence of a bounded and
admissible Nash solution, and within the standard continuous-time policy-iteration framework [34],
the coupled HJIs admit a jointly bounded, admissible solution {J∗i }

N
i=1 on the compact set. Because each

agent minimizes only its own local utility function that is coupled with its neighbors through the terms∑
j∈Ni

UT
j Ri jU j and

∑
j∈Ni
ΥT

j Ai jΥ j in (3.40), the local (agent-level) equilibria that are synchronized
through the graphical-game coupling constitute a fixed point of the coupled HJI system, which certifies
the global Nash equilibrium.

The control goal of this paper is to seek the Nash equilibrium solution (U∗i ,Υ
∗
i ) while minimizing the

control input U∗i and maximizing the sensor attack Υ∗i . To accomplish this goal, the minimax optimal
control method is employed, particularly under worst-case attack scenarios, ensuring the attainment of
the optimal performance function as follows:

Ji(Ei) =min
Ui

max
Υi

[
E

{∫ ∞

0
ri(Ei,Ui,Υi)dτ

} ]
=min

Ui
max
Υi

[
E
{∫ ∞

0

(
Qi(Ei(τ)) + UT

i RiiUi −Υ
T
i AiiΥi+

∑
j∈Ni

UT
j Ri jU j−

∑
j∈Ni

ΥT
j Ai jΥ j

)
dτ

}]
(3.40)

where E{·} denotes the expectation. Qi(Ei) denotes the semi-definite penalty function. Rii ∈ R
n×n > 0,

Aii ∈ R
n×n > 0, Ri j ∈ R

n×n ≥ 0, and Ai j ∈ R
n×n ≥ 0 represent positive symmetric matrices.

Subsequently, the Hamiltonian function of the related cost function (3.40) is defined as

Ha(Ei,Ui,Υi)
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= (∇Ji(Ei))T
(
Hi(Ei) + Mi(Xi)Ui + Ki(Xi)Υi

)
+

1
2

Tr
{
GT

i ∇
2Ji(Ei)Gi

}
+ Qi(Ei(τ)) + UT

i RiiUi − Υ
T
i AiiΥi +

∑
j∈Ni

UT
j Ri jU j −

∑
j∈Ni

ΥT
j Ai jΥ j (3.41)

where ∇Ji(Ei) denotes the gradient of Ji(Ei).
Then, the optimal control scheme (U∗i ,Υ

∗
i ) is formulated as

U∗i = −
1
2

R−1
ii MT

i (Xi)∇J∗i (Ei)

Υ∗i =
1
2

A−1
ii KT

i (Xi)∇J∗i (Ei).
(3.42)

where the definition of ∇J∗i (Ei) is given below.
According to the error dynamics (3.39), cost function (3.40), and the optimal scheme (3.42), a

Lyapunov candidate function Jsi(Ei) is designed, satisfying

LJsi(Ei) = (∇Jsi(Ei))T (Hi(Ei) + Mi(Xi)U∗i + Ki(Xi)Υ∗i
)
+

1
2

Tr
{
GT

i ∇
2Jsi(Ei)Gi

}
< 0.

where ∇Jsi(Ei) is the gradient of Jsi(Ei). Furthermore, define a positive definite function Λi(Ei) where
∀Ei , 0,Λi(Ei) > 0, such that Ei = 0 =⇒ Λi(Ei) = 0. For Λi(Ei), there is limEi→∞Λi(Ei) = ∞ and
(∇J∗i (Ei))TΛi(Ei)∇Jsi(Ei) = ri(Ei,U∗i ,Υ

∗
i ). Then, the following relation holds:

LJsi(Ei) ≤ −(∇Jsi(Ei))TΛi(Ei)∇Jsi(Ei). (3.43)

Subsequently, to achieve the optimal strategy for a stochastic game (3.42), FLSs are used to
approximate the consensus cost function

J∗i (Ei) = WT
ciδi(Ei) + ϵci (3.44)

where Wci ∈ R
L0 , δi(Ei) ∈ RL0 , and ϵci ∈ R are the ideal weight, the basis function vector, and the

approximate error of FLSs, respectively.
The gradient of (3.44) is calculated as

∇J∗i (Ei) = (∇δi(Ei))T Wci + ∇ϵci. (3.45)

Therefore, (3.42) can be rewritten as
U∗i = −

1
2

R−1
ii MT

i (Xi)
(
(∇δi(Ei))T Wci + ∇ϵci

)
Υ∗i =

1
2

A−1
ii KT

i (Xi)
(
(∇δi(Ei))T Wci + ∇ϵci

)
.

(3.46)

Since J∗i (Ei) is independent of the realization of the Gaussian noise and the diffusion matrix Gi is
independent of Ui and Υi, the second-order diffusion term in the Hamiltonian is a state-dependent
constant with respect to the players’ actions. Consequently, the first-order stationarity conditions ∂Ha

∂Ui
=
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0 and ∂Ha
∂Υi
= 0 are not affected by the diffusion term, which explains why the noise intensity gi,s does

not appear explicitly in the optimal law (3.42) but only affects the value of the performance function.
Let Di(Ei) = 1

2

[
Tr{GT

i ∇
2δi,1(Ei)Gi}, . . . ,Tr{GT

i ∇
2δi,L0(Ei)Gi}

]T
, and dεi(Ei) = 1

2 Tr
{
GT

i ∇
2εci(Ei)Gi

}
.

The HJI equation is obtained as

Ha(Ei,Wci,U∗i ,Υ
∗
i ) =Qi(Ei) +WT

ci [∇δi(Ei)Hi(Ei) +Di(Ei)]

−
1
4

WT
ciG1iWci +

1
4

∑
j∈Ni

WT
c jG2 jWc j + δHJIi = 0. (3.47)

where

G1i = ∇δi(Ei)(M̄i − K̄i)∇δi(Ei)T

G2 j = ∇δ j(E j)(M̄−i − K̄−i)∇δ j(E j)T

with

M̄i = Mi(Xi)R−1
ii MT

i (Xi)
K̄i = Ki(Xi)A−1

ii KT
i (Xi)

M̄−i = M jR−1
j j Ri jR−1

j j MT
j (X j)

K̄−i = K j(X j)A−1
j j Ai jA−1

j j KT
j (X j).

M̄i, K̄i, M̄−i, K̄−i ∈ R
n×n, and the matrices G1i, G2 j ∈ R

L0×L0 . The residual error δHJIi is given by

δHJIi =(∇ϵci)T
(
Hi(Ei) + Mi(Xi)U∗i + Ki(Xi)Υ∗i

)
+

1
4

(∇ϵci)T (M̄i − K̄i)∇ϵci

+
∑
j∈Ni

[1
2

WT
c j∇δ j(E j)(M̄−i − K̄−i)∇ϵc j +

1
4

(∇ϵc j)T (M̄−i − K̄−i)∇ϵc j

]
+ dεi(Ei). (3.48)

However, the ideal Wci is uncertain. Therefore, the consensus cost function is approximated as

Ĵi(Ei) = ŴT
ciδi(Ei) (3.49)

where Ŵci denotes the estimation of Wci, and δi(Ei) is the same basis-function vector as in (3.44). Then,
the optimal scheme (3.42) is estimated as

Ûi = −
1
2

R−1
ii MT

i (Xi)(∇δi(Ei))T Ŵci

Υ̂i =
1
2

A−1
ii KT

i (Xi)(∇δi(Ei))T Ŵci.

(3.50)

Similarly, design an approximate Hamiltonian function

Ha(Ei, Ŵci, Ûi, Υ̂i) =Qi(Ei) + ŴT
ci[∇δi(Ei)Hi(Ei) +Di(Ei)]
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−
1
4

ŴT
ciG1iŴci +

1
4

∑
j∈Ni

ŴT
c jG2 jŴc j ≜ eci (3.51)

Obviously, the approximate Hamiltonian function Ha(Ei, Ŵci, Ûi, Υ̂i) can be minimized by adjusting
the estimated weight Ŵci, i.e., the updating law designed ˙̂Wci can minimize the objective function
Eci =

1
2eT

cieci.
Using the gradient descent method, the update law of the FLS weight is constructed as

˙̂Wci = −
αiϕi

m2
si

eci +
αi

2
∇δi(Ei)(M̄i − K̄i)∇Jsi(Ei)

+ αi

[
ϕi

4m2
si

ŴT
ciG1iŴci −

∑
j∈ N i

ϕi

4m2
si

ŴT
c jG2 jŴc j − (F2iŴci − F1iφ

T
i Ŵci)

]
(3.52)

where αi > 0 is a learning parameter, ϕi = ∇δi(Ei)
(
Hi(Ei) + Mi(Xi)Ûi

)
+Di(Ei) ∈ RL0 , msi = 1+ϕT

i ϕi ∈

R is introduced for normalization with φi = ϕi/msi, and F1i ∈ R
L0 , F2i ∈ R

L0×L0 are suitable tuning
parameters.

In order to improve the security performance of stochastic MASs over sensor attacks, an optimal
CSC algorithm based on the stochastic game is designed. By designing the critic weight update laws
(3.52) based on FLSs, the policy iteration will be more accurate.

Remark 4. Although the existing results [13, 15, 20, 35] have considered deception attacks and
guaranteed the stability of closed-loop systems, the limitations of these works are that the stability
is guaranteed without achieving optimality, and the worst-case attack case is not taken into account.
Therefore, this paper embeds the stochastic game algorithm into the backstepping technique to develop
an optimal CSC strategy that minimizes the cost function and ensures the stability of the closed-loop
system even in the worst attack scenarios.

4. Stability analysis

Theorem 1. Consider uncertain stochastic MASs with sensor attacks over unreliable communication
networks (2.1), and design the distributed controllers (3.16), (3.26), and (3.33) with adaptive laws
(3.17), (3.27), and (3.34). According to the proposed stochastic game-based CSC protocol, based on
the cost function (3.40), and the weight update law (3.52). Selecting the design parameters ensures
that consensus errors ei,s, estimation errors θ̃i,s, and the approximation error W̃ci of the updated law
are mean-square uniformly ultimately bounded (MS-UUB).

Proof. For closed-loop systems, construct the Lyapunov function as

VHJI = VS +

N∑
i=1

[
1
2

W̃T
ciα
−1
i W̃ci + Jsi(Ei)

]
. (4.1)

The derivative of VHJI is calculated as

LVHJI = LVS +

N∑
i=1

[
W̃T

ciα
−1
i

˙̃Wci +LJsi(Ei)
]
. (4.2)
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Considering (3.37), let Ei = [ei,1, ..., ei,n]T and θ̃i = [θ̃i,1, ..., θ̃i,n]T . Then we have

LVHJI =

N∑
i=1

[
E3

i
(
Hi(Ei) + Mi(Xi)U∗i + Ki(Xi)Υ∗i

)]
−

N∑
i=1

 n−1∑
p=1

τ̄i,p+1z4
i,p+1 + ci∥Ei∥

4 + γ̄i∥θ̃i∥
2


+

N∑
i=1

[
W̃T

ciα
−1
i

˙̃Wci +LJsi(Ei) + Pi

]
. (4.3)

where

τ̄i,p+1 =
1
τi,p
−

m4
i,p

4
−

3
4

(κi,pBi,p+1)
4
3

ci = min{ci,p|1 ≤ p ≤ n}

γ̄i = min{γ̄i,p|1 ≤ p ≤ n} with γ̄i,p =
γi,p

2ϱi,p
.

Let W̃ci = Wci − Ŵci and Yi = [φT
i W̃ci, W̃ci]T . According to (3.47), (3.51) and (3.52), the error

dynamics are calculated as

W̃T
ciα
−1
i

˙̃Wci = − YT
i ΨiYi + YT

i Ξi −
1
2

W̃T
ci∇δi(Ei)(M̄i − K̄i)∇Jsi(Ei) (4.4)

where only the symmetric part of Ψi contributes to the quadratic form YT
i ΨiYi. Therefore, define

Ψs
i =

1
2

(
Ψi + Ψ

T
i

)
=

[
I −1

2 FT
1i

−1
2 F1i Bs

i

]
,

where

Bs
i =

1
2

(
F2i + FT

2i

)
−

1
4

[
ϕi

m2
si

WT
ciG1i +GT

1iWci
ϕT

i

m2
si

]
.

Thus, YT
i ΨiYi = YT

i Ψ
s
i Yi.

Lemma 2. Suppose that F2i = FT
2i and that, on the compact set under consideration,

∥Wci∥ ≤ WMi, ∥G1i∥ ≤ Ḡ1i,
∥ϕi∥

m2
si

≤ ρ̄i.

If F2i is selected such that

λmin(F2i) >
1
4
∥F1i∥

2 +
1
2
ρ̄iWMiḠ1i,

then Ψs
i is positive definite.

Proof. By the Schur complement, Ψs
i > 0 is guaranteed if

Bs
i −

1
4

F1iFT
1i > 0.
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Moreover, ∥∥∥∥∥∥1
4

[
ϕi

m2
si

WT
ciG1i +GT

1iWci
ϕT

i

m2
si

]∥∥∥∥∥∥ ≤ 1
2
ρ̄iWMiḠ1i.

Therefore, the above condition on F2i guarantees Ψs
i > 0, and consequently

λmin(Ψs
i ) > 0.

By Lemma 2, the parameters F1i and F2i are selected to ensure the positive definiteness of the
symmetric matrix Ψs

i , and (4.3) is further calculated as

LVHJI ≤

N∑
i=1

LJsi(Ei) −
n−1∑
p=1

τ̄i,p+1z4
i,p+1 − ci∥Ei∥

4


+

N∑
i=1

[
−λmin(Ψs

i )∥Yi∥
2 + ∥Ξi∥∥Yi∥ − γ̄i∥θ̃i∥

2
]

+

N∑
i=1

[
E3

i
(
Hi(Ei) + Mi(Xi)U∗i + Ki(Xi)Υ∗i

)]
+

N∑
i=1

[
Pi −

1
2

W̃T
ci∇δi(Ei)(M̄i − K̄i)∇Jsi(Ei)

]
(4.5)

According to Assumption 3 and Young’s inequality, there is

E3
i
(
Hi(Ei) + Mi(Xi)U∗i + Ki(Xi)Υ∗i

)
≤

3
4ς2

i

∥Ei∥
4 +
ς2

i ι
2
i

4
∥Ei∥

2 (4.6)

where ςi > 0 is a design parameter.
Since Mi and Ki are bounded, Mi − Ki is also bounded, and ∥Mi − Ki∥ ≤ κi, where κi is a positive

constant. Let zi = [zi,2, ..., zi,n]T and τ̄i = min{τ̄i,p+1|1 ≤ p ≤ n − 1}. Based on Assumption 3 and (3.43),
(4.5) yields

LVHJI ≤

N∑
i=1

[
− c̄i∥Ei∥

4 +
ς2

i ι
2
i

4
∥Ei∥

2 + ∥Ξi∥∥Yi∥ − τ̄i∥zi∥
4 − λmin(Ψs

i )∥Yi∥
2

+
1
2
κiϵMi∥∇Jsi(Ei)∥ + Ps

i − λminΛi(E)∥∇Jsi(Ei)∥2 − γ̄i∥θ̃i∥
2
]

(4.7)

where c̄i = ci −
3

4ς2
i

and the bounded Itô second-order term 1
2Tr{GT

i ∇
2Jsi(Ei)Gi} ≤ P̄i has been absorbed

into the unified constant Ps
i = Pi + P̄i

To achieve LVHJI < 0, the parameter in (4.7) must satisfy the following conditions:

∥Ei∥
2≥

√
ς4

i ι
4
i

64c̄2
i

+
Ps

i

c̄i
+
ς2

i ι
2
i

8c̄i
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or

∥θ̃i∥ ≥

√
Ps

i

γ̄i

or

∥zi∥
2 ≥

√
Ps

i

τ̄i

or

∥Yi∥ ≥

√
∥Ξi∥

2

4λ2
min(Ψs

i )
+

Ps
i

λmin(Ψs
i )
+

∥Ξi∥

2λmin(Ψs
i )

or

∥∇Jsi(Ei)∥ ≥

√
κ2i ϵ

2
M̄i

16λ2
min(Λi(Ei))

+
Ps

i

λmin(Λi(Ei))
+

κiϵM̄i

4λmin(Λi(Ei))
.

In particular, since Yi = [φT
i W̃ci, W̃ci]T , the bound on ∥Yi∥ in the above conditions directly yields an

explicit ultimate bound on the weight-approximation error,

∥W̃ci∥ ≤ W̄ci :=

√
∥Ξi∥

2

4λ2
min(Ψs

i )
+

Ps
i

λmin(Ψs
i )
+

∥Ξi∥

2λmin(Ψs
i )
.

Since the above bounds are established through the Itô derivative of the Lyapunov function VHJI and
the expectation E{VHJI}, the resulting stability is MS-UUB, i.e.,

E
[
∥Ei(t)∥2 + ∥θ̃i(t)∥2 + ∥W̃ci(t)∥2

]
≤ ∆, ∀t ≥ T,

for some finite T and constant ∆.
By applying the Lyapunov theorem, it is demonstrated that all error signals within the closed-loop

systems are MS-UUB. The proof is completed. □

Remark 5. The Nash equilibrium is an optimality condition described by the coupled HJI equations
(3.47) and the minimax policy (3.42). The stability of the closed loop guarantees that the proposed
control protocol is physically realizable, while the graphical-game equilibrium, whenever it is jointly
solvable (see Remark 3), ensures the network-level optimality in the sense of expectation.

5. Simulation studies

The proposed stochastic game-based CSC scheme will verify the validity through two simulation
examples.

5.1. Numerical example

A set of stochastic MASs is considered to consist of a leader and four followers, according to the
topology shown in Figure 2. The dynamics of the followers are as follows:

dxi,1 =
(
0.9xi,2 + 8 sin(xi,1)

)
dt + 0.1 sin(xi,1)dω

AIMS Mathematics Volume 11, Issue 9, 31185–31213.



31204

dxi,2 =
(
0.8ui + 8 sin(xi,1 − 0.3)

)
dt + 0.1 cos(xi,1)dω

yi = xi,1 + βi(xi,1)

where βi(xi,1) = φi(xi,1) + kbias, φi(xi,1) = −0.45xi,1 represents the regressor function, and kbias denotes
the attack bias, which is composed of δimp(0.1sin(t)), with δimp denoting a pulse signal function. The
design parameters of the control protocol satisfy ci,1 = 9, ci,2 = 9, ai,1 = 15, ai,2 = 20, ϱi,1 = 30,
ϱi,2 = 90, γi,1 = 50, γi,2 = 150, and τi,1 = 0.01.

follower 1

1

follower 2 follower 3

follower 4

1

1

leader

1

Figure 2. Communication graph.

Case 1: The simulation for the stochastic game-based optimal CSC scheme.

The relevant initial values of the stochastic game strategy are selected as 0. The matrices are
designed as follows: R11 = R22 = R33 = R44 = 10I, R21 = R32 = R43 = I, A11 = A22 = A33 = A44 = 10I,
A21 = A32 = A43 = I. Select the tuning parameters F11 = F12 = F13 = F14 = 120 · [1, 1, 1, 1]T ,
F21 = F22 = F23 = F24 = 200I. The learning law is αi = 0.4. The Lyapunov function Jsi(Ei) is
constructed as Jsi(Ei) = 1

2

(
e2

i,1 + e2
i,2

)
, i = 1, 2, 3, 4.

According to the designed optimal CSC strategy, the consensus trajectories of the four follower
agents and the leader agent are shown in Figure 3. It is evident that all the followers successfully
achieve consensus tracking. Figure 4 displays the consensus tracking errors ei,1, which are ensured
to remain bounded within a compact set. Figure 5 presents the state trajectories of four agents xi2.
Furthermore, Figure 6 displays the CSC action against sensor attacks.
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Figure 3. The leader-following consensus trajectories in Case 1.
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Figure 4. Synchronization errors of the four agents in Case 1.
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Figure 5. State trajectories of the four agents in Case 1.
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Figure 6. Control inputs of the four agents in Case 1.
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Case 2: The comparison experiment.

In this section, the existing adaptive security control method [20–22] is adopted, that is, the
stochastic game strategy is not used to compare the control performance of the system under sensor
attacks, and other parameters remain unchanged except the comparison variables. Since we are
mainly concerned with the consensus tracking control performance of the system, only the consensus
trajectories and synchronization errors are given in this section, as shown in Figures 7 and 8,
respectively. Compared with Figure 7, it can be concluded that Figure 3 in Case 1 has better
consensus control effect during the sensor attack interval. Similarly, compared with Figure 8, it is
evident that Figure 4 in Case 1 exhibits smaller synchronization errors during the sensor attack period.
This further validates that the proposed optimal CSC scheme based on stochastic game theory yields
superior control performance for stochastic MASs over sensor attacks. Figure 9 shows the weights Ŵci

(i = 1, 2, 3, 4) of the four intelligent agents.
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Figure 7. The leader-following consensus trajectories in Case 2.
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Figure 8. Synchronization errors of the four agents in Case 2.
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Figure 9. The updating laws of the four agents.

5.2. Practical example

To evaluate the effectiveness of the control method, the islanded microgrids test system [36] is
considered. The islanded microgrid test consists of four inverter-based distributed generations (DGs)
units. Figure 10 indicates the considered communication topology and one-line diagram of the islanded
microgrids test system, where only DG 1 can receive the reference signal.

For each inverter-based DG, the voltage/current dynamics in the dq-rotation frame is first
transformed into the strict-feedback stochastic form (2.1) with the following physical mapping: the
d-axis voltage-tracking error of DG i is taken as xi,1, the auxiliary voltage variable as xi,2, the inverter
control input as ui, and the measured voltage with the sensor attack as yi = xi,1 + βi(xi,1). The
corresponding coefficients are mi,1 (droop/inertia gain), mi,2 (local DG gain), qi,1(x̄i,1) (droop and
load-current nonlinearity), qi,2(x̄i,2) (inner voltage/current loop nonlinearity), and gi,1, gi,2 (load/noise
coefficients). The grid and load parameters, the communication topology and the reference value are
given below so that the example is reproducible as an engineering validation.
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Figure 10. Islanded microgrids test system.

Select the voltage reference value yr = 10cos(t)(−exp(−t))+10. The sensor attack model is the same
as the numerical example. The design parameters of the control protocol satisfy ci,1 = 4, ci,2 = 60,
ai,1 = 15, ai,2 = 20, ϱi,1 = 30, ϱi,2 = 90, γi,1 = 50, γi,2 = 150, and τi,1 = 0.01.
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The relevant initial values of the stochastic game strategy are selected as 0. The matrices are
designed as R11 = R22 = R33 = R44 = I, R21 = R32 = R43 = 0.1I, A11 = A22 = A33 = A44 = 10I,
A21 = A32 = A43 = I. Select the tuning parameters F11 = F12 = F13 = F14 = 200 · [1, 1, 1, 1]T , F21 =

F22 = F23 = F24 = 20I. The learning law is αi = 0.4. The Lyapunov function Jsi(Ei) is constructed as
Jsi(Ei) = 1

2

(
e2

i,1 + e2
i,2

)
, i = 1, 2, 3, 4.

Using the designed optimal CSC scheme in island microgrids, the voltage output signals of the four
DGs and the voltage reference signal are depicted in Figure 11, where the system is subjected to sensor
attacks at 5 seconds and 8 seconds, respectively. It is evident that the islanded microgrids test system
under sensor attacks successfully achieves voltage recovery. Figure 12 displays the synchronization
errors ei,1 between the voltage value of the DG output and the reference value. Figure 13 displays
the voltage recovery controllers against sensor attack. By using the proposed distributed stochastic
game strategy, Figure 14 presents the evolution of critic network weights Ŵci, demonstrating that these
weights remain bounded. As the stability of the FLS weights Wci is a prerequisite for applying the FLS
to approximate the cost function, Figure 14 indeed shows that the estimated critic weights Ŵci converge
to small neighborhoods of constant values and remain bounded, which verifies the applicability of the
FLSs and is consistent with the boundedness of W̃ci established in the proof of Theorem 1.
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Figure 11. Voltage recovery trajectories.
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Figure 12. Synchronization errors of the four DGs.

AIMS Mathematics Volume 11, Issue 9, 31185–31213.



31209

0 5 10

Time(Sec)

-100

-50

0

50

100

u
1

0 5 10

Time(Sec)

-100

-50

0

50

100

u
2

0 5 10

Time(Sec)

-100

-50

0

50

100

u
3

0 5 10

Time(Sec)

-100

-50

0

50

100

u
4

Figure 13. Voltage recovery control protocol.
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Figure 14. The updating laws of the four DGs.

The simulation results indicate that, even when subjected to sensor attacks, voltage output values
of the DG can be observed, and they can accurately track the voltage reference value. Consequently,
the designed optimal CSC approach effectively addresses the voltage recovery challenge in the island
microgrids text system while ensuring the boundedness of all closed-loop signals.

6. Conclusions

This paper has addressed the optimal CSC problem for uncertain stochastic MASs over sensor
attacks. A two-layer structure comprising an output feedback layer and a consensus error feedback
layer has been constructed. This structural method has realized the transformation of the CSC problem
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of stochastic MASs under output feedback form to the equivalent stochastic game problem of the
consensus error dynamics. Subsequently, the ADP algorithm has been employed to formulate a
stochastic game-based distributed consensus optimal control protocol, where a designed weight update
law has been utilized for online estimation of the cost function. The constructed optimal CSC scheme
guarantees both the minimization of the cost function and ensures the MS-UUB of all errors in the
closed-loop system.

The proposed two-layer game-based framework can be extended along several directions: (i) the
generalization to directed and switching, resource-constrained communication topologies, where the
graphical-game equilibrium should be analyzed under time-varying interactions; (ii) the incorporation
of more realistic attack classes, such as coordinated multi-point attacks and false-data-injection attacks
with partial observability, which can be modeled within the same zero-sum-game framework by
enlarging the adversary’s strategy space; (iii) the development of a fully model-free policy-iteration
algorithm so that the coupled HJI equations can be solved online without requiring an exact model of
the system’s nonlinearities (which is desirable in practical applications where qi,s and gi,s are unknown).

A number of practical issues should be highlighted when implementing the scheme: (i) the coupled
HJI equations have to be solved iteratively, which demands an ADP-based value iteration that may
be computationally demanding; (ii) the performance is sensitive to the selection of the critic-network
basis functions and the design parameters, and these parameters should be tuned carefully (typically
via offline pre-training or a standard trial-and-error procedure); (iii) the present analysis relies on the
existence of a bounded admissible Nash solution and on the availability of the communication topology.
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