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Abstract: Cyber-physical systems (CPS) possess the characteristics of distribution and heterogeneity.
The states of each subsystem are interrelated, and the information is dispersed. A single observer can
only obtain partial measurement information and is unable to estimate all the states of the system.
In this paper, a distributed interval observer (DIO) design method is proposed for CPS with bounded
uncertainties and affected by disturbances and noise. Compared with traditional interval observers, it
no longer requires the original system to be cooperative or the estimation error system to have an order-
preserving property. This broadens the application scope of distributed interval observers. Sufficient
conditions for the bounded stability of the observer error system are given using Lyapunov stability
theory and Riccati equation. Finally, numerical simulations prove the effectiveness of the proposed
method.
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1. Introduction

With the deep integration of industrial intelligence and Internet of things technology, cyber-
physical systems (CPS) have become the core support in the fields of intelligent manufacturing and
various industrial energy scenarios [1, 2]. In practical scenarios, sensor deployment can only obtain
partial output information due to cost and space constraints [3]. Centralized estimation has inherent
defects. To break through this technical bottleneck, distributed observers are widely used. It has
excellent scalability and robustness and has become the mainstream technology of state estimation
in CPS. Its core design idea is to decompose the global state estimation task into local estimation
and limited information interaction between nodes and to offset the information limitations of a
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single observation point through node cooperation [4]. This aligns with the essential characteristics
of distributed operation in CPS. In recent years, the research on observer technology of distributed
state estimation has attracted much attention and has achieved many results: Aiming at the problem
of cooperative output regulation of heterogeneous multi-agents under uncertain external systems,
Zhang [3] designed an output-based distributed adaptive observer. The estimation of external system
parameters and state index is realized. For the distributed state estimation problem of unknown input
linear time-invariant (LTI) systems, Long [5] proposed an adaptive event-triggered distributed observer.

However, in practical engineering applications, due to the existence of uncertainties such as
disturbance and noise, it is difficult to achieve accurate estimation of the system state, or the
implementation cost is very high. Therefore, it is necessary to develop a low-cost interval estimation
scheme. Therefore, Gouzé et al. first proposed the interval observer technique [6]. Interval observer
has become a research hotspot in the field of control theory and engineering. Many achievements
have been made in performance improvement, application scope expansion, and structural innovation:
Mazenc et al. [7] proposed an exponentially stable interval observer design method for LTI with
disturbances. Wang et al. [8] extended the interval observer to linear singular systems. Zhu et
al. [9] further focused on linear discrete switched systems, and regarded bounded disturbance and
measurement noise as augmented state variables combined with a multi-Lyapunov function method
to achieve accurate interval estimation. Meslem et al. [10] proposed a new structure of the interval
observer for continuous-time linear systems, which breaks through the structural limitations of the
classical Luenberger observer. Zhang et al. [11] applied the interval observer to the CPS attack
detection scenario, which strengthened the engineering practicability of the interval observer.

Although interval observers and distributed observers have made some progress, the research on
the distributed interval observer (DIO) with deep integration of the two is still in its infancy [12].
In recent years, a number of technical paths have gradually emerged in the design of the DIO: By
combining the interior positive representation (IPR) with the synchronous region method, the DIO
is constructed to ensure that the error system is stable and positive definite [12]. The system is
detected and decomposed, and only the IPR technology is applied to the undetectable subsystem of
the system. A fully reduced-order DIO for LTI systems with disturbance and measurement noise is
constructed [13]. By updating the local inter-regional estimation interaction and intersection operation
between agents, the necessary and sufficient conditions of collective stability and the distributed
construction method are given. For nonlinear discrete-time multi-agent systems, under the challenge of
unknown or bounded adversarial input, a complete framework for distributed elastic interval observer
design and stability analysis is proposed [14]. In addition, the DIO is also deeply integrated with
the event-triggered mechanism, which provides a controller design method for the network LTI
system [15]. For multi-Eulerian-Lagrange systems, the DIO designed by coordinate transformation
and monotone system theory improves the adaptability [16]. Although the DIO has achieved some
results, it still has obvious limitations such as large amount of calculation [13] and narrow application
range [12,14–16]. Inspired by the above discussion, this paper proposes a new DIO design method for
the CPS. The main contributions are as follows:

(1) Compared with Reference [9], this scheme introduces a distributed architecture, which can
estimate the upper and lower bounds of the system state in real time, and is suitable for scenarios with
non-high-precision observation requirements, effectively reducing the observation cost.

(2) In the design of the DIO, it is important to keep the order of the error system. In order
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to overcome this difficulty, References [12, 13] used the IPR method to increase the dimension of
the system, while Reference [15] required that the original system matrix can be transformed into
Metzler matrix form, but this paper does not need this restriction. In this paper, the system matrix is
decomposed into the form of the difference between the Metzler matrix and the nonnegative matrix,
which no longer depends on the IPR dimension, and does not need to limit the system matrix to
a positive matrix or Metzler matrix, thus effectively reducing the computational complexity and
broadening the application scenario.
Preliminaries on graph theory and notation: Distributed interaction depends on the communication
topology between nodes, which is described by a directed graph G = (V,E,A): V = {1, 2, . . . ,N} is
the set of nodes; E ⊆ V×V is the edge set, where (i, k) ∈ E denotes that nodes i and k can communicate
directly; A = [aik] ∈ RN×N represents the adjacency matrix with aik = 1 if and only if (i, k) ∈ E,
otherwise aik = 0; and the neighborhood set of node i is defined as Ni = { j | (i, j) ∈ E}. For a matrix P,
PT , and P−1, denote its transpose and its inverse, respectively. Furthermore, the Metzler representation

of P is denoted by PM and given by PM =

[
DP + F

+
P F

−

P

F P DP + F
+
P

]
. PM is a Metzler representation of

matrix P, where DP = diag{p11, . . . , pnn} and FP = P − DP, F +
P and F −P are the elementwise positive

and negative parts of FP, respectively, defined by F +
P = max{FP, 0},F −P = max{−FP, 0}. Consequently,

FP = F +
P − F

−
P , and both F +

P and F −P are nonnegative elementwise. I denotes the identity matrix
with appropriate dimension, and 0 denotes the null matrix of suitable dimensions. ⊗ represents the
Kronecker product, ‖x‖ denotes the Euclidean norm of x, and |V| denotes the cardinality of the setV.
For each eigenvalue λi(L j) of matrix L j, Re(λi(L j)) returns its real component, and min Re(λi(L j))
represents the minimum value among the real parts of all eigenvalues of L j.

Given a constant matrix D j, the matrix–vector product D jw j satisfies the following component-
wise outer bound: D+

j w j − D−j w j ≤ D jw j ≤ D+
j w j − D−j w j.

2. Problem formulation

An actual CPS can be modeled as an integration of the physical layer network and the network
layer network [17], including physical processes and signal transmission processes. The two
networks are coordinated and coupled with each other [18]. Consider a network with N subsystems
interconnected in a CPS. The kth subsystem is described by the pair (P(k),W (k)), where P(k) corresponds
to the physical part, while W (k), k ∈ {1, . . . ,N} denotes the cyber part.

In the physical layer, each subsystem is equipped with a set of sensors to measure part or all of the
state variables. The sensor output yk = C̄xk plays a dual role: On one hand, it is used for communication
among subsystems in the physical layer based on a specific network topologyH ; on the other hand, it
is transmitted to the cyber layer, enabling the latter to monitor and control the physical layer network.

The physical part P(k) is modeled by a nonlinear dynamical subsystem, denoted by
∑(k) [19]:

(k)∑
: ẋk(t) = Āxk(t) + B̄uk(t) + D̄Φk(x, t) + Ēωk(t) − α

N∑
r=1

hkrΛyr(t), (1)

where xk(t) ∈ Rn is the state, uk(t) ∈ Re is the control input, ωk(t) ∈ Rm is the unknown input, yk(t) ∈ Rp

is the measurement output, and Φk(x, t) ∈ Rr stands for the nonlinear term of the system. Ā, B̄, C̄, D̄,
and Ē are matrices with appropriate dimensions. H = [hkr] ∈ RN×N and Λ ∈ Rn×p are the coupling
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matrices describing the connections among components, and the fixed scalar α represents the coupling
strength.

In order to facilitate the subsequent analysis with process noise and measurement noise, we
integrate the above coupling subsystem model into a global continuous-time CPS model:ẋ(t) = Ax(t) + Bu(t) + Dw(t),

yi(t) = Cx(t) + Fv(t), i = 1, 2, . . . ,m,
(2)

where x(t) ∈ Rn, u(t) ∈ Rnu , y(t) ∈ Rny , w(t) ∈ Rnw , and v(t) ∈ Rnv stand for the state vector, the input
vector, the output vector, the process noise vector, and the measurement noise vector, respectively. For
all t ≥ 0, satisfy w ≤ w(t) ≤ w, v ≤ v(t) ≤ v. The constant matrices A, B, D, C, and F are known a
priori and have appropriate dimensions.

First, apply an equivalence transformation to the system matrix A ∈ Rn×n to convert it into a block
diagonal form [12]. Then there exists a nonsingular matrix Ψ = [Ψ1 Ψ2 · · · Ψs] ∈ Rn×n, with each
block Ψ j ∈ R

n×n j , satisfying the following relations: AΨ j = Ψ jA j, AΨ = ΨÃ. Here, Ã = diag{A j}, with
A j ∈ R

n j×n j . The dimensions of the blocks satisfy
∑s

j=1 n j = n, and A j is precisely the j-th diagonal
block of Ã. The real block diagonal transformation of any A requires exact conditions and a given
structure.

For the original system state x(t) = Ψξ, ξ = [ξT
1 ξ

T
2 . . . ξT

s ]T , ξ j ∈ R
n j , B̃ = Ψ−1B, and D̃ = Ψ−1D,

the system (2) can be transformed intoξ̇(t) = Ãξ(t) + B̃u(t) + D̃w(t),
yi(t) = Ciξ(t) + Fiv(t), i = 1, 2, . . . ,m.

(3)

We have the following assumptions:
Assumption 1. [20] The pair (A,C) is observable, while (A,Ci) is unobservable for all i ∈ V.
Assumption 2. [20] For ∀i ∈ V, j ∈ S, the necessary condition for a matrix pair (A j,Ci j) to be
observable is that Ci j , 0.
Define Oi ,

{
j ∈ S

∣∣∣ Ci j , 0
}
, and the corresponding unobservable set is the complement of Oi:

Oi =
{
j ∈ S

∣∣∣ j < Oi
}
. For any substate index j ∈ S, its converse observable set is defined as U j ,

{
i ∈

V
∣∣∣ j ∈ Oi

}
, which collects all agents capable of observing substate ξ j. The corresponding converse

unobservable set reads U j =
{
i ∈ V

∣∣∣ j < Oi
}
. Thus we can get i ∈ U j ⇐⇒ j ∈ Oi; i ∈ U j ⇐⇒ j ∈

Oi.
Lemma 1. Different from the centralized observer scheme that relies on the single global observability
of the pair (A,C), the distributed framework only requires the joint observability of all local output
aggregations, where some individual pairs (A j,Ci j) are unobservable and complete the estimation of
the global system state through neighbor communication [4].
Assumption 3. [20] The system (3) is globally observable with

⋃s
j=1 O j = S.

Assumption 4. [20] For a given communication topology graph G, for ∀ j, the nodes of set U j and
set U j form subgraphs G j and G j, respectively. The nodes of the unobservable subgraph G j form a
directed spanning tree, and the root node of the tree is pinned to the output edge of the observable
subgraph G j.

It shows from Assumption 2 that for any i ∈ V, there exists a nonsingular matrix ϑi such that
system (4) has the following form:
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
ξ̇io(t) = Ãioξio(t) + B̃iou(t) + D̃iow(t),
ξ̇ j(t) = Ã jξ j(t) + B̃ ju(t) + D̃ jw j(t), j ∈ Oi,

yi(t) = Cioξio(t) + Fiov(t), i = 1, 2, . . . ,m,

(4)

where

ϑiÃϑ>i =

[
Aio

Aio

]
, ϑiB̃ =

[
Bio

Bio

]
, C̃ϑ>i =

[
Cio 0

]
, ϑiD̃ =

[
Dio

Dio

]
.

Therefore, system (3) is virtually expressed as the form of system (4), which includes the
observable subsystem and unobservable subsystem.

3. Main results

For i ∈ V, xi and xi are the lower and upper bounds of the estimated state of the original system
generated by the i observer, respectively. Define the error variables eio(t) = ξio(t) − ξ̂io(t), eioz(t) =

Tioξio(t) − qio(t), ei j(t) = ξi j(t) − ξ j(t), and ei j(t) = ξ j(t) − ξi j
(t). The DIO of system (4) is designed as

follows:

q̇io(t) = TioAioξ̂io(t) + TioBiou(t) + Lio

(
yi(t) −Cioξ̂io(t)

)
,

ξ̂io(t) = qio(t) + Niyi(t),
ξio(t) = ξ̂io(t) + eio(t),
ξ

io
(t) = ξ̂io(t) + eio(t),

ξ̇i j =
(
DA j + F +

A j

)
ξi j − F

−
A j
ξ

i j
+ D+

j w j(t) − D−j w j(t) + γ j
∑

k∈N j
aik

(
ξk j − ξi j

)
+ B ju(t), j ∈ Oi,

ξ̇
i j

=
(
DA j + F +

A j

)
ξ

i j
− F −A j

ξi j + D+
j w j(t) − D−j w j(t) + γ j

∑
k∈N j

aik

(
ξ

k j
− ξ

i j

)
+ B ju(t), j ∈ Oi,

xi(t) = Ψ+ξi(t) − Ψ−ξ
i
(t),

xi(t) = Ψ+ξ
i
(t) − Ψ−ξi(t),

(5)

where γ j is a scalar to be designed, Lio and Ni are matrices to be designed, and the transformation
matrix is defined as Tio = I − NiCio, eio(t) = ξio(t) − ξ̂io(t), and eio(t) = ξ

io
(t) − ξ̂io(t).

The following theorem provides the parameter design strategy and stability demonstration for the
observation error system.
Theorem 1. Under the assumption that 1–4 holds, for ∀i ∈ V, if there is xi(0) ≤ x(0) ≤ xi(0) at the
initial time and the following conditions are satisfied, then for all t > 0, the estimators xi(t) and xi(t) in
system (5) satisfy xi(t) ≤ x(t) ≤ xi(t).

(i) There exist matrices Tio and Lio, such that Mio = (TioAio − LioCio) is a Hurwitz matrix.
(ii) For ∀ j ∈ S, there exists ε j > 0 and positive definite symmetric matrix Q j, P j such that

(AMj )T P j + P jAMj + Q j ≤ ε jP j. (6)

(iii) Let γ j > 0, j ∈ S satisfy

γ j ≥
ε j

2 min Re
(
λi(L j)

) , (7)

AIMS Mathematics Volume 11, Issue 9, 28436–28451.



28441

where L j denotes the submatrix of the Laplacian matrix L [12] and removes rows h and columns
h ∈ U j from L.

Proof. Its dynamic satisfies
ėioz(t) = Mioeio(t) + Hiod(t),
eio(t) = eioz(t) + Kiod(t).

(8)

For each i, where Hio = (TioDio − (MioNi + Lio)Fio), Kio = (I − NiFio), and di(t) =

(
wi(t)
vi(t)

)
, deduce

the error dynamics of eio(t) as shown below:

ėioz(t) = Mioeioz(t) + Hiod(t). (9)

Further, the expression of the estimation error is

eio(t) = eioz(t) + Kiod(t). (10)

Therefore, for all t ≥ 0, the outer bound of the estimation error satisfies

eioz(t) = Ψ+
Mio,Hio

(t)d − Ψ−Mio,Hio
(t)d + Ψ+

Mio
(t)eioz(0) − Ψ−Mio

(t)eioz(0),

eioz(t) = Ψ+
Mio,Hio

(t)d − Ψ−Mio,Hio
(t)d + Ψ+

Mio
(t)eioz(0) − Ψ−Mio

(t)eioz(0).
(11)

Finally, the upper and lower bounds of error are obtained:eio(t) = eioz(t) + K+
iod − K−iod,

eio(t) = eioz(t) + K+
iod − K−iod.

(12)

By comdtion (i), Miois a Hurwitz matrix. Then error dynamic system (9) is bounded and stable.
Therefore, eio ∈ [eio, eio]. Note that by formula (5), we have ξ

io
(t) ≤ ξio(t) ≤ ξio(t).

For any j, define error ei j(t) = ξi j(t) − ξ j(t), ei j(t) = ξ j(t) − ξi j
(t), then the dynamic error satisfies

ėi j(t) = (DA j + F +
A j

)ξi j(t) − F
−
A j
ξ

i j
(t) + γ j

∑
k∈Ni

aik(ξk j(t) − ξi j(t))

+ B ju(t) + D+
j w j(t) − D−j w j(t) − A jξ j(t) − B ju(t) − D jw j(t)

= (DA j + F +
A j

)ei j(t) + F −A j
ei j(t) + γ j

∑
k∈U j

aikek j −
∑
k∈Ni

aikei j


+ γ j

∑
k∈U j

aikek j + D+
j w j(t) − D−j w j(t) − D jw j(t).

(13)

Similarly, we have

ėi j(t) = (DA j + F +
A j

)ei j(t) + F −A j
ei j(t) + γ j

∑
k∈U j

aikek j −
∑
k∈Ni

aikei j


+ γ j

∑
k∈U j

aikek j + D jw j(t) − (D+
j w j(t) − D−j w j(t)).

(14)

AIMS Mathematics Volume 11, Issue 9, 28436–28451.



28442

For a fixed index j, let the vectors eu j ∈ R
n j |U j | and eu j ∈ R

n j |U j | be defined as the stacked vectors
of all ēi j satisfying i ∈ Ū j and i ∈ U j, respectively. Similarly, define eu j ∈ R

n j |U j | and eu j ∈ R
n j |U j |.

To facilitate the subsequent analysis, construct the error vector e j =

[
eu j

eu j

]
∈ Rn jm, i ∈ V. Let wi j =

γ j
∑

k∈U j
aikek j, i ∈ U j. The symbol w j(t) holds for every i ∈ U j. Denote by w j(t) the vector obtained

by stacking all wi j with i ∈ U j. Then w j(t) = W jeu j, where the matrix is W j ∈ R
n j |U j |×n j |U j |.

Therefore, the error dynamics can be expressed as[
ėu j

ėu j

]
= Ξe j

(
eu j

eu j

)
+

(
I ⊗ [(D+

j w j(t) − D−j w j(t)) − D jw j(t)]
I ⊗ [D jw j(t) − (D+

j w j(t) − D−j w j(t))]

)
+

[
W j

W j

] (
eu j

eu j

)
, (15)

where

Ξe j =

I ⊗ (DA j + F +
A j

) − γ jL j ⊗ I I ⊗ F −A j

I ⊗ F −A j
I ⊗ (DA j + F +

A j
) − γ jL j ⊗ I

 .
eio is bounded and positive, and the vectors eu j ∈ R

n j |U j | and eu j ∈ R
n j |U j | are defined as the

stacked vectors of all ēi j and ei j satisfying i ∈ U j, respectively. So the estimation errors eu j and eu j
are bounded and positive, and also the disturbance interval width w − w is a known bounded constant.
Since W j = γ jAŪ jU j ⊗ I and γ j > 0, the necessary and sufficient condition for the joint observation
error eu j to be positive and uniformly bounded is that the matrix Ξe j is a Hurwitz matrix and a Metzler
matrix. Next, we prove that the matrix Ξe j is a Hurwitz matrix and a Metzler matrix, respectively:
Step 1: The off-diagonal elements of I ⊗ (DA j +F +

A j)− γ jL j ⊗ I are positive, all entries of F +
A j

and F −A j

are nonnegative,and the matrix Ξe j is a Metzler matrix.
Step 2: From condition (ii), it follows from Lemma 7 in [21] that there necessarily exists for any j ∈ S,
ε1

j > 0, ε2
j > 0, and symmetric positive definite matrix Q1

j ,Q
2
j , P

1
j , P

2
j such that

A j
>P1

j + P1
j A j + Q1

j ≤ ε
1
j P

1
j , (16)

and
(DA j + FA j)

>P2
j + P2

j(DA j + FA j) + Q2
j ≤ ε

2
j P

2
j . (17)

Taking ε j = max{ε1
j , ε

2
j}, we have ε j ≥ ε

1
j and ε j ≥ ε

2
j combined with the inequality of Eqs (16)

and (17), thus the following inequalities hold:

(A j − γ jλ jiI j)T P1
j + P1

j(A j − γ jλ jkI) ≤ ε jP1
j − 2γ jλ jkP1

j , (18)

and (
DA j + |FA j | − γ jλ jiI

)T
P2

j + P2
j

(
DA j + |FA j | − γ jλ jiI

)
≤ ε jP2

j − 2γ jλ jkP2
j . (19)

Both (A j − γ jλ jiI) and (DA j + |FA j | − γ jλ jiI) are Hurwitz matrices. Therefore, the matrix[
A j − γ jλ jiI 0

0 DA j + |FA j | − γ jλ jiI

]
is a Hurwitz matrix.

In summary, Ξe j is the Metzler-Hurwitz matrix. This means that xi(t) ≤ xi(t) ≤ xi(t), ∀i ∈ V. The
proof is completed. �
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Remark 2. When Tio is a identity matrix, q̇io(t) = Aioξ̂io(t)+Biou(t)+Lio

(
yi(t) −Ciξ̂io(t)

)
is a traditional

interval observer.

Algorithm 1 Design of DIO for CPS
1: Compute the Laplacian matrix L of the communication topology.
2: Compute the nonsingular similarity matrix Ψ = [Ψ1 Ψ2 · · · Ψs] ∈ Rn×n from the generalized

eigenvectors of A satisfying AΨ = ΨÃ. Calculate Ψ+ = max(Ψ, 0), Ψ− = max(−Ψ, 0); check the
invertibility of Ψ as the feasibility condition.

3: for each j ∈ S do
4: Compute A j, C j, B j, D j, L j,DA j + F +

A j
and F −A j

.
5: Select parameters ε j, P j,Q j in (6); choose γ j in (7).
6: for each agent i ∈ V do
7: Construct non-singular transformation matrix ϑi; verify invertibility, reconstruct if singular.
8: Obtain Aio, Cio, Bio, Dio and compute observer gain Lio, auxiliary matrix Ni, and

transformation matrix Tio = I − NiCio.
9: end for

10: for each j ∈ S do
11: Construct error dynamics and update state bounds.
12: end for
13: end for

4. Numerical simulation

In this section, the effectiveness of the proposed DIO method is verified by a simple numerical
simulation. Consider the following system: A = diag{A1, A2, A3, A4}, where,

A1 =


−2.2 −1.1 −0.6
1.3 −1.4 0.7
0.9 1.0 −1.8

 , A2 =


−1.5 −1 −0.5
1.5 1 0.5
1 1 0

 , A3 =


−0.5 1.2 0
−1.2 −0.5 0

0 0 −2

 , A4 =


−4 1.8 0.6
2.5 −5 −1.2
1.0 0.8 −6

 .

C =


C1

C2

C3

C4

 =



0 0 0 0 0 0 −1 −2 1 0 0 0
0 0 0 0 0 0 1 0 2 0 0 0
0 0 0 0 0 0 0 0 0 −1 −2 1
0 0 0 0 0 0 0 0 0 1 0 2

1.2 −0.8 0.5 0 0 0 0 0 0 0 0 0
0.3 1.5 −0.7 0 0 0 0 0 0 0 0 0
0 0 0 1 0.9 0 0 0 0 0 0 0
0 0 0 0 1.1 1 0 0 0 0 0 0


.

B =
[

1 −1 1 1 −1 1 1 −1 1 1 −1 1
]T
, D = I12, F = I8.

This system is excited by a periodic signal defined by u(t) = 3 sin(t)−2 sin(3t). On the other hand,
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its dynamics are subject to unknown but bounded state disturbances

∀t ≥ 0, w(t) ∈ [w] =


[−0.5, 0.5]
[−0.5, 0.5]
[−0.5, 0.5]
[−0.5, 0.5]

 , (20)

and its measured output is corrupted by an additive bounded measurement noise,

∀t ≥ 0, v(t) ∈ [v] =


[−0.2, 0.2]
[−0.2, 0.2]
[−0.2, 0.2]
[−0.2, 0.2]

 . (21)

Design observer (5) as examples, and the values of the obtained matrices L, N, and T are

L1o =


−0.1438 0.2192
−0.1710 0.0097
0.1687 −0.3754

 , N1o =


0.0121 −0.0059
0.0080 0.0105
0.0020 −0.0190

 , T1o =


1.0180 0.0242 −0.0003
−0.0025 1.0160 −0.0290
0.0211 0.0041 1.0360

 ,

L2o =


−0.0199 0.0102
−0.0116 0.0149
−0.0093 0.0093

 , N2o =


0.0077 0.0003
0.0024 0.0134
−0.0124 0.0077

 , T2o =


1.0074 0.0154 −0.0083
−0.0110 1.0048 −0.0292
−0.0202 −0.0248 0.9969

 ,
L3o =


0.7526 −0.1598
0.1947 0.9015
0.3619 0.1655

 , N3o =


0121 −0.0059

0.0080 0.0105
0.0020 −0.019

 , T3o =


0.9859 0.0474 −0.0243
−0.0481 0.9987 −0.0039
−0.0055 −0.0101 1.0044

 ,
L4o = 10−7 ·


−0.0649 −0.3643
0.2479 0.5028
0.5653 0.5702

 , N4o = 10−4 ·


0.1924 −0.1688
−0.2713 −0.1151
−0.0566 0.0811

 , T4o =


1 0 0
0 1 0
0 0 1

 .
Therefore, (A,C) is an observable pair, but for ∀i ∈ V, the local system (A,Ci) is unobservable.

After calculation, the matrix is observable for (A1,C31), (A2,C42), (A3,C13), and (A4,C24).
The set x is divided into four groups, and the following is obtained:

O1 = {3}, O2 = {4}, O3 = {1}, O4 = {2}; U1 = {3}, U2 = {4}, U3 = {1}, U4 = {2}.

Both Assumptions 2 and 3 are satisfied.
The communication network of the four observers is given by the strongly connected directed

graph in Figure 1, which obviously satisfies Assumption 4. Since U2 = {4}, the corresponding
Laplacian matrix after deleting the corresponding rows and columns is:

L2 =


1 −1 0
0 1 −1
−1 0 2

 .
AIMS Mathematics Volume 11, Issue 9, 28436–28451.
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Figure 1. Communication topology.

The distributed observer form (6) is designed, and the initial value of the observer is given as
follows: xi0 = [3.5 − 4.5 2.5 3.5 − 4.5 2.5 3.5 − 4.5 2.5 3.5 − 4.5 2.5]T, xi0 = [6.5 − 1.5 5.5 6.5 −
1.5 5.5 6.5 − 1.5 5.5 6.5 − 1.5 5.5]T, i = 1, 2, 3, 4. The symbols xi

j and xi
j denote the tracking of the

j-th state component by the i-th observer.
Figures 2 and 3 show the tracking results of the DIO for state component 1 and state component 4,

respectively. It shows in Figures 2 and 3 that the upper and lower bound trajectories generated by each
observer always wrap the real state trajectory. Within one second, the state can be tracked, and the
state is wrapped in the upper and lower bounds of the estimation interval, and thus the interval width is
narrow, reflecting good estimation performance. In addition, Figure 4 shows the error norm variation
curve of all observation systems. It can be seen that the error norm is always bounded and ultimately
uniformly bounded.

Figure 2. Tracking of the upper and lower bounds of the state estimate corresponding to
state component 1 by each observer.
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Figure 3. Tracking of the upper and lower bounds of the state estimate corresponding to
state component 4 by each observer.

Figure 4. Comparison of the 2-norm errors among the upper bound, lower bound and true
state of the interval observer. Left subplot: The 2-norm error ‖xub(t) − xtrue(t)‖2 between the
upper bound and the true state; right subplot: The 2-norm error ‖xtrue(t)− xlb(t)‖2 between the
true state and the lower bound.

Suppose we consider another bounded noise and disturbance as follows:

w(t) = 0.6 (2rw − 13) , rw ∼ U[0, 1]3,

v(t) = 0.25 (2rv − 12) , rv ∼ U[0, 1]2,

where rw and rv are mutually independent random vectors, with each component uniformly distributed
over [0, 1]. 13 and 12 denote the three-dimensional and two-dimensional all-one vectors, respectively.
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The simulation results with revised bounded noise are illustrated in Figures 5 and 6. Therefore, under
the conditions of Assumptions 1–4 and Theorem 1, the DIO is robust to any bounded noise and can
ensure that the real state of the system is always within its interval estimation boundary.

As can be seen from Figure 7, although we have replaced the noise, its error norm is still within
the interval broadband.

In order to more intuitively compare the differences in communication overhead between different
methods, Table 1 summarizes the information dimensions that each method needs to exchange on each
node. It can be seen that this paper effectively reduces the communication dimension.

Table 1. Comparison table of exchange information dimensions of nodes.

Method Communication dimensions
Reference [22] D(1)

i = 2 · 4ℵ(Ni)n
Reference [13] D(2)

i = 2 · 4ℵ(Ni)(n − no)
Reference [12] D(3)

i = 2 · 4ℵ(Ni)(n − no)
This paper D(4)

i = 2 · ℵ(Ni)(n − no)

Figure 5. Tracking of the upper and lower bounds of the state estimate corresponding to
state component 1 by each observer under modified noise settings.
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Figure 6. Tracking of the upper and lower bounds of the state estimate corresponding to
state component 4 by each observer under modified noise settings.

Figure 7. Comparison of the 2-norm errors among the upper bound, lower bound, and true
state of the interval observer. Left subplot: The 2-norm error ‖xub(t) − xtrue(t)‖2 between the
upper bound and the true state; right subplot: The 2-norm error ‖xtrue(t)− xlb(t)‖2 between the
true state and the lower bound under modified noise settings.

ℵ(Ni) denotes the number of neighbors of node i, Di represents the exchange information
dimension of node i, and n is the dimension of the vector to be exchanged. Both References [12, 22]
adopted the IPR method to design interval observers. Nevertheless, References [12,13] only exchanged
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partial unknown information, which leads to the strict inequality D(3)
i = D(2)

i < D(1)
i . Meanwhile, the

proposed method abandons the IPR technique, so the dimension of information exchanged at each time
is greatly reduced, D(4)

i < D(2)
i . Therefore, compared with the methods in References [12, 13, 22], less

information needs to be exchanged in the proposed scheme.

5. Conclusions

In this paper, a state estimation method based on the DIO is proposed for a CPS system with
disturbance and noise. This method simplifies the distributed collaborative design by system block
diagonal transformation and gives a sufficient condition for the bounded stability of the observer error
system by using the Lyapunov stability theory and Riccati equation. The simulation results show that
the method can still achieve global state interval estimation, has a wide range of applications and less
information exchange, which verifies the effectiveness of the scheme.
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