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Abstract: This paper studies the leader-following bipartite consensus issue for multi-agent systems
(MASs) with event-triggered control strategy under denial-of-service (DoS) attacks. To prevent
parameters from growing unboundedly during the adaptive process, a projection operator-based
adaptive control algorithm combined with a distributed dynamic event-triggered (DET) control strategy
is introduced. This control strategy can also reduce unnecessary communication burden. Unlike most
existing control algorithms for structurally balanced graphs, a partition algorithm is used to achieve
bipartite consensus for the structurally unbalanced case. Besides, by utilizing LMI technology and the
Lyapunov function method, several criteria are established to guarantee the stability of error systems
under DoS attacks. Moreover, a proof by contradiction is employed to rule out Zeno behavior. Finally,
the effectiveness and superiority of the proposed approach are verified by a simulation example.
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1. Introduction

Over the past two decades, the consensus problem of multi-agent systems (MASs) has attracted
considerable attention from both academia and industry due to its superior performance and wide
application scenarios, such as multi-robot collaboration, spacecraft coordination, and vehicular
networks [1-3]. Based on the high robustness and flexible scalability of MASs, remarkable
achievements have been made in the study of cooperative control problems for such systems [4—6]. It
is worth noting that the aforementioned achievements only consider cooperative relationships among
agents, meaning that all weights in the communication topologies are positive. However, in practical
engineering, there exist not only cooperative but also competitive relationships between agents, such as
the bidirectional formation flight of autonomous aerial vehicles and the mutual confrontation between
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robots in soccer competitions [7]. Therefore, investigating the coexistence mechanism of cooperation
and competition has more practical application value.

The bipartite consensus issue for cooperative-competitive MASs has been extensively studied [8—
10]. In existing bipartite consensus control research, common control methods include event-triggered
control [11], impulsive control [12], feedback control [13], intermittent control [14], etc. Among
them, event-triggered control has gained popularity among scholars due to its ability to save energy
resources and effectively avoid continuous communication [15]. For example, in reference [16], a
distributed event-triggered strategy was introduced to solve the leader-following bipartite consensus
issue. [17] introduced a novel composite event-triggered control scheme for a fully distributed bipartite
compensator. This scheme achieves resource optimization. To further optimize the event-triggered
control strategy [18, 19], a dynamic event-triggered (DET) distributed model-predictive control
algorithm was proposed to dynamically adjust the trigger threshold, thereby reducing computational
and communication burdens. However, these studies assume that communication channels are secure,
whereas the consensus control of MASs heavily relies on information exchange over communication
networks, rendering such networks vulnerable to cyber attacks that can cause system instability.

Various cyberattacks threaten MASs, including Byzantine attacks [20], deception attacks [21],
and denial-of-service (DoS) attacks [22]. Among the myriad malicious attacks, the DoS attack is
the most common and dangerous form of network attack, which aims to disrupt system stability by
preventing information transmission between agents. For the bipartite consensus problem in MASs,
a large number of studies have considered the impact of DoS attacks and proposed corresponding
countermeasures [23]. For example, in reference [24], a bipartite containment control protocol
featuring a resilient event-triggered scheme was presented, which enabled MASs to withstand DoS
attacks while improving resource efficiency and fulfilling the control goal. In [25], a fully distributed
bipartite consensus problem was studied for MASs subjected to DoS attacks. Reference [26] studied
a bipartite containment control algorithm for MASs with external disturbances, where an attack
compensator is introduced to mitigate the adverse impacts of DoS attacks. Although [24-26] achieved
significant results in combating DoS attacks, the above results mainly consider structurally balanced
topology. How to achieve bipartite consensus control of MASs under network attacks in unbalanced
communication topology is worth further study. Recently, a classification optimization algorithm based
on unbalanced communication topology graph was proposed in the references [27, 28] to achieve
bipartite consensus, which makes the research more general, but resource saving was not considered.

It is observed that the above control strategies all adopt the same constant gain. Such a uniform gain
often results in redundant inter-agent signal transmission. Therefore, a distributed adaptive control
scheme was proposed to dynamically adjust the coupling gain [29,30]. However, in the presence of
noise and interference, the coupling gain may still gradually increase when the system has achieved
consensus. To solve this problem, reference [31] proposed a distributed control method based entirely
on projection operators, which restricts the adaptive gain to operate within a specific region without
the need to know the exact structure of the constraint set in advance. The scarcity of research on
bipartite consensus for competitive MASs under DoS attacks, particularly those with unbalanced
communication topology and using projection operator-based adaptive DET control, provides the
primary impetus for this article.

Compared with the existing studies [23, 32], the proposed framework does not simply place the
partition algorithm, projection operator, and DET mechanism in parallel. The partition algorithm
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first extracts a useful topology and determines the antagonistic camps, thereby providing a suitable
transformed Laplacian matrix for the subsequent control design. Based on this topology, the projection-
based adaptive law and the DET condition are coupled through the same sampled disagreement
variables, so that gain regulation and transmission decisions enter a unified stability analysis.
Furthermore, the controller, adaptive law, and dynamic triggering variable are coordinated over the
safe and effective DoS intervals, including the post-attack recovery delay. This coupling distinguishes
the proposed method from existing results considering these issues separately.

Motivated by the above observations, this paper investigates the bipartite consensus problem for
MASs with a structurally unbalanced graph under DoS attacks using DET schemes. Specifically, a
projection operator-based adaptive protocol integrated with DET control is developed to ensure the
closed-loop system stability. The main contributions are threefold:

1) Different from [27,28], this paper proposes a DET scheme incorporating adaptive coupling gains
for MASs with DoS attacks, in which the proposed projection operator-based adaptive updating gains
are always maintained within a constrained feasible set to prevent unbounded parameter growth during
adaptation.

2) In the previous works, most bipartite consensus control of MASs is based on the structurally
balanced graph [24-26]. We used a partition algorithm and projection operator-based adaptive DET
control scheme to achieve the bipartite consensus based on the structurally unbalanced communication
topology, which is more general and challenging.

3) Unlike the work in [23,33], which deals with DoS attacks without DoS-induced delay, this paper
incorporates DoS-induced delays to reflect realistic scenarios where communication may fail to resume
promptly after an attack.

Notations: Define R and R* as the sets of real and positive real numbers, respectively. R denotes
the space of n X m real matrices. || - || is the Euclidean vector norm, sgn(-) the sign function, and ® the
Kronecker product.

2. Preliminaries

2.1. Graph theory

Let G = (V, E, A) be a signed graph, which consists of a set of nodes V = {v,...,vy} and a set
of edges E C V x V. A signed adjacency matrix is A = [a;;]yxy € RVN. If a;; > 0, the relationship
between v; and v; is cooperative; if a;; < 0, it is competitive. The Laplacian matrix L = [I;;]yxn € RNV
is defined as

—aij, i # J,
; N
Y § layl, i=J.
J=1
j#i

The leader vy is taken into consideration in the network, then let G = G U {vy} = (W, E,A) be
another signed digraph, where V=VU {vo} and E C YV x V. Define the matrix L = L + Lo, where
Ly = diag{lyo, b, - - - , Ino} denotes the connection from the leader to the followers. The signed digraph
G considered in this paper is structurally unbalanced.
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Definition 2.1. In the signed undirected graph G, the shortest path along which node v;, receives
messages from node v; j is given by L; = min{(v;1,vi2), (Vi2,Vi3), ..., (Vij-1,Vi;)}. The path L; > 0,
if the edge signs satisfy a;,;, - i, "+ @i, > 0; otherwise, L; < 0. (Here, v;,,, ; represents the sign
or weight attached to the undirected edge (v;, V), and because the graph is undirected, we have

Qi ix = aik,ik+1')

Assumption 2.1. The signed undirected graph G is connected.

2.2. A partition algorithm

To address the structural unbalance in the original undirected graph, a partition algorithm based
on node state signs is employed to reconstruct the topology. According to Definition 1, the proposed
partition algorithm divides nodes into two sets g; and g,, which satisfy g Ng, = 0, g, U g, = V.
Moreover, i,j € g, (e € {1,2}) if and only if ¢;; > 0, and i € G.,j € g3-. (e € {1,2}) if and only
if ajj < 0. § is defined as § = diag{l,,b,...,Iy}, where [; = 1ifi € gy and [; = -1 if i € g,.
The detailed process is presented in Algorithm 1. The Laplacian matrix corresponding to the modified
topology is denoted as L, which satisfies a specific decomposition relationship with the original matrix.
Consequently, due to the structural transformation executed by Algorithm 1, the elements of L and the
associated parameters /;; are updated accordingly. This algorithm aims to eliminate structural conflicts,
thereby ensuring that the system can effectively converge to bipartite consensus.

Based on the above Algorithm 1, we can obtain the following conditions: SAS = Aand SLS = L,
where A = (|a; iDaxy and [ denote the adjacency matrix and Laplacian matrices of the corresponding
unsigned graph G, respectively. Then, denote the smallest and largest eigenvalues of L as Apn(L) and
Amax (L), respectively.

Remark 2.1. Under Assumption 2.1, the leader-augmented signed undirected graph is finite and
connected. Therefore, every follower has a finite distance from the leader, and each node in M), has
at least one candidate parent in M,_,. Since every follower is assigned once, Algorithm 1 terminates
after at most N layers. For each selected parent edge (v;,v;), the assignment [; = [;sgn(a;;) yields
liajjl; = la;j| > 0. By induction over the distance layers, all retained edges of the modified topology
satisfy the prescribed intra-camp and inter-camp sign relationships. This establishes the correctness
of the partition and leads to SAS = A and SLS = L for the modified topology. The maximum-
weight rule together with the minimum-index tie-breaking rule produces a deterministic partition for
a fixed leader, node labeling, and edge weights. Nevertheless, the result is not claimed to be globally
optimal, and different leaders or tie-breaking rules may produce different modified topologies. The
computational complexity is O(N+|E|) using adjacency lists and O(N?) using an adjacency matrix. The
algorithm is applicable to finite, connected, static signed undirected graphs; disconnected, directed,
or time-varying graphs require further extensions.

2.3. Mathematical model

Consider an MAS consisting of N followers, and the dynamics can be expressed as
xi(t) = Axi(t) + Bl/tl'(t), (21)
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Algorithm 1 Node Partition Algorithm for Signed Undirected Graphs
Require: Signed undirected graph G = (V, E, A), leader node vy.
Ensure: For sets g; and @5, g1 U g, = V.

1: Initialization:

2: Calculate the shortest path length L; for all nodes v; € V relative to vy.
3. Construct sets My = {vo}and M), = {v; | Ly = h}forh=1,... .
4: Set gy « {vo}, g2 < 0.
5: Assign sign value S (vy) < 1 (Positive).
6: Main Loop:
7: for h =1to y do
8: for each node v; € M; do
9: /| Step 1: Identify candidate parent nodes in M,,_,
10: Let Pl’ = {Vk e M, | {Vk, V,'} € E}
11: /| Step 2: Select the unique parent v; based on max weight
12: Find v; that satisfies the criterion:
13: j = mink | laisl = max,,ep, la ).
14: /| Step 3: Determine path sign and partition
15: Calculate sign of unique path: S(v;) = S(v;) X sgn(a; ;).
16: if S(v;) > 0 then
17: g1 < q1 Y {v}
18: else
19: G2 < g2 Y {vi}
20: end if
21: end for
22: end for

23: return g, g

where x;() € R" and u;(r) € R™ represent the state vector and the control input of i-th follower, A, B
are constant matrices. The leader can be denoted as

Xo(1) = Axo(1),

where xy(7) € R".

Definition 2.2. For any initial condition x;(0),i = 1,..., N, the MAS given in (2.1) is said to achieve
bipartite consensus if

lim ||x;(£) — s;ixo(0)]| =0, i€N.
t—0o0
Assumption 2.2. The matrix pair (A, B) in (2.1) is stabilizable.

2.4. DoS attacks model

This study focuses on MASs subject to DoS attacks, where the attacks are imposed on the controller
of each individual agent rather than on communication edges. Specifically, for agent i, the control
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input may be maliciously blocked during certain time intervals, which leads to temporary controller
failure. Let {T}} denote the sequence of attack starting instants acting on the controller of agent i, and
let 7, be the finite duration of the k-th attack. Then, the corresponding attack interval is defined as
Iy = [Ty, Ty + 1¢). During this interval, the controller of agent i is disabled, and the control input is
assumed to satisfy u;(r) = 0. After each attack interval, the adversary enters an attack-free period,
denoted by [T + Ty, Ti+1), during which the controller of agent i recovers and normal control updates
can be applied. The alternating occurrence of attack-active and attack-free periods reflects a practical
intermittent attack pattern in real networked control systems.

In practice, the end of a DoS attack does not necessarily imply the immediate recovery of the
controller. Due to signal retransmission, controller restarting, or information resynchronization, a
DoS-induced recovery delay may occur after each attack interval. Let y; denote the recovery delay
following the k-th DoS attack, where 0 < y; < y and y > 0 is a known upper bound. Then, the
effective DoS interval can be described as I} = [Ty, Ty + 74 + xi). During I}, the controller of agent
i is regarded as unavailable, and valid control updates can only be resumed after 7 + 7 + yx. Thus,
the DoS-induced delay enlarges the actual unavailable period of the controller and provides a more
realistic description of intermittent attack effects in MASs.

For agent i, the set of all time instants affected by DoS attacks over the interval [z,, ;) is given by

lPalt(l‘a,l‘b) = U IZ N [taa tb)-
keN+

Similarly, the corresponding attack-free time set over [#,, #,) is defined as

(Dsafe(ta’ tb) = [taa tb) \ \Patt(taa tb)-

Assumption 2.3. (DoS duration). For any time interval [ty,t), the total duration of DoS attacks is
assumed to be bounded. Specifically, there exist constants Ny > 0 and Q > 1 such that
t—1

W(ty,t) < N; + ,
(Oa)— 1 Q]

where Y(ty, t) denotes the total length of DoS attack intervals over [t, t).

Assumption 2.4. (DoS frequency). For any time interval [ty,1), the occurrence frequency of DoS
attacks is constrained by an average dwell-time-type condition. That is, there exist constants N, > 0
and Q, > 0 satisfying

r—1

th, 1) < N, + ,
©(to, 1) 2+,

where 9(ty, t) represents the number of DoS attacks occurring during [ty, t).

Remark 2.2. It should be noted that a recovery delay may arise after each DoS attack ends, since the
communication among agents may not be restored immediately. To characterize this effect, each DoS
interval is upper bounded by a positive constant x. Let ¥ (t,t) be the union of the valid DoS attack
intervals on (1, 1). Then, let ¥} (to,1) < ¥(to, 1) + 9(to, )x. Similarly, ¥, ; (t, 1) represent the union of

the valid safe intervals over [ty,t). Hence, Y7 . (to,t) = t — to — ¥}, (t0, ).

safe
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Remark 2.3. Assumptions 2.3 and 2.4 follow the standard duration-frequency characterization of DoS
attacks [34]. From a switched-system perspective, the DoS-affected error system alternates between a
controlled safe mode and a controller-unavailable attack mode. This interpretation differs from that of
switching-topology MASs: In the latter, the adjacency and Laplacian matrices vary with time, whereas
in this work the signed graph and its Laplacian matrix remain fixed, and only the availability of the
controller is switched by the DoS signal. Assumption 2.3 bounds the cumulative residence time in the
attack mode, while Assumption 2.4 is an average dwell-time-type constraint that limits the occurrence
frequency of DoS intervals. Both constraints are required because frequent short attacks may introduce
a significant cumulative recovery delay even when their original duration is small. Since 0 < y; < x,
the effective DoS duration satisfies |V, (to, 1)| < [Vau(to, )| + x9(t0, 1) < Ny + Noy + (Qi] + Qiz) (t = 1y).
This estimate is used in Theorem 3.1 to ensure that the Lyapunov decay accumulated during the safe
intervals dominates the possible growth during the effective DoS intervals.

We aim to introduce an adaptive control framework for MASs under DoS attacks, which forces all
error system signals to approach zero. The next section presents the main results.

3. Main results

This section mainly develops an adaptive DET control strategy to reduce the communication burden
and achieve bipartite consensus for MAS (2.1) that suffers from DoS attacks.

3.1. Adaptive DET control strategy

The adaptive DET control scheme in this paper is developed in two stages: first, a projection-
operator-based nominal adaptive control, followed by the design of a DET control. Denote the
triggering instant as 7, (k € Z*), where the triggering times 0 = #; < --- < r; < --- are decided
by the DET condition (3.2). For t € [, 1, ), let X;(t) = x;(z,). Similarly, £;(¢) and X,(¢) denote the most
recently received states of neighbor j and the leader, respectively. Then, an adaptive DET consensus
control strategy is developed as

N
ui(t) = 5i(t)K(Z laij|(£i(r) — sgn(ai)X;(1) + lliol(X; — si%0)),
j=1

() cProji(Ci, M;), 1ift € Qy,r(0,1),
Ci =
O, lf re Tutl(O’ t)v

where K = —B" P is the feedback gain matrix, and ¢ > 0. For convenience, we will replace ¢;(f) with
¢; next.

Letd ={¢; e R:(c<¢ £¢); 1i=1,...,n}, where ¢ and ¢ are the minimum and maximum
limits of ¢; in the set §. Furthermore, for a sufficiently small constant € > 0, define the compact
convex set 0, = {6} ER:c+e<é<Cc-¢,i=1,... ,N}, where 6, C 6. The projection operator
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Proj,(d;, M;) : R X R — R is defined component wise as

(EHM;, ife>t-¢
Proji(e, M) =3 (M, if & <c+e, (3.1)

M, otherwise,

where M; = e47 (OT4:(1), 4:(1) = T, lai|(Ri() = sgn(a;)2,(0)) + lol(R:(2) = s:%(t)). Due to M; is
projected onto the constrained set 6, the projection operator

(& = B)(Proji(¢i,M;) — M;) <0
holds for a given 8 € 6, where 8 € R.

Remark 3.1. In [32], to overcome difficulties caused by disturbances and other uncertainties, the
corresponding control method adjusts the coupling gain until it reaches a prescribed upper bound, after
which the adaptation process is terminated. However, the determination of this bound still depends on
global information of the Laplacian matrix. In contrast, the proposed control method in (3.1) employs
the projection operator to constrain the adaptive coupling gain ¢; within a prescribed compact set 6.
This mechanism prevents the adaptive gain from unbounded growth while preserving the distributed
nature of the controller. Moreover, since the exact upper bound required by the graph topology is
not explicitly needed in the controller design, ¢ can be selected sufficiently large, thereby relaxing the
dependence on global graph information.

Next, denote 6;(r) = x;(f) — s;x0(¢) as the bipartite consensus error. Let 5:(t) = £:(t) — s;%0(¢) and
5:(t) = 6:(t) — 4:(f), which stand for estimation error and error difference, respectively.
Let %;(¢t) = x;(t) — X;(¢), then t,i .1 1s obtained from the DET condition as follows:

S ; A Ty KB o s
teer = inf{t > 1 1 1 € Dyope, GG (DT G:(1) — gqf(t)l“qi(t)] > ni(D}, (3.2)
where constant 8, > 0, k = —ehldoe) 5 g ¢ = é + ammlax(i) > 0, and g;(t) = Z;Vzl |a;;|(X;(t) —

sgn(a; )X (1)) + |Lipl(X;(2) — siXo(1)). The parameters I, g1, and &, will be specified later.
Besides, n;(¢) satisfies:

(3.3)

iy = L PID = G0, 1€ Puage(0.1),
’ 0, if € ¥,(0,1),

where 17;(0) > 0, p; > 0, and &; > 0. It follows from (3.3) that
ni(t) = 771(0) exXp [_ (pi + ;;) |(Dsafe(0, t)|] > 0

Therefore, 3", 1,(t) is nonnegative for all # > 0.
Under Assumption 2.2, for given matrix Q > 0, the following algebraic Riccati equation

ATP+ PA — cdpin(DT + 0 =0

has a unique solution P > 0. Thus, let K = -B"P,I" = PBB'P.
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Theorem 3.1. Under Assumptions 2.3 and 2.4, bipartite consensus of MASs using the DET control
protocol in the presence of DoS attacks is guaranteed if the following condition holds:

1 167
S S (3.4)
Q Q, a+
. B i— A T .
where two positive constants @« = min{ j“‘L((%;, oi + f’e—_f}, & = W > 0, and p;, B, and 6; will be

specified later.

Remark 3.2. The main difficulty introduced by the recovery delay is that the controller cannot resume
immediately after an attack, and the consensus error may continue to evolve under the uncontrolled
dynamics during the recovery phase. Since the recovery delay occurs after every attack, its cumulative
effect depends on both the delay bound and the attack frequency, leading to the additional term
X/ in the stability condition. Here, a represents the error decay rate during safe intervals, &
characterizes the possible error growth during effective DoS intervals, and 1/Q, and 1/Q; reflect the

DoS-duration ratio and attack frequency, respectively. The parameters should satisfy Q% + Qiz < =,

and the maximum admissible recovery delay is xmax = 2 (ﬁ - Q%) Thus, increasing x linearly

decreases the guaranteed convergence margin in (3.18). Since this condition is derived using worst-
case bounds, it is sufficient and may be conservative. For the projection interval [c,c], ¢ should
provide sufficient coupling strength, whereas ¢ should avoid premature gain saturation while satisfying
actuator limitations, with the initial adaptive gain selected inside this interval.

Proof. We choose the Lyapunov function as

Vi(t) = 67 ()(Iy ® P)o(t),

N
Va(t) = > milo),

i=1

N

Vi) = 5= 3 (& = P& )

i=1

and

U@ = Vi) + V2(0),

W(t) = e U(t) + V3(2).

The exponential term e® acts as an integrating factor. It is introduced to incorporate the desired
decay rate a into the Lyapunov analysis and to compare the decay accumulated during the safe
intervals with the possible growth during the DoS intervals. For notational convenience, set 6(f) =
[67 (0, 65(0), ..., oD, 6(1) = [6](1),03(), ..., 051", 8(t) = [6](1),65(0),...,o4(N]", and g(r) =
[91(®),....q, 01"
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Then, the subsequent analysis is carried out separately for two cases, namely the attack-active
intervals and the intervals without attacks.
Case 1: When the agent is free of attacks, differentiating 0;(¢) = x;(t) — s;xo(?) gives

5:(t) = AS;(t) + Bu(t).

According to Algorithm 1 and the definition of the pinned signed Laplacian matrix L, the sampled
disagreement vector satisfies g(f) = (L®1,)5(1). Define ¢ = diag{¢,(?), ..., cn(?)}. By stacking the error
dynamics and substituting u(f) = (¢() ® K)g(t) and K = —B" P, we obtain

5(t) = (Iy ® A)S(f) — (&(f) ® BBT P)j(1). (3.5)
Then, substituting (3.5) into the V(f), one obtains

Vi) = 8T (H)(Iy ® (AT P + PA))S(t) — 267 (1)(& @ T)g(7)
= 6T () Uy ® (ATP + PA)S(1) — 267 (1) (L @ T)d(7)
=67 ()(Iy ® (ATP + PA))S(t) — 267 (1) (L ® T)6(¢) + 267 (1)(eL(t) @ 1) (2). (3.6)

Regarding the final item of (3.6),
267 (1)L ® 1)é (1) = 267 (£)(eL ® I)d(1)
< 167 (D@L TS0 + 8%53@)(&2 ®D)5,(1), (3.7)
where SLS = L, 0 < & < 1, and 6,(1) = (S ® [)d(1), 6,(t) = (S ® In)5(1).
Because of 6;(r) = (1) + 8,(t), from (3.7), we have
Vi) < 6T (O)Uy ® (ATP + PA))S(t) — 67 (t)(eL @ )6,(t)
— 8T ()L ®)d,(1) + &16" (£)(EL ® TS ,(F) + Siléf(éi ®T)d,(1)
< 8T (O(Iy ® (ATP + PA))S(t) — cAmin(L)ST (H)T5,(1)
— 8T(O(EL®T)S,(1) + £167 ()(EL @ T)S,(1) + glléf(ét ®@T)d,()
< 6T (O(Iy ® (ATP + PA) — cApin(L) @ T)6(1)

+ (g1 — DT ()L @ T)o,(t) + 555(613 @ 1)5,(1), (3.8)
1

where ¢() = [¢T(®), ..., gL, g,(t) = (L ® Iy)d,(1), and §,(t) = (L ® Iy)3,(t). Then,
(&1 — DL (DL ®T)o,(1)

q" (O ®T)g(t)

81—1

< -
Amax (L)

N

&1 — 1 A T
< = Ciq; Iq;(?)
) &

AIMS Mathematics Volume 11, Issue 8, 25295-25321.



25305

i l—‘i ~ l—wi s
PN 2 ¢iq; (OI'g(1) + D ilcql OT'g(2)

where 0 < &, < 1. Substituting (3.9) into (3.8) yields

L e =D - &) © 5 AT (N (&1 - D1 -1) Y Z .

Vi(t) < 6T (U ® (ATP + PA) — cApin(L) @ D)6,(1)

(81—1)(1—82) o AT E@-Dl-0& .
4T (OTg:(0) + _ ! (OTG(0)
Aoy LT Loae(D) ;”’ 1
LS g orao
glﬂmax( ) i=1
< T (t)(Iy® (ATP + PA) — cAmin(D) ®T)5,(0)
R TETSR U, ele-DA-D+1 Y
zltrit"' = iitl"it.
2 OO T ;cqo Gi0)

Taking the derivative with respect to V;(f), we can get
N
Va(t) = k) (& = BYProji(é;, M),
=1

where k = %((1;2) >0, and M; = g; (DT q(2).

Combining (3.10) and (3.11), one has
eV (t) + Vs(t) < e”6T(1)(Iy ® (ATP + PA) — cAmin(L) @ T)5,(1)

N
K
— "k Y &4 (OTgi(0) + e™(— + ——) ) &g (OTg] (1)
; & glﬁmax Z

N
+x ) (@~ BProjién M)
i=1

< 5T (1)(In ® (ATP + PA) = cAmin(L) ® T)58,(1)
N N
— Kk ) &M+ KBM; — KBM; + k ) (& = B)Proji(¢:, M)
i=1 i=1
N
+e" Y &gl (DTG (1)
i=1
< e”ST(t)(Iy ® (ATP + PA) — cApin(L) @ T)6,(1)
A AT KB

N
+K Z(@i = B)(Proji(ei, M) = My) + " €(&:g; (T qi(?) - —CI,TFCZ-(I))

i=1
< e“’dT(t)(IN ® (ATP + PA) — cApin(L) ® T)d,(1)

+KZ(CI PIProji(e. M) - M) + €3

i=1 l

(3.9)

(3.10)

(3.11)

(3.12)
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1
where £ = £ + — > 0.
€2 &1 dmax (L)

Taking the derivative with respect to V,(¢), we can get

N
Va(t) < = > pmi(t) - %ni(t>. (3.13)
i=1 !

Then, based on (3.12) and (3.13), we can obtain

W) < e™57(£)(Iy ® (AT P + PA) — cApin(L) @ 1)d,(%)

N
+ K ) (& = B)(Proji(é;, Mi) — My)
i=1
YT ORI & v
ST Zl OB Zl o)
< e®5T()(Iy ® (ATP + PA) — cApin(L) @ T)5,(1)

N
k) (&= B)(Proji(ei, My) — M)

i=1

=L X
o+ 5 Y
! i=1

0
at /lminQ
/lmax(P)

T (H(Uy ® P)5(r)

N
+ KZ(&' - B)(Proji(ci, M;) — M)

i=1

at fl'_f Z
-epit = )énm

< —ae™(Vi(t) + Va(1)
< —ae”U(1),

where a positive constant @ = min{fl“““—((%, pi + ’30—_[} This implies that:

e"U@) S W@Et) S W(Tk+ 1+ xu)s 1€ [Th + 7r+ xi Ther)
Then, we have
Ut) < e T OW(Ty + 1+ xa), 1€ [Th+ T+ Xk Tist)-

Case 2. When the agent is under DoS attacks, for t € W,,(%, ), we can obtain that 6(¢) = (Iy ® A)d(1)
due to u;(r) = 0. Then,

N
V(1) < e™6T ()(Iy ® (ATP + PA))(1) + e* (1) + S Z(@,- — Bt

i=1
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ot Amax(ATP + PA)
<e
Amin(P )
< @e™ V(1)

< @e"U(r),

ST((Iy ® P)S(1)

where & = % > 0. Because of W(¢) = V(¢) + ae®U(t), where V(t) = e U(t) + V5(t), we have

W) < e™(a+a)U()
<(@+W@). (3.14)

According to (3.14), we can obtain
W(t) < e TOW(T),  t e [Ty, Tr + +7% + X0)-
Also, we have e“U(t) < W(t), that is,
Ut) < "TOW(Ty), 1€ [Ty, Ti + +74 + x0).
Thus, according to Case 1 and Case 2, for t € [T} + Tx + X, Tx+1), OnE gets

U(l) < e_a(t_Tk_Tk_Xk)W(Tk + Ty +)(k)
< e—d(t—Tk—Tk—Xk)e@(TkJer)W(Tk)

IA

. <

e—w(t—‘l’zn(lo,f))e@(‘f’;u(to,t)) W(O) (3_ 15)

IA

When ¢ € [Ty, Ty + 71 + x«), we have

U(t) < e TOW(Ty)
< e@(I—Tk)e—a(Tk—Tk—l—Tk-l—)(k—l)W(Tk_] + Th +Xk—1)

<...<

< e oD a0y (), (3.16)
Based on (3.15) and (3.16), it can be concluded that
U(t) < e Fulo) pdFauoD (), (3.17)
From (3.17), we have

U(t) < @O (Fy (t0.0)-an) 7 )
< e(d+&)(‘l’(to,t)+g.)(t0’t))()_(nW(O)

< QAFOWNIEN2) DG )=l ) (3.18)

According to (3.18), if the sufficient condition Theorem 3.1 holds, then [(« + d/)(gil + Qiz) —a] <0.
Therefore, the Lyapunov function V(¢) asymptotically converges to zero as t — oo. Since V(t) > 0,
and 0;(t) = x;(t) — s;x0(?), it follows that 6,(f) — 0 as t — oo. Consequently, the followers can achieve
leader-following bipartite consensus under DoS attacks.
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Remark 3.3. From the proof of Theorem 3.1, the resilience of the MAS against DoS attacks is closely
related to the transformed signed topology. Specifically, Amin(L) and Aoy (L) affect the algebraic Riccati
equation (ARE) solution P and the decay rate a. A denser topology or stronger interaction weights can
enlarge the eigenvalue margin of L, thereby strengthening the stabilizing effect of the control protocol.
Moreover, from QLI + Q% < A&
intervals, which explains the enhanced robustness and faster recovery of highly connected MASs.

a larger a and a smaller & imply stronger tolerance to DoS-active

Theorem 3.2. Under the conditions about triggering parameters stated in Theorem 3.1, the adaptive
DET control is guaranteed to be free of Zeno behavior.

Proof. To prove by contradiction, we first assume that the Zeno phenomenon does occur. This implies
the existence of a finite 7' > 0 satisfying limy_,« #;, = T, which implies limy_,(#;,, — ;) = 0.

N
gi(t) = Z |a;j|(%i(1) — sgn(a; )X (1)) + il (X;(r) — 5:X0(1)),

i=0

where X;(t) = x;(t) — x;(1).
D*|gi(0)ll < gl < llgioll

N
<llAg:i(r) + B Z |aij|(ui(t) — sgn(aij)u (1)) + Blliolu; (1)l

i=1

N
< lAgi(t) + Agi(r) + BZ |a;|(ui(t) — sgn(a;j)u;(t)) + Blliolu;(?)l|
i=1

N
< JAING:OI + IANNG: (O + [|1Bl] Z lajll| (i (1) — sgn(a;;)u;()) + | Bl Ll ()l
i=1
< IAllllg:OIl + @, (3.19)

where @; = sup,i o HIANIGOI + I1BII S lalll(ui(2) — sgn(aipu(1) + IBlllLolllu(D)l}. Then, based
on (3.19), we have

~ Wi —f
g0l < 7o (1 1), (3.20)

According to 7;(¢) > —p;n;(t) — %ni(t), we can obtain

L&
ni(t) > m(O)e_(p’”f 3 (3.21)
When ¢ = £, , one gets
A VGT(H Ta.(f KB ot i Npa o4 i
6; (Ci(tk+1)CIiT(tk+1)r‘1i(tk+1) - 7qz—'r(tk+1)r%(tk+l)) = 1t 1) (3.22)
and
0. AnaxONG 1 DI = ity ). (3.23)
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Combining (3.20) and (3.23), one has

2

_ w; i _ ,+Q),i

0,¢ A0 (1) [— MG =) _ 1 ] > 1:(0)e (p’ % et
llAll ( )

that is,

! Al \/m(O)e-w/@”’iﬂ

£ —t>—In|l+ -
ol g ”A” w; HiC/lmax(r)

Since all closed-loop signals are bounded on the finite interval [0, T'), there exists a constant @; > 0,
independent of k, such that @; < @;. Let

Since #;, | < T, it follows that

=7 > 0.

i i
f — 4 = oo In i

1Al

. -viT
N YO
Wi 01' C/lmax (F)

On the other hand, the assumption limy_,, #, = T < co implies

lim (1, — 1) = 0.
Taking the limit in the preceding lower-bound inequality yields
0>1;>0,

which is a contradiction. Therefore, the triggering instants cannot accumulate within a finite time, and
Zeno behavior is excluded.

4. Numerical simulation

In this section, a MAS consisting of one leader and six followers is considered to validate the
proposed scheme. As depicted in Figure 1, the original structurally unbalanced signed graph is
processed by Algorithm 1, through which the followers are partitioned into two antagonistic camps
and transformed into an equivalent structurally balanced form. This transformation provides the
graph-theoretic foundation for the subsequent bipartite consensus analysis. To thoroughly assess the
effectiveness and robustness of the proposed adaptive DET control strategy under DoS attacks, the
numerical simulation example is designed as follows.
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Node Partition Algorithm for Signed Undirected Graphs

Figure 1. Original and reconstructed communication topologies of the six-agent system.

Example 1. Six agents: In practical networked engineering systems, MASs are often affected by
structurally unbalanced interactions, limited communication resources, and malicious DoS attacks,
which make it challenging to guarantee accurate cooperative tracking and bipartite consensus. To
overcome this challenge, we develop a DET control scheme with projection operator-based adaptive
coupling gains. The proposed method reduces unnecessary information transmission, constrains the
coupling parameters within a feasible range, and enables follower agents to achieve leader-following
bipartite consensus despite intermittent DoS-induced communication interruptions.
According to the ARE, with Q = I5, the matrix P can be obtained as

0.4996 0.2483 0.1210
P =10.2483 0.7432 0.4213].
0.1210 04213 0.8982
Then,
K=-B'P= [—0.1210 ~0.4213 —0.8982].
Moreover,

0.0510 0.1775 0.3784
0.1087 0.3784 0.8067

I'=PBB'P =

0.0147 0.0510 O. 1087}

According to Figure 1, one obtains the adjacency matrix A and the pinning matrix H as follows:

[ 0 10 -08 -08 O 0 | (1.2 0 0 0 0 0 ]
1.0 0 09 0 0.7 0 0O 00 0 0 O
A= -08 09 O 1.0 0 0.8 H = 0O 00 0 0 O
-08 0 1.0 0 0 0| 0 00 -10 0 O
0 07 O 0 0 =09 0O 00 O 0 O
| 0 0 038 0 -09 0 | [0 00 0 0 -I1.1]

With all agents initialized randomly, the communication channels of the MAS experience intermittent
malicious DoS attacks during the simulation. These attacks are independently applied to different
nodes and last for varying time intervals, causing temporary interruptions in the corresponding control
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inputs. The attacked channels and the time-varying intervals of the associated DoS activities are
summarized in Figure 2, which is used to confirm the robustness of the proposed DET bipartite
consensus protocol under intermittent communication failures.

DoS attack and recovery-delay time series

L 1 1 1

0 5 10 15 20 25
time (s)

Figure 2. DoS attack intervals.

Bipartite state trajectories under DoS attacks
State component 1, |

5 e -
Ry
M
= e atnanaa, i
—————
—
5 - e -
———]
T T T T
0 5 10 15 20 25
Time (s)

State component 2 ,

x.®

Time (s)

State component 3

0 5 10 15 20 25
Time (s)
——Agent1l — - Agent2 —-=-Agent 3
........ Agent 4 Agent 5 - = Agent6
= =Leader Xy reeee Opposite leader X, DoS interval

Figure 3. Bipartite state trajectories of the six-agent system under DoS attacks.
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To guarantee bipartite consensus under DoS attacks, the DET parameters in the simulation are
selected as per Theorem 3.1 conditions. The adaptive coupling gain is constrained by ¢ = 0.15 and
¢ = 5, and the event-triggered parameters are chosen as €; = &, = 0.6, 6§, = 0.68, p; = 0.36, & = 1.5,
and b = 1, i € N. Solving the ARE yields k = 0.0578, £ = 0.6989, @ = 0.7535, and @ = 18.3672,
and thus a/(a + @) = 0.0394. With N; = 3.5, Q; = 80, N, = 6, Q, = 20, and y = 0.2, we obtain
QL. + Qiz =0.0225 < 0.0394 = a/(a + &), which meets the requirement of Theorem 3.1.

The ultimate goal is to ensure leader-following bipartite consensus in DoS-affected MASs with
a signed topology that mixes cooperative and antagonistic interactions. Figure 3 illustrates the
multidimensional state trajectories of the leader and all followers over time. It can be observed that
the followers in the cooperative camp gradually converge to the leader’s trajectory, whereas those in
the antagonistic camp converge to the opposite trajectory of the leader, which characterizes bipartite
consensus.

The evolution of the bipartite consensus error x; — s;x, for each follower under DoS attacks is shown
in Figures 4 and 5. Figure 6 presents the DET instants of each agent under DoS attacks. These results
show that, without Zeno behavior, leader-following bipartite consensus tracking remains achievable
despite intermittent link attacks.

Signed tracking errors under DoS attacks
Signed tracking error component 1 |

15 20 25
Time (s)

Signed tracking error component 2 .

Time (s)

Signed tracking error component 3 |

0 5 10 15 20 25

Time (s)
——Agent 1 —~ — Agent2 —-—-Agent3
........ Agent 4 Agent5 - = Agent 6

DoS interval

Figure 4. Componentwise bipartite consensus errors of the six-agent system under DoS
attacks.
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Bipartjte consensus error, norms

25 1 1
——Agent 1
- == Agent 2
—-== Agent 3
‘\ .....,...Agent 4
24 Agent S -
= —=Agent 6
DoS interval
=
= 154 |
=)
=
e
-
~
<
£ 1 -
0.5 4 -
0 T T I I— e —
0 5 10 15 20 25
Time (s)

Figure 5. Maximum bipartite consensus error of the six-agent system under DoS attacks.

Node-based event-triggering instants

Agent 6 fme o @ coo coe coomm o e

Agent5— o eee o ees eoe PR N

Agent4 fmeecse o oo @ cwmew

DoS interval

Agent index

Agent3 4mece e o oo o oo e smesmesees o ooacemen

Agent2 tee oo o o o oo o cosssmeems ossssc e o oo

Agent 1 fmese @es o oo e omoem

T T T T
0 5 10 15 20 25

Time (s)

Figure 6. Triggering instants of the six-agent system under DoS attacks.

Figure 7 depicts the evolution of the adaptive coupling parameters in the controller, demonstrating
that these parameters can adaptively adjust the control intensity of each node according to the system
states, thereby enabling the system to achieve consensus tracking more rapidly.
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_______________________________
—_—
— =
—= Gy
Loy
63

- —_ =3

DoS interval

04 T T T T
0 5 10 15 20 25
Time (s)

Figure 7. Adaptive coupling gains of the six-agent system under DoS attacks.

Example 2. Ten agents: To further verify the scalability of the proposed method, a ten-agent system
with a denser structurally unbalanced topology is considered in Figure 8. As shown in Figure 9, despite
repeated DoS attacks, all agents gradually track either the leader trajectory or its opposite, thereby
achieving bipartite consensus.

Denser structurally unbalanced topology Useful topology selected by partition

p=10

—— Cooperative link = = -Competitive link ® Positive camp ® Negative camp Leader

Figure 8. Original structurally unbalanced topology and useful topology selected by the
partition algorithm for the ten-agent system.

Figures 10 and 11 show the discrete triggering instants and the evolution of the maximum consensus
error, respectively. The error gradually converges to a small neighborhood of zero, while all inter-event
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intervals remain positive. These results demonstrate the effectiveness and scalability of the proposed
method for larger networks under DoS attacks.

Ten-agent bipartite state trajectories under DoS attacks
| | | State component1 | |

xl’ L (t)
T

20 -

0 5 10 15 20 25 30 35 40
Time (s)

I | | State component2 | I

w;&%tw,%.

e, R

T T T T T T T
0 5 10 15 20 25 30 35 40

Time (s)

14 A | | State component3 | L

R
T T T
25 30 35 40
Time (s)
Agent 1 = = Agent2 Agent3 e Agent 4
——Agent 5 Agent6 —-—-Agent7 Agent 8
—— Agent 9 Agent 10 — = Leader Xy werean Opposite leader X,

DoS interval

Figure 9. Bipartite state trajectories of the ten-agent system under DoS attacks.

Triggering instants of the ten-agent system

Agent 10 —freeee s e

Agent 9 {meses meesso  cummress o oot

Agent § —pees o cmmme e

Agent 7 pees  aesms e——

Agent 6 —oes o comamn e oo oom emm—

DoS interval

Agent 5 o oo comm come oo

Agent index

Agent 4 o> = e

Agent 3 e e o oo o

Agent2 4 e mse oo ese com

Agent | e cmmm—

T T T T T T T
0 5 10 15 20 25 30 35 40

Time (s)

Figure 10. Triggering instants of the ten-agent system under DoS attacks.
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35 ) Maximum bipartite consensus error of the ten-agent system )

Proposed method
DoS interval

2.5 -

Maximum bipartite consensus error

0 T T T T T T T
0 = 10 15 20 25 30 35 40

Time (s)

Figure 11. Maximum bipartite consensus error of the ten-agent system under DoS attacks.

Comparative studies. To evaluate the contribution of the projection operator, the proposed method
was compared with an unprojected node-based DET baseline adapted from [35] under the same initial
conditions, topology, and DoS sequence. As shown in Figure 12 and Table 1, the projection-based
method reduces the settling time from 24.334 s to 15.248 s and the final maximum consensus error
from 0.038478 to 0.0047707, demonstrating faster and more accurate bipartite consensus under DoS
attacks.

o5 Comparison of maximum bipartite consensus error
. T T T

Proposed (with projection)
- = = Reference (without projection)

time (s)

Figure 12. Comparison of maximum bipartite consensus errors under DoS attacks.
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Table 1. Performance comparison of the proposed and reference node-based DET strategies
under DoS attacks.

Projection-adaptive node DET Reference unprojected node DET
Final maximum error 0.0047707 0.038478
Settling time (s) 15.248 24.334

The role of the adaptive coupling gain was further examined using the fixed-gain DET method [36].
As illustrated in Figure 13, the proposed adaptive DET method maintains a lower consensus error
during most post-attack intervals and exhibits faster error attenuation. By contrast, the continuous
adaptive method of Wu et al. [37] requires real-time information exchange whenever communication is
available and therefore provides no communication-saving advantage. These comparisons demonstrate
the respective benefits of the projection operator, adaptive gain, and DET mechanism.

. Comparison of maximum bipartite consensus errors |
25

——Projection-adaptive DET
— = Fixed-gain DET
DoS interval

Maximum bipartite consensus error

Time (s)

Figure 13. Comparison of the proposed adaptive DET and fixed-gain DET methods under
DoS attacks.

5. Conclusions

This paper has presented an adaptive DET control scheme to solve the bipartite consensus problem
of MASs under DoS attacks, where the agents are modeled as cooperative and competitive. A
projection operator-based adaptive algorithm combined with a DET control scheme has been designed
to suppress the infinite growth of adaptive parameters and reduce the communication burden. Besides,
a partition algorithm has been proposed to achieve bipartite consensus for the structurally unbalanced
topology graph. In addition, rigorous proofs of bipartite consensus and Zeno-behavior exclusion have

AIMS Mathematics Volume 11, Issue 8, 25295-25321.



25318

been provided. In future work, we will extend the DET mechanism to asynchronous DET situations,
and the adaptive variables will be doubly coupled.
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