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Abstract: Considering an uncertain nonlinear system with unmeasurement states under denial-of-
service (DoS) attacks, this paper presents an observer-based neural network (NN) adaptive optimal
resilient event-triggered control (ETC) framework. First, the unknown dynamics of the system
are approximated by neural networks (NNs), and therefore an NN state observer is developed to
estimate the unmeasurable states of the system. Then, by introducing the hyperbolic tangent function
and constructing an auxiliary variable, the adverse effect of the symmetric actuator saturation can
be eliminated. Furthermore, an event-triggered (ET) mechanism is introduced to reduce controller
update frequency and communication burden. During the reinforcemet learning algorithm, critic-actor
NNs are employed to approximate the value function and control policy, respectively. Combining
adaptive dynamic programming (ADP) and an adaptive backstepping technique, an adaptive event-
triggered (ET) optimized secure control method is developed. According to the Lyapunov stability
theory, all signals of the closed-loop system are proven as semi-globally uniformly ultimately
bounded (SGUUB). Finally, the optimal resilient ETC control framework is utilized on a single-phase
photovoltaic (PV) grid-connected power generation system, and the effectiveness of the investigated
control approach is verified by simulation results.
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event-triggered control
Mathematics Subject Classification: 93C10, 93C40

1. Introduction

Nonlinear systems have received widespread concern from the scientific community, as they widely
exist in electrical power, transportation, mechanical engineering, etc [1]. In order to address the
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complex control problem of nonlinear systems, scholars have investigated many intelligent control
algorithms on the basis of NNs [2] and fuzzy logic systems (FLSs) [3, 4], and numerous relevant
academic achievements have been obtained. By adopting the Lyapunov theory and the backstepping
architecture, these approaches not only overcame the effects of unknown nonlinear dynamics, but could
also guarantee that the system was ultimately stable. Specifically, the authors in [1] and [2] researched
a kind of NN-based state constraints control scheme for the nonlinear system. Nevertheless, it should
be noted that the results described above all suppose that the system states are completely accessible
and could be employed straightforwardly to construct the state feedback controller.

To conquer the disadvantage of the state feedback control methodology that required all the state
information of the system, observer-based NN or the FLS output feedback control techniques were
widely studied [5]. At present, many valuable outcomes were published, such as those in [6-8].
The authors in [6] designed a state feedback controller and an output feedback controller for SISO
nonlinear systems. Wang et al. [7] studied a tracking control issue for the MIMO nonlinear system
with unmeasurable states. The work in [8] presented a fuzzy adaptive output feedback control scheme
under the backstepping framework, in which the observer was used to obtain unmeasurable states.
It should be pointed out that the network communication channels considered in the aforementioned
works operate under normal conditions without cyberattacks. If their network communications were
subject to cyber-attacks, the above-described approaches would not be able to ensure system stability.

To the best of our knowledge, due to the open character of the network environment, the system is
easily subject to various attacks, which can diminish the performance of the system [9-11]. Hence, the
security performance of the network layer is essential to guarantee reliable information transmission
within the system [12—-14]. Currently, there are three main categories of cyber-attacks: deception
attacks [11], replay attacks [12], and DoS attacks [15—17]. In order to remove the negative impact of the
DoS attack, the works in [13] and [14] researched an adaptive secure control strategy for interconnected
large systems. Furthermore, Zhou and Tong [17] presented an observer-based fuzzy adaptive resilient
formation control strategy for nonlinear multiagent systems under DoS attacks. However, the control
approaches discussed in these papers did not involve control input saturation.

Actuator saturation easily occurs in the running process of the real system [18-20]. In particular,
if the actuator has a saturation characteristic, the output will not change when the input reaches
the upper limit [21,22]. The mismatch between input and output implies the control signal cannot
be fully executed by the actuator, and the actual control force fails to follow the designed control
instruction. This will weaken or even destroy the stability of the system. In references [19,23, 24],
the hyperbolic tangent function was utilized to solve the symmetric input saturation problems. In [25]
and [26], the Gaussian error function was employed to remove the adverse effects of asymmetric input
saturation nonlinearities. A smooth nonlinear function was applied to estimate the saturated model,
and a first-order auxiliary system was devised to compensate for the saturated nonlinearity in [27].
Zhang et al. [28] researched a tracking control issue for uncertain switched nonlinear systems, in
which the Nussbaum function was adopted to overcome the saturated nonlinear problem. However,
the control schemes investigated above did not consider the idea of optimal control, which means that
their saturation controllers were not optimal. Fang et al. [29] studied the finite-time state tracking
control issue for uncertain systems, in which a novel auxiliary system with a fractional-power term
was designed to deal with the saturation nonlinearity.

As the core of contemporary control theory, optimization control is not only very significant
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in the field of nonlinear systems, but also has broad application prospects in practical industrial
engineering. Furthermore, if control energy can be conserved while achieving optimized control,
this will significantly improve the operational efficiency and practicality of the system. To obtain
optimal performance, many scholars have incorporated event-triggered mechanisms based on optimal
control. Nevertheless, the optimization control problem for nonlinear systems usually requires solving
HIJB equations, but the analytical solutions are difficult to obtain for this type of partial differential
equation. For the purpose of eliminating the above deficiency, Bellman proposed the framework
of dynamic programming. Nevertheless, expanding the variable dimensions will trigger a sharp
surge in calculation volume, resulting in the notorious curse of dimensionality [30, 31]. Thus, the
ADP and RL algorithms are proposed [32-34]. Specifically, Shen et al. [33] proposed an RL-based
event-triggered optimal control approach via an identifier-critic-actor architecture for nonlinear servo
systems. The work in [34] studied the prescribed performance robust attitude optimal control scheme
for 2-DOF helicopters by using the reinforcement learning algorithm and a sliding mode switching
strategy. In [35] and [36], the optimization ETC scheme was developed for heterogeneous vehicle
platoon and multi-agent systems, respectively. The authors in [37] first constructed feedforward
controllers by using the backstepping architecture, and subsequently designed an ADP-based optimal
adaptive feedback controller for the converted affine nonlinear systems. Additionally, the work in [38]
developed an ADP algorithm-based approximate optimized tracking control strategy, in which a
steady-state and an optimization feedback controller were designed to achieve optimal control. On
the other hand, to eliminate the issue of “complexity explosion” that arises during the backstepping
optimization process, the work in [39] developed a kind of adaptive optimized output constraints
dynamic surface control (DSC) scheme for the nonlinear systems.

Through the above theoretical analysis, this investigation presents the observer-based NN adaptive
optimized secure ETC scheme for the nonlinear system with symmetric input saturated and DoS
attacks.

The primary contributions can be outlined as follows:

1) In comparison with the control methods in [14] and [15] that do not consider the optimal
performance function and communication overhead, an optimal ETC scheme is developed in this
paper by combining the ET mechanism and the ADP algorithm via the critic-actor NNs, in which
the communication constraints and the optimal control performance are balanced. Furthermore, the
DSC technique is introduced to avoid computing the derivative of the optimal virtual control signal.

2) When the DoS attacks occur, the communication channel is interupted, leading to failed
transmission of state information. To handle this situation, an NN state observer is designed in this
paper to estimate the states of the system, which does not require such a priori knowledge. Compared
to the normal information channel scenario considered in [27,28, 31], this paper has a wider range of
application scenarios.

3) Unlike [19, 23, 24], to eliminate the impact of the symmetric saturated nonlinearities link, a
hyperbolic tangent function is utilized to approximate the symmetric saturation model, and a first-
order auxiliary system is devised to compensate for the deviations of the control signal. Additionally,
the NNs are applied to approximate unknown nonlinear dynamics. These drive the controlled system
to become more practical in engineering applications, while simultaneously enhancing its robustness
and adaptability.
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2. Problem formulations and preliminaries

2.1. System description

Consider the uncertain strict feedback nonlinear system with form

xi = CiXj+1 +ﬁ(xl)$ i: 1’2a3"” ,n— 1’

Xn = kD(u(t)) + fu(X,), n = 2, (2.1)
y =X,
where n > 0, ¢; > 0, and « > 0 are constants. %; = [x1, X2, X3, .., x;]. € R (i = 1,2,3,--- ,n) denotes

the states vector. D(u(t)) € R and y € R denote the symmetric input with saturation and the output of

the system, respectively. fi(x;) (i = 1,2,3,...,n) stand for the unknown functions. The system output y
is assumed to be measurable. D(u) satisfies the following piecewise function:

ul,, if  wu>ul,,

D) =4 u, ifu, <u<u]

sat?
Uy, it u<uy,,

(2.2)

+

sat and M_

where u indicates the actual control input of the system, and u at

and the lower limits of u, respectively.
Remark 1. Evidently, a sharp corner exists between the actual control input # and the applied control
D(u) when u = u}, Consequently, the traditional backstepping design approach [26] is
not directly utilized in this paper.

In order to mitigate adverse effects caused by saturation nonlinearity, the hyperbolic tangent
function tanh(u) is taken into account in place of the symmetric saturation model D(u). Inevitably,
there is a bounded error &(¢) between tanh(u) and D(u), i.e.,

represent the known upper

and u = ug,.

&(t) = —tanh(u) + D(u). (2.3)

By applying the mean-value theorem, (2.3) can be reformulated as

Jtanh(u)

tanh(u) = tanh(ug) +
ou

|u:u“(u - l/l()) s (24)
where u® = gu + (1 — ¢)uy, ¢ € (0, 1). Letting u, to be zero, (2.4) can be rewritten as
tanh(u) = u(1 — tanh®(u)). (2.5)

As far as we know, all the signals of real systems are bounded. Hence, it is rational to assume that the
control signal u is bounded. Denote p(t) = £(¢) — utanh?(us), where lo(t)] < p, p > 01is a constant.
From (2.3), the dynamic of the strict feedback nonlinear system (2.1) can be reformulated as
xi = CiXi+1 +ﬁ(xl)$ i = 1’2a37“' ,n— 1’
Xp = k(U + p) + fu(X), n =2, (2.6)

y=X.
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Control objective: This paper will design an output feedback adaptive NN optimal resilient ETC
method for nonlinear strict-feedback system subjected to intermittent DoS attacks and input saturation,
such that the following properties hold:

1) The output x; of the nonlinear system can track the reference signal y, even as DoS attacks occur;

2) All the signals of the closed-loop system are SGUUB, and the corresponding cost function
achieves its minimum.

3) The Zeno behavior of the ET mechanism can be excluded.

Lemma 1 ( [13,36]). For Y(a, b) € R?, the following Young’s inequality can be obtained

\)

) s h
ab < Tlal + Wlbl ,

where A>0,s>1,h>1,and(s—1)(h—-1) = 1.
Assumption 1 ( [31,37]). Assume that the reference signal y, is smooth and its time derivatives y, and
¥, are bounded, i.e., |y,| < ¥, and |y,| < y,, where y, > 0 and y, > 0 are two constants.

2.2. ET mechanism

In order to save network bandwidth and obtain better control performance, an ET mechanism is
developed with the actual ET optimal controller and triggered condition, given as:
p() = (1) — mtanh(“20),
m

w0 = (), ¥ € lty, trs1), (2.7)

tr = inf{t > g lla@)] 2 m}, 1 =0,

where q(f) = (f) — a(t) represents the real-time measurement error caused by ET. &*(¢) is the actual
optimal controller. m > 0, m > 0, and m > m are constants. Let #, (k € Z*) represent the instant an
event is triggered. Specifically, when condition (2.7) is activated, this instant is marked as #,, and the
control signal u(#;,1) is then applied to the system. During the interval ¢ € [y, t;41) between the two ET
times, the control signal @(#;) remains invariant.

2.3. Intermittent DoS attack model

Figure 1 illustrates the block diagram of the system under intermittent DoS attacks. Noncontinuous
DoS attacks are generated by the attacker owing to limited energy resources, which reflects the
intermittent feature of attack activation. Motivated by [16] and [17], let {t j}jeN indicate the moment of
the attack. II; := [¢;,7; + 7;) stands for the time length of the jth DoS attack, and the communication
is blocked in this time period. In addition, denote the communication block time and allowed time
interval as ®(7,1) := U,enIl; N7, 7] and V(7 1):=[7, 1]/ ® [7, 1], respectively. Thus, when the attacker
launches the attack, the controller models can be represented as

PO = 0, t € ®0, +00),
| u, t € Y0, +00),

where t € T(0, +00) and ¢ € ®(0, +0) denote the time instant sets where the DoS attack is dormant
and active. The indicator functions p(f) = 0/1 is defined to represent whether the system is subject to
DoS attacks at time ¢. Next, the general assumptions about DoS attacks are given.
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Figure 1. System block diagram under DoS attacks.

Assumption 2 (DoS Attack Frequency) ( [13,16]). There exist two numbers ¢ > 0 and 7 > 0 such
that

nrtH<l+(t—-1)/71p,

where n(t, t) represents the attack activation number in the time interval [, ¢].
Assumption 3 (DoS Attack Duration) ( [14,17]). Given a constant 7 > 1, such that

(7, )| < (¢ —71)/T,
|®(7, )| represents the attack activated total length in the time interval [, ¢], where T < tand 1, ¢ € Rx.

2.4. NNs and function estimation

Lemma 2 ( [14,20]). A continuous nonlinear function f(x) is defined on a compact set Y. For Ve, > 0,
there exists an NN 6*7y/(x) where

Sup ey |F () — 07 y(x)| < &
According to Lemma 2, f(x) can be represented as
J) =0Ty + &,

where x € ¥ c R" is the input vector, n is a natural number, 8 € R stand for the weight
vector with N neurons, g, < &, is the NN approximation error, &, is a positive constant, and

Y(x) = [Yr(x), -+, (%), - - -, W (x)]", where ¥,(x) is a basis function, usually chosen as

— . T — .
Ui(x) = eXp(_(x plzvgx pl))’

i

where @, and p; € R" represent the width and the center vector of ;(x).
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The NN weight vector 8" can be defined as

6" = argmin [sup |f(x) — Oy (x)|],

0eQy xeQ,

where )y and Q, are compact sets. It is worth noting that the weight §* is an unknown constant vector
that cannot be employed directly. Thus, we employ the vector @ to estimate 6*. 6 = 6 — 6* is the
estimation error of the NN weight.

2.5. NN state observer design

Since the states x; (i > 2) of the system are unmeasurable, an NN state observer will be constructed.
When the system is subject to intermittent DoS attacks, it is difficult to acquire the state information of
the controlled system. At this time, the NN state observer can estimate the states of the system. Based
on Lemma 2, (2.6) can be written as the following state space form:

X = AX + > B0 (%) + &) + Byl + p),

P ’ (2.8)
y= Cc’x,
0 Cq
T
0
where A; = | , B, =10,...,0,1,0,...,0| , X = [x,x,--,x], C =
: Cn-1 i—1
0 0 o O = nx1
nxn
[1,0,---, O]T, 6;“,’1. are the NN optimal weight vectors, &4, are the NN minimum approximation errors,

|sf,,'| < s?i, and s;;i > () are constants.
In order to estimate the states of system (2.8), an NN adaptive observer is developed with the
following form:

X = A X + Ky + Z Bié;iwf,i()%i) + B,ku,

= ’ (2.9)
$=CTX,
ki ¢ ki
where A, = _‘kz - , K = ,2 cand X = [£), %, -+, %,]". ki, ko, and k; are selected
: Cn-1 :
-k, 0 -~ 0 ky

nxn
such that A is a Hurwitz matrix. Accordingly, given a matrix Qp = Q) > 0, there exists a matrix

P = PT > 0, such that
ATP + PA; = —Q,. (2.10)
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From Lemma 2, (2.8), and (2.9), the observer error dynamics can be calculated as

i = AzX + Z BiéT,,‘wf,i()%i) + Z Bl‘8;~ - BnKp
ol = 2.11)
= Asz + Z Bié;,’l/’f,i()%i) +&— BnKp,
i=1

1" and & = 65 T(Wri(E) — vpi(®) — g0 X = X = X = [T, %+, %] isthe

where & = [£,&,, - , &,
estimate error by the observer. Assume there exist constants s;.* > 0 such that |8l| < ‘9[* O, = éf,,- -0,
is the NN approximate error.

Similarly, when the system suffers DoS attacks, i.e., control input # = 0, the NN state observer can

be rewritten as

X=AK+ Ky+ » Bl wi(x),
2 ; Firs (2.12)

y=C"X.
3. Adaptive NN output feedback optimized resilient ETC design

In this subsection, an event-based adaptive neural network optimal resilient control scheme will be
developed under DoS attacks and unmeasurable states. The backstepping architecture and the ADP
algorithm are utilized to achieve the performance function minimum for the nonlinear system (2.1)
under the critic-actor NN framework. Furthermore, the stability analysis of the closed-loop system is
given.

3.1. Adaptive ET optimal saturation controller design

Case L. The DoS attack is not activated.

When ¢ € Y(0, +0), the backstepping recursive technique can be directly used to derive the optimal
control law.

Define the coordinate changes as

Zi:)’el’_/lbi:1’2539”',n_19 (3‘1)

Zn = X = Ay — Tsars (3.2)
where A; = y, is the reference signal. The variable 7, will be given later in (3.17). A; denotes the
output of the filter. The filter is introduced to overcome the drawback of the complexity explosion in
the backstepping design procedure, which is depicted as

(,()jﬂ..j:d’,'—/lj, j:2,3,"',l’l, (33)

where w; > 0 is a constant and &;(0) = 4;(0). The input &; of the first-order filter (3.3) is the actual
optimal virtual controller of step 1 ~ (n — 1). Define {; = &; — A4; as the error variable of the filter.

According to the above definition of the coordinate changes and the first-order filter, the detailed
backstepping design process of the n-step is as follows.
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Step 1 ~ (n— 1): Employing the NN state observer (2.9) and taking the time derivative along (3.1),
yields

Zi = Ci-£i+1 + é?lwf,l(';—el) - kl'jE] - /‘li’ i = 1727 e ,n - 17 (3'4)

According to the backstepping method, regard X;,; as the ideal optimal virtual control a7, i.e.,
a; = Xi,1. To design the adaptive NN optimal ET controller for the z;-subsystem, the cost function can
be defined as

M;(z) = agg(ignq) f, (q:iz;(7) + riai(1))dr
- 3.5
- f (@200 + (o),

where «; refers to the virtual control in the backstepping design. q,-(z,(r))2 + rl-(cxf(r))2 is the utility
function. ¢(€2;,) is a compact set containing origin. g; > 0 and r; > 0 are two constants. According
to [31] and [40], the cost function (3.5) satisfies

M;(z) = fiizi + Mai(2)), (3.6)

where M (z;) = —ﬁizl.z + M (z;) is a continuous scalar-value function, and #; is a positive constant.
By the Bellman principle, define the HIB equation associated with the optimal cost function (3.5) as
follows:

IM;(z))
8z,~

IM;(z))
(92,‘

Hi(z, a;, ) = qi(z)* + ri(a))” + 2 = 0. (3.7)

Taking the derivative on both sides of (3.7), the ideal optimal virtual control a can be derived by
solving 0H;/da; with the form
L Cillizi i OMi(z)

@ = r 2r oz (3.8)

where the term 0M,;(z;)/0z; in (3.8) is an unknown continuous function of the error variable z;. From
Lemma 2, an NN can be adopted to approximate 0M,;(z;)/0z; on the compact set €2,; one has
— = 0, vi(z) + €i(z), (3.9)
0z;
where 67 € R" represent the ideal weight vectors of the NNs, and ¢,(z;) € R"' represent the basis
function vectors. g,(z;) € R represent the approximation errors satisfying |e;(z;)| < &, with the positive
constant € .. Since 6 in (3.9) is unknown, the observer-critic-actor architecture is established. In this
architecture, the estimation vectors 8,; and 6,; of the critic NN and the actor NN can be applied to
estimate 7, i.e.,

oM (z) &
= @) _ 7z, (3.10)
i
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& = _C"’Z"Z’ N e, 3.11)

i
i

where OM.(z;)/dz; is the estimation of the unknown function dM.,(z;)/9z:.
From (3.10) and (3.11), (3.7) can be rewritten as

“%—xo+<ﬂﬁ+— i) + (20

+ 9cil/’i(Zi))(Ciai + 07 Wi (%) — ki%y = ).

Hi(z;, &

0z; (3.12)

By applying the HJB equation (3.7) and its estimation (3.12), the Hamiltonian approximation error
can be denoted as
8M,'(Zi) (Zl) 6Mi(zi)

en; = Hi(z;, &, 6—1-) - Hi(Zi,CY , 82 ) = Hi(z;, &, oz,

).

Inspired by [31] and [35], we can adopt the gradient descent algorithm to minimize the objective
function (3.13) such that the optimal value of the Hamiltonian approximation error is yielded as

1 2
R (3-13)

where v; = ¥i(z;)(c;a; + 9; ilﬁf,i()%i) — ki%; — A;). From (3.12) and (3.13), to guarantee stability of the
system, the updating laws 8,; of the critic NN weights, the updating laws 6,; of the actor NN weights,
and the observer NN updating laws 9]»,,- are constructed as

2
= — Peci ci l__lZ+_ i\Z; 3.14
ﬁa% ﬂ(T_Hﬂm ) @i(z) (3.14)
+ i O + ZﬁiZi(Qf,ilﬁf,i(xi) — ki%y — /li)),
2

ICII T ~ CiﬁCiwi(Zi) T ATA
=5, i)z = Baii(zii D0ui + ——————; (2)0uy; i, 3.15
¢(z )Zi = Baitlizi; (2i)0ai + ary i+ 1)1//, (z0)0aiy; (3.15)
9f,i =b,qizi 1.4(%:) — 1By, (3.16)

where S, > 0 and B.; > 0 are learning rates. b; > 0, n; > 0, and ¢; > 0 are design constants.

Step n: From (3.2), the time derivative of z, satisfies z, = X, — A, — Ts. As mentioned in [21], the
state variable 7, is introduced to provide a bounded compensation for the control input, and the initial
value of 7, equals 0. The time derivative of 7, can be further denoted as

Tsar = KU — O Ty, (3.17)
where U = u — i1, and o is a positive constant.
Remark 2. It is worth noting that an auxiliary system is also utilized in [29] to handle input saturation
effects, and the main differences between the two auxiliary systems can be concluded as follows:

1) The scheme in [29] adopts fractional-power terms to attain practical finite-time stability. Our
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work aims to achieve optimal resilient control for nonlinear systems under DoS attacks and event-
triggered constraints.

2) We use hyperbolic tangent functions to approximate the saturation model and build auxiliary
systems to compensate input deviation. The auxiliary system in [29] is fundamentally customized
for finite-time adaptive laws, while ours addresses coupling among event-triggered, DoS attacks, and
optimal control.

From the state observers (2.7), (2.9), and (3.17), one obtains

0 = 07 Wpa(X) — ko1 — L O Tur- (3.18)

n

Similarly, the cost function of the z,-subsystem can be defined as

M,(z,) = min f (guz(T) + it (7))dT

ued(Q,)

(3.19)
= f (@u2(T) + () (1))d,

where ¢ € (€2, ) is a compact set.

Using the same approach as step 1 ~ (n — 1), the HIB equation is established relying on the
system cost function. Since the solution of the HIB equation contains unknown nonlinear dynamics,
an observer-critic-actor NN architecture is established to identify the value function. Therefore, the
optimal controller is designed. During the optimized control design process, to better achieve the
optimal control, the actual optimal controller &*, the corresponding the critic NN weight update law
0.,, the actor NN weight updating law 8,,, and the observer NN weight updating law éf’n can be
designed as

i + 61 n(zn), (3.20)
2 T ) 2
= cn T~ Ll’l— nzn nZn + 9(,;] + — 321
B aem B 754 (n P+ 0o+ o (3.21)
2 a ~
X ( anwn(zn)) + 2nnzn(97:nwf,n(xn) - knxl - /ln + O-Tsat))’
A K2, roo
o zywn(zn)zn _ﬁanwn(zn)l/’n (Zn)gan (322)
:8 2
- 7. 1 ¥Yn\Kn n Gan cn,
4’,.”(,}/” n + 1)"# (Z )wn (Z )
9f,n :bnqnznlpf,n(xn) - nnef,n, (323)

where S,, > 0 and 5., > 0 are learning rates, and b, > 0, n,, > 0, and g, > 0 are design constants.
Case I1. The DoS attack is activated.

In the case of the attack r € ®(0,+c0), the control input # = O results in that the traditional
backstepping control method cannot be utilized directly. At this point, we construct the observer that
can still acquire the estimated state to guarantee system stability. From (2.8) and (2.12), one gets

)A( =A X + B,éTll// ,‘()%,')
? ; FIT (3.24)

= AQX + lﬁf@f,
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where 9; = [9f,1, cee 9f,n], Wy =diaglysy,- - ,¥y,]. The Lyapunov function is considered as
V= 1%7pg+ Lorp (3.25)
) 2b; 7 '

The time derivative of V; is V; = 1/2 (X" PX + X7 PX) + %9;@«. Combining (2.10) and (3.24), one
has

N A I O VA
V= 5xT(AgP + PA)X + X" Py 0y + ;eﬁef-. (3.26)

Substituting the update law éf = —blwa)A( - ni@f into (3.26), one has

. 1 A A A N A A 771';\ A
V= ExT(AzT P+ PA)X + X" Pys0; — 01y PX — Ee}ef
1 n, ! (3.27)
_ oT A D i AT )
= _EX QX — E_efef.
From (3.27), V; can eventually be written as
V< —1%7 000k - ToTe 3.8
iS5 min(Qo) =5 00 (3.28)

where A,in(Qo) is the smallest eigenvalue of matrix Qy. According to (3.28) and [14], when the DoS
attack is activated, i.e., u = 0, it is concluded that the stability of the state observer can be guaranteed.

3.2. Stability analysis

The stability analysis of the adaptive NN optimal resilient ETC control method can be concluded
by the following theorem.
Theorem 1. For the strict feedback uncertain nonlinear system (2.1), the ET mechanism (2.7), the NN
state observer (2.9), the optimal virtual controls (3.11) and (3.20), the critic NN updating laws (3.14)
and (3.21), the actor NN updating laws (3.15) and (3.22), and the observer NN updating laws (3.16)
and (3.23) are designed. The overall control method can achieve the following:

1) The signals z,,, 6,1y O, 9f,n, X, (i (j=2,3,---,n),and 7y, of the closed-loop system are SGUUB.

2) Tracking error x; — y, converges to a small neighborhood containing the origin.
Remark 3. It is worth emphasizing that the established stability results of closed-loop system are
SGUUB. This is because NNs are utilized to approximate unknown nonlinear functions, and the
universal approximation property holds over a predefined compact set. Within this compact set, by
selecting sufficiently large control gains and appropriate adaptive parameters, the tracking error and
all signals in the closed-loop system can be guaranteed to be SGUUB. Since the compact set can be
chosen arbitrarily large to cover the system’s desired operating range, the system signals are guaranteed
to be SGUUB.
Proof. Consider the total Lyapunov function candidate as

V=Vo+---+Vi+---+V, i<1,2,--- ,n—1, (329)
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where

1or
Vo= s X"PX,

qi 2 1 21 0a) 1 AT n 1 T N 1 2
Vi: —Z +—6.-9a‘+—0 'eai+_6 0 it =C
2 Z1 2 ci 2 ai 2bz fii S 2§z+1

Gn 2 Lor s lor 7 1 or s 1,
Vi==2,+ =000+ =0,0u + =0:,070 + =T
p o T leten T Db, fata T Tsar
Oun = 0un— 0,0, =0, —6:,and Oy, = 0, — g, are the approximate error of the actor NN, critic NN,
and the observer NN, respectively. ‘ '
The time derivative of Vj is Vi = 1/2 (X" PX + X" PX). According to (2.10) and (2.11), one has

. | s o
Vo=- EXTQOX + XTPZ Bi(B 1% + &) — X" PB,xp
i=1

1 . e .
<= SAmn( QX[ + X" PCY BF w1 + & = Buxo).

i=1

(3.30)

where & is defined in (2.11), and & < & with & > 0. According to Lemma 1 and the fact
WX ri(X;) < B, one gets

X'P Y Bl k) + X' Pz — X" PB.kp
i=1

3.31)
32 1 <2,
<SIXI+ SHPECB[Ia|" + 1218 + o)),
where 9f = [911-,1, cee 9f,,,]T, and P > 0 is a constant. From (3.31), V,, can be re-expressed as
. 1 I TITE R P SNTRRTY )
Vo < =5 Amin(Q0) = X[ + SIPIPB|[6]|" + o, (3.32)
where dy = IPIP(IEII” + (kp)?).
From (3.8) and (3.9), the HJB equation (3.7) can be rewritten as
oM (z;) c? iz
Hz,af, ——=) = — ~({iz)* + qiz; — LQ;T%(ZD
0z 12 i
+ (2nizi + H?Tlﬁi(zi))(@T,ilﬁf,i()%i) — k% — ;) (3.33)

Cl'2 w1 2 -
- —(0; ¥i(z})) +&ni =0,
4l”i

where &y; = &i(z)(c;a; + @%wf,i(fci) — kX - )+ :—’j_sf(zi) is bounded. Adding and subtracting y; 6; on
the right side of (3.33), one has

2 62

2

C? . N c; o

C]z'Zl2 - = (ﬁiZi)2 =- )/iTGEK - 5= H?T‘//i(zi)gc{iwi(zi) + —QiTlﬁi(Zi)
r; 2}’,’ 47'1'

Xyl (2)0; — 2ﬁizi(éT,iwf,i()%i) — k%) — ) — Emi

(3.34)
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According to the filter (3.3), the time derivative of the filter error 4;,, is given by

i1 = Biv1(zi, 04) — Gin ,i=1,2,---n-1, (3.35)

Wit1

where Bi(z;, 0,) = "7’ ;= ZC; lewl(z, 2r mw,(z,)z, Motivated by [21], for any py > 0, the sets Q; are
defined as

an+2j 1

Z(z + eT,af,)+Zg+l < 2po| € RE : (3.36)

where j = 1,2,--- ,n, {41 = 0, n; are the dimensionality of the NN estimation error éf,,-, the sets Q;
are compact, and |B,-+1(z,-,@a,-)| has an upper bound B;,; on Q j» 1.€., |B,~+1(z,-,9a,-) < B, and satisfies
B;.1 > 01is a constant.

From (3.3), (3.4), (3.11),and z, = X, — A, — Tear» 2 (i = 1,2,--- ,n — 1) can be reformulated as

CciniZi  Ci 4
T —0i(z) = i
ri o 2r (3.37)

Vo) Toar) + OF 0 (50) = ki = A,

Z :Ci(Zi+1 -

where the function vy(i) = 1 if i = n — 1, else vo(i) = 0. The time derivative of V; along Eqs (3.14)-
(3.16), (3.34), (3.35), and (3.37) is

zUzZz
V QIZI(CI(ZH-I - T - _9;%(21) {l+1

i

+ Vo(l)Tsaz) + 07 (%) — k%) — /11')

ctyl Th ng T N
IBU—( Yi eci - _01‘ l//i(zl)g l//l(zl)

(7 yi+ 1) 2r;
c
+ 4—’9;-‘Twi(z,->¢f (@)0; — Epi + (9% @)) (3.38)
+ HT( @)~ Bathi @)U @)
iw(z.)d,r(z.)@ 71 0.)
41’,("}’ ) IACE) i i)Yai )i Yci
(b q:thfz(xz) nlefl) + {t+l(_f)lf+ll Bi+1)
By using the fact
nT T o IBLU ﬁat
ﬁaigailvl’i(zi)wi (Zi)eaz - l//( 1)17[’ (Zl)eal + = l// (Zz)
B (3.39)
X lvl’i (Zi)eai - a H*Tl;bl( z)lﬁ (Zt)gl )
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c? . 2
— =0Tz wi(z) + =0T yi(z)
2r 4r;

2
X Yl (2)0F + —eTw,(sz (20)0ai (3.40)

2

2
:—eTwl(zl)w, (20 %é;wi(zi)w? )0,

and Lemma 1, together with the assumption that Hz‘Tl//i(Zi)lﬂ,-T(Zi)G;‘ < m;, where 7r; > 0. V; can be finally
written as

. — i =T = -~ ql i iCi
Vi < - qiGiz; - (77_ — )0} 0pi + w + —- ||X|| +d; + 4 i
2b; ’ 2
(ﬁ 1 01-2 TT; ) 0
ci c[’YlYl ci
200yi+ 1) 8ri(yyi+ 1)
5 p (3.41)
_ﬂ_— i\Zi Z19a1+_UlTsa
(2 8107 l+1)) Ori(zw] (z:) 0o()(Tsar)?
B iBa(1+6Tyyl0) T (NG
- (= 0,01z (2)8ai,
(2 80Ty + 1) Wiz (i)

-~ (47’7|—1)c2—4r1c1—10r1 - (4ﬁi—1)C?—4r,-c,~—2r,~c,-v0(i)—10r,~ -~ 1 c 1 _ Be )
vl/here q, = '4” » 4i = 4 » W1 = 50— q]Tl —2hdi = 2(le711+1)81 +
TOTO + (B g0 + 3+ B w = —(5n - 5 - B + 5k (=23, .n— 1), and

— ,Bcl —2 1ql * * i Nk * [k * l R2 ;] —
d; = Ty en -0, Tor + +’§Hff9fl + o eleefl 3B (i=2,3,--- ,n—1).

During the time interval ¢ € [f, f,), we have |p(f) — i(f)] < m. Therefore, there exists a time-
varying parameter A(f) such that A(t;) = 0, A(tys1) = =1, |A@)| < 1 for all ¢ € [t trs1), and p(f) =
a(t) + A(t)ym. From (2.7), (3.18), and (3.20), z, can be rewritten as

AT 2 - n K AT
Zn zef,nwf,n(xn) - knxl w 2 + 0 l/’n(zn))
~ " " (3.42)
— km tanh(ﬂ) — kA(DM + 0Ty
m
The time derivative of the Lyapunov function V), is
. . ~T 2 ~T 2 1 ~T 2 .
Vi = quznin + 0,,,0cn + 60,6040 + b—Qf’an’n + TurTsar- (3.43)

According to [32], we have |g| — gtanh(g/g ) < kg, where k¥ = 0.2785, g € R*, and g € R.
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Substituting (3.17), (3.21)—(3.23), and (3.42) into (3.43), we can get

. - Yy ~r = Qn 4nky
Vn <- QnQnZi - (Z_b,, - qn)ejz,ngf,n

B ! c T, v I
cn 2(’)/,7;’)/" + 1) Srn (yn Yo + 1) m)’n)’n cn

_ (ﬁﬂ _ C—z)@T Uz )l/,T(Z )9 (3.44)
8ru(yly, + 1) @t
Ban  aBe(1+ 6Ty, v 60 -
- (_ - 8rn(,)/n,}/n + 1) ) 'ﬁn( n)w (Zn)gan
— (o - _n
2

X

-0 )Tsm + Wy +d,,
~ 477,~1)c2-12 ~ )
where g, = S8 — 4 0, = Sl and d, = s, 4 g0
n

o E It 0,76 + (3 + 3-)077 05 + 07 +
2q,&*«*m*. Combining (3.32), (3.41), and (3.44), V can be written as

V<= A&I - > g4t - . @b - Y alha
i=1 =1 =1

" " (3.45)
- 00— bO" By~ > il d,
Wail0gY%l 11911 Wilf) =TT +
=1 =1
A | 1 _ qa - _ = gi-1Ci-1 : ho—
where 1 = 1Amn(Q0) =3 = £ %5 Gy = (G — 4 - %+ 0.0 = G- 5= @ < i< mb =
n 2 2 T T g*
1 20 2 (e 5 _ q_n 2_ Qn—lcn—l _ (Ba _ TNy Ba _ tBu(+8"yry[ 0))
; 2bl C]l) ||P|| §B> T= (O- (o )’wcl - ( 87 )(7 71+1)’ ( 8"1(7{71‘*’” )7‘%,
@ = (% - 507 W)m,, [z ! @)|| < my, d = do + 2 dy, and d = sup, {d(1)}.
Let

= min (20,2q;, 24, 2T a1, 2Tans 201,

s chm 2ZD'all’ e

) (3.46)
2 s 2b, 200, 27).

Thus, (3.45) can be reformulated as

V() < —oV(t) +d. (3.47)

It is obvious to known that W(r) = ' VP)(X(1)) is piecewise differentiable along the solution of the

strict feedback nonlinear system (2.1) with DoS attacks. In view of (3.47), at each interval [
DoS attacks, one obtains

tj,tj1] of

W(1) =pe' VPO(X(1)) + /' VPO (X(1))

3.48
Sde“”, te [tj, tj+1]. ( )
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Combining (3.48) with Vi(X(¢)) < uVi(X(¢)), Vk,l € N, one has

Wi(tj1) =€ VPO (X(25,1)
<ue VP (X (11,0)) = iW(T, )

7j+1
W(t)) + f de‘”’dl] ,
t

J

(3.49)
<p

where y = max [Ama(P)/Amin(P) ], and satisfies u > 1. Selecting an arbitrary 7 > 7y = 0, (3.49) can be
integrated from j = 0 to j = n(0, 7) — 1, and one gets

W) SW(tn(()’T)) + f de?' dt

n(0,7)

tn(O,‘r) T
S,Ll [W(tn(O,T)—l) + f dewdt + M_l f dewdt] S (350)

In(0,0)-1 tn(0,7)
n(0,7)—1

W(0) + Z o f
j=0 i

Since 7p > (Inu/¢ ), for any 6 € (0,¢ — Inu/7p ), based on Assumption 2, one gets

i1
< 'un(O,T)

de'dt + "0 f de?'dt

[71(0,1)

(p—0)t—-1) Vi

n(t,t) <€+
In u

>712>0. (3.51)

In addition, since n(0,7) — j < 1 + n(7,t;41), j=0,1,---,n(0,7). Thus,
,UH(O’T)_j < M1+f€(sﬂ—5)(‘f—fj+1)_ (352)

Furthermore, noting ¢ < ¢, one obtains

£js1 1j+1
f de? dt <e¥=9n f de’dr. (3.53)
t t

J J

It then follows from (3.52) and (3.53) that
W) < "COW(0) + p! T f dedt, (3.54)
0

which indicates that
a(IX(@)lh) VP X (1)
<e! M TG (IXO)I]) + 1 (1 — &) (3.55)

logu
)

<™ T(IXO)) + 15, V>0, 7> 0.

Invoking (3.55), it is proven that the researched observer-based NN optimal resilient control scheme
can guarantee that all signals z; (i = 1,2, --- , n), X, i1 (G0i1=0), Toar, éf,,-, 6., and 8,; are SGUUB.

We now prove that there always exists a time interval r* > O such that #,,; — t; > " forall k € Z*
between any two consecutive triggering events. From q(t) = ¢(¢) — (), Vt € [ t;,t41) , We have
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41000 = (a(0) * a(0)? = sign(a(0)a(r) < [9()]. According to (2.7), we have p(1) = i (1) = .
Given the aforementioned analysis, we recognize that all signals are bounded. Therefore, we can
derive that there must exists constant g > 0 such that |((7)] < §* holds. Noting that q(z;) = 0 and

lim q(f) = m, it follows that there must exists a positive constant #* satisfying t* > m/§* , which

=141 -

implies that the Zeno behavior of the proposed ETC mehcanism can be excluded. [
Remark 4. In order to illustrate the principles for parameter selection, the parameter selection
guidelines for the presented optimal resilient event-triggered control algorithm can be described as
follows:

1) The design parameters /m, m, m, and m > m are chosen to determine the event-triggered
mechanism;

2) The parameters T, Tp, and ¢ of the DoS attack model are chosen to determine the frequency of
DoS attack;

3) The observer gains k; in (2.9) are chosen such that A, is a Hurwitz matrix;

4) The design parameters r; and 7j; in (3.11) and (3.20) are chosen as r; > 0 and 7; > O;

5) The design parameters S, B.i, b, 17;, and g; are chosen to determine the update laws (3.14)—(3.16)
and (3.21)—(3.23). The simulation section shows the specified parameters.

4. Simulation study

In this section, we provide numerous practical simulation examples to verify the effectiveness of
the presented optimal resilient control algorithm.

Consider the single-phase grid-connected PV power system [19, 23] illustrated in Figure 2, which
is composed of a PV array, a full-bridge inverter circuit, and an LCL filter circuit. In the circuit model,
01, 02, 03, and Q, represent the MOS transistors, L; and L, indicate inductors, and C; and C, are
capacitors. The LCL filter circuit connects with the power grid, and it is composed of L, C;, and L,.
R, and R, are the equivalent resistances of L; and L,. There are identical duty cycles for Q; and Q,,
as well as for O, and Q3. Based on the properties of the full-bridge inverter circuit in the PV power
generation system, when u > 0, O, and Q4 are opened, and Q, and Q5 are closed. The direction of the
current flow is counterclockwise. On the contrary, it is clockwise.

)

U,(® C L,
mrv _
M array A

Figure 2. The circuit model of the PV system.
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On the basis of theoretical knowledge of the electric circuits, we obtain the following mathematical
model:

L d’;ﬁ” = Riiy(5) = U, + Uy (0,
Cldlz‘m = —ii(1) + by(D). .1
1t
B
L, ’jlﬁ’) — U(0D(W) - Uy(1) - Rais(0),

where U, stands for the voltage of the power grid, i;(#) and iy(¢) are the currents flowing through
inductors L, and L,, U,(¢) and U,(t) are the voltages on both sides of C and C,, respectively, and D(u)
are the duty cycles of the MOS transistors O, Q», O3, and Q4. The control input for grid-connected
photovoltaic systems is the duty cycle, thus it should be constrained between 0 and 1 in absolute value.
Consequently, the side effect of the actuator saturation cannot be overlooked. To eliminate the affect
of the symmetric saturated link, the hyperbolic tangent function is adopted in place of the link.

The state variables are defined as x; = i;(¢), x, = Uy(¢), and x3 = i,(f). From (2.2) and (2.3),
Eq (4.1) is reformulated as

) R, 1 1

X1 = —L—lxl + L—1X2 - L—lUg,

' 1 1

Xy = —C—lxl + C—1X3, (42)
. 1 Ry U,

X3 = _L_2x2 - L—ZX3 + L—z(u +p).

Furthermore, the equivalent resistance of the inductor varies as the temperature changes under actual
running conditions. The equivalent resistance of the inductor is difficult to measure, and the measuring
instrument can be damaged easily. Therefore, it is assumed that the equivalent resistances R; and
R, are unknown. On the basis of Lemma 2, we adopt two NNs to approximate the unknown terms
fi(x1) = =Ryx1/L; and f5(x, x3) = —x/L, — Rox3/L, . The dynamic equation (4.2) can be rewritten
as

. 1
X = f,Tllﬁf,l(Xl) +é&p + 2" L—Ug,
1 1
1 1
b = ——x1 + —Xs, 43
X C1x1 C1X3 4.3)

. . U,
X3 = 9‘f,T31//f,3(x2,x3) +ep3+ L_z(u +p).

Because only the state x; is available, and the states x, and x3 are not directly measured, the states
x, and x;3 are estimated by devising the NN state observer, which is as follows:

A 1 - 1 .
X = —L—]Ug + 9}:1‘//]”,1(351) + L—lxz +ki(y — %),

, 1
X = ——=x1+ =X+ k(y— %),
2=t e 2y — X1) 44)

A UZ A A A A

Xy=u+t 073 13(R2, 23) + k3(y — &),
2

57 B )%1.
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Remark 5. Three sensors will be utilized when the current x;, the voltage x,, and the current x3 are all
measured. The data of the voltage x, and the current x3 are derived by constructing the state observer
in this paper. Thereby, a current sensor and a voltage sensor can be saved.

The observer gains k; = 2, k, = 2, and k3 = 2 are chosen such that matrix A, is the Hurwitz. By
selecting the matrix Qy = 5/ and solving Eq (2.10), the following matrix P > 0 can be derived:

14312  4.0593 -1.0319
P=1]4.0593 126.8410 16.8560{.
-1.0319 16.8560 87.0179

The parameters of the PV grid-connected power system are given in Table 1.

Table 1. The parameters of the PV system.

Parameters Instructions Values

Vr reference current signal (A) 30sin (100r7)
U, grid voltage (V) 311sin (100mt)
R; equivalent resistance (£2) 0.1

L inductor (mH) 11.2

U, capacitor voltage (V) 400

o capacitor (uF) 3

R, equivalent resistance (£2) 0.1

L, inductor (mH) 5.6

In the simulation, the control system uses eight NNs, all devised to include 3 nodes. The centers
are uniformly distributed in the interval [—1, 1], and all the widths are @; = 1.3. Then, the activation
functions ;(x;) (i = 1,2, 3) of the critic and the actor NNs are designed as

(% = (-2)

1.32 )

Yi(x;) = exp(—

The activation functions 7,1 (x;) and i 43(X,, X3) of the observer NN are selected as

—(i=2))?
Yralx) = CXP(—%),
(B-(-2)+GE-3-2)

Yi3(X2, X3) = exp(— ).

1.3?

The optimal virtual controls @&; and @&,, the first-order auxiliary system, and the actual optimized ET
controller &#* can be designed as

R m | PO
= :
@ Llrl 4 2L1}"1 alwl(ZI)
75 I
— _ _ 0 ,
2= T Cn T 20y, e )
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) U, _
Tsat = 7 U — OTgqr,
L,
U, R
W= — 273775 + 6L, ,
it 2L2r3( 23713 + 0,303(23))

<n

o(f) = i*(£) — m tanh( m’"

).

The parameters of the filter are chosen as w, = w3 = 0.001. The parameters of the ET mechanism are
chosen as i = 0.2, m > 0.01, and m = 0.05. The parameter of the first-order auxiliary subsystem is
chosen as o = 1. The parameters of the optimal virtual controls &, &, and &t* are selected as r; = 1000,
q1 = 1,17, =10, r, = 1600, g, = 1,77, = 0.001, 3 = 0.5, g3 = 0.01, and 773 = 1. The parameter of the
weight update laws 9f,1 , 9f,3, 961 , @al, 962, 9a2, 963, and 95[3 are chosenas by =5,b; = 5,1, = 30,13 = 10,
B = 0.025, B, = 50, B.o = 0.001, B, = 10, B3 = 1, and B,3 = 0.1. The initial values of 9f,1, @f,z,
and 0, in the simulation are selected as 8,; = [1.2,1.2,1.2,1,11", 8;, = [1.2,1.2,1.2,1.2,1.9]", and
éa] =[1.2,1.2,1.2,1.9,1.9]7, and the other initial values are zero. The initial conditions are chosen as
x1(0) = 0(A), x2(0) = 0(V), x3(0) = 0(A), £;(0) = 0.11(A), %,(0) = 0.15(V), and %3(0) = 0.15(A). The
parameters of the DoS attack model are assumed as T = 2, 7, = 0.05, and £ = 0.2. From Assumptions
2 and 3, n(0,0.2) < 4.2, |®(0,0.2)] < 0.1s. Thus, we set n(0,0.2) = 4 and |D(0,0.2)] = 0.08s,
1.e., in this paper, regarding the frequency of DoS attack, the number of the attacks in this simulation
is set to four, which means that four attacks occur within 0.2s. The DoS attack is activated at the
time intervals [0.01s,0.03s] (J[0.06s,0.07s] (J[0.1s,0.12s] [ J[0.16s,0.19s]. The time interval of the DoS
attack is represented by the gray shaded portion. Then, as shown in Figures 3—16, the simulation
outcomes are displayed. The curves of the 2-norms of the weight vectors of the critic, actor, and
observer NNs are shown in Figures 3-5. Figure 6 presents the response curves of the cost function.
Remark 6. The control schemes of the literature [19, 23] can also achieve control of the grid-
connection PV power system (4.2). Nevertheless, these control approaches are only able to ensure that
all signals in the closed-loop system are bounded. They are unable to realize the optimized control
goal, that is, they do not ensure that the cost function is minimized.

~
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Figure 3. The curves of the critic NN weight norms
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Figure 6. The curves of the cost function.
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From Figure 7, it can be seen that the current x; can accurately follow the reference current signal
v, under DoS attacks. The state observer estimation curves are plotted in Figures 8-10. Figure 11
shows that the estimation errors of the state variables x; (black solid line), x, (black dotted line), and
x3 (black dashed line) nearly converge to zero. Figure 12 displays the control input curves. The black
dashed line in Figure 12 shows that if the saturated nonlinear link is not considered, the amplitude of
the control signal will be larger than —1, exceeding the duty cycle constraints. Nevertheless, this paper
investigated the optimized saturated control scheme (red solid line) to ensure that the amplitude of the
control signal is between 0 and 1 in absolute value at all times, which satisfies the duty cycle conditions.
In addition, when the DoS attack is activated, the actual controller is equal to zero. The interevent times
of control input are shown in Figure 13. As shown in Figures 14-16, the comparison outcomes with
the corresponding backstepping control strategy in [23] and the similar optimized approaches in [31]
and [39] are respectively given. It is observed that the tracking error x; —y, of the developed optimized
secure ETC scheme in this paper is much smaller. Accordingly, the proposed NN optimal ETC scheme
can achieve superior tracking performance.
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Figure 7. The curves of the current x; and reference current signal y,.
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Figure 14. Current x; curves by the presented method and in [23].
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Figure 15. Current x; curves by the proposed approach and in [31].
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Figure 16. Current x; curves by the presented method and in [39].

5. Conclusions

This paper presented an NN adaptive optimization secure output feedback ETC scheme for
nonlinear systems with unmodeled dynamics under DoS attacks. The saturation nonlinear link was
eliminated by employing the hyperbolic tangent function and an auxiliary subsystem. The observer-
critic-actor architecture based on RL was applied in the controller design process to realize the optimal
control and minimize the cost function. Furthermore, redundant resource consumption and Zeno
behavior can be avoided effectively. The optimal secure control scheme presented in this paper has
guaranteed system stability when the optimized controller is subjected to DoS attacks. By utilizing
Lyapunov stability theory, it has been proven that all signals of the closed-loop system are SGUUB.
Finally, the simulation results of the single-phase PV grid-connected power generation system has
been given to further validate the conclusions of the theoretical analysis. Moreover, future research
directions will center on the optimal game control problem for uncertain nonlinear systems, while also
taking the triggering of the parameter estimator-to-controller channel into consideration.
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