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Abstract: Firms typically invest in security measures to reduce potential losses from cyber incidents.
Since such measures cannot fully eliminate cyber risks, cyber insurance plays an important role in
hedging residual losses. This paper studies contract design in a monopolistic cyber insurance market
where policyholders differ in their underlying risk levels and choose unobservable security effort. We
consider both risk-neutral and risk-averse agents and develop a theoretical framework to derive optimal
insurance contracts and security investments. These contracts are designed to alleviate moral hazard
and adverse selection under three information scenarios. The theoretical results reveal three main
incentive effects: premium discounts promote security effort, more generous coverage weakens the
incentive to protect, and protection generated by neighboring firms creates a substitution effect that
weakens individual effort. Numerical experiments compare the optimal premium discount, coverage
rate, security effort, and the insurer’s expected payoff across the three information scenarios.
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1. Introduction

With the widespread use of the internet and the rapid development of information technology,
cyber risk has become a major challenge for both individuals and enterprises. Cyber incidents are
characterized by substantial uncertainty in both their occurrence and loss severity. Sun et al. [27] and
Xu et al. [31] show that such incidents may lead to serious consequences, including direct financial
losses, business interruption, regulatory penalties, and reputational damage. Although firms and
individuals can invest in security measures to mitigate potential losses, such measures cannot fully
eliminate cyber risk. Against this background, cyber insurance has emerged as an important
mechanism for transferring residual losses and providing compensation for losses caused by
malicious attacks, ransomware, hacker intrusions, and other cyber events; see, for example, Vojnovic
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and Ganesh [29], Sun et al. [27], and Xu et al. [31]. Awiszus et al. [3] classified cyber risks into three
categories, idiosyncratic, systematic, and systemic risks, and discussed different analytical approaches
for these distinct risk types. Cyber insurance has attracted increasing attention in recent years because
of its growing theoretical and practical importance. Hofmann [13], Schwartz and Sastry [26], and
Romanosky et al. [24] investigated cyber insurance and related risk-sharing mechanisms from
different perspectives. Nevertheless, substantial challenges remain in both market development and
theoretical analysis, as discussed by Hillairet et al. [12] and Schatz and Bashroush [25].

This paper studies security investment and premium pricing in an interdependent network. As
discussed by Lelarge and Bolot [18], agents may invest in security measures to reduce the probability
of infection and improve cybersecurity. Anderson [2] further pointed out that such measures may
include upgrading technical systems, improving access control and monitoring, providing staff
training, and strengthening information security practices. Self-protection investment has attracted
considerable attention in the cybersecurity literature; see, for example, Varian [28], Bravard et al. [4],
and Bolot and Lelarge [17]. Yang and Lui [33] provided a basic understanding of how network
externalities and node heterogeneity affect security adoption. Pal and Golubchik [22] contended that
cybersecurity investment is affected by both full and partial coverage models of cyber insurance.
Cavusoglu et al. [7] proposed a game-theoretic approach to determine the level of IT security
investment and compared the game-theoretic solution with the decision-theoretic solution in terms of
investment level, vulnerability, and return on investment. Cavusoglu et al. [6] addressed the shortage
of historical data and propose a comprehensive model for analyzing IT security investment. Schatz
and Bashroush [25] extracted information from several databases to study key methods for measuring
the value of information security investments. However, due to the interconnected nature of networks,
an agent’s security investment not only protects its own system, but also lowers the likelihood of
indirect attacks on its neighbors. In other words, improving one’s own security creates positive
externalities for connected users. As a result, many agents tend to free-ride on others’ security efforts
to reduce their own investment costs, leading to underinvestment in security and a decline in the
overall security level.

On the other hand, cyber insurance pricing is much more challenging than traditional insurance
pricing. Khalili et al. [15] and Xie et al. [30] discussed such difficulties from the perspectives of
contract design and cyber insurance market performance. One important reason is that traditional
insurance pricing typically relies on actuarial tables constructed from abundant historical records.
However, in cyber insurance, firms are often reluctant to disclose breach information owing to
concerns about reputational damage. As a result, cyber insurance suffers from a lack of standardized
rating systems and sufficient actuarial data. Because cyber risks are inherently interdependent,
properly characterizing their dependence structure and loss model is essential for cyber insurance
pricing. Existing studies have examined the dependence structure from several perspectives. Pal [23]
studied cyber insurance premium design in a setting where an agent’s loss depends not only on its
own effort, but also on the investments of its neighbors. Copula functions have also been used to
capture nonlinear dependence among cyber risks, with common choices including the Gaussian
copula, the t-copula, and Archimedean copulas; see, for example, Herath and Herath [11], Liu et
al. [20], and Carannante et al. [5]. Related studies have also adopted game-theoretic frameworks to
analyze interdependent security and investment incentives, such as Kunreuther and Heal [16] and
Naghizadeh and Liu [21]. With regard to the loss model, Xu and Hua [32] characterized cyber losses
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by the number of agents attacked in the system and the duration of downtime. Khalili et al. [15]
discussed which losses should be covered or excluded in cyber insurance contracts for first- and
third-party losses, as well as how insurers price cyber insurance products. Gordon et al. [10] proposed
a comprehensive four-step cyber insurance decision framework based on the overall risk management
process, in which insurance is used as a tool for managing information security risk.

Accurate premium customization requires detailed information about insured firms, including their
organizational structure, employees’ security awareness, and investment in protection systems.
However, such information is often not fully observable to insurers, making information asymmetry a
key issue in cyber insurance pricing. Chiappori and Salanié [8] discussed information asymmetry in
insurance markets, where the parties to a transaction may possess different levels of information,
leading to adverse selection or moral hazard. Akerlof [1] showed that quality uncertainty may
undermine market sustainability when buyers cannot distinguish between different quality levels. In
the context of cyber insurance, this implies that if insurers cannot distinguish users with different
security levels and offer differentiated premiums, their profitability may be unsustainable. Similarly,
Hofmann [13] studies an insurance market with loss externalities and shows that a monopolistic
insurer can achieve social optimality through premium discrimination in a model with heterogeneity
and incomplete information.

In this paper, we mainly consider two forms of information asymmetry: moral hazard and adverse
selection. Moral hazard arises because insurers cannot perfectly monitor policyholders’ security
actions after a contract is signed. Adverse selection occurs when high-risk agents have a stronger
demand for insurance, while insurers cannot fully observe their actual risk exposure. The related
literature shows that Ligon and Thistle [19] studied a single-period monopoly insurance market with
adverse selection and moral hazard, and showed that when the distortions caused by moral hazard are
sufficiently mild, insurers can use price-quantity contracts to address the two information asymmetries
simultaneously. Pal [23] extended this line of research to cyber insurance and developed the model
formulated for internet and distributed network environments.

To reflect real-world cybersecurity insurance practices, we consider three information scenarios: (i)
Both sides do not know the risk type: For firms in emerging industries, historical incident data may
be limited, or some firms may be unwilling to incur the substantial cost of third-party assessments;
in either case, even the firms themselves may not have accurate knowledge of their true cyber risk
type. (ii) The policyholder learns the risk type after signing: The risk type is unclear at the contracting
stage, but becomes known later through security audits, vulnerability scans, or incident signals. This
timing affects the subsequent self-protection decision and makes moral hazard more important. (iii)
The policyholder knows the risk type before signing: Firms may learn their own risk type from third-
party assessments, while the insurer cannot observe this information at the time of contracting, which
creates adverse selection. Awiszus et al. [3] pointed out that the loss assumptions in most existing
game-theoretic models are overly simplistic, since losses are typically treated as constant quantities.
To address this limitation, we model cyber losses as random variables rather than fixed values. Based
on this framework, we derive the optimal pricing and self-protection strategies for both risk-neutral
and risk-averse agents.

This paper studies cyber insurance contract design under asymmetric information. The main
contributions are summarized as follows. First, in contrast to Ligon and Thistle [19], who assume a
binary setting with a fixed loss amount, we model cyber loss severity as a random variable. This
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formulation better captures the uncertainty and heterogeneity of cyber losses. Second, we incorporate
network externalities into the cyber insurance framework. Each agent’s effective protection level
depends not only on its own security effort but also on the efforts transmitted from neighboring
agents. Our theoretical results show that a higher level of external protection reduces the agent’s own
optimal effort, reflecting a substitution effect and a possible free-riding incentive. Third, we examine
three information scenarios according to whether and when the policyholder learns its risk type,
thereby providing a way to alleviate information asymmetry in insurance contract design. Under these
scenarios, we characterize the optimal contracts, optimal effort levels, and the insurer’s expected
profit. By comparing risk-neutral and risk-averse policyholders, we further show that risk aversion is
crucial in driving insurance demand. The numerical analysis reports the corresponding optimal
premium discounts, coverage rates, and security efforts.

The remainder of this paper is organized as follows. Section 2 describes the utility functions of risk-
neutral and risk-averse agents. Section 3 establishes the optimal contracts for mitigating information
asymmetry under three cases. Section 4 presents numerical simulations to examine the effects of
parameters and illustrate the optimal solutions. Finally, Section 5 concludes the paper.

2. Model

This section is organized into three parts. In the first part, we introduce the basic concepts of
networks and present the network structure of agents studied in this paper. The second part presents
the utility function and its properties. The third part develops the information structure, which lays the
foundation for alleviating information asymmetry in the next section. The symbols used in this article
are summarized in Table 1.

Table 1. Meaning of key variables.

Variable Meaning
P Base premium
αi Premium discount factor of agent i
βi Coverage rate of agent i
ei Security effort of agent i
a Risk aversion coefficient
Wi Wealth level of agent i
S i Observable underwriting score of agent i
mi External protection level from neighboring agents
si Effective protection level of agent i
ai j Adjacency indicator between agents i and j
xi j Security spillover factor from agent j to agent i
Li Cyber loss amount of agent i
C(·) Cost of self-protection investment
θi Risk type of agent i
µk(·) Mean parameter of log-loss for type k
λk(·) Variance parameter of log-loss for type k
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2.1. Network structure

Assume the relationship of internet agents is described as an undirected graph Γ = (V,E), where
V is the node set, and E is the edge set. Γ represents the network structure, where (u, v) ∈ E means the
two agents u and v can influence each other. If any u ∈ V can affect any v ∈ V, we call it a complete
graph. In a complete graph, all agents can influence each other. Denoting A = (auv) as the adjacency
matrix of Γ,

auv =

{
1 if (u, v) ∈ E,
0 otherwise.

It is worth noting that the problem setting naturally implies avv = 0. In addition, we let N(i) = { j ∈
V | ai j = 1} be the set of the one-hop neighbors of i, and neighboring nodes can affect each other. We
represent the degree of a node i by di, where di equals |Ni(v)|. For illustrative purposes, we consider
two network states, denoted by

(I0
1 , I

0
2 , . . . , I

0
N) and (I1

1 , I
1
2 , . . . , I

1
N),

representing the network before and after a possible cyber incident, respectively, where Ib
v = 1 indicates

that node v has been attacked in state b, while Ib
v = 0 indicates that node v remains secure, b = 0, 1.

(a) Network state before a cyber incident. (b) Network state after a cyber incident.

Figure 1. Network diagrams of six companies before and after possible cyber incidents. Red
nodes indicate companies affected by cyber incidents and suffering corresponding losses.

As shown in Figure 1 (a), all companies in the network are secure before cyber incidents occur.
Company 1 is a one-hop neighbor of company 5 and therefore affects only the security of company 5.
In other words, a higher security investment by company 1 not only improves its own security, but
also reduces the probability of security incidents for company 5. Figure 1 (b) illustrates the network
after possible cyber incidents occur. In this state, company 1 is affected by a cybersecurity incident
and suffers a loss. Due to the direct connection between companies 1 and 5, the incident involving
company 1 may also increase the risk exposure of company 5. Similarly, company 3 is compromised
and may affect its directly connected neighbors, namely companies 4, 5, and 6.

2.2. Properties of the utility function

We model the utility function Ui as a function of agent i’s wealth, its security effort level, and the
effort levels of its neighbors. Mathematically, the utility function is given by

Ui = Ui(Wi, ei, e⃗i),
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where ei ∈ [0, 1] is the self-security effort of agent i, e⃗i ∈ [0, 1]di is the vector of effort levels of agent
i’s one-hop neighbors, and Wi is the wealth of agent i. Security effort generates a positive externality:
When the neighbors of agent i invest in security and improve their own protection levels, the utility of
agent i also increases. This effect can be expressed mathematically as follows: For any e⃗i ≥ e⃗′i*.

Ui(Wi, ei, e⃗i) ≥ Ui(Wi, ei, e⃗′i).

The positive externality of neighbors’ security effort also implies a substitution effect. In particular,
a higher level of neighbors’ security effort reduces the marginal benefit of the agent’s own security
effort. This can be expressed mathematically as follows: For any e⃗i ≥ e⃗′i,

Ui(Wi, ei, e⃗′i) − Ui(Wi, e′i , e⃗′i) ≥ Ui(Wi, ei, e⃗i) − Ui(Wi, e′i , e⃗i).

This condition reflects that neighbors’ effort creates a positive externality, thereby weakening agent
i’s incentive to invest in self-protection.

2.3. Information structure

We consider three information scenarios: (i) Neither the insurer nor the policyholder knows the
policyholder’s risk type throughout the contract horizon. (ii) The insurer still cannot observe the
policyholder’s risk type, whereas the policyholder learns its type only after signing the contract but
before choosing the self-protection effort level. (iii) The insurer cannot observe the policyholder’s risk
type, whereas the policyholder learns its own type before signing the contract.

In all three scenarios, we assume that agents can be classified into two risk types: high-risk (H) and
low-risk (L). Depending on the information scenario, an agent’s risk type may be unknown or may
become known to the agent at different stages of the contracting process, whereas the insurer cannot
directly observe this information. When the policyholder learns its risk type before contracting, but
the insurer does not, adverse selection arises. After entering the insurance contract, agent i chooses a
self-protection effort level ei. Since the insurer cannot observe the agent’s actual effort choice, moral
hazard may arise. We assume that the insured’s network structure is publicly known, whereas agents’
types and effort choices are unobservable to the insurer.

Let e = (e1, e2, · · · , eN) denote the effort profile of all agents, where each agent chooses its effort
individually and incurs a cost C(ei). The cost function C(·) is twice continuously differentiable, strictly
increasing, and convex, that is, C′(e) > 0 and C′′(e) ⩾ 0. For each agent i, define the effective
protection level by

si := ei +

N∑
j=1

ai jxi je j,

where A = (ai j) is the adjacency matrix of the network, xi j
† is the impact factor from agent j to agent

i, and e j is the effort level of agent j. Thus, the protection level of agent i depends not only on its own
effort, but also on the efforts transmitted from its neighboring agents.

*e⃗i ≥ e⃗′ i means that the sum of the components of e⃗i is greater than or equal to that of e⃗′i.
† xi j ∈ [0, 1] measures the strength of the security spillover transmitted from agent j to agent i. It captures the extent to which agent

j’s security effort contributes to the effective protection of agent i, conditional on their network connection. This coefficient may reflect
the intensity of their cyber dependence, connection strength, technological compatibility, or other pair-specific characteristics.
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For an agent with risk type θi ∈ {H, L}, we assume that the cyber loss Li is conditionally
lognormally distributed. This specification is appropriate for cyber losses because such losses are
non-negative, right-skewed, and may occasionally exhibit extreme realizations. Moreover, log-normal
distributions have been commonly used in cyber risk modeling. For example, Awiszus et al. [3]
reviewed their application in cyber insurance modeling, and Chong et al. [9] compared several
candidate severity distributions for cyber incidents, including log-normal, exponential, gamma, and
Weibull distributions, and show that the log-normal distribution provides a good fit for conditional
cyber loss severity. Precisely,

ln Li

∣∣∣ {θi = k} ∼ N
(
µk(si), λk(si)

)
, k ∈ {H, L}, (2.1)

where µk(si) and λk(si) are the conditional mean and variance parameters of ln Li, respectively.

Assumption 2.1. We impose the following assumptions:

• µL(si) < µH(si) for all si ≥ 0, that is, at the same security level, high-risk agents have a larger
mean log-loss than low-risk agents.
• For each k ∈ {H, L}, µk(·) is twice continuously differentiable, strictly decreasing, and strictly

convex. Moreover, µ′H(si) < µ′L(si) < 0, µ′′k (si) > 0. Thus, increasing security effort is more
effective for high-risk agents, while the marginal reduction effect diminishes as si increases.
• For each k ∈ {H, L}, λk(·) is twice continuously differentiable, strictly decreasing, and convex,

namely, λ′k(si) < 0, λ′′k (si) ≥ 0.

Remark 2.2. Assumption 2.1 describes the nature of heterogeneity risks and effective protection
level. The high-risk type is associated with a larger expected loss exposure, and therefore imposes a
higher expected claim on the insurer. In addition, the protection level decreases both the conditional
mean and variance parameters of log-loss, indicating that cybersecurity investment can mitigate the
expected severity and uncertainty of cyber losses. The convexity assumptions capture the diminishing
marginal effectiveness of security effort. Economically, this means that when the protection level is
low, additional security investment can substantially reduce exposed vulnerabilities and improve the
agent’s risk profile. However, as the protection level increases, the remaining risks become more
difficult to eliminate, because they may arise from more sophisticated attacks or residual system
vulnerabilities. Thus, security investment continues to enhance protection, but the improvement
gradually weakens.

We assume that the insurer offers a cyber insurance contract with base premium P. Before the
contract is signed, the insurer observes a set of verifiable underwriting characteristics of agent i,
including an observable financial capacity indicator Wi and other verifiable underwriting information
Hi. The latter may include externally verifiable indicators such as past claims records, incident
reports, or audit-based assessments available at the underwriting stage. Based on these observable
characteristics, we define the underwriting score as S i = Wi + Hi. The insurer then determines a
premium discount factor αi ∈ [0, 1] and a coverage rate βi ∈ [0, 1]. Accordingly, the premium paid by
agent i is P − αiS i, and the insurer provides coverage equal to βiLi. Importantly, S i is constructed
from observable and verifiable pre-contract information and does not reveal the agent’s current hidden
security effort ei. Since both the agents’ expected utilities and the insurer’s expected profit depend on
the moments of Li implied by the log-normal distribution in (2.1), we first state the following lemma.
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Lemma 2.3 (Log-normal moments). Under (2.1), for any r > 0,

E[Lr
i | θi = k] = exp

{
r µk(si) +

1
2

r2 λk(si)
}
. (2.2)

In particular, we obtain E[Li | θi = k] = exp
{
µk(si) + 1

2λk(si)
}

when r = 1.

Proof. Let Yi := ln Li. Then, (2.1) can be rewritten as

Yi | {θi = k} ∼ N
(
µk(si), λk(si)

)
.

Since Lr
i = erYi , it follows that

E[Lr
i | θi = k] = E[erYi | θi = k] = exp

{
rµk(si) +

1
2

r2λk(si)
}
,

which is the moment generating formula of a normal random variable. □

Corollary 2.4. The conditional expected loss (2.2) is convex in si.

Proof. Since µk(·) is strictly convex and λk(·) is convex by Assumption 2.1, it follows that µk(si)+ 1
2λk(si)

is convex in si. Therefore, E[Li | θi = k] is convex in si. □

2.3.1. Insurer

Under the above assumptions and by Lemma 2.3, if agent i purchases an insurance contract with
premium P − αiS i and coverage rate βi, then the insurer’s expected payoff conditional on θi = k is

U1(αi, βi, e | θi = k) = P − αiS i − βiE(Li | θi = k)

= P − αiS i − βi exp

µk

ei +

N∑
j=1

ai jxi je j

 + 1
2
λk

ei +

N∑
j=1

ai jxi je j


 . (2.3)

2.3.2. Risk-neutral insured

We distinguish between two cases for agent i: The agent does not purchase insurance, and the agent
purchases insurance. First, let e0

i denote agent i’s effort level in the absence of insurance, and define

s0
i := e0

i +

N∑
j=1

ai jxi je j.

Then, conditional on θi = k, the expected utility of agent i without insurance is

U0
2i(e

0
i , e⃗i | θi = k) = E

(
−Li −C(e0

i ) | θi = k
)
= − exp

{
µk(s0

i ) +
1
2
λk(s0

i )
}
−C(e0

i ). (2.4)

Next, suppose that agent i purchases an insurance contract characterized by the premium P − αiS i

and coverage rate βi, and define

s1
i := e1

i +

N∑
j=1

ai jxi je j,

AIMS Mathematics Volume 11, Issue 7, 22354–22379.



22362

where e1
i denotes the effort chosen by agent i after purchasing insurance. Then, the terminal wealth of

agent i is −P + αiS i − Li + βiLi −C(e1
i ). Hence, conditional on θi = k, the expected utility is

U2i(αi, βi, e1
i , e⃗i | θi = k) = E

(
−P + αiS i − Li + βiLi −C(e1

i ) | θi = k
)

= −P + αiS i + (βi − 1) exp
{
µk(s1

i ) +
1
2
λk(s1

i )
}
−C(e1

i ).
(2.5)

Proposition 2.5. Let ê1
i = ê1

i (αi, βi, e⃗i | θi = k) denote the optimal effort under insurance. Then, ê1
i is

decreasing in the coverage rate βi, that is, ∂ê
1
i
∂βi
≤ 0.

Proof. For a risk-neutral agent, the expected utility under insurance is given by (2.5). By Corollary 2.4
and the strict convexity of C(·), we have that U2i(·) is strictly concave in e1

i . Since e1
i ∈ [0, 1] and U2i(·)

is continuous, the optimal effort ê1
i exists, and strict concavity implies its uniqueness.

Then, the first-order condition

F(e1
i ; βi) :=

∂U2i(αi, βi, e1
i , e⃗i | θi = k)
∂e1

i

= (βi − 1) exp
{
µk(s1

i ) +
1
2
λk(s1

i )
} (
µ′k(s1

i ) +
1
2
λ′k(s1

i )
)
−C′(e1

i ),
(2.6)

and the second-order condition can be expressed as

Fe(ê1
i ; βi) =

∂2U2i(αi, βi, e1
i , e⃗i | θi = k)

∂(e1
i )2

∣∣∣∣
e1

i =ê1
i

< 0. (2.7)

Therefore, the implicit function theorem applies to F
(
ê1

i (βi); βi
)
= 0, and ê1

i is locally differentiable

with respect to βi. Differentiating the above identity with respect to βi, we obtain Fe
∂ê1

i
∂βi
+Fβ = 0. Then,

∂ê1
i

∂βi
= −

Fβ
Fe
,

where Fβ = exp
{
µk(s1

i ) + 1
2λk(s1

i )
} (
µ′k(s1

i ) + 1
2λ
′
k(s1

i )
)
< 0 through Assumption(2.1). Hence, ∂ê

1
i
∂βi
≤

0. □

Remark 2.6. Proposition 2.5 considers the agent’s effort response under a given insurance contract. It
shows that a higher coverage rate βi reduces the agent’s uncovered loss, (1 − βi)Li, thereby weakening
the incentive to exert effort.

Cyber risk is inherently interdependent, and neighbors’ security efforts generate positive
externalities through the network. As the external protection level mi :=

∑N
j=1 ai jxi je j increases, the

agent’s own optimal effort under insurance decreases, which reflects a substitution effect and gives
rise to a free-riding incentive. This is formalized in the following proposition.

Proposition 2.7. The local optimal effort under insurance ê1
i satisfies ∂ê

1
i

∂mi
≤ 0.
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Proof. According to (2.5) and s1
i := e1

i + mi, the expected utility can be written as

U2i(αi, βi, e1
i ,mi | θi = k) = −P + αiS i + (βi − 1) exp

{
µk(e1

i + mi) +
1
2
λk(e1

i + mi)
}
−C(e1

i ).

Hence, for fixed mi, the first-order condition for a local optimum with respect to e1
i is

G(e1
i ; mi) :=

∂U2i(αi, βi, e1
i ,mi | θi = k)
∂e1

i

= (βi − 1) exp
{
µk(e1

i + mi) +
1
2
λk(e1

i + mi)
} (
µ′k(e

1
i + mi) +

1
2
λ′k(e

1
i + mi)

)
−C′(e1

i ).
(2.8)

Let ê1
i be a local optimal effort corresponding to the parameter value mi. Then, ê1

i satisfies the
first-order condition G(ê1

i ; mi) = 0. Moreover, by (2.7),

Ge(ê1
i ; mi) =

∂2U2i(αi, βi, e1
i ,mi | θi = k)

∂(e1
i )2

∣∣∣∣
e1

i =ê1
i

< 0. (2.9)

Differentiating the first-order condition with respect to mi, the chain rule gives

Ge(ê1
i (mi); mi)

∂ê1
i

∂mi
+Gm(ê1

i (mi); mi) = 0,

and hence
∂ê1

i

∂mi
= −

Gm(ê1
i (mi); mi)

Ge(ê1
i (mi); mi)

.

Next, since mi enters the utility only through s1
i = e1

i + mi, and (2.8) can be rewritten as

G(e1
i ; mi) = (βi − 1)

d
ds1

i

E[Li | θi = k] −C′(e1
i ),

then,

Gm(ê1
i ; mi) = (βi − 1)

d2

d(s1
i )2
E[Li | θi = k].

Because βi ∈ [0, 1], we have βi − 1 ≤ 0. On the other hand, by Corollary 2.4, E[Li | θi = k] is convex in
s1

i , thus d2

d(s1
i )2E[Li | θi = k] ≥ 0. Therefore, Gm(ê1

i ; mi) ≤ 0. Combining this with (2.9), Ge(ê1
i ; mi) < 0,

we conclude that ∂ê
1
i

∂mi
= −Gm

Ge
≤ 0. □

2.3.3. Risk-averse agent

For analytical tractability, we adopt the quadratic utility function U(W) = W −
1
2

aW2‡ to model
risk-averse agents. Similar to a risk-neutral agent, the expected utility function of a risk-averse agent

‡The parameter a > 0 measures the curvature of the utility function and reflects the degree of risk aversion. Since U′(W) = 1 − aW
and U′′(W) = −a < 0, a larger value of a implies stronger concavity and hence stronger risk aversion within the economically relevant
range W < 1/a. In this range, the utility function is increasing and concave, so it can capture risk-averse preferences. However, when
W ≥ 1/a, the marginal utility U′(W) becomes nonpositive, which is economically unreasonable for a global utility function. Therefore,
the quadratic utility should be interpreted as a tractable local approximation to risk-averse preferences. Our analysis focuses on the
economically relevant range where U′(W) = 1 − aW > 0.
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without insurance is given by:

U0
3i(e

0
i , e⃗i | θi = k) = E

[
(−Li −C(e0

i )) −
1
2

a(−Li −C(e0
i ))2

∣∣∣∣∣ θi = k
]

= − exp
{
µk(s0

i ) +
1
2
λk(s0

i )
}
−C(e0

i )

−
1
2

a
{
exp

(
2µk(s0

i ) + 2λk(s0
i )
)

+ 2C(e0
i ) exp

(
µk(s0

i ) +
1
2
λk(s0

i )
)
+C2(e0

i )
}
.

(2.10)

where a is the degree of risk aversion, and higher a implies greater risk aversion.
Using a similar argument to the risk-neutral case, we characterize the optimal effort choice of a

risk-averse agent under insurance. If agent i accepts the contract, then the terminal wealth is −P +
αiS i − Li + βiLi −C(e1

i ). Define

Bi(αi, βi, e1
i ) := −P + αiS i −C(e1

i ) + (βi − 1) exp
{
µk(s1

i ) +
1
2
λk(s1

i )
}
.

Then, conditional on θi = k, the expected utility of agent i under insurance U3i(αi, βi, e1
i , e⃗i | θi =

k) := U3i is

U3i = E

[(
− P + αiS i −C(e1

i ) + (βi − 1)Li

)
−

1
2

a
(
− P + αiS i −C(e1

i ) + (βi − 1)Li

)2 ∣∣∣∣ θi = k
]

= Bi(αi, βi, e1
i ) −

1
2

a
{

B2
i (αi, βi, e1

i ) + (βi − 1)2
[

exp
{
2µk(s1

i ) + 2λk(s1
i )
}

− exp
{
2µk(s1

i ) + λk(s1
i )
} ]}
.

(2.11)

Proposition 2.8. Assume that

∂2

∂(e1
i )2

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
}]
≥ 0, (2.12)

where s1
i := e1

i +
∑N

j=1 ai jxi je j, and

1 − aBi(αi, βi, ê1
i ) > 0. (2.13)

Then, the optimal effort ê1
i of the risk-averse agent satisfies

∂ê1
i

∂αi
> 0. (2.14)

Proof. Using (2.11), then

M(e1
i ;αi, βi) :=

∂U3i(αi, βi, e1
i , e⃗i | θi = k)
∂e1

i
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=
(
1 − aBi(αi, βi, e1

i )
)∂Bi(αi, βi, e1

i )
∂e1

i

−
1
2

a(βi − 1)2 ∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]
.

Since ê1
i is an interior local optimum, it satisfies M(ê1

i ;αi, βi) = 0. Moreover, by (2.12) and (2.13), the
second-order satisfies

Me(ê1
i ;αi, βi) =

∂2U3i(αi, βi, e1
i , e⃗i | θi = k)

∂(e1
i )2

∣∣∣∣
e1

i =ê1
i

< 0. (2.15)

Hence, the implicit function theorem applies to the identity M
(
ê1

i (αi);αi, βi
)
= 0. Differentiating the

identity with respect to αi, we obtain Me
∂ê1

i
∂αi
+ Mα = 0. Then,

∂ê1
i

∂αi
= −

Mα
Me
. (2.16)

Next, since ∂Bi(αi,βi,e1
i )

∂αi
= S i,

∂2Bi(αi,βi,e1
i )

∂αi ∂e1
i
= 0, we have

Mα(ê1
i ;αi, βi) = −a

∂Bi(αi, βi, ê1
i )

∂αi

∂Bi(αi, βi, ê1
i )

∂e1
i

+
(
1 − aBi(αi, βi, ê1

i )
)∂2Bi(αi, βi, e1,∗

i )
∂e1

i ∂αi

= −aS i
∂Bi(αi, βi, ê1

i )
∂e1

i

.

On the other hand, since M(ê1
i ;αi, βi) = 0, it follows that

(
1 − aBi(αi, βi, ê1

i )
)∂Bi(αi, βi, ê1

i )
∂e1

i

=
1
2

a(βi − 1)2 ∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
}]
.

Moreover, by Assumption 2.1, we have µ′k(s1
i ) < 0, λ′k(s1

i ) < 0, λk(s1
i ) > 0. Then,

∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
}]

= exp
{
2µk(s1

i ) + λk(s1
i )
} [

2µ′k(s1
i )
(
eλk(s1

i ) − 1
)
+ λ′k(s1

i )
(
2eλk(s1

i ) − 1
)]
< 0.

By (2.13), we have ∂Bi(αi,βi,ê1
i )

∂e1
i
< 0. Hence, for S i > 0,

Mα(ê1
i ;αi, βi) = −aS i

∂Bi(αi, βi, ê1
i )

∂e1
i

> 0.

Combining this with (2.15) and (2.16), we conclude that (2.14). □
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Proposition 2.9. Assume that (2.12), (2.13), and

a(1 − βi) exp
{
µk(s1

i ) +
1
2
λk(s1

i )
}
≤ 2

(
1 − aBi(αi, βi, ê1

i )
)
, (2.17)

where s1
i := e1

i +
∑N

j=1 ai jxi je j. Then, the optimal effort ê1
i satisfies

∂ê1
i

∂βi
< 0. (2.18)

Proof. The derivation with respect to βi follows the same implicit function argument as in
Proposition 2.8. Specifically, differentiating the identity

N
(
ê1

i (βi);αi, βi
)
= 0

with respect to βi, we obtain

Ne
∂ê1

i

∂βi
+ Nβ = 0,

hence
∂ê1

i

∂βi
= −

Nβ
Ne
.

Differentiating N(e1
i ;αi, βi) with respect to βi, we obtain

Nβ = −a
∂Bi(αi, βi, e1

i )
∂βi

∂Bi(αi, βi, e1
i )

∂e1
i

+
(
1 − aBi(αi, βi, e1

i )
)∂2Bi(αi, βi, e1

i )
∂e1

i ∂βi

− a(βi − 1)
∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]
.

Since
∂Bi(αi, βi, e1

i )
∂βi

= exp
{
µk(s1

i ) +
1
2
λk(s1

i )
}
,

and
∂2Bi(αi, βi, e1

i )
∂e1

i ∂βi
= exp

{
µk(s1

i ) +
1
2
λk(s1

i )
} (
µ′k(s1

i ) +
1
2
λ′k(s1

i )
)
< 0,

we further have

Nβ =
(
1 − aBi(αi, βi, e1

i )
)

exp
{
µk(s1

i ) +
1
2
λk(s1

i )
} (
µ′k(s1

i ) +
1
2
λ′k(s1

i )
)

− a(βi − 1)
∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]

− a exp
{
µk(s1

i ) +
1
2
λk(s1

i )
}
∂Bi(αi, βi, e1

i )
∂e1

i

.

By the first-order condition N(e1,∗
i ;αi, βi) = 0, we have

∂Bi(αi, βi, e1
i )

∂e1
i

=
a(βi − 1)2

2
(
1 − aBi(αi, βi, e1

i )
) ∂
∂e1

i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]
.
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Substituting this into the above expression yields

Nβ =
(
1 − aBi(αi, βi, e1

i )
)

exp
{
µk(s1

i ) +
1
2
λk(s1

i )
} (
µ′k(s1

i ) +
1
2
λ′k(s1

i )
)

+ a(1 − βi)
∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]

×

1 − a(1 − βi) exp
{
µk(s1

i ) + 1
2λk(s1

i )
}

2
(
1 − aBi(αi, βi, e1

i )
)  .

Moreover,

∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]

= exp
{
2µk(s1

i ) + λk(s1
i )
} [

2µ′k(s1
i )
(
eλk(s1

i ) − 1
)
+ λ′k(s1

i )
(
2eλk(s1

i ) − 1
)]
< 0.

Since (2.13) and (2.17), combining with

∂

∂e1
i

[
exp

{
2µk(s1

i ) + 2λk(s1
i )
}
− exp

{
2µk(s1

i ) + λk(s1
i )
} ]
< 0,

we conclude Nβ < 0. Since Ne < 0, it follows that (2.18). □

Remark 2.10. For a given insurance contract, these comparative statics describe the agent’s effort
response to the contract terms. Unlike the risk-neutral case, a risk-averse agent cares not only about
the expected level of terminal wealth but also about its volatility. Under suitable conditions, a larger
premium discount factor αi improves the insured’s payoff and strengthens the incentive to exert self-
protection effort. By contrast, a higher coverage rate βi reduces the agent’s uninsured loss exposure
and shifts more risk to the insurer, thereby weakening the incentive to invest in self-protection.

3. Mechanisms for alleviating information asymmetry

Premiums and coverage rates chosen by the insurer affect the insured’s incentive to invest in
self-protection. Conversely, the insured’s effort affects the distribution of cyber losses, which in turn
influences the insurer’s expected payoff and optimal contract design. Therefore, the insurer must
anticipate the insured’s effort response when setting premiums and coverage rates. Such strategic
interaction naturally leads to an insurance game with information asymmetry. In this section, we
consider three information structures and investigate how discriminatory premium design can
alleviate the distortions generated by asymmetric information.

3.1. Neither the insurer nor the insured knows the risk type

In this case, neither the insurer nor the policyholder can observe whether agent i is low-risk (L) or
high-risk (H). Since the agent does not know thier own type either, adverse selection does not arise
at the contracting stage. The main informational friction is moral hazard, because the insurer cannot
observe or verify the realized effort after the contract is signed. We assume that both parties share the
same prior belief about the agent’s type.
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Let η1 ∈ [0, 1] denote the prior probability that agent i is of type L. Define ϕk(s) := µk(s) + 1
2λk(s),

k ∈ {L,H}. Then, the weighted expected loss is

LY
i (si) := η1 exp{ϕL(si)} + (1 − η1) exp{ϕH(si)},

where the superscript Y denotes the present situation with no information. We study the problem from
the insurer’s perspective. The insurer chooses the contract terms (αY

i , β
Y
i ) to maximize expected profit

(2.3). After reviewing the contract, the agent decides whether to purchase insurance and selects a level
of self-protection effort. Because the insurer cannot observe the actual effort exerted, the contract must
be designed by anticipating the agent’s optimal response effort. This leads to the following constrained
optimization problem:

max
0≤αY

i ≤1, 0≤βY
i ≤1

P − αY
i S Y

i − β
Y
i LY

i (sY
i ),

where sY
i := eY

i +
∑N

j=1 ai jxi jeY
j . The problem is subject to the participation constraint

UY
2i(α

Y
i , β

Y
i , ê

Y) ≥ UY0
2i (êY0), (3.1)

and the best-response conditions

∂UY
2i(α

Y
i , β

Y
i , e

Y)
∂eY

i

∣∣∣∣
eY=êY

= 0, i = 1, . . . ,N, (3.2)

∂UY0
2i (eY0)

∂eY0
i

∣∣∣∣
eY0=êY0

= 0, i = 1, . . . ,N. (3.3)

Here, αY
i and βY

i denote the premium discount factor and the coverage rate under the no-information
case Y , êY = (êY

1 , ê
Y
2 , . . . , ê

Y
N) denotes the equilibrium effort profile when insurance is purchased, and

êY0 = (êY0
1 , ê

Y0
2 , . . . , ê

Y0
N ) denotes the equilibrium effort profile.

Constraint (3.1) is the participation constraint. It requires that agent i obtain at least as much
expected utility from purchasing insurance as from remaining uninsured; otherwise, the agent will not
purchase insurance. Constraints (3.2) and (3.3) characterize the agent’s optimal effort choices under
insurance and without insurance, respectively. In particular, (3.2) captures the moral-hazard feature of
the model. Constraint (3.3) defines the benchmark equilibrium effort when no insurance is purchased.
To solve the insurer’s problem, we formulate the associated Lagrangian by introducing multipliers ξ1,
ξ2, and ξ3 corresponding to constraints (3.1)–(3.3), respectively.

For risk-averse agents, the insurer faces an analogous contracting problem. The insurer chooses
(αY

i , β
Y
i ) to maximize expected profit while anticipating the agent’s effort response. Specifically, the

insurer solves

max
0≤αY

i ≤1, 0≤βY
i ≤1

P − αY
i S Y

i − β
Y
i LY

i (sY
i ).

This problem is subject to

UY
3i(α

Y
i , β

Y
i , ê

Y) ≥ UY0
3i (êY0), (3.4)

AIMS Mathematics Volume 11, Issue 7, 22354–22379.



22369

∂UY
3i(α

Y
i , β

Y
i , e

Y)
∂eY

i

∣∣∣∣
eY=êY

= 0, i = 1, . . . ,N, (3.5)

∂UY0
3i (eY0)

∂eY0
i

∣∣∣∣
eY0=êY0

= 0, i = 1, . . . ,N. (3.6)

We formulate the corresponding Lagrangian by introducing multipliers ξ4, ξ5, and ξ6 associated with
constraints (3.4)–(3.6), respectively. Constraint (3.4) is the participation constraint for a risk-averse
agent. Constraints (3.5) and (3.6) characterize the agent’s optimal effort choices with and without
insurance.

3.2. The insured learns the risk type after signing the contract

We now consider a situation in which the agent does not know their risk type at the contracting
stage, but may learn it from a third-party audit after signing the contract and before choosing the
security investment. We assume that the insurer cannot observe either the agent’s information status
or their realized risk type. Hence, although the cyber insurer moves first and offers the contract, it
must anticipate that the agent may later acquire information and adjust their effort accordingly. Let the
signed contract be denoted by

Zd
i := (P − αd

i S i, β
d
i ),

where the premium and coverage terms are fixed once the contract is signed.
First, we investigate the value of information. If the agent does not learn their type, they select effort

based on prior beliefs, resulting in an optimal effort profile denoted as ê Y and an expected utility of
UY

i (Zi, ê Y). Conversely, if the agent learns their type, they choose effort according to that realized type.
We denote the optimal effort profiles for types L and H as ê L and ê H, with corresponding expected
utilities of UL

i (Zi, ê L) and UH
i (Zi, ê H), respectively. Assuming that the probability of being type L is η1

and being type H is (1−η1), we define the value of information for agent i under contract Zi as follows:

VI1
i = η1UL

i (Zi, ê L) + (1 − η1)UH
i (Zi, ê H) −

[
η1UL

i (Zi, ê Y) + (1 − η1)UH
i (Zi, ê Y)

]
. (3.7)

In summary, VIi represents the difference between expected utility when learning one’s type and
choosing optimal efforts versus remaining uninformed and selecting a single effort level for both types.

Since the information is acquired only after the contract is signed, the contract terms are fixed, and
only the investment decision can be adjusted. It is immediate that if there is only one type of agent, that
is, θ1 = 0 or θ1 = 1, then VIi = 0. Moreover, under full insurance, the agent has no incentive to acquire
type information, and thus the value of information is also zero. In general, under a fixed contract
Zi, one has VIi ≥ 0. This is because, after learning the realized type, the agent can always choose the
same effort as in the uninformed case, so learning cannot reduce the agent’s expected utility. Moreover,
VIi > 0 whenever type information induces a strict utility improvement for at least one realized type.

Next, we formulate the insurer’s contracting problem under this post-contract information structure.
The insurer chooses the contract (αd

i , β
d
i ) at signing, while the agent chooses effort afterward.

In the risk-neutral case, the insurer chooses the contract terms (αd
i , β

d
i ) to maximize expected profit,

taking into account the agent’s optimal adjustment to effort after the realized type is observed. Then,
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the insurer’s problem is

max
0≤αd

i ≤1, 0≤βd
i ≤1

η1

(
P − αd

i S i − β
d
i exp{ϕL(sL

i )}
)
+ (1 − η1)

(
P − αd

i S i − β
d
i exp{ϕH(sH

i )}
)
, (3.8)

where sk
i := ek

i +
∑N

j=1 ai jxi jek
j.

The contract must satisfy the participation constraint at the signing stage:

η1UL
2i
(
αd

i , β
d
i , ê

L) + (1 − η1)UH
2i
(
αd

i , β
d
i , ê

H)
≥ η1UL0

2i
(
ê L0) + (1 − η1)UH0

2i
(
ê H0), (3.9)

where ê L0 and ê H0 denote the corresponding optimal effort profiles without insurance when the type is
L and H, respectively. Moreover, after the contract is signed, the agent optimally chooses effort. Then,
the effort profiles ê k satisfy

∂Uk
2i(α

d
i , β

d
i , e)

∂ei

∣∣∣∣∣∣
e=ê k

= 0, i = 1, . . . ,N, , k ∈ {L,H}. (3.10)

The benchmark equilibrium effort when no insurance is purchased satisfies

∂Uk0
2i (e)
∂ei

∣∣∣∣∣∣
e=ê k0

= 0, i = 1, . . . ,N, , k ∈ {L,H}. (3.11)

Constraint (3.9) requires that, before knowing the realized type, the agent is willing to sign the
contract; otherwise, the agent will not purchase insurance. Conditions (3.10) and (3.11) ensure that the
effort profiles entering (3.8) are the agent’s own optimal responses after the contract is signed. To solve
the insurer’s problem, we formulate the associated Lagrangian by introducing multipliers ξ7, ξ8, and
ξ9 corresponding to constraints (3.9)–(3.11), respectively. Solving the resulting first-order conditions
yields the optimal contract Zd∗

i = (P − αd∗
i S i, β

d∗
i ).

For a risk-averse agent, the insurer faces an analogous contracting problem. The insurer still chooses
(αd

i , β
d
i ) to maximize expected profit, but the agent’s effort responses are determined by the risk-averse

utility. Accordingly, the insurer solves

max
0≤αd

i ≤1, 0≤βd
i ≤1

η1

(
P − αd

i S i − β
d
i exp{ϕL(sL

i )}
)
+ (1 − η1)

(
P − αd

i S i − β
d
i exp{ϕH(sH

i )}
)
,

subject to the participation constraint

η1UL
3i
(
αd

i , β
d
i , ê

L) + (1 − η1)UH
3i
(
αd

i , β
d
i , ê

H)
≥ η1UL0

3i
(
ê L0) + (1 − η1)UH0

3i
(
ê H0), (3.12)

and the optimal effort conditions

∂Uk
3i(α

d
i , β

d
i , e)

∂ei

∣∣∣∣∣∣
e=ê k

= 0, , i = 1, . . . ,N, k ∈ {L,H}, (3.13)

together with the no-insurance benchmark conditions

∂Uk0
3i (e)
∂ei

∣∣∣∣∣∣
e=ê k0

= 0, , i = 1, . . . ,N, k ∈ {L,H}. (3.14)

Similarly, we solve this problem by the Lagrange multiplier method. Let ξ10, ξ11, and ξ12 be the
multipliers associated with constraints (3.12)–(3.14), respectively. Solving the resulting first-order
conditions yields the optimal contract for risk-averse agents Zd∗

i = (P − αd∗
i S i, β

d∗
i ).
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3.3. The insured obtains information before signing the contract

In this case, the agent may acquire information about their risk type before signing the contract. To
quantify the benefit of such information, we compare the agent’s expected utility when they know the
realized type before choosing a contract with that when they remain uninformed and chooses a contract
according to the prior belief.

Suppose that the insurer offers a menu of contracts {ZH
i ,Z

L
i }, where Zk

i := (P − αk
i S i, β

k
i ), k ∈ {H, L}.

Let ê kr denote the equilibrium effort profile when a type-k agent chooses contract Zr
i , r ∈ {H, L}. The

menu is required to satisfy the self-selection conditions

UH
i (ZH

i , ê
HH) ≥ UH

i (ZL
i , ê

HL), UL
i (ZL

i , ê
LL) ≥ UL

i (ZH
i , ê

LH).

First, we explore the value of information. If the agent obtains information before signing the
contract, then a type-L agent chooses ZL

i , whereas a type-H agent chooses ZH
i . If the agent remains

uninformed, then they choose one contract ZY
i from {ZH

i ,Z
L
i } according to the prior belief. Assume that

the agent is of type L with probability η1 and of type H with probability 1 − η1. Then, the value of
information for agent i is defined by

VI2
i = η1UL

i (ZL
i , ê

LL) + (1 − η1)UH
i (ZH

i , ê
HH) −

[
η1UL

i (ZY
i , ê

LY) + (1 − η)UH
i (ZY

i , ê
HY)

]
.

Equivalently,

VI2
i = η1

(
UL

i (ZL
i , ê

LL) − UL
i (ZY

i , ê
LY)

)
+ (1 − η1)

(
UH

i (ZH
i , ê

HH) − UH
i (ZY

i , ê
HY)

)
. (3.15)

Obviously, VIi ≥ 0. Thus, information is valuable, and it allows the agent to select a more suitable
contract and adjust effort according to the true type. In particular, if θ1 = 0 or θ1 = 1, then VIi = 0.

Remark 3.1. We briefly analyze the key factors influencing the value of information and differentiate
between VI1

i (defined in (3.7)) and VI2
i (defined in (3.15)). Both values represent the expected utility

gain from acquiring this type of information. The distinction lies in their computation: VI1
i is based on

a fixed contract Zi, meaning that type information only impacts effort choices. In contrast, VI2
i allows

for type information to be utilized prior to contract determination, enabling agents to choose between
type-dependent contracts ZL

i or ZH
i , rather than just the benchmark contract ZY

i . Consequently, VI2
i

encompasses both effort adjustment and contract selection benefits.
Both values are influenced by several common factors. First, they depend on the heterogeneity

between low-risk and high-risk agents; greater differences in loss distributions and optimal effort levels
increase the value of type information. Second, they rely on the prior probability η1; if η1 = 0 or η1 = 1,
there is no uncertainty regarding types, rendering the value of information negligible. Third, coverage
rate also plays a role: under full insurance, type information has limited impact on effort decisions
since agents face minimal residual loss risk. However, with partial insurance, it becomes more valuable
as it helps agents adjust security investments according to actual risk types; additionally, for VI2

i , it
facilitates selecting a more appropriate contract.

Next, we formulate the insurer’s problem conditional on the case where the agent has obtained type
information before signing the contract:

max
0≤αH

i ,α
L
i ,β

H
i ,β

L
i ≤1

η1

(
P − αL

i S i − β
L
i exp{ϕL(ŝ LL

i )}
)
+ (1 − η1)

(
P − αH

i S i − β
H
i exp{ϕH(ŝ HH

i )}
)
, (3.16)
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where ŝ kr
i := ê kr

i +
∑N

j=1 ai jxi jê kr
j . The problem is subject to the participation constraints

UL
2i(α

L
i , β

L
i , ê

LL) ≥ UL0
2i (ê L0), UH

2i(α
H
i , β

H
i , ê

HH) ≥ UH0
2i (ê H0), (3.17)

and the incentive constraints

UL
2i(α

L
i , β

L
i , ê

LL) ≥ UL
2i(α

H
i , β

H
i , ê

LH), UH
2i(α

H
i , β

H
i , ê

HH) ≥ UH
2i(α

L
i , β

L
i , ê

HL). (3.18)

The optimal effort profiles are characterized by the first-order conditions

∂Uk
2i(α

r
i , β

r
i , e)

∂ei

∣∣∣∣∣∣
e=ê kr

= 0, i = 1, . . . ,N, k, r ∈ {H, L}, (3.19)

and without insurance,

∂Uk0
2i (e)
∂ei

∣∣∣∣∣∣
e=ê k0

= 0, i = 1, . . . ,N, k ∈ {H, L}. (3.20)

We solve (3.16)–(3.20) by the Lagrange multiplier method and introduce multipliers for the
constraints (3.17), the constraints (3.18), and the effort first-order conditions (3.19)–(3.20). Then, we
derive the first-order conditions of the Lagrangian and obtain the optimal menu {ZH∗

i ,Z
L∗
i }.

For risk-averse agents, the insurer’s objective keeps the same form as in (3.16). Thus, the insurer
solves

max
0≤αH

i ,α
L
i ,β

H
i ,β

L
i ≤1

η1

(
P − αL

i S i − β
L
i exp{ϕL(ŝ LL

i )}
)
+ (1 − η1)

(
P − αH

i S i − β
H
i exp{ϕH(ŝ HH

i )}
)
,

subject to the participation constraints

UL
3i(α

L
i , β

L
i , ê

LL) ≥ UL0
3i (ê L0), UH

3i(α
H
i , β

H
i , ê

HH) ≥ UH0
3i (ê H0), (3.21)

the incentive compatibility constraints

UL
3i(α

L
i , β

L
i , ê

LL) ≥ UL
3i(α

H
i , β

H
i , ê

LH), UH
3i(α

H
i , β

H
i , ê

HH) ≥ UH
3i(α

L
i , β

L
i , ê

HL), (3.22)

and the effort first-order conditions

∂Uk
3i(α

r
i , β

r
i , e)

∂ei

∣∣∣∣∣∣
e=ê kr

= 0, i = 1, . . . ,N, k, r ∈ {H, L}, (3.23)

together with the no-insurance effort conditions

∂Uk0
3i (e)
∂ei

∣∣∣∣∣∣
e=ê k0

= 0, i = 1, . . . ,N, k ∈ {H, L}. (3.24)

We again use the Lagrange multiplier method. We add multipliers for (3.21)–(3.24), write the
Lagrangian, and solve the corresponding first-order conditions. This gives the optimal menu {ZH∗

i ,Z
L∗
i }

for risk-averse agents.
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From an economic perspective, the three cases represent a gradual increase in the degree of
information asymmetry. In Case A, the policyholder does not learn the risk type during the contract
horizon. Hence, neither party has private information about the realized type, and the insurer designs
a contract based on the prior distribution of risk types. The main distortion in this case comes from
the unobservable self-protection effort, which corresponds to moral hazard.

In Case B, the policyholder learns the risk type only after signing the contract but before choosing
the self-protection effort. Since the risk type remains unknown at the contracting stage, the insurer
offers a single contract, as in Case I. However, the insurer must anticipate that the policyholder’s
subsequent effort decision will depend on the realized type. Therefore, compared with Case I,
information asymmetry is stronger because private-type information affects post-contract effort
choice.

In Case C, the policyholder knows the risk type before signing the contract, whereas the insurer
cannot observe it. This is the strongest form of information asymmetry among the three cases because
adverse selection arises at the contract selection stage in addition to moral hazard in the effort
decision. Consequently, the insurer can no longer rely on a single pooling contract and instead
designs a type-specific contract menu to induce different risk types to choose their intended contracts.
This comparison shows that as the policyholder’s private information becomes available earlier, the
insurer must use more refined contract mechanisms to alleviate the distortions caused by information
asymmetry.

4. Numerical results

Section III addresses the contract design problem under three information settings involving moral
hazard and adverse selection. It also provides the method for deriving the optimal contract Zopt

i and
the optimal security investment level e∗i . In the numerical analysis, we use the empirical evidence in
Chong et al. [9] to distinguish the low-risk and high-risk types. Since data breach (DB) incidents have
higher mean and median losses than privacy violation (PV) incidents, we use PV to represent the low-
risk type and DB to represent the high-risk type. Based on the relative frequencies of the low-risk and
high-risk incidents reported in Table 4, we use the approximate benchmark prior probability η1 = 0.8.
Following [14], we use the functions

µk(si) =
µ̄k

1 + si
, λk(si) =

λ̄k

(1 + si)2 , k ∈ {H, L},

where si = ei +
∑N

j=1 ai jxi je j is the effective protection level faced by agent i. In the numerical
benchmark, we set xi j = 1 for all existing links. In addition, based on the empirical log-normal
severity calibration in Table 7 of Chong et al. [9], we set µ̄L = −2.5996, λ̄L = 10.7571, µ̄H = −0.7916,
and λ̄H = 9.6858. The security investment cost is specified as C(ei) = ce2

i /2, which is increasing and
convex for ei ≥ 0.

Next, we calibrate the base premium P. By (2.1), the conditional expected loss of type k is

E[Li | θi = k] = exp
{
µk(si) +

1
2
λk(si)

}
, k ∈ {L,H}.
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Using the expected value premium principle, we define the base premium as

P = (1 + ϑ)
[
η1 exp

{
µL(0) +

1
2
λL(0)

}
+ (1 − η1) exp

{
µH(0) +

1
2
λH(0)

}]
.

The benchmark risk loading is set as ϑ = 0.2, motivated by the loading parameter used in Xu and
Hua [32]. Substituting η1 = 0.8, ϑ = 0.2, (µ̄L, λ̄L) = (−2.5996, 10.7571), and
(µ̄H, λ̄H) = (−0.7916, 9.6858), we have P = 29.25. The observable underwriting score is specified as
S i = Hi + Wi, where Wi denotes an observable financial-capacity indicator and Hi represents other
verifiable underwriting information. In the numerical analysis, we use the revenue variable in Table 2
of Chong et al. [9] to proxy the observable financial component of the score. Since the revenue
variable is highly right-skewed, we follow the treatment of its log-transformation and set S i = 4.2 as
the benchmark observable underwriting score. Moreover, for the risk-averse case, we set a = 0.03 in
the benchmark case. This choice ensures that the quadratic utility increases over the main payoff
range considered in the numerical analysis.

We examine the optimal contracts and effort levels of node 3 in Figure 1. Tables 2 and 3 report
the optimal contract parameters, effort choices, and insurer’s expected payoff under Scenarios A–C for
risk-neutral and risk-averse agents, respectively. The results show the following. In Scenario A (the
insured never learns the risk type) and Scenario B (the insured learns the risk type only after signing),
the insurer offers a single contract α∗, β∗, since these two situations mainly involve moral hazard. In
Scenario C (the insured knows the risk type before signing), the insurer must separate high-risk and
low-risk participants and offer two type-specific contracts, α∗L, β

∗
L and α∗H, β

∗
H. This contractual menu is

designed to simultaneously alleviate moral hazard and adverse selection.
The numerical results for risk-neutral agents are reported in Table 2. Under the benchmark

premium setting, no feasible insurance contract can satisfy the participation constraint in any of the
three information scenarios. This result is consistent with the economic interpretation of risk
neutrality. A risk-neutral agent evaluates an insurance contract only through its expected payoff and
has no strict willingness to pay for transferring loss uncertainty. Therefore, when the loaded premium
exceeds the expected benefit from insurance, the agent has no incentive to purchase the contract. At
the same time, the insurer cannot reduce the premium below the actuarially required level without
sacrificing its own expected payoff. Consequently, no mutually acceptable contract exists in the
risk-neutral case under the benchmark loaded premium. From the insurer’s perspective, the optimal
decision is not to underwrite the risk, so the realized premium and the insurer’s payoff are both zero.
The effort levels reported in Table 2 are the no-insurance benchmark efforts obtained from the agent’s
self-protection problem.

Table 2. Risk-neutral agents: Optimal contracts under the benchmark premium setting.

Scenario α∗ β∗ α∗L β∗L α∗H β∗H e0∗ e0∗
L e0∗

H Π∗ U∗1 Feasible
I – – – – – – 0.183 – – 0.000 0.000 No
II – – – – – – – 0.152 0.254 0.000 0.000 No
III – – – – – – – 0.152 0.254 0.000 0.000 No

In contrast to the risk-neutral benchmark, the risk-averse case yields insurance contracts with
positive coverage rates, actual premiums, and insurer payoffs. This difference highlights the economic
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role of risk aversion in driving demand for cyber insurance. A risk-averse agent not only considers the
expected payoff, but also values the reduction in loss uncertainty. Therefore, the agent is willing to
pay for risk transfer, which allows the insurer to provide positive coverage while still obtaining a
positive expected payoff. Table 3 reports the numerical results for risk-averse agents. Under the
benchmark premium setting, feasible insurance contracts exist in all three information scenarios.
Compared with the risk-neutral benchmark in Table 2, these results show that risk aversion is an
important factor supporting positive insurance coverage under a loaded premium.

Table 3. Risk-averse agents: Optimal contracts under the benchmark premium setting.

Scenario α∗ β∗ α∗L β∗L α∗H β∗H e∗ e∗L e∗H U∗1 Feasible
I 0.160 0.966 – – – – 0.166 – – 20.780 Yes
II 0.325 0.968 – – – – – 0.145 0.193 20.052 Yes
III – – 0.928 0.967 0.926 0.968 – 0.148 0.196 17.634 Yes

The preceding analysis shows that risk aversion is a key factor generating insurance demand.
Therefore, we further examine how the risk aversion parameter a affects the contract parameters αi

and βi. Figure 2 shows that a higher value of a leads to a larger coverage rate βi and a smaller
premium discount factor αi. This result is consistent with the economic trade-off between insurance
demand and insurer profitability. More risk-averse agents have a greater demand for risk transfer and
are willing to pay for higher coverage. At the same time, higher coverage raises the insurer’s expected
indemnity cost, so the insurer charges a higher premium. Hence, stronger risk aversion increases the
demand for coverage, while the insurer adjusts the premium discount downward to preserve
profitability.

Figure 2. The effect of risk aversion level a on premium factor α and compensation factor β.

Moreover, these numerical results have clear economic interpretations. First, the comparison
between risk-neutral and risk-averse agents shows that risk aversion is the fundamental driver of
cyber-insurance demand. Thus, positive insurance demand arises only when agents value risk
reduction. Second, the results show that stronger risk aversion leads to higher optimal coverage. This
reflects the adjustment of contract terms to heterogeneous risk preferences and suggests that a
uniform insurance contract may not be appropriate for policyholders with differing risk attitudes.
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5. Conclusions

This paper studies the design of cyber insurance contracts under information asymmetry in a
monopolistic insurance market. We consider both risk-neutral and risk-averse agents and develop a
theoretical framework to characterize the optimal insurance contract and security investment under
three information scenarios. For a given insurance contract, our theoretical results provide clear
incentive implications: A larger premium discount factor αi encourages the agent to exert more
self-protection effort, whereas a larger coverage rate βi will weaken this incentive. In addition,
because cyber risk is interdependent, greater external protection from neighbors reduces the agent’s
own optimal effort, thereby creating a substitution effect and a free-riding incentive.

Then, we use numerical simulations to compute the optimal contracts, optimal effort levels, and
insurer’s expected payoffs under the three information scenarios. The results show that for
risk-neutral agents, the optimal contract degenerates into a zero-premium, zero-coverage contract,
indicating that they have no strict demand for insurance protection. In contrast, for risk-averse agents,
positive coverage and positive insurer payoffs can arise, confirming that risk aversion is a key factor in
generating non-degenerate insurance demand. We further conduct a sensitivity analysis to examine
how the degree of risk aversion affects the optimal contract parameters. The results show that greater
risk aversion increases the insured’s demand for loss protection, leading to a higher coverage rate and
adjustments to the premium discount and the actual premium.

The results provide several practical implications for cyber insurance design. First, insurers should
take the insured’s risk preference into account when designing cyber insurance products. Second,
security effort and network connectedness should be incorporated into underwriting and pricing. Third,
when the agent’s risk type cannot be fully observed by the insurance company, the contract menus
should be carefully designed to address adverse selection.

In this paper, the numerical analysis is conducted under a benchmark setting with a stylized small
network and a single monopolistic insurer. Within this tractable framework, we demonstrate how the
optimal insurance contracts and security efforts can be derived under different information scenarios
designed to mitigate information asymmetry. We also compare different scenarios and show that the
timing of information acquisition influences the optimal premium discount, coverage rate, effort
choice, and the value of information. However, this simplified network setup does not fully capture
the complexity of large-scale enterprise networks. In real applications, enterprise networks may
consist of a large number of firms with complex topologies, multi-layer links, and dynamic structures.
The current equilibrium formulation may not be applicable to this type of network. To adapt the
proposed model to large, complex enterprise networks, we consider several methodological
directions. First, if the enterprise network is sparse, one may exploit the local neighborhood structure
of each firm and approximate its effective protection level by using only the most relevant
neighboring firms. This method can reduce the dimension of the equilibrium system while preserving
the main network spillover effects. Second, for networks with clear community or sectoral structures,
the whole network may be decomposed into several sub-networks. The intra-community spillovers
and inter-community spillovers can then be analyzed separately, which may make the equilibrium
problem more tractable. Third, for very large networks, aggregate-state approximations may be used
to replace individual-level interactions with representative network statistics, such as the average
degree, average exposure intensity, average security effort, or community-level risk indicators.
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Another limitation is that the present paper considers a static model with a single monopolistic
insurer. In realistic cyber insurance markets, firms may face competition among multiple insurance
providers, compare contracts offered by different insurers, purchase coverage from different insurers,
or retain part of the risk through self-insurance. Therefore, a possible future direction is to extend
the current framework to a competitive insurance market. It would also be meaningful to develop a
dynamic version of the model to study the co-evolution of network topology, information acquisition,
security investment, and insurance contracts over time. These extensions would require new game-
theoretic and computational tools, and we leave them for future research.
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