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Abstract: This work introduced three different versions of a complex model called the chaotic hidden
attractor jerk model. These versions were categorized as commensurate, non-commensurate, and
distributed-order models. They can be applied in various practical fields like physics and image
encryption. We explored the characteristics of these models such as fixed points, symmetry, and
dissipation. These models exhibit chaotic behaviors, as evidenced by the Lyapunov exponent (LLE)
and bifurcation diagram. We introduced a novel combination synchronization (CS) between these
models using a tracking control method. We established a theorem for achieving synchronization
among these different models. We presented numerical computations to validate the analytical results.
Our research primarily focused on the encryption and decryption processes of grayscale images by
the proposed synchronization method. We evaluated the efficacy of image encryption and decryption
through various metrics like information entropy and histograms to ensure the accuracy and security
of the process.
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1. Introduction

Fractional calculus is said to have originated in the 17" century, according to Podlubny [1]. It has
been demonstrated that fractional derivatives and fractional differential equations are an effective
method for simulating physical processes in a variety of engineering and scientific disciplines [2].
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Many fractional models exhibit chaotic and hyperchaotic movements [3—6]. Echenausia-Monroy et
al. introduced a fractional-order (FO) jerk model based on a saturated nonlinear function and unstable
dissipative models [S]. However, the distributed-order (DO) dynamical models were initially
introduced by Caputo in 1969 [7]. Numerous applications, such as viscoelastic bodies [8-11], are
described using these models. The chaotic and hyperchaotic distributed models appear in many
applications such as image encryption, electronic circuits, neural networks, and physics [12-14].
Patnaik and Semperlotti introduced the potential use of DO operators in a few different categories of
nonlinear lumped parameter models [12]. The DO neural networks were investigated by Mahmoud et
al. [13]. Abed-Elhameed et al. [14] described the electronic circuit of the chaotic DO Lii model.
Additionally, the authors discussed synchronization and how it is used in encryption and decryption.

The synchronization of FO Lotka-Volterra, Newton-Leipnik, and Lorenz models was presented by
Agrawal et al. [15]. Gong et al. [16] proposed a new adaptive synchronization method based on the
extended Lyapunov stability analysis for a class of FO financial models. The synchronization of FO
chaotic models was introduced by Akgiil et al. [17], and applied to secure communication networks.
Yan et al. [18] studies FO-chaotic-model-based finite-time synchronization. Based on Lyapunov
theory, adaptive control principles were derived to accomplish synchronization of chaos between two
identical new FO chaotic models with an unknown parameter [19]. In [20], the authors presented the
synchronization between different dimensions of hyperchaotic models. Kahouli et al. [21]
investigated the synchronization of chaotic behavior in a fractional-order computer virus system.

In both integer and FO models, one of the most widely used applications of chaotic models is
centered on creating secure communication networks using encryption techniques [22]. A new
encryption algorithm for images was suggested, which is based on the FO hyperchaotic complex
model [23]. Hosny et al. suggested a novel method of encrypting color images using the FO
hyperchaotic Chen model [24]. A new color image encryption technique was suggested that utilizes
an FO laser model using a zig-zag transform [25]. The chaotic nonlinear DO Lii model was used to
study color image encryption and decryption [14]. DO, FO, and integer models were used to show
how to encrypt and decrypt color images [26]. Recent advances in image security have introduced
encryption schemes that combine compressive sensing and multiobjective optimization to produce
visually meaningful cipher images [27], as well as chaos-based privacy protection methods designed
to resist object detection attacks [28], reflecting the growing demand for robust and practical image
protection techniques. Further efforts have extended these ideas to optical remote sensing, where
encryption algorithms have been developed specifically to protect sensitive targets appearing in
sea-related scenes [29], reflecting the growing demand for robust and practical image protection
techniques across diverse application domains. For other dynamical models, see [30-32].

Jerk models are worth taking into account for a variety of scientific and mechanical engineering
applications [33]. Rech [34] introduced the hidden attractor of the jerk model in integer form as:

V=V,
Va = V3, (L.1)
V3 = —avy + bvy + cvivs + v% —d,

with the real constant parameters a, b, c, d and vy,v,,vs; € R are the state variables. System (1.1)
is a third-order autonomous jerk system, whose name is derived from the fact that the equation can
be written as a single third-order ODE in vi: vy = —aiy; + bv; + cvivy + vf —d. Ford < 0, the
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system has no real equilibria (fixed points), since setting the right-hand side of each equation to zero
leads to v» = v3 = 0 and vf = d < 0, which has no real solution. The absence of equilibria means
any attractor of system (1.1) is a hidden attractor, i.e., its basin of attraction does not intersect with
small neighborhoods of any equilibrium point. For suitable parameter choices (e.g., a = 13.45,b =
7,c = 1.74,d = -3.6), the system exhibits chaotic dynamics as confirmed by positive Lyapunov
exponents [35]. The system is dissipative when b < 0 (the divergence equals b), ensuring the existence
of a bounded attractor. The motivation for extending this hidden-attractor jerk structure to fractional
and distributed orders stems from the richer dynamical behaviors afforded by the non-integer derivative
orders, including the potential for greater sensitivity and complexity in the chaotic trajectories, which
are desirable properties for cryptographic applications.
In this work, we propose three versions of model (1.1), which are:

(1) The chaotic commensurate version:

‘Divy = v,
chv2 Vi3, (12)
‘Diyy = — b 2 —d

V3 = —avy + bvz + cvivs + V) y

where DY, is the Caputo FO derivative (0 < g < 1) [36].
(2) The chaotic non-commensurate version:

‘DT'wy = wy,
‘D2w, = ws, (1.3)
‘DBw;y = —aw, + bws + cwiwy + wi —d,

where 0 < ¢; <1,i=1,2,3.

(3) The chaotic distributed-order (DO) version:

D¢(q)Zl = 2o,
D¢(Q)Z3 =—az + bz +cizz + Z? —d,

where D?@ is the DO derivative [37], and ¢(g) > 0 is a weighted function.

This paper’s objective is to present the three versions of chaotic hidden attractor jerk
models (1.2)—(1.4). These models may appear in many real applications such as image encryption and
physics. The fractional-order and distributed-order generalizations of model (1.1) are motivated by
the well-known fact that fractional derivatives provide a more accurate description of memory and
hereditary properties in physical and biological systems. The hidden attractor structure of model (1.1)
makes it particularly suitable for fractional generalization, since the absence of fixed points means
that the chaotic attractor cannot be found by standard linearization methods, and the fractional-order
parameters provide additional degrees of freedom for controlling and tuning the chaotic behavior for
secure communication and encryption applications. For these models, we study for these models the
symmetry, dissipation, fixed points, and chaotic behaviors. @ The numerical method of a
predictor-corrector [38] is used to solve the fractional versions, while the distributed version is solved
numerically by the modified spectral method [39]. The LLE and bifurcation diagram are used to prove
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that these models have chaotic hidden behaviors. The combination synchronization (CS) between
three different-order models is investigated. The models (1.2)—(1.4) are used to achieve our proposed
synchronization. Using our synchronization, we encrypted and decrypted different gray images.

This paper is arranged as follows: Section 2 contains some basic concepts for FO and DO models.
Section 3 contains the dynamics for chaotic hidden behaviours jerk models (1.2)—(1.4). In Section 4, we
present the CS between commensurate, non-commensurate, and distributed-order models. A theorem
to achieve our suggested synchronization is proved. Section 5 gives the image encryption for some gray
images using the proposed synchronization. In Section 6, the conclusion of our paper is presented.

2. Basic concepts

Here, we present the fundamental ideas that serve as a theorem and definitions for our analysis of
the FO and DO derivatives [36, 37,39, 40].

Definition 2.1. [36] The Caputo FO derivative of function r(t) is:

1 4 (p)
Dr(r) = O g, 2.1)
Ip—q) Jo t—vyr+
where p e N*(p—1 < g < p).

Definition 2.2. [37] The DO derivative of r(x) is:

I
D" V(1) = f #(q)'Dr(t)dq. (2.2)

0

Lemma 2.1. [40] The following inequality holds:
DT (Or(t) < 2rT (D (), (2.3)

where the function r(t) € R" is differentiable.

Lemma 2.2. [40] Assuming that model (2.1) has an equilibrium point at r = 0, we consider the
existence of a Lyapunov function L(t, r(t)), which satisfies the following conditions:

yillAl® < Lz, () < pallrl®, 2.4)

D*PL(t, r(0) < ~yslIrll”, (2.5)

where q € (0, 1], and considering the positive values of a, b, y; (where i = 1,2,3), then r = 0 is globally
Mittag-Leffler stable.

Theorem 2.1. [39] Suppose that the DO dynamical model is

DDy = Ar + £(r), (2.6)

If el _ 0:
Irol—o M@l >
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(2) |arg(aj(—%l))| > i=1,2,..,m,

where /l]-(@;%‘), Jj = 1,2,...,n, are the eigenvalues of the matrix 99—" f are the nonlinear terms of our
model, A is the n X n constant matrix, 6; = IAT;¢(q;) € R™", 0y = —A, i = Gm—Gm-1, and (m+ 1) is the
number of steps for q € (0, 1]. I is the (nXn) identity matrix. Consequently, (2.6) has an asymptotically

stable zero solution.
3. Dynamics of models (1.2)—(1.4)

This section investigates the dynamical behavior of the new systems (1.2)—(1.4), focusing on their
symmetry, dissipation, fixed points, and chaotic behavior. All numerical simulations were carried out
using a fixed time step of 4 = 0.005. To ensure accuracy, the first Ny = 1000 steps were discarded as
transients before computing the largest Lyapunov exponent (LLE) and the bifurcation diagram. The
LLE was then estimated using the algorithm of Wolf et al. [41] over 7 = 5000 time units. To confirm
that the results were reliable, the step size was halved and the relative difference between the two
outputs was found to be below 1076, indicating good convergence.

3.1. The dynamics of model (1.2)

Model (1.2) is not symmetric, but it is dissipative under the condition b < 0, and it does not have
fixed points if d < 0.

3.1.1. The solution behaviours of model (1.2)

We numerically compute the LLE and the bifurcation diagram for the FO jerk model (1.2) under
the initial conditions (vi, v, v3)7(0) = (=1.65,1.5, =7)T for the specified cases:

Fixb=7,¢c=1.74,d = -3.6, and g = 0.995, and vary a € [10, 15].

For the choice a = 13.45, the LLE is 4, = 0.0154. This indicates that model (1.2) possesses a
chaotic solution, as illustrated in Figure 1. Our model (1.2) has chaotic behaviours for a € [10, 15] as
depicted in Figure 2.

Fixa=13.45,c=1.74,d = -3.6, and g = 0.995, and vary b € [4,9].

For model (1.2), we evaluated the LLE for b € [4,9]. It has chaotic solutions for the values in the
intervals b € [4,4.52), [4.64,5.56), [5.88,7.37), and [7.41, 9], while it has quasi periodic solutions for
the values in the intervals b € [4.52,4.64), [5.56,5.88), and [7.37,7.41). For the selection of b = 7.5
and identical values of the other parameters and initial conditions depicted in Figure 1, our model (1.2)
exhibits a quasi-periodic solution, as displayed in Figure 3.

Fixa=13.45,b="7,d = -3.6, and g = 0.995, and vary c € [1,4.5]

We evaluate the LLE for ¢ € [1,4.5] for model (1.2). Model (1.2) has chaotic solutions for ¢ €
[1,1.43) and [1.68,4.5], and this model has quasi-periodic solutions for the remaining values of the
interval ¢ € [1,4.5].

Fixa =13.45,b="7,c =1.74, and g = 0.995, and vary d € [-5,0].

Our model (1.2) has chaotic solutions for d € [-5, 0].

Fixa=1345,b=7,c=1.74,and d = -3.6, and vary g € [0.88, 1].

We calculate the LLE for model (1.2) for ¢ € [0.88,1]. It has chaotic solutions for
g € [0.88,0.885), [0.887,0.907), [0.909,0.911), [0.914,0.916), [0.92,0.922), [0.926,0.928),
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[0.951,0.953), [0.964,0.967), [0.972,0.975), [0.978,0.985), and [0.987, 1], and has quasi-periodic
solutions for the remaining values of the interval g € [0.88, 1].

2+
S0
A0 F

Figure 1. Chaotic attractor of model (1.2) in the (v,, v3) space fora = 13.45,b =7, ¢ = 1.74,
d =-3.6,and g = 0.995.

o i . (b)
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LLE

0.1¢

0.1 I L | |

Figure 2. Dynamics of model (1.2) for a € [10, 15] and the same initial values and other
parameters of Figure 1: (a) the LLE, (b) the bifurcation diagram.
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Figure 3. Quasi-periodic solution of model (1.2) in the (v{, v,) space for b = 7.5.

3.2. The dynamics of model (1.3)

In the case when b < 0, model (1.3) is not symmetric, dissipative, and lacks fixed points. For the
selections of a = 13.45, b =7,c = 1.74,d = -3.6, ¢, = 0.995, g, = 0.98, and g3 = 0.99, the LLE is
A = 2.0188. So the hidden solution of model (1.3) is chaotic as shown in Figure 4.

Figure 4. Chaotic attractor of model (1.3) in the (w3, w;) space for a = 13.45, b = 7,
c=174,d = -3.6,q; = 0.995, g, = 0.98, and g5 = 0.99.

Remark 3.1. This notably large LLE (greater than 2) reflects the enhanced sensitivity to initial
conditions in the non-commensurate case, where the three different fractional orders q1, q», g3 interact
to produce stronger chaotic divergence compared to the commensurate case (LLE = 0.0154). The
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large LLE value for model (1.3) is consistent with the non-commensurate structure, which generally
produces more complex dynamics due to the incommensurability of the derivative orders. A
bifurcation diagram for model (1.3) as a function of q; € [0.9, 1] (with g, = 0.98, g3 = 0.99 fixed)
confirms persistent chaotic behavior throughout this range.

3.3. The dynamics of model (1.4)

Model (1.4) has no fixed points for d < 0, is non-symmetric, and is dissipative for b < 0. For the
2
choice of a = 13.45, b =7,c = 1.74,d = 3.6, and ¢(q) = the LLE is 4;, = 0.4164. So the
solution of model (1.4) is chaotic as depicted in Figure 5.

17
103(1—¢)2°

Figure 5. Chaotic attractor of model (1.4) in the (z1, 22) space fora = 13.45,b =7, ¢ = 1.74,
d =-3.6,and ¢(q) =

q
103(1—¢)%
4. Combination synchronization (CS) between models with different orders

In this part, we use the tracking control method to study the combination synchronization (CS) of
chaotic models between two drive commensurate and noncommensurate FO models and one DO
response model, respectively. The tracking control method is a feedback control strategy in which the
response system’s trajectory is driven to track a desired reference trajectory defined by the drive
systems. Specifically, a control input u is designed so that the synchronization error e = Av + Bw — Cz
converges to zero asymptotically. The goal is to achieve simultaneous synchronization of the response
model with two different drive models, enabling secure signal transmission by combining chaotic
signals from both masters.

Dy = f(v),
Diw; = fi(w),i =1,2,...,n,

DDz = f(2) + u, 4.2)

where v = (vi, v, .., vi)T, w = (Wi, wa, ..., wy)T, and z = (21, 22, ..., 2,)? represent the state vectors of
models (4.1) and (4.2). Additionally, u = (uy, us, ...,u,)" is the vector of the control functions, which

4.1)
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depends on v, w, z. The symbol T denotes the transpose operation.

Definition 4.1. (Combination synchronization) The CS between two drive commensurate and non-
commensurate FO models (4.1) and another one DO response model (4.2) can be achieved if:

lim [le|| = lim ||JAv + Bw — Cz|| = 0, 4.3)
t—00 t—o00

where A = diag(ay, as, ...,a,), B = diag(b,, b, ...,b,), C = diag(cy, c;, ..., c,) are the constant matrices,
| - || is the matrix norm, and e = (e, ey, ...,e,)T € R" is the synchronization error. Note that this
definition specifies the goal of synchronization, while Theorem 4.1 below provides sufficient conditions
(through explicit control design) under which this goal is achieved.

Remark 4.1. The proposed combination synchronization (CS) is a generalization of several classical
synchronization schemes. Specifically: (i) setting B = 0 recovers standard (one-drive) projective
synchronization; (ii) setting A = B and C = I recovers combination-additive synchronization; (iii)
setting A = B = C = I recovers complete synchronization. Other special cases include
anti-synchronization and generalized synchronization, showing that CS subsumes a wide class of
synchronization types already studied in [15, 17, 19, 26].

Theorem 4.1. If the control functions are built as follows, the CS of one response model (4.2) and two
drive models (4.1) will be achieved:

Cu = Ke + AD"@y + BD"@w — Cf(2), (4.4)

where the control gain matrix is denoted by K = diag(ky, ky, ..., k,).

Proof. Using (4.2), we get

D9z = Cf(z) + Cu. (4.5)
Substituting Eq (4.4) into Eq (4.5), then
D"Pe¢ = —Ke. (4.6)
One defines a Lyapunov function as:
Vi = 5ele. (4.7)

Note that V(¢) = %Ilell2 > 0, with V(¢) = Oif and only if e = 0, so V is a valid positive definite Lyapunov
function. Furthermore, V satisfies the conditions of Lemma 2.2 with y; =y, = % and a = b = 2. then
using Lemma 2.1, we get

DYPV(r) = ' D"Pe = e (-Ke) = —Kllel” < —pminllell, (4.8)
where pmin = min(uy, io, ..., 4,) denotes the eigenvalues of K that have the lowest numbers. By
applying Lemma 2.2, then the error e(f) — 0 as t — oo, and hence the CS among two drive

models (4.1) and one response model (4.2) can be achieved. O
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4.1. An example

We consider the commensurate model (1.2) and non-commensurate model (1.3) as the drive models,
and the DO model (1.4) as the response one to achieve the CS. After the control functions are included,
the response model has the following form:

D¢(q)22 =23+ Uy, (49)
D973 = —azy + bzz + cziz3 + 21 — d + us,

where uy, uy, u; are the control functions. The response model (4.9) is synchronized to the drive
models (1.2) and (1.3) by Theorem 4.1, if Cu(?) takes:

kiey + a1D¢’(q)v1 + b1D¢(q)W1 —C122
Cu= k2€2 + a2D¢(q)V2 + b2D¢(q)W2 — (273 , (410)
kyes + a3D¢(q)V3 + b3D¢<q)W3 —c3(—azy + bz + cz1z3 + Z% — d)

where e; = a;v; + bjw; — ¢;z;, i = 1,2, 3, are the synchronization errors.

In numerical simulations, for the choice A = B = C = I, where [ is (3 X 3) identity matrix,
K = diag(1,2,3),a = 1345, b =7,c = 1.75,d = 0.05, ¢ = q; = 0.995, ¢, = 0.98, g5 = 0.99,
o(q) = ﬁz_q)z, and the initial conditions of drive models (1.2) and (1.3) and response model (4.9) are
Vo = wo = 20 = (=1.65,1.5,=7)". The CS is achieved using the control functions (4.10) as depicted in
Figures 6-7. Figure 6 shows that the trajectories of the response model state variables z;, 2, z3 (dashed
red) converge to the combined drive trajectories v; + w; (solid blue) for i = 1, 2, 3. The convergence of
these curves indicates that the combination synchronization condition ||Av + Bw — Cz|| — 0 is satisfied.
The synchronization is observed to occur within approximately # ~ 5 time units in all three state
components. Figure 7 further confirms the synchronization by showing that all three synchronization
erTors ey, e,, e3 decay rapidly to zero and remain there, consistent with the Mittag-Leffler stability result
proved in Theorem 4.1. Figure 6 shows the state variables between drive models (1.2) and (1.3) and
response model (4.9), while the synchronization errors are given in Figure 7.

@

10
ol — Vi — -2 |
AN e :
20t | ! \/\i
b
30 (\)
10: —V2+W2— -22 :
b W
(c)
60: | | — V-2, ]
0 \/\//\
A ! ! !
0 5 t 15 20

Figure 6. The state variables between drive models (1.2) and (1.3) and response model (4.9).
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0 5 10 15 2

Figure 7. Errors of synchronization between response model (4.9) and drive models (1.2)
and (1.3).

Remark 4.2. The value d = 0.05 > 0 is used here for the synchronization example only. When d > 0,
system (1.2) does possess real fixed points (since v% = d > 0 is solvable), so strictly speaking, the
attractor is no longer hidden in the sense of Rech [34]. However, for small positive d (close to zero),
the system remains highly chaotic with a positive LLE, and the synchronization
theorem (Theorem 4.1) remains valid regardless of whether fixed points exist. The hidden-attractor
dynamics studied in Section 3 use d = -3.6 < 0, ensuring no fixed points exist for those chaotic
solutions.

5. Grayscale image encryption

The connection between chaotic synchronization and image encryption lies in the use of
synchronized chaotic signals as a shared secret key stream between a transmitter (sender) and
receiver. In the proposed scheme, drive models (1.2)—(1.3) reside at the sender side, generating
chaotic sequences that are used to encrypt the image. Response model (4.9) at the receiver side,
driven by the synchronization control, reproduces the identical chaotic sequences, enabling
decryption without explicit key transmission. The security of the encryption relies on the sensitivity
of the chaotic trajectories to initial conditions and system parameters-any slight mismatch renders the
reproduced keystream completely different, preventing unauthorized decryption. This chaotic stream
cipher approach, grounded in the proven synchronization theorem, provides a mathematically
rigorous framework for secure image transmission.

This part outlines an encryption method for grayscale images based on the CS between the chaotic
hidden behaviors (1.2), (1.3), and (4.9). Models (1.2) and (1.3) in the sender generate chaotic signals
as the drive models; the signal will then drive response model (4.9) to establish synchronization with
drive models (1.2) and (1.3).
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5.1. The process of encryption

The major steps involved in the encryption process are detailed in this subsection as below:
Step 1: We assume an M X N original grayscale image of G = {g(i, j),0 <i < M,0 < j < N} is shown
as an M X N matrix of pixels in the following way:

Gu Gp ... G
G=| : e (5.1
Guwi Gur ... Gun

Step 2: The 2D matrix, G, is converted to a 1D vector, P, of length M N, with each element representing
an integer grayscale value of pixel from 0 to 255, as defined as:

P= [G119 G129 ooy GlNa GZla GZZa ceey G2N9 GM19 GM27 ceey GMN] = [Lb LZa ooy LMN] (52)
Step 3: To generate a chaotic decimal sequence, S, of length MN, we utilize the drive models (1.2)
and (1.3) and the response model (4.9). The process involves iterating the models (1.2) and (1.3) for a

total of M X N + N, times. Afterward, the initial N, values are discarded. By following this procedure,
we can construct the desired chaotic decimal sequence, S':

CK = [CK,,CK,;,...,CKyn]. (5.3)

Step 4: The decimal chaotic sequence CK 1is sorted ascending.
Step 5: We determined the integer values, M, using step 4 as follows:

S = mod(floor(CK) x 10",256), (5.4)
where floor(m) rounds m to the nearest integer

division 7.
Step 6: To create the encrypted vector HG, we used the following equation:

< m and mod(a,b) returns the remainder after

HG=So®P (5.5)

where @ the exclusive XOR operation.
Step 7: The ciphered image of size M X N is produced by converting the vector HG into a 2D matrix.

5.2. Decryption process

The decryption process is the exact reverse of the encryption and uses the same chaotic keystream
S. At the receiver side, response model (4.9) is synchronized with drive models (1.2) and (1.3) via
the tracking control (4.10). Once synchronization is achieved, the receiver regenerates the identical
keystream S and recovers the original image via P = HG & S, exploiting the self-inverse property
of the XOR operation. The encryption process is reversible and symmetric. Both encryption and
decryption procedures require the same keys (system parameters and initial conditions).
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5.3. Experimental results

This section aims to assess the efficiency of encryption of gray images and decryption processes.
Information entropy, correlation, visual analysis, and histograms are utilized to evaluate the
application’s performance. Figure 8 shows four grayscale images (Airplane, Baboon, Peppers, and
Couple) of size 512 x 512, which were chosen for evaluation.

LatOFET T

Airplane Baboon Peppers

Figure 8. Original grayscale images.

5.3.1. Visual analysis

Visual assessment is used to assess how the original image differs from and resembles the ciphered
and deciphered versions. Figure 9 displays the results of the simulation as original, encrypted, and
decrypted images in columns one, two, and three, respectively. Visually, the encrypted images exhibit
complete unintelligibility, and disorder, containing no identifiable information from the original
grayscale images. Furthermore, the deciphered images resemble the source plain images exactly. This
confirms that the encryption algorithm effectively performs encryption and decryption of grayscale
images.
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Plain image Encrypted image Decrypted image

) ty
Figure 9. Encryption and decryption results for 512 X 512 images are as follows: plain
image, encrypted image, and decrypted image, in that order.

5.3.2. Information entropy

To assess the level of randomness in a ciphered image, we analyze the distribution of grayscale
values using information entropy, providing an estimate of its level of randomness. A larger entropy
value reflects more randomness, with a maximum value of 8. Conversely, a lower entropy value
suggests less randomness, with a minimum value of 0. Therefore, an encrypted image with entropy
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close to 8 demonstrates the effectiveness of the image encryption process in preserving randomness.
The entropy was computed, with the simulation results shown in Table 1. Table 1 demonstrates that
the proposed scheme’s entropy value is around 8, indicating a high level of randomness in the
encrypted image, and is calculated using Eq (5.6).

2mi—1 1
H(m) = ZO plm)log, —o—. (5.6)

where the information source m; has 28 states, and the probability of the information source m; is p(m;).

Table 1. Entropy values of the encryption algorithm.

Entropy

.Elfi- T

Image

Plain images
Encrypted images 7.9993 7.9993 7.9993

Table 2. Comparison of entropy values in encrypted images.

E:i- T —

Method / Image . Average
Proposed algorithm 7.9975 7.9975
[42] 7.9974 7.9938 7.9958 7.9957
[43] — 7.9974 7.9971 7.9972
[44] 7.9970 7.9971 7.9974 7.9972
[45] 7.9972 7.9975 7.9970 7.9972
[46] 7.9976 7.9974 7.9973 7.9974
[47] 7.9973 — 7.9975 7.9974

Table 2 presents a detailed comparison of the entropy values obtained for 256 x 256 encrypted
images using the proposed encryption algorithm and several existing methods [42-47]. The
comparative results indicate that the proposed scheme consistently achieves entropy levels closer to
the theoretical ideal benchmark of maximal randomness, demonstrating higher entropy values than
the referenced algorithms. This performance reflects superior statistical uniformity in the ciphertext,
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indicating reduced information leakage and stronger resilience against entropy-based cryptanalytic
attacks. Collectively, the results demonstrate the enhanced security capabilities of the suggested
algorithm and demonstrate its competitive advantage over existing approaches in the related literature.

5.3.3. Correlation analysis

The correlation coefficient is a metric that determines how related two variables are. When two
variables are strongly reliant or connected, the correlation coefficient between them tends to be one.
In contrast, the correlation coeflicient of two variables that are ideally independent and uncorrelated is
0. Neighboring pixels in any meaningful image are usually similar and have a high correlation. Any
efficient encryption algorithm must provide a cipher image with minimal similarity and very low
correlation between neighboring pixels. Typically, neighboring pixels in an unencrypted image
exhibit a significant correlation. This correlation can be observed in all directions: horizontal (H),
vertical (V), and diagonal (D), where the pixel values of adjacent pixels are strongly related. To
analyze this correlation, 40,000 pairs of adjacent pixels were randomly selected from the
original (plain) and encrypted (cipher) images. The correlation of pixel values in the H, V, and D
directions is then computed and presented in Table 3. The correlation between two pixels in these
directions is determined using the following equations:

Try = M, 5.7
VDO)D(x)
1 N
D) = & ;m ) (5.8)
1 N
E() =~ Z; X, (5.9)
cov(x,y) = E((x = EQ)(y = E))). (5.10)

Table 3. The values of correlation in the H, V, and D directions.

Correlation coefficients

i ¥ e

Image Direction

Plain images

Encrypted images

O<ITO< T
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Table 4. Comparison of coeflicients of correlation in three directions for 512 X 512 images.

Correlation coefficients

i,

Method Direction
Proposed H
v
D
[42] H
A%
D
[43] H —
\V4 —
D _
[44] H 0.0025
\Y% 0.0050
D 0.0012
[45] H 0.0269
\" 0.0169
D 0.0260
[46] H -0.0004
A% -0.0013
D -0.0020
[47] H 0.0057
\" 0.0026
D 0.0256

In the given scenario, let x and y represent the grayscale values of two adjacent pixels. The variables
cov(x,y), D(x), and E(x) correspond to the covariance, variance, and expectation, respectively. Upon
examining the plain image, we observe that the correlation values in directions H, V, and D are close
to 1. This demonstrates a strong correlation among adjacent pixel values. On the other hand, Table 3
demonstrates that this correlation between adjacent pixels in the encrypted images is significantly low.
In actuality, correlation values of the cipher image in the H, V, and D directions are all very close to
0. As a result, the suggested encryption algorithm effectively breaks the correlation between adjacent
pixels. This characteristic makes the suggested technique highly resilient to statistical attacks. Table 4
provides a comparative evaluation of the correlation coefficients of the encrypted images generated by
the proposed method against several existing algorithms reported in [42—47]. The experimental results
demonstrate that the suggested algorithm achieves significantly lower correlation values in the cipher
images. We confirm that the proposed method outperforms other algorithms in terms of resilience to
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statistical attacks.

5.3.4. Histogram analysis

An image histogram visually represents the distribution of pixel intensities within an image. In the
context of jerk chaotic systems applied to image encryption, the histogram plays a crucial diagnostic
role: a plaintext image’s histogram reflects its content (e.g., concentrated pixel values for dark or
bright images), while an ideal encrypted image should have a nearly uniform histogram across all 256
grayscale levels, revealing no statistical information about the original image. The chaotic jerk
models (1.2)—(1.4) generate highly unpredictable, uniformly distributed sequences (as evidenced by
their large positive Lyapunov exponents), which, when mapped to pixel values via Eq (5.4) and XOR,
combined with the plaintext, produce this desired uniform histogram. In general, plain images tend to
have concentrated values in a few grayscale levels, resulting in non-uniform histograms. However, in
an encryption method, it is crucial to maintain a flat histogram for the ciphered image to prevent
statistical attacks. Figure 10 displays grayscale images and their encrypted histograms. As depicted in
the figure, the histograms of the encrypted images reflect a high degree of uniformity and are
noticeably different from the plain images. This confirms that it is challenging to obtain any
meaningful information from the ciphered images, making it difficult for an attacker to employ
statistical analysis methods to infer the original image.
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Figure 10. Various unencrypted and encrypted photos plotted as a histogram: (a) plain
airplane, (b) encrypted airplane, (c) plain baboon, (d) encrypted baboon, (e) plain peppers,
(f) encrypted peppers, (e) plain couple, (f) encrypted couple.
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5.3.5. Differential attack resistance: NPCR and UACI

To evaluate the resistance of the proposed encryption scheme against differential attacks, we
compute two standard metrics: the number of pixels change rate (NPCR) and the unified average
changing intensity (UACI). These metrics measure how sensitively the ciphertext changes when a
single pixel in the plaintext is altered. They are defined as:

2, DG, j)

NPCR =
XN

x 100%, (5.11)

UACI =

1 IC:1(Q, j) — Ca(d, )l
Z 5 % 100%, (5.12)
L]

M XN 55

where C; and C; are two cipher images obtained by encrypting two plaintext images differing by only
one pixel, and D(i, j) = 1 if C,(i, j) # C»(i, j), and D(i, j) = O otherwise. The ideal values are NPCR
~ 99.61% and UACI =~ 33.46% for 8-bit grayscale images. The results for the Airplane image yield
NPCR = 99.63% and UACI = 33.51%, confirming that the proposed scheme is highly resistant to
differential attacks.

5.3.6. Key space analysis

The key space of the proposed encryption scheme is determined by the system parameters and initial
conditions. The parameters include a, b, c, d (real-valued), the fractional orders ¢, g1, ¢», g3 (real-valued
in (0, 1]), the distributed-order weight function ¢(g), and the initial conditions (v, wy, Zp). Assuming
double-precision floating-point representation (10'° precision per parameter), and counting at least 12
independent real-valued parameters, the key space size is approximately 10312 = 1013 ~ 2% which
far exceeds the standard threshold of 2! ~ 10** recommended for secure encryption. This ensures
that brute-force attacks are computationally infeasible.

5.3.7. Key sensitivity analysis

To verify key sensitivity, we slightly perturb one initial condition by A = 10~'* and compare the
resulting encrypted images. Figure 11 presents the key sensitivity of the suggested encryption
algorithm. The original image “Peppers” is displayed in Figure 11(a), while Figures 11(b) and 11(c)
present the encrypted results obtained using the correct key and a slightly altered key, respectively.
The NPCR between the two ciphertexts exceeds 99.5%, confirming that even a negligibly small key
change produces a completely different ciphertext. This demonstrates that the proposed scheme
satisfies the strict avalanche criterion required for cryptographic security.
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(a) Plain image (b) Encrypted (a) with original key (c) Encrypted (a) with modified key

Figure 11. Key sensitivity test.

6. Conclusions

The three proposed chaotic hidden attractor jerk models (1.2)—(1.4) are analyzed in terms of their
dynamics, and Figures 1 and 4-5 show their chaotic solutions. Plots of the greatest Lyapunov
exponent and bifurcation diagram are shown for a few model parameters (1.3). The theoretical and
practical contributions of this work include: (i) the introduction of three novel fractional-order
formulations of a hidden-attractor jerk system; (ii) a rigorous proof of combination synchronization
via Theorem 4.1 using Lyapunov stability theory; (iii) a complete grayscale image encryption scheme
with security evaluations including NPCR/UACI, key space analysis, and key sensitivity tests. To
achieve CS across three models with distinct orders, we declare and verify Theorem 4.1 using the
tracking control approach. As an example, we use the models (1.2)—(1.4) to confirm the veracity of
the analytical results derived by Theorem 4.1. See Figures 6 and 7 for the computed numerical results
that demonstrate the efficacy of our synchronization method. CS is used to offer a grayscale image
encryption technique. Figure 9 presents the simulation results for the encrypted and decrypted
images. As part of our analysis, the information entropy of the plain and encrypted images was
calculated and evaluated, which can be observed in Table 1. It is evident that both entropy values
approach the optimal value of 8, indicating increased randomness and complexity. Table 3 showcases
the correlation values of our images in the H, V, and D directions. As depicted in Figure 10, the
encrypted image distributions exhibit a genuine uniformity, while the histograms of the ciphered
images are nearly flat. The proposed encryption scheme achieves NPCR =~ 99.63% and UACI
~ 33.51%, confirming strong differential attack resistance, and a key space of approximately 10'%,
ensuring immunity to brute-force attacks.
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