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Abstract: We investigate both new and existing methods for generating, and especially detecting,
deepfakes through the simple but informative task of authenticating binary coin flip data. The main
contribution is the introduction of a Markov observation model (MOM) as an alternative probabilistic
framework for both deepfake generation and discrimination. Its performance is compared against
several existing approaches, such as generative adversarial networks (GANSs), support vector machines
(SVMs), branching particle filtering (BPF), and human alternatives. Since SVMs are discriminative
methods and do not have generative abilities, they are only evaluated for the detection task, while the
remaining approaches are assessed on both generation and discrimination. Across the experiments,
human participants are shown to perform the worst, which demonstrates the difficulty of reliably
identifying deepfaked sequences by a human eye. Among the computational methods, GANs perform
better than humans, but are outperformed by SVMs, which in turn are surpassed by BPF. The strongest
overall performance comes from the proposed MOM approach, which achieves the best results for
deepfake detection out of all methods. A similar result is observed for the generation task, with MOM
again showing the strongest performance, followed by BPF, GAN, and humans. These results showcase
the generative and discrimination abilities of the proposed method.

Keywords: deepfakes; generative adversarial networks; Markov chain; detection; likelihood; model
selection; simulation
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1. Introduction

Fake or synthetic content generated though advanced deep learning techniques that appears
authentic in the eyes of a human being is called a “deepfake”. The most common form of deepfakes
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involves the generation and manipulation of human imagery. Deepfake technology has creative
and productive applications in entertainment, education, content creation, computer vision, natural
language processing, and human-level control [32]. Deepfakes have spread to other domains and
media such as forensics, finance, and healthcare [29]. However, deepfakes also pose substantial risks
such as misinformation, privacy invasion, and identity theft. While they are usually trained to foil
discriminators, the objective of the generated content is to fool a human, not a machine, and for that
reason they have garnered heightened attention. Still, a machine can also be a valuable tool in its
detection.

Rather than studying full audio-visual deepfakes directly, this paper focuses on a controlled coin-
flip sequence setting. This lets us compare different detection and generation methods under clear
data-generating assumptions, while still keeping the core fake-versus-real classification problem.

This problem is related to earlier work on distinguishing truly random sequences from fake
sequences produced by humans or machines [13,17,31]. It is also connected to probabilistic sequence
models such as hidden Markov models and pairwise Markov chains, which provide natural tools for
sequence generation, filtering, and likelihood-based classification [23,24].

We compare several approaches in this controlled sequence setting, including GAN, SVM,
branching particle filtering (BPF), and the proposed Markov observation model (MOM). MOM
replaces the neural-network generator/discriminator framework with a latent probabilistic sequence
model that supports both sequence generation and likelihood-based classification. This allows us to
study the trade-off between probabilistic structure, detection performance, and computational cost in a
setting where the assumptions are explicit and the methods are directly comparable.

There is a long-standing statistical perspective for analyzing sequential data through probabilistic
sequence models, including Markov-chain and hidden Markov model (HMM) frameworks. These
models support likelihood-based inference, recursive decoding/inference algorithms, and interpretable
parametrization, and they are often studied together with model-selection tools such as information
criteria and likelihood-ratio based procedures [5,24].

Many researchers have explored the classification of coin-flip sequences as real or fake [26, 28],
whereas others have developed algorithms for generating fake flips whilst capturing the properties of a
real flip [17]. Another example of this problem proposed in [3] was addressed to school aged children,
with the task being that they needed to correctly identify which sequences were “real” or “random”,
along with which sequences appeared to be “produced by a fair coin” or “fake” [25]. This problem
was then used to understand and model the “fake” behavior. The power in the existing probabilistic
approach comes from a separate hidden model, the signal model, that represents both the real and
fake random behaviors, while the variables of interest, in this instance the coin flips, are modeled as
the observations [17] that depend upon this signal. Generation then comes from signal, observation
simulation. Detection, on the other hand, becomes estimating which behavior is present in the signal,
which can be done optimally by filtering theory [33] and practically by particle filters [7, 8, 12, 21].
This existing approach entails encoding all fake and real models into the same signal, usually by
including some state variable that indicates which behavior is active. The problems with expanding
this approach beyond simple authentication problems like coin flips is that one needs to: 1) have models
for every type of fake as well as real behavior, ii) amalgamate these models together into one signal
model and iii) suffer extra processing costs by working with all behaviors simultaneously when they
are amalgamated into one signal. This does not seem practical for large problems like authenticating
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real video content. We will suggest a new probabilistic approach below that both outperforms this
existing approach and is more expandable to larger problems. The first step of the new approach
is separating out the signal and employing recursive likelihood model selection, which we will also
use herein with branching particle filters (BPFs). The recursive likelihood approach was introduced
in [16]. BPFs, where branching is used in place of resampling to redistribute particles, were introduced
in [6], but these early algorithms suffered from extreme particle swings, which affected performance
dramatically. [1] developed a stabler BPF. However, it was only in [14, 15] that a fully stable algorithm
was given where it could be shown that the number of particles in a BPF was controllable. It was
also shown there that BPFs can have recursive likelihood model selection capabilities with effective
resampling. Finally, it was also shown that by reducing particle number fluctuations, one improves
performance and reliability [15].

To address these limitations, we introduce a new GAN-like architecture that utilizes a model and
algorithm recently proposed by [16]. In particular, fake sequences are modeled as Markov chains
with hidden states. This Markov observation model (MOM) replaces the neural networks within
the traditional GAN architecture. MOM is simply a pairwise Markov chain (X, Y)” with one step
transition probabilities p and initial distribution u, where one component of the chain X is hidden
and the other Y is observable. It was shown in [16] that a Baum-Welch-like forward-backward
expectation-maximization (EM) algorithm for both p and u holds in this setting and converges to
(at least) local maxima of the likelihood function. Like for HMM, the forward-backward reduction of
the computations produces a highly efficient learning algorithm. The generation part of MOM comes,
after the learning is complete, by simulating the pairwise Markov chain and then throwing the hidden
part away. The discrimination part of MOM comes, after learning all possible (real and fake) models,
by likelihood model selection, which is also shown in [16], to determine if a given sequence is better
represented by real or fake models.

We chose to introduce our method on the simple coin flip problem in order to compare it to many
other methods and due to the availability of computer resources. However, there is no need to encode
mathematical models into a signal, and there are efficient forward-backward algorithms for learning
as well as classifying. Hence, there appears to be no reason why the MOM-based method cannot be
expanded to more practical and pressing deepfake detection problems in the future.

Our work is also related to broader research on robust multimodal learning, including work on
multimodal fusion, modality balancing, robustness to missing or noisy modalities, and lightweight or
privacy-aware multimodal methods [2,34,35]. More broadly, much of the deepfake detection literature
focuses on artifact cues, deep neural architectures for image and video data, and reliability challenges
such as transferability and robustness [19, 27, 30]. These papers show the broader importance of
reliable discrimination in difficult settings, but they study much richer multimodal problems than
the one considered here. Our paper instead studies a controlled binary-sequence benchmark, which
we use as a simple and interpretable test setting rather than a full multimodal audio-visual deepfake
benchmark [20,27].

1.1. Layout

This paper is mainly divided into two parts: one is deepfake generation, and another is deepfake
detection. Specifically, in Section 2, we discuss methods of simulating a fake coin flip sequence. In
Section 3, we discuss methods of classification. In Section 4, we discuss adversarial tuning, and in
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Section 5 we discuss our experimentation and comparative results. Discussion and conclusions are
given in Section 6.

1.2. Computer system

All simulations were done on an M3 Pro MacBook Pro in Python 3.10. In our study, we utilized
a variety of packages and libraries to conduct simulations and analyses. The core libraries included
NumPy for numerical computations, Pandas for data handling and analysis, and the random module
for generating random numbers. We employed the Keras library to build and train the GAN model,
leveraging layers such as Dense, LeakyReLU, BatchNormalization, and optimizers like Adam. We
used scikit-learn, implementing models like support vector classification (SVC) and one-class SVM,
and performed tasks such as cross-validation, and train-test splitting. Additionally, we assessed model
performance using metrics from scikit-learn, including precision, recall, classification reports, ROC-
AUC, average precision scores, and confusion matrices. These tools were integral to processing data,
building models, and evaluating outcomes within our simulations.

2. Methods of data generation

This section describes the different ways coin flip sequences were created. We will use five sources:
real (by random number generator), human fake, the simulator algorithm that can be thought of as
the generator part of the BPF approach, the generative part of GAN, and the generative part of
MOM. Generally, some initial data is created representing the two types, real and (deep) fake, to
distinguish. Then, adversarial methods are used to create more deepfake data. Some initial deepfake
data was produced by a Bernoulli generation algorithm from [17], termed the simulator here, capable
of producing desired correlations to prior samples. Other deepfake data was created using generative
adversarial networks (GAN), and the newly proposed Markov observation model (MOM) generation.

2.1. Initial data

Adversarial networks require some initial training data or else some other means of setting up initial
generator and discriminator rules. We started the system with real, fake, and deepfake data sequences
as follows.

2.1.1. Real sequences

We used Python’s random package on an M3 Pro MacBook Pro to generate independent sequences
of independent coin flip data. We treated these as if they were real coin flips, even though they were
computer generated. For representation purposes, ones were interpreted as heads, and zeroes were
interpreted as tails.

2.1.2. Real fakes

We employed a group 15 students to create 137 sequences of 200 real fake coin flips that they
thought would fool other students into thinking they were real sequences. These students had at least
a basic background in probability and were aware of some of the artifacts that were likely in real
sequences.
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2.1.3. Initial deepfakes, the filtering generator

[17] used a method of simulating coin-flip sequences with prescribed pairwise covariances
(between flips at two points in the sequence) and marginal probabilities (of heads or tails), which
we will call the simulator. The simulator can, for example, produce a fair sequence where neighbor
flips are slightly negatively (positively) correlated and others further away are positively (negatively)
correlated to compensate. Here, the authors reduce the computational requirements of the coin flip
simulations by using an explicit formula that encodes the desired covariances. Actually, this method
turned out to be extendable to discrete (not just binary) random variables on graphs and to be quite
useful in applications (see [18,22]).

We describe the process of simulating deepfakes using the simulator. Let r;, represent the probability
of getting a 1 on the k" flip ¥, and § ; be the covariance 8 ; = cov(¥y, Yi-;). Then, the model for the
trivial faker is:

(TF)  ni =re+en(l—r)ér  and B, =B, + 8B B, + D1 =B )€l

fork =0,...,199, j = 1,...,1. Here, {f,f}]‘j’zl and {f,{}i?le are p = % {—1, 1}-Bernoulli independent of
everything and ¢ is a small parameter. Fakers that try to undo what has been done follow the random
sign change model

RSC)  r = ne+pp(1=2r) +en(l—r)&  and B, ; = peiBi; + &8 Br; + D1 — B )&

fork=0,..,199, j =1,...,[. Here, {pf} and {py ;} are independent such that
Plorj=-1)=Pp; =1)=1-P(o;j=1)=1-Plpf =1)=6

for some small 6 > 0. The trivial faker and the random sign change faker are our initial deepfake

models. Note that both are designed to keep r; € [0, 1] and ﬁf{,j € [-1, 1] if started that way. They must

be supplied with initial values ry ~ % (for fairness) and By ; ~ 0 for k — j < O (for near independence).
The real coin flips can then be modeled in this way and fit into the algorithm

1
(Real) r, = 3 and ,ch’ i = 0

fork=1,...,200, j = 1,...,I. Then, for the signal we set

1  Trivial Faker
0= 0  RSC Faker
—1 Real Coin

and let X;, = [ ® n {,85(’]. 5:1 ]’ be the signal. The goal of filtering is to estimate X; optimally from
the back observations Y;,/ < k, which includes the goal of deepfake detection. The goal of deepfake
detection is to determine the value of ® given the observations.

For this method, we initially simulated 137 sequences of 200 coin flips with the above equation and
algorithm, which were deemed to be deepfakes due to the known difficulty in distinguishing them from
real as well as their computer algorithm generation.
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The algorithm is designed to simulate sequences of coin flips that align with specified marginal
probabilities and pairwise covariances. We begin the simulation by defining the total number of flips
(Ny) and the number of pairwise covariances (N.) and the number of pairwise covariances. These
parameters dictate the length of the sequence and the complexity of the dependencies between flips.
These parameters should be uniformly distributed within specified ranges to ensure variability across
trials. Apply the algorithm to simulate a sequence of coin flips. For each flip, compute the probability
of it being heads based on the outcomes of the previous flips, then use the uniform random variable U
to determine the flip’s result. After generating the sequence, estimate the marginal probability 7 and
the pairwise covariances {szv ¢} from the simulated data. These estimates will be used to evaluate how
closely the simulated sequence matches the desired statistical properties. Calculate the error for the
trial using the formula, err = Uﬂ)hzj’gﬁyt _ﬁyc)z. This error metric combines the discrepancies in both
the marginal probability and the pairvilise covariances, normalized by the number of covariances plus
one. By averaging the error over multiple trials, one can assess the algorithm’s performance and its
ability to generate sequences that accurately reflect the specified probabilities and covariances. The
reader is referred to the work [18] for further applied properties and a more detailed explanation of the
algorithm.

2.2. One step learning

After the initial real, fake and deepfake data sequences are set, learning can begin.

2.2.1. Generative learning with GAN

A generative adversarial network (GAN), a neural-network-based unsupervised learning models
developed by [10], is implemented to simulate deep fake coin flip sequences. The GAN model consists
of generator and discriminator neural networks (NNs) working simultaneously to create realistic
synthetic data in an adversarial set up. They have the dual goal to train the generator to produce
deepfake sequences that closely mimic real data, fooling the discriminator into falsely classifying them
as such, as well as to train the discriminator to detect fake sequences as optimally as feasibly possible.

We design the generator as a feed-forward NN with three dense layers and using Leaky ReLLU
activations. As an input, a latent vector of 100 independent standard Gaussian (i.e.: N(0, 1)) random
variables is taken, which serves as a noise input. Our generator outputs a binary sequence of length 200,
each element of which represents a coin flip. At the output layer, to map the results to binary values, we
use sigmoid activation. Throughout the network, batch normalization (at varying levels of momentum)
and dropout layers (at varying degrees) are used to stabilize the learning process. We train this network
using binary cross-entropy loss and the Adam optimizer.

For the weights, we manually initialize them for the generator by drawing the weights from a normal
distribution with a standard deviation based on the layer dimensions. The intention of this is to avoid
issues with randomness associated with random weight initialization, which allows us to avoid sub-
optimal convergence and or local maxima. This initialization ensures the generator starts from a more
controlled state, which could potentially improve the quality of the deepfakes it produces.

The discriminator is designed as a more complex classification network. It takes a binary sequence
of length 200, which may represent a real sequence, handwritten fake sequence, or any of the three
deepfake types from the GAN’s generator, MOM’s generator, or the Bernoulli generation algorithm.
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Like the generator, the discriminator consists of dense layers with Leaky ReLU activations, batch
normalization, and dropout to prevent overfitting. Instead of a simple binary output, we design the
discriminator to classify between the five categories of sequences using a softmax output layer. We train
this network using sparse categorical cross-entropy and the Adam optimizer. This balances stability
and training efficiency.

The adversarial tuning of GAN is explained below. The combined initial and adversarial learning
of the GAN generator-discriminator is shown in Algorithm C1 (in Appendix C).

2.2.2. MOM learning

As an alternative to GAN, we frame MOM into a GAN-like structure, by replacing both
the generator and discriminator neural networks in the traditional GAN framework with MOM
components. The MOM generator is then a pairwise Markov chain with a (potentially high-
dimensional) hidden component. The rates p and ¢ and initial distribution 4 must be learned for
each real, fake and deepfake sequence separately, as Figure 1 highlights.

Training / Learning Generation Classification

(real / handwritten / GAN / simulator, etc.)
Each sequence has length N = 200

MOM sequence generation
Use fitted (p, q, 1)
l Simulate hidden states and observations
Output MOM-generated binary sequence

Training sequences by class |

MOM parameter learning (EM)

Initialize (p, g, 1) l
Forward/backward recursions + EM updates Example generated sequence
Stop when convergence criterion is met Yymom = (1,0,1,1,0,...)

= Decouto)

Class-specific MOM model bank
{(Pe qe, 1) ¢ € classes}

Y*=(,0,1,1,0,...), length N = 200

l

,‘ Recursive-likelihood / Bayes-factor scoring

Test sequence (example) ’

Compute score of Y* under each class model
in the MOM model bank

l

Compare scores and assign label
(real / MOM / GAN / handwritten / simulator)

Figure 1. Workflow of the proposed MOM-based framework on a binary-sequence example
(N = 200). The method consists of three stages: (i) MOM parameter learning via EM
(forward/backward recursions and updates of p, g, u), (i) sequence generation using fitted
MOM parameters, and (iii) classification by recursive-likelihood (Bayes-factor) scoring
against class-specific model banks, followed by label assignment.

The algorithm for learning the transition probabilities p and ¢ and the initial distribution u is given
in Algorithm C2 (in Appendix C) and developed in [16]. The specifics of the MOM generator are given
below.

The discriminator role in MOM is played by recursive likelihood. The algorithm to compute
recursive likelihood is worked out in [16]. The computation and exactly how to use it in the
discriminator are stated below.
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2.3. GAN'’s generator

The GAN generator produces deepfake coin flip sequences once fully trained. It takes takes an
input vector consisting of 100 independent standard Gaussian random variable samples, and produces
an output deemed a deepfake because it is generated by neither a random number generator nor coin
flip. The GAN generator is first initially trained as a feed-forward NN and then tuned in the adversarial
setup (as described below).

The particulars of the GAN generator neural network are as follows: The input layer is fully-
connected with 1024 neurons and a LeakyReL U activation function with a negative slope coeflicient
of @ = 0.2. Following this, a dropout layer with a rate of 0.3 is used to prevent overfitting by randomly
setting 30% of the input units to O during training. The output is then normalized using a batch
normalization layer with a momentum of 0.5 to speed up training. Next, the data passes through
a second dense layer with 2048 neurons, again with a LeakyReL.U activation function (@ = 0.2),
followed by another dropout layer, again with a rate of 0.3, indicating similar regularization. A second
batch normalization layer with a momentum of 0.5 is used to normalize the activations. The output is
then flattened into a one-dimensional vector by a flatten layer, preparing it for the final dense output
layer. The fully-connected output layer has 200 neurons with a sigmoid activation function, ensuring
the output values are between 0 and 1, typical for generating binary or normalized data in the range
[0, 1]. This neural network is compiled using binary cross-entropy loss and the Adam optimizer with
a learning rate of 0.00005.

2.4. MOM’s generator

The generator for the MOM solution is a collection of trained pairwise Markov chain models
represented by their model parameters {p,q,u}, divided into the groups real (R), fake (F) and
deepfake (D). Initially, this collection contains only the models obtained from the initial training
data. However, later more models are added from the adversarial setup (as described below). Actual
generation occurs by simulating a randomly-selected real MOM model with parameters pg, gg, g say
as shown in Figure 2.

PR>4R> LR Simulate MC ();) Deepfakes (D) Y

Figure 2. Generation in MOM.

The simulation process consists of simulating the pairwise Markov chain and then discarding the
hidden component X to produce the generated observations Y, which are the deepfake coin flips here.
The specifics of the MOM generator are as follows: The observable component Y is just the
sequence of coin flips, represented as ones and zeros. The hidden layer X is a Markov chain with
s states. We start with s = 6. However, during the adversarial process described below, it is allowed
to increase. A combined (X Y )’ form a Markov chain of dimension 2s that has initial distribution
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(X Y )' ~ u and one step transition probabilities
PX,=xY = )A; | X1 =x,Y = y) = px_)fcqy_,y()?)

where p, g, u have been learned.

This factorization means that the hidden state process X, follows a Markov chain with transition
probabilities p,_,;, while the observation process Y, depends on both the current hidden state and the
previous observation. In particular, g,_(X) depends on the previous observation Y,_; = y and the
current hidden state X; = X. Thus, unlike a standard HMM, where the observation depends only on the
current hidden state, MOM allows the new observation to keep a one-step dependence on the previous
observed value [16].

Like many latent-state models, MOM is not uniquely identifiable in a strict sense, since permuting
the hidden-state labels can leave the observed distribution unchanged. This issue can become more
apparent when we assume the observation process is binary, where different parameter choices may
produce very similar observed sequences. For this reason, we treat MOM mainly as a useful latent
model for generation and classification, rather than as a uniquely interpretable description of the
underlying process. In practice, we reduce these issues by keeping the number of states small and
using multiple initializations.

Note that real coin flips could be simulated in this means by making the initial marginal uy for Y
fair and then using p, g so that each new Y is equally likely to be 1 or 0 independent of everything.
However, there are more efficient ways.

3. Methods of classifying a coin-flip

This section describes different methodologies of classifying coin flips as real or fake. The different
classification methods are human, SVM, GAN discriminator classification, BPF method, and the MOM
likelihood classification method.

3.1. GAN discriminator

The GAN discriminator, once fully trained, detects (deep)fake coin flip sequences. In particular,
the discriminator takes an input vector, consisting of 200 coin flips, and produces an output of one
of 5 labels, each corresponding to one of the types of sequences the discriminator is trained on. The
discriminator is initially trained as a feed-forward NN and then tuned in the adversarial setup (as
described below).

The particulars of the GAN discriminator neural network, optimized to this setting, were determined
to be as follows. The input layer is fully-connected with 2048 neurons and a LeakyReL.U activation
function with a negative slope coefficient of 0.2. Following this, a dropout layer with a rate of 0.6
is used to prevent overfitting by randomly setting 60% of the input units to O during training. The
output is then normalized using a batch normalization layer with a momentum of 0.5 to stabilize and
accelerate training. Next, the data passes through a second dense layer with 1024 neurons, again
with a LeakyReLU activation function (¢ = 0.2), followed by another dropout layer, this time with
a lower rate of 0.4, indicating less regularization. The fully-connected output layer has 5 neurons
with a softmax activation function. The model is compiled with a sparse categorical cross-entropy
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loss function and the Adam optimizer with a learning rate of 0.00005 and a 3, set to 0.5 to smooth
out the gradient updates by balancing recent gradient values with past values, which is effective for
classification problems and deep learning models due to its adaptive learning rate capabilities.

3.2. Support vector machine classification

In this section, we investigate the support vector machine (SVM) discriminator in classifying real
and fake sequences derived from various sources. SVMs have emerged as a powerful tool for such
classification tasks due to their effectiveness in high-dimensional data spaces and capability to model
both linear and non-linear decision boundaries. In our study, SVM constructs a decision boundary
in a high-dimensional space, which is used to classify sequences into “real” and “fake” classes. For
SVMs, the “best” decision boundary is typically defined as one that maximizes the margin between
the classes. This boundary is determined by support vectors, i.e., data points from each class that are
closest to the decision boundary. For linear classification tasks, the boundary can be understood as a
hyperplane that maximizes the margin, while in polynomial classification this decision boundary can
take more complex, non-linear forms in the input space, adapting to the degree of the kernel used.

In SVM, the best hyperplane is defined as one that maximizes the margin between two classes.
This distance is defined as the distance between the hyperplane and the support vectors from either
class. The support vectors are the closest data points from either class that have the closest distance
to the hyperplane. These support vectors define the elements of the hyperplane and model complex
decision boundaries. We evaluated SVM’s performance based on accuracy, ROC-AUC, AUC-PR,
and F1 scores. This study includes an extensive evaluation based on 100 different random seeds,
with results consolidated from multiple iterations to ensure robustness. The 100 random seeds were
chosen using random.randint (1, 100000000), which chooses 100 random integers between 1 and
100,000,000.

The data set comprises sequences generated from various methods, including simulator sequences,
handwritten sequences, MOM sequences, and GAN sequences, which are all highlighted in the
“Methods of Data Generation” section. Additionally, real sequences of length 200 were generated
using random.randint (0, 1) from Python’s random package, which generates each element in a
sequence as a random binary value (0 or 1). We processed each set of sequences into a combined
dataset with labels “fake” (0) and “real” (1).

We used polynomial kernels for the classification tasks. The model was trained on the training set
subsetted from splitting the full data into an 80-20 split. We evaluated on the testing set using the
accuracy, ROC-AUC, AUC-PR, and F1 score metrics. The performance was assessed across varying
degrees of polynomial kernels (1, 2, 3, 5, 7, 10, 15) and various random seeds to ensure robustness of
the results.

3.3. Filtering classification

The filtering approach as it stands did not require learning. The reason for this is it uses specific
real and faker mathematical models. It is true that the faker model has static parameters that could be
learnt but these were learnt in an earlier work and regardless, are just numbers that can be learnt one
time offline. The generator for the filtering approach is just a random number generator and to include
deepfakes the simulator algorithm given above.
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We represent the attributes of the faker and the real coin in the mathematical models used in the
simulator algorithm and filtering approach. We do this through pairwise covariance and marginal
probabilities between each flip and the flips that came before it in time [17]. In filtering terms, the
models of the real coin and the fakers with flips have termed signals, and the sequence of coin flips
is called observations. We use a filtering technique to generate real-time estimations of the likelihood
of various competing signal models based on the observations. We present the problem in a particle
filtering framework (see Algorithm C3 (in Appendix C)), describe how we obtained faked data and
our observations of its properties, discuss algorithms for simulating flip sequences from marginal
probabilities and pairwise covariances, and present empirical results of our implementation of the
filtering solution. The fake coin identification problem is presented here within the framework of a
filtering algorithm. We need accurate and effective models of both the observations and the possible
signals. The signals in this problem are time-inhomogeneous marginal probabilities and covariances,
along with a real coin or faker-type indication. We employed the combined branching approach, which
is explained in [15]. Classifying, tracking, and predicting the signal based on observations is the
aim of filtering. The branching sequential Monte Carlo algorithm was described to reduce particle
number fluctuations and thereby improve performance and reliability. We have used three signals
{Xi,t=1,2,...}, with the associated weights L{, as mentioned in [17]. o is an approximation of the

unnormalized filter in problems like tracking and model selection, which is measured in such a way
Ni-t . . ~ .

that o = % L!64;, where 6 denotes the Dirac measure and X; denotes the path of the j* particle. In
=

the branching algorithm, when the prior weight ﬁ{ for particle j is outside of a certain interval around
the average weight, we do the branching, which helps to preserve the process distribution. In particle
filtering, the resampling parameter r and the average particle weight A, are crucial for maintaining
effective particle diversity and avoiding degeneracy, where too few particles carry meaningful weights.
The parameter r defines a threshold range around A,, which is the mean of all particle weights at each
time step. This range helps to determine whether particles with significant weight deviations should be
resampled. Resampling replicates higher-weight particles while discarding lower-weight ones. When
weights are close to A,, resampling may not be needed, but larger deviations indicate that resampling
can help reduce the impact of weight disparity. Adjusting r based on weight variance can further refine
the balance between computational efficiency and filter accuracy [4,9]. In our study, with r set to 4.5,
the particle filter uses this specific threshold to determine which particles should be resampled based
on how far their weights deviate from the average weight A,. This means that particles with weights
differing significantly (beyond 4.5 times the average weight) are targeted for resampling, which helps
maintain a balanced distribution of particle weights and improves the filter’s accuracy.

Particles that are branched result in zero or more particles, which are assigned the average weight
A,, and are added at the same location as the parent. In other words, we copy the path with extreme
prior weight and give the copies, if there are any, the current average weight. When its prior weight
I:{ is not extreme, a particle is not branched and gets to keep its prior weight. The resampling
parameter r determines the size of the interval around the average weight A,, outside of which particles
are considered extreme and are branched. The distance between the estimates of value of marginal
probabilities and pairwise covariance and the real coin is used as an error metric; a threshold on the
error metric is then empirically determined [17]. For a given sequence, if the error metric falls within
the threshold, then the sequence is real; otherwise, it is fake.
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3.4. MOM:’s discriminator

The likelihood is a crucial concept in Bayesian statistics, used to quantify the evidence for one
model against another. The recursive likelihood from [16] provides a way to update the odds for
competing hypotheses based on observed data. The recursive likelihood’s ability to incorporate prior
information and provide a continuous measure of evidence makes it a versatile and powerful tool
for hypothesis testing. One significant advantage of using this is for the interpretability. However,
calculating the likelihood can be challenging, especially for complex models with high-dimensional
parameter spaces. Advances in computational techniques, such as Markov chain Monte Carlo (MCMC)
methods and variational inference, have made it more feasible to compute likelihoods for a wider range
of models.

[S]élcllilllleoﬁzg Likelihood Classified Sequence
s T B
PR>4R> MR
PF>4qF,HUF
PD->4D>HD

Figure 3. Discriminator in MOM model.

The MOM’s discriminator utilizes the recursive likelihood to distinguish the type of sequence being
input. For each sequence input into the discriminator, we compute a recursive likelihood between the
sequence and every p, g, u model generated earlier. Each recursive likelihood computed is assigned
a label, depending on the type of sequence the p, g, u model used is from. To classify the sequence,
we split the labels and corresponding recursive likelihoods into 2 categories: those that came from a
P, g, model generated from a sequence of the same type as the input, and the other being the labels
that came from the other models. We then take the average of the recursive likelihoods in each group,
and classification of the sequence is “correctly identified” or “incorrectly identified”, depending on
which average is greater.

To integrate the recursive likelihood as a discriminator, we need to follow a process where we
calculate the recursive likelihood for each input sequence against pre-trained models and use these
factors to classify the sequence as its certain type. Train multiple (p, ¢, u) models using the observed
sequences. For each input sequence, calculate the recursive likelihood using the pre-trained models.
Assume we have the trained models real, GAN, SVM, simulator, and MOM. For an input sequence Y
and each (p, g, ) model from the generation portion, compute the recursive likelihoods of Y with each
model. Each recursive likelihood value computed is assigned a label based on the type of sequence
the model is known to generate (‘“Real” for real data sequences, “MOM” for MOM deepfakes, “GAN”
for GAN deepfakes, “simulator” for simulator fakes, and ‘“Handfakes” for handwritten fakes). The
final classification of the sequence is determined by the maximum between the average of the recursive
likelihoods with the correct label, and the average of the recursive likelihoods with the incorrect labels.
Should the former be greater, the sequence is classified as “correctly identified”, and “incorrectly
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identified” otherwise.

By using the recursive likelihood in the MOM discriminator, we leverage the statistical evidence
from multiple models to classify sequences. The process involves training multiple models, computing
the recursive likelihoods, assigning labels, and using the top recursive likelihood labels to make a final
classification decision. This method provides a robust mechanism to distinguish between real and fake
sequences based on the collective evidence from several models.

4. Adversarial tuning

As suggested in the name, GAN is an adversarial process which combines the functions of the
generator and the discriminator. The GAN takes a latent noise vector as input through the generator,
which then generates synthetic sequences. These sequences are passed through the discriminator to
classify them as real or fake. Our GAN model is compiled with binary cross-entropy loss and the
Adam optimizer. We pre-set the maximum number of epochs to be 500 and the batch size to 64.
Within each epoch, the system generates both real and fake samples, trains the discriminator based
on these generated samples and the deepfakes, and simultaneously trains both the generator and the
discriminator based on their respective loss functions.

For the discriminator, sparse categorical cross-entropy (SCE) loss is used to measure how well
the network can classify sequences into one of five categories: real (0), GAN-generated (1), MOM-
generated (2), handwritten (3), and simulator (4) sequences. Let N be the number of training samples,
x; the input sequence, y; € {0,1,2,3,4} be the true label of the sequence, and py(y; | x;) be the
discriminator’s predicted probability for the correct class, where 6 is the current parameter values
of the discriminator. The SCE loss is then defined as

1 N
Lp=— Zl log pe(y: | x1)- (4.1)

Given the true labels and the discriminator’s predictions, this loss function quantifies the difference
between the actual and predicted labels across these five classes. Minimizing £, improves the
discriminator’s ability to correctly classify the type of sequence it receives. By adjusting the
network’s weights during training, the discriminator learns to more accurately distinguish between
real sequences, handwritten sequences, and the various deepfakes.

For the generator, binary cross-entropy (BCE) loss is used. Let z; be the random latent noise input,
G(z;) be the generator output (i.e. GAN-generated), and D(G(z;)) be the discriminator’s probability
that G(z;) is real. The BCE is

1
LG:_N_

]

N
[yilog(D(G(z))) + (1 — y) log(1 — D(G(z)))] .- (4.2)
=1

Here, the generator’s goal is to produce realistic deepfake sequences to fool the discriminator into
outputting a high probability of them being real, close to 1. Therefore, the BCE loss of the generator
is calculated with “opposite” labels, where it aims to minimize the loss between its fake output (which
it wants the discriminator to classify as real) and the real label.

Minimizing each network’s respective loss functions essentially leads to a more effective adversarial
relationship between the generator and the discriminator. This drives the GAN to improve both the

AIMS Mathematics Volume 11, Issue 4, 11731-11759.



11744

generator’s ability to synthesize realistic data and the discriminator’s ability to correctly classify the
data as real or fake. As per [11], GAN training is usually expressed as a min-max game:

rrgn mgx V(D,G) = Eyp,,. [log(D(x)] + E.., [log(1 — D(G(2)))].

The model is compiled with sparse categorical cross-entropy (SCE) loss for the discriminator and
binary cross-entropy (BCE) loss for the generator, both of which are optimized using the Adam
optimizer. The use of SCE allows the discriminator to classify sequences into one of five categories,
while BCE ensures that the generator’s goal is to produce deepfake data that is realistic enough to fool
the discriminator into classifying the fake data as real. During training, the discriminator should ideally
output a high probability for real data and a low probability for the fake sequences generated by the
GAN.

5. Comparative results

In this section, Table 1 presents how the real, handwritten, and sequences generated from simulator,
GAN, and MOM are classified using the GAN discriminator, support vector machines (SVM), particle
filtering, and the MOM recursive likelihood approach. In other words, we want to study whether
MOM performs better in classifying different types of sequences than the other methods. All methods
perform multiclass classification over the five sequence types: real, handwritten, simulator, GAN,
and MOM. For each method, we perform studies for the handwritten fake sequences, and the other
generated sequences. There are 137 fake sequences of each type, each of length 200. The number of
real sequences we generate corresponds to however many fake sequences we consider (either 137 or
548).

Across different polynomial degrees, the SVM model performs best with lower-degree kernels
(1, 2, and 3) for generating sequences like GAN and handwritten sequences, with some variation
in performance on more complex types like simulator and MOM sequences. The overall accuracy
improves up to degree 2 but fluctuates afterwards, with degree 5 showing some promise. However,
higher degrees (7 and 10) give worsening results, suggesting overfitting and increased complexity that
the model cannot handle effectively. Standard deviations are consistently low, indicating that the model
performs consistently across runs, but it struggles to generalize across all sequence types. The results
suggest that while SVM can be tuned to achieve higher accuracy on specific types of sequences, its
overall performance across different types of fakes is relatively stable but not particularly high.

For GAN’s training, we split the types of sequences into training and testing sets using an 80:20
split. We train on 2000 epochs using a batch size of 64. For testing, we feed each sequence in the
testing set into the trained discriminator. In Table 1, the GAN shows mixed results. It performs poorly
on the Bernoulli generation algorithm (6.18%) and MOM (7.36%) sequences, indicating difficulty in
accurately detecting these types. However, it achieves moderate success on GAN sequences (54.96%)
and performs reasonably well on handwritten sequences (74.64%) and real sequences (74.33%).
Overall, the GAN model achieves 54.88% accuracy, but the relatively high standard deviations
(ranging from 2.87 to 9.41) suggest inconsistent performance, making the model less reliable across
different sequence types . This indicates that while the GAN discriminator is moderately effective at
distinguishing real sequences, its ability to detect fake sequences, particularly handwritten ones, is less
robust, showing significant variability in its performance.
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Table 1. Classification performance by sequence type in the 5-class setting. The sequence
types are: real, computer-generated fair coin-flip sequences treated as authentic; Handwritten
Seq., human-produced fake coin-flip sequences; Simulator, deepfake sequences produced
by the Bernoulli-generation simulator; GAN, deepfake sequences generated by the GAN
generator; and MOM, deepfake sequences generated by the MOM. For each method, the
entries in the five sequence-type columns report the held-out classification accuracy for

sequences whose true label is the indicated class.

The Overall column reports pooled

accuracy on the combined held-out evaluation set across all five sequence types, not a macro-

average.
Simulator GAN Handwritten MOM Real Overall

(%) (%) Seq. (%) (%) (%) (%)
SVM
Degree 1
Accuracy 53.31 73.89 60.98 51.09 47.42
Standard deviation 0.05 0.02 0.05 0.03 0.08 0.06
Degree 2
Accuracy 53.32 71.33 69.33 58.81 52.7
Standard deviation 0.05 0.02 0.08 0.03 0.05 0.01
Degree 3
Accuracy 4743 75 70.06 50.96 49.34
Standard deviation 0.06 0.04 0.06 0.01 0.01 0.01
Degree 5
Accuracy 51.82 74.27 71.19 49.2 50.88
Standard deviation 0.03 0.07 0.05 0.04 0.02 0.01
Degree 7
Accuracy 52.59 74.63 52.59 49.67 50.83
Standard deviation 0.04 0.04 0.03 0.03 0.02 0.01
Degree 10
Accuracy 49.26 53.29 51.09 49.7 51.82
Standard deviation 0.01 0.02 0.01 0.05 0.02 0.01
GAN
Accuracy 6.18 54.96 74.64 74.33 54.88
Standard deviation 4.89 9.41 591 442 5.11 2.87
Particle filtering
Accuracy 86.86 80.67 87.96 86.32
Standard deviation 0.025 0.3 0.012 0.024 0.018 0.010
MOM
Accuracy 89.29
Standard deviation 0.78 3.89 2.43e-13 13.53 2.05 2.93
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The particle filtering applied to different coin flip sequences, specifically handwritten and all
generated (MOM, GAN, Bernoulli generation algorithm, and handwritten) sequences. The average
accuracy is used to evaluate the performance of the particle filtering algorithm. Particle filtering
demonstrates strong and consistent performance across all sequence types. With accuracies ranging
from 80.67% (handwritten sequences) to 90.88% (GAN sequences), it shows proficiency in handling
a variety of sequence types. The overall accuracy is 86.32%, making it one of the top-performing
models. Importantly, the model has very low standard deviations (between 0.08 and 0.09 for each type),
indicating highly stable and reliable performance. Overall, these results highlight the efficacy of the
particle filtering algorithm in accurately distinguishing between different types of coin flip sequences,
maintaining high accuracy and low variability across both handwritten and other fake sequences.
This consistency in performance underscores the algorithm’s potential reliability and effectiveness in
practical applications involving sequence analysis and classification.

For MOM, similar to the GAN, we split the sequences into training and testing sets using an 80:20
split. We first consider a hidden layer consisting of s states. To initiate our model, we consider a
“canonical model” and consider a case where the hidden layer has 2 states and a ¢ matrix that mimics
a “perfect” coin flip (where all entries are 0.25). Consider a randomly generated p matrix and a u
matrix with 0.25 as every entry. Using these matrices, we generate the canonical model and use this
to initialize the set of real sequences. The rest of the real sequences are randomly generated using
Python’s random package. Using the EM algorithm outlined in [16], the p, g,y transition matrices
of the real sequences generated by Python’s random module are maximized starting from 6 hidden
states. Then, a subset of the maximized p, ¢, u matrices of the real sequences are used to simulate more
coin flip sequences, which we refer to as “generated deepfakes” data. Post-generation, we increase the
hidden states to 7 and re-generate new p, ¢, u models of the real sequences, while generating the p, u
matrices of the generated and fake sequences following the same procedure as outlined above. The
Algorithm C2 describes how to produce real, generated, and fake sequences. Note that fake sequences
are created by hand to mimic coin flips as realistic as possible. Here, we present an algorithm to
generate and analyze sequences of coin flips as realistically as possible.

For the training portion of the MOM, we initially consider a hidden layer consisting of six states.
After 100 trials running against sequences, the MOM exhibits the highest overall accuracy, with an
impressive 92.27%. It performs exceptionally well on the Bernoulli generation algorithm (99.82%),
GAN (97.25%), and real (98.76%) sequences, showing that it is highly effective in detecting most types
of sequences. However, its accuracy on MOM sequences is lower (76.59%), suggesting some difficulty
in detecting sequences of its own type, which demonstrates the strength of the MOM generation. While
the model generally performs well, the higher standard deviation for MOM sequences (13.53) indicates
variability in its performance for this category. These results indicate that MOM is not only highly
effective at distinguishing between real and fake sequences, but also particularly strong at deepfake
detection, especially compared to GAN. Table 1 provides the results of the performances of each
classification method against each type of sequence, as well as the overall accuracy of each method.

Complete implementation details for GAN, MOM, and BPF (including hyperparameters,
initialization, stopping criteria, and runtime settings used for Table 1) are provided in Appendix A.
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5.1. Experimental protocol

Each sequence has length T = 200. We consider five sequence types: real, handwritten fake, and
fake sequences generated by simulator, GAN, and MOM. For each fake type, we construct a balanced
binary classification dataset by matching the number of real sequences 1:1 to the number of fake
sequences (137 real and 137 fake sequences). For pooled experiments across all four fake types, we
use 548 real sequences to match the 548 fake sequences.

Unless otherwise stated, all classifiers (SVM, GAN discriminator, particle filtering, and MOM
discriminator) use the same stratified 80:20 train/test split at the sequence level. For each repeated
run, the train/test split is generated independently, and all methods are evaluated on the same split
for fairness. Hyperparameters are selected using training data only (via a validation split within the
training set), and the test set is used only for final evaluation.

We report mean accuracy and standard deviation over 100 repeated runs with different random
seeds.

5.2. Human baseline mini-study

To provide a baseline for comparison with machine learning methods, we conducted a small study
observing human performance on the coin flip discrimination task. A total of 83 respondents were
presented with 30 binary sequences: 10 real, 10 handwritten, and 10 MOM generated deepfakes. For
each sequence, respondents were asked to classify it as real, handwritten, or deepfake.

Figure 4 shows the distribution of total quiz scores. The mean score was 11/30 (median = 11), only
slightly above chance performance. The majority of participants only scored between 10 and 17, with
no score being higher than 17, and the lowest score being 4.

Total points distribution from Coin Flip Quiz

2 s 4 5 5 7 8 9o 0 u 1 13 1

7

Number of quiz takers

5 w18 19 2 21 2 2 a2 % 2 @ 2 ®
d

Points score

Figure 4. Distribution of the results of the coin flip quiz.

The aggregate classification results are summarized in the confusion matrix Table 2. Each row
corresponds to the true sequence type, and each column corresponds to the human classification. The
rows each sum to 830, which reflects the 10 sequences of each type evaluated by the 83 respondents.
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Table 2. Confusion matrix of the aggregate quiz results.

True/predicted  Predicted real Predicted handwritten Predicted deepfake

True real 320 260 250
True handwritten 236 333 261
True deepfake 310 252 268

Notice the emergence of several patterns. Respondents were most successful at identifying human-
written fakes (around 43.3% accuracy), which suggests that such sequences contain detectable artifacts
to the human eye. In contrast, performance was much poorer on distinguishing real from deepfake
sequences: Only around 40.2% of real sequences were correctly identified, with nearly as many
(around 31.4%) misclassified as deepfakes. Similarly, only around 35.2% of deepfakes were correctly
labeled, with many misclassified as real (38.1%).

In the end, participants did perform above chance, but far from reliably so. Their relative success
at spotting handwritten fakes was contrasted with their near chance accuracy in distinguishing real
sequences from deepfakes. Here, we draw the conclusion that the human eye is poorly suited for
detecting algorithmically generated randomness, which emphasizes the value of the existence of
probabilistic and machine learning methods for deepfake detection.

6. Conclusions and future work

Based on our comparative analysis, several key insights emerge regarding the creation and detection
of deepfakes using different classification methods. The GAN discriminator, while moderately
effective, demonstrates significant variability in its ability to detect fake sequences, particularly
handwritten ones. Its overall accuracy drops considerably when tested against all types of fake
sequences, indicating limitations in generalizability and robustness. This suggests that while GANs
can generate realistic sequences, their discriminators require further refinement to reliably distinguish
between real and fake data. The SVM’s performance improves with the degree of the polynomial
to a point, achieving the highest accuracy with a degree of 5 for handwritten sequences. However, its
performance declines sharply with higher degrees and remains relatively stable but not particularly high
when tested against all types of fake sequences. This indicates that while SVMs can be fine-tuned for
specific types of deepfake detection, their overall efficacy across diverse fake sequences is limited. The
particle filtering method shows impressive accuracy and consistency in classifying both handwritten
and all types of fake sequences. Its high accuracy and low variability underscore its potential reliability
and effectiveness in practical applications involving sequence analysis and classification. This method
demonstrates robustness in detecting deepfakes generated by various methods, making it a valuable tool
in the fight against deepfake fraud. MOM outperforms the other methods significantly, achieving near-
perfect accuracy for both real and handwritten sequences and maintaining high performance against all
types of fake sequences. Its minimal performance variability and consistently high accuracy highlight
its robustness and efficacy in distinguishing between real and fake sequences.

In addition to accuracy, the methods differ substantially in computational cost. The asymptotic
complexity analysis in Appendix B shows that the BPF scales linearly in sequence length and particle
count, while the GAN has a higher up-front training cost but relatively cheap classification cost once
the discriminator is trained. By contrast, MOM is computationally heavier than both because it
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combines repeated EM fitting, multiple random initializations, and model-bank scoring at test time.
In our implementation, this additional computational cost was accompanied by stronger classification
performance, indicating a practical trade-off between efficiency and accuracy in the controlled setting
considered here.

In summary, while GAN offers some utility in deepfake detection, its performance is less reliable
and variable. Particle filtering shows robust performance, and MOM stands out as the most effective
method, demonstrating high accuracy and consistency. Future work should focus on enhancing the
robustness and generalizability of GANs and SVMs, exploring the integration of particle filtering
and MOM techniques, and developing new methods to improve deepfake detection accuracy further.
Additionally, research should consider the evolving complexity of deepfake generation techniques
to ensure detection methods remain effective against increasingly sophisticated fakes. Further
exploration into hybrid models combining strengths from multiple techniques could also provide more
comprehensive solutions for deepfake detection.
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Appendices

A. Implementation details and reproducibility
A.1. GAN implementation details

The GAN discriminator is trained as a 5-class classifier with labels
O=real, 1=GAN, 2=MOM, 3 =handwritten, 4 = simulator.
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Let x; denote an input sequence and y; € {0, 1,2, 3,4} its class label. The discriminator parameters 6p
are trained using sparse categorical cross-entropy:

1 N
Lop) =~ Zl 10g pa, (Vi | X).

In each discriminator update, the loss is computed separately for real, GAN-generated, handwritten,
simulator, and MOM-generated mini-batches, and the five losses are averaged.

The generator is trained through the combined GAN model using sparse categorical cross-entropy
with target label O (the “real” class) (i.e., it is optimized to generate sequences that the discriminator
classifies as real).

The generator takes a latent vector of dimension 100 and outputs a binary sequence of length 200
(via a sigmoid output layer followed by thresholding at 0.5 for generation). The generator uses two
hidden dense layers (1024 and 2048 units) with LeakyReL U activations, dropout (rate 0.3), and batch
normalization (momentum 0.5). The discriminator uses dense layers of sizes 2048 and 1024 with
LeakyReLU activations, dropout (rate 0.3), and batch normalization (momentum 0.5), followed by a
5-class softmax output.

For the final experiments reported in Table 1, we used:

e Adam optimizer for both generator and discriminator,

e learning rate 107,

L4 ﬁ 1 = 05,

e batch size 64,

e 500 epochs,

e one discriminator update and two generator updates per epoch.

No learning-rate schedule was used.

To improve training stability, we used dropout and batch normalization in both networks, and
added Gaussian noise with standard deviation 0.1 to real and generated sequences during discriminator
training. We did not use additional anti-collapse penalties (e.g., gradient penalty or feature matching).

The GAN generator outputs a length 200 vector with sigmoid activations. To obtain a binary
sequence, each coordinate is thresholded at 0.5: values greater than 0.5 are mapped to 1, and values
less than or equal to 0.5 are mapped to 0. No temperature scaling, Gumbel-softmax, or other stochastic
sampling rule is used at generation time. The latent input is sampled i.i.d. from a 100-dimensional
standard Gaussian distribution.

During discriminator training, additive Gaussian noise with standard deviation 0.1 is applied to both
real and GAN-generated sequences before the discriminator update. This same noise setting is used in
all runs. We did not use a separate temperature-based or stochastic label-smoothing schedule.

A.2. MOM implementation details

The MOM experiments were run over 100 random seeds. For each run, the hidden-state dimension
was initialized at s = 6 and the observation was set to be binary. The state-size schedule was fixed
(not adaptively selected): we first fit models with s = 6 to generate MOM-based fake sequences,
then increased the hidden-state dimension once to s = 7 and refit class-specific models used for
classification.
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In the MOM implementation, real sequences were modeled with length N, = 400, while fake
sequences (MOM-generated, handwritten, tricky, and GAN-generated) were modeled with length
Neae = 200. We used an 80:20 train/test split for each class.

For each fitted model:

e P was initialized as a random row-stochastic matrix by sampling each row from i.i.d.
Uniform(0, 1) values and normalizing;

e () was initialized from empirical transition counts of the observed sequence, followed by random
perturbation of nonzero entries and row normalization;

e 1 was randomly initialized, with entries incompatible with the first observation forced to zero,
followed by normalization to sum to one.

Parameter updates were performed using forward-backward recursions and iterative updates of
(P, Q,u). For each fit, we used a maximum of 1000 iterations. The stopping criterion was based
on parameter changes (not log-likelihood): we stopped when

DU - P <5x 107 and >l - p P < 5 x 1077,

i,] Ly
For each training sequence and each class, we generated 10 random initializations (denoted model1-
model10) and fit the corresponding MOM parameters. For each fitted model, we computed a recursive
likelihood. In the implementation used for the reported experiments, the score was recorded for all 10
fits and the final fitted model in the loop was retained for later usage.

For each test sequence, we evaluated Bayes-factor scores against all fitted model banks (real, MOM-
generated, handwritten, simulator, and GAN). Class-specific decisions were made by comparing the
mean recursive likelihood over models from the target class against the mean recursive likelihood over
models from the remaining classes.

A.3. Branching particle filter (BPF) implementation details

For the branching particle filter, we initialized the filter with 200 particles and averaged the reported
results over 100 independent runs to reduce Monte Carlo variability.

Branching was controlled using a threshold parameter r in the range 3 < r < 3.5 (as used in the
interval test in Algorithm C3). In our experiments, this range provided stable performance.

We also tested larger particle counts and observed little improvement in accuracy relative to 200
particles, while computational cost increased noticeably. For this reason, we used 200 particles in the
final reported experiments.

B. Runtime and computational cost

For the GAN (shown in Algorithm C1), let

E be the number of epochs;

M be the number of mini-batches per epoch;
B be the batch size;

N be the sequence length (N = 200);

e d, be the latent dimension (d, = 100);
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e ( be the number of classes in the discriminator (C = 5).

Let Wi and W), denote the per-sample dense-layer operation counts for generator and discriminator. In
our architecture,

We = 0(d; - 1024 + 1024 - 2048 + 2048 - N),
Wp = O(N -2048 + 2048 - 1024 + 1024 - C).

Each discriminator update processes five class-specific batches (real, GAN, MOM, handwritten,
simulator), giving O(BWp) work per mini-batch up to a constant factor. A generator update through
the combined GAN model costs O(B(Ws + Wp)). Therefore, the total GAN training complexity is

O(E(MBWp + B(Wg + Wp))).

For the MOM (shown in Algorithm C2), let

N be the sequence length;

s be the hidden-state dimension;

K be the number of EM iterations (until stopping, capped by the stopping limit);

R be the number of random initializations per sequence (in our implementation, R = 10);

J1 be the number of sequences fit in the initial state-s stage;

J> be the number of sequences fit after raising the state dimension to s + 1;

L be the number of stored MOM models used for recursive-likelihood (Bayes-factor) scoring at
test time.

In one EM iteration, the dominant cost comes from the forward and backward recursions and the
parameter updates for p, ¢, u. Each of these scales as O(Ns?) . Therefore, one EM iteration costs

O(Ns?).
Over K EM iterations, fitting one MOM model costs
O(KNs?).
Since each sequence is fit from R random initializations, the cost per sequence becomes
O(RKNs?).

Algorithm C2 has two fitting stages: one at state dimension s, and one after increasing the state
dimension to s + 1. Therefore, the total MOM fitting cost is

O(JiRKNs* + JLRKN(s + 1)%).
At test time, recursive likelihood scoring of one sequence against L stored MOM models costs
O(LN(s + 1)%),

since classification is performed after the state dimension is increased.
For the BPF (shown in Algorithm C3), let

AIMS Mathematics Volume 11, Issue 4, 11731-11759.



11753

e N be the sequence length (number of time steps);

e P, be the number of particles at time step ¢;

e P be a representative particle count (e.g., average or typical particle count over time);
e Rpr be the number of independent BPF runs (in our implementation, Rpp = 100).

At each time step ¢, the algorithm:

evolves particles independently;

computes weighted summaries and the average weight;
checks which particles branch;

generates offspring for branched particles.

Thus, the work at time step ¢ is proportional to
O(P[_] + P[).

Summing over all N time steps, one BPF run has complexity

N
O(Z(PH + P»] .
=1

If the particle count is kept approximately stable (as intended in the branching scheme), i.e. P, = P,
this simplifies to
O(NP).

Averaging over Rpr independent runs gives total BPF cost
O(RpeNP).

In our implementation, we used 200 particles and averaged over 100 runs, so this is O(100NP) up to
constant factors.

The three methods have different computational profiles, so we compare them separately in terms
of fitting/training and test-time scoring (see Table B). The GAN has a higher up-front optimization
cost (epochs, mini-batches, and backpropagation through the generator/discriminator), but test-time
classification is cheap once the discriminator is trained (one forward pass, O(Wp) per sequence).
In contrast, MOM has heavier fitting cost due to repeated EM iterations and multiple random
initializations, and its test-time scoring cost is also larger because each test sequence is compared
against a bank of fitted models. The BPF scales linearly in sequence length and particle count, and is
the lightest asymptotically per run among the three methods.

Table B. Asymptotic complexity comparison.

Method Training / fitting cost Test-time scoring cost
GAN O(E(MBWp + B(Wgs + Wp))) O(Wp) per sequence
MOM  O(J,RKNs* + JLbRKN(s + 1)*)  O(LN(s + 1)?) per sequence
BPF O(RpeNP) O(NP) per run/sequence

This asymptotic comparison is consistent with our implementation-level observation that BPF is
computationally cheaper than MOM in our setting, while MOM incurs additional computational cost
due to repeated EM fitting and model-bank scoring. In this sense, MOM trades computational time for
improved classification performance in our controlled experiments.
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C. Algorithms

Algorithm C1: GAN training process for coin-flip sequences.
Data: Real coin flip sequences
Input: Initialized generator G and discriminator D with random weights
Function TrainGAN (G, D, epochs, batch_size)
for epoch =1 to epochs do
// Train generator: prepare latent input
7 < generate_latent_points(batch_size)
Yean < 1 // inverted labels for fake samples
// Train discriminator
foreach batch do
// Get real coin-flip sequences
(Xreal» Yreal) < generate_real_samples(batch _size)
// Generate GAN deepfake sequences
7 < generate_latent_points(batch_size)
Xcan < G(2)
yean < 1
// Get MOM deepfake sequences and labels
(Xmom, Ymom) < generate MOM _samples(batch_size)
// Get handwritten fake sequences and labels
(Xhandfake> Yhandfake) <— generate_handwritten_samples(batch_size)
// Get simulator deepfake sequences and labels
(Xsimulators Ysimulator) <— generate_simulator_samples(batch _size)
// Train discriminator on real and fake samples
dioss real < D.train_on_batch(Xieal; Yreal)
dioss.aan < D.train_on_batch(Xgan, Y6an)
dyoss,mom < D.train_on_batch(Xyiom, ymom)
dloss,handfake <D -trainfonfbatCh(Xhandfake’ y handfake)
dloss,simulator «D -train70n—batCh(Xsimulatorv Yy Simulator)

// Update generator through discriminator error
Sloss < GAN.train_on_batch(z, ygan)
// Print progress every 100 epochs
if epoch % 100 == 0 then
// Display current training status
print “Epoch”, epoch
print “Discriminator Loss:”,
(dloss,real + dloss,GAN + dloss,MOM + dloss,handfake + dloss,simulator)/s
print “Generator Loss:”, gjoss
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Algorithm C2: MOM training process.

Data: Observations of real and fake coin sequences, Y
Input: Initial transition probabilities py_,, g, (x), and initial distribution u(x, y)
Function TrainMOM(p,q,u, N,Y)
foreach real training sequence i do
// Forward propagation
(%, y) = p(x, y)
2 X H(X0,Y0) Prgx Gyg—vy

X0€E ypeO

Z ( Z 2 ﬂ(XOs J/o) Pxy—x %-(ﬁyl)

x \xp€E ypeO
forn=2,3,...,Ndo
an,]HYn(x) Z ﬂnfl(xnfl)px,,,lax

Xn-1

ZqY,,,IAYn(x) Z ”n—l(-xn—l)px,,,l—»x

Xn—1

T (x)

7 (x)

// Backward propagation
Xn-1(x) « qYN,IHYN(x)
qy—>Y] (x)

Xo(X,y) <
Z ( Z 2 /J()CQ, yO) Pxo—x (Iy(,ayl)

x \Xo€E yp€0O
forn=N-1,N-3,...,1do

X (.X) P an—‘yrHI (x)
" Z qY,—Y,i1 (x) Z ﬂ'n(xn)px,,ﬁx

Xn

// EM updates in state s

N-1
2 7o (x, Y)xo(x', y) + ; T, (x))(n(x/)]

Pxox

Px—ox <

N-1
Z Px—x; [Z 7(0()(, y)XO(-xl’y) + Zl nn(x))(n(xl)]
x| y n=

N-1
Z Pe—x [I(Yl =)"}X0(X’ Y)ﬂo(fs )’) + Z:l 1{Y,,=y, Y,,+1=,\"}Xn(x)7rn(§):|

qy—y (x) «

N-1
zg:pf—u’ |:X()(x’ y)ﬂ()(é‘:’ )’) + Zjl I(YnZ)')Xn(x)ﬂn(é:)]
105 Y) T x0(x1, ¥)Paco

x|

% %ﬂ(§$ 6) ZXO(XI s g)pfaxl

ll(x’)’) A

// Simulate a coin sequence j from the fitted real-sequence model
Simulate coin sequence j using p; rears Gireal, a0d 4 real
foreach model (pi,reula qi,realy,ui,real) do

L Compute recursive likelihood between the input sequence and the model

// Classify by largest recursive likelihood
Compare recursive likelihoods and assign the label with highest score

// Raise state dimension and refit
Raise state dimension from s to s + 1
foreach real training sequence i do
L Re-compute final estimates of p; real, Gireal, a0 L reqr in state s + 1 via EM

foreach other sequences (MOM, GAN, handwritten, simulator) do
L Compute recursive likelihoods and estimate p, ¢, and y in state s + 1 via EM
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Algorithm C3: Branching algorithm.
Function BranchingAlgorithm(Xy, Ly, N, T, {rt}thl)
fortr=1to T do
// Evolve particles independently
XL L) — (KL
// Estimate o,
Sfe%Z%iﬁg
// Calculate average weight
A, — SN
// Check which particles branch
m«0
for j=1to N, do

i 1
Iy
// Move non-branched particles to final vector
X/, L™ « X/, L)
else

mem+1
XLy — (R B

// Branching part of the algorithm

N, —m
Shnuhﬁe{&?}ﬁ%+lindependenﬂy\wﬁh

. i—m—=1 -

V! ~ Uniform Jomz JTm
Nioy—m Ny —m
Let p be a random permutation of {m + 1,m+2,...,N,_1}
for j=m+1toN,_; do
L Uj - VP(])
t t

for j=m+1toN,_; do

i o (fm
+ U] < | —— -
A, } { ’ (At
fork=1toN/do
L (XtNt+k, LtNt+k) — (Xt]—m,A[)
| N, <N, +N/

& j-m
Ll

A

AU —

)
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