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Abstract: This paper develops a two-dimensional hyperchaotic discrete dynamical system (2D-
HDDS) by extending the exponential-Chebyshev mechanism to a two-dimensional setting through
a structured nonlinear feedback coupling. The resulting system combines the stretching effect of
exponential dynamics with the folding behavior of Chebyshev mappings. Bifurcation diagrams
and Lyapunov-exponent spectra indicate that 2D-HDDS exhibits a comparatively wide hyperchaotic
parameter region and high dynamical complexity. Based on the generated keystream, we further
construct an image-encryption scheme that integrates dual permutations, a key-dependent dynamic
S-box, index-coupled forward and backward nonlinear diffusion, and a lightweight avalanche booster
to enhance the propagation of plaintext perturbations. Experimental results show high key sensitivity
and strong plaintext sensitivity, with the number of pixels change rate (NPCR) and the unified average
changing intensity (UACI) values close to the ideal levels predicted by the standard random-like cipher-
image model, while also demonstrating good resistance to statistical and differential attacks.
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1. Introduction

The rapid growth of digital media and networked communication has created an increasing need for
image-encryption methods that are not only efficient in implementation but also sufficiently robust
for practical security applications. Unlike textual data, digital images usually contain substantial
spatial redundancy and strong inter-pixel correlations, which make many conventional text-oriented
encryption pipelines less suitable for image and video data in terms of throughput and implementation
efficiency [28,41]. Among the many approaches explored for multimedia security, chaos-based
cryptography has received continuing attention because chaotic dynamics possess several features that
are potentially useful for confusion and diffusion, including sensitivity to initial conditions and control
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parameters, as well as the divergence of nearby trajectories [15]. These characteristics make nonlinear
dynamical systems a natural source of pseudorandomness in image-encryption design.

Early chaos-based image-encryption schemes were mainly built from low-dimensional maps
because of their simple mathematical forms and ease of implementation. In particular, classical
one-dimensional maps such as the logistic map, tent map, and Chebyshev polynomial map were
widely used as keystream generators in image ciphers [6, 11]. Matthews first demonstrated the
feasibility of using one-dimensional chaotic maps for pseudorandom sequence generation in data
encryption [21], and Fridrich later introduced the permutation-diffusion framework that has since
become a common structure in chaos-based image encryption [11]. Subsequent studies extended this
line of work by combining chaotic keystreams with other design mechanisms, including DNA/RNA-
inspired operations [10,37,42], cellular automata [8, 26], and compressive sensing [13,43,45].

At the same time, existing studies have also pointed out several limitations of image-encryption
schemes based solely on classical one-dimensional chaotic maps, including relatively limited key
space, narrow chaotic parameter regions, and possible vulnerability to phase-space reconstruction or
differential attacks [17,18,33]. To address these issues, more recent work has increasingly turned to
high-dimensional or hyperchaotic systems with richer dynamical behavior [14, 30, 34, 36], including
coupled map lattices [14], cross-modulated sine-cosine systems [16], and multi-attractor hyperchaotic
flows [32]. However, for practical digital implementation, many existing two-dimensional chaotic
maps may still suffer from finite-precision effects such as dynamical degradation and nonuniform
invariant distributions, which can influence the statistical quality of the generated keystream and,
in turn, affect encryption performance [7]. From an algorithmic viewpoint, permutation-diffusion
structures with only a single permutation stage and weakly coupled local diffusion may also leave
room for effective chosen-plaintext or differential cryptanalysis under suitable settings [19,44].

Motivated by these considerations and inspired by the one-dimensional exponential-Chebyshev
system in [20], this paper develops a two-dimensional hyperchaotic discrete dynamical system (2D-
HDDS) together with a corresponding image-encryption algorithm. The objective is not to claim a
fundamentally new dynamical principle, but to construct a structured two-dimensional extension of the
exponential-Chebyshev mechanism through nonlinear feedback coupling and to examine whether such
a construction can provide a numerically broader hyperchaotic region and a more satisfactory invariant
distribution in practical digital settings. Based on the generated keystream, we then design a byte-
level image-encryption framework intended to improve plaintext diffusion and to enhance resistance to
common statistical and differential analyses.

The main contributions of this work can be summarized as follows:

e A two-dimensional extension of the exponential-Chebyshev mechanism. We extend the
exponential-Chebyshev construction from one dimension to two dimensions by introducing
nonlinear feedback coupling between two state variables [20]. Numerical investigations based
on bifurcation diagrams and Lyapunov-exponent spectra suggest that the resulting 2D-HDDS
admits a relatively broad hyperchaotic parameter region and exhibits a reasonably uniform
invariant distribution when compared with several representative two-dimensional chaotic
systems reported in the recent literature [30, 34, 36].

e A multi-stage byte-wise permutation-diffusion design driven by 2D-HDDS. Using the
keystream generated by 2D-HDDS, we construct an image-encryption scheme that combines
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two chaos-driven Fisher—Yates permutations, an index-coupled forward/backward nonlinear
diffusion process, and a lightweight two-pass avalanche-enhancement module. In addition, a
key-dependent dynamic S-box, together with odd-multiplicative mixing and byte-wise rotations
over Zyse, 1s incorporated to increase byte-level nonlinearity while keeping the implementation
relatively simple.

e Security and performance evaluation under practical testing settings. Experimental results
and supplementary analyses indicate that the proposed scheme has a large key space, high key
sensitivity, and good plaintext sensitivity, and that it performs well in the reported tests concerning
statistical, differential, and implementation-related behavior [19, 44].

The remainder of this paper is organized as follows. We first present the proposed 2D-HDDS and
its dynamical analysis, and then describe the encryption and decryption procedures in detail. Next,
security and performance evaluations are reported. Finally, concluding remarks are given.

2. Two-dimensional hyperchaotic discrete dynamical system

This section introduces the proposed 2D-HDDS. Before introducing the proposed model, we recall
the standard definition of hyperchaos for discrete dynamical systems.

Definition 2.1 (Hyperchaos [27]). Let {4;};-1» denote the Lyapunov exponents of a two-dimensional
discrete dynamical system. The system is classified as chaotic if at least one of its Lyapunov exponents
is positive and as hyperchaotic if both of its Lyapunov exponents are positive.

Accordingly, the proposed system will be numerically examined through its Lyapunov exponent
spectrum to identify parameter regions where two positive Lyapunov exponents occur.

Our aim is to construct a compact discrete-time generator with a wide hyperchaotic parameter
regime and high orbit complexity, which can serve as a reliable keystream source for the encryption
scheme developed in Section 4.

The well-known Chebyshev map is defined as

X,41 = cos(a - arccosx,), x,€[-1,1], neZ, 2.1

and becomes chaotic for a > 1, demonstrating superior ergodicity and larger Lyapunov exponents
compared to simpler maps like logistic. =~ However, one-dimensional systems suffer from a
limited parameter space and low algorithmic complexity, making them vulnerable to phase-space
reconstruction, return-map analysis, and differential cryptanalysis [33].

To overcome these limitations, we construct a new two-dimensional coupled map that combines
exponential stretching with trigonometric folding. The exponential term amplifies small perturbations,
whereas the Chebyshev-type cosine mechanism confines the state to a bounded interval while
enhancing mixing. More specifically, our system is obtained by extending the one-dimensional
exponential-Chebyshev prototype in [20] to a two-variable coupled form through cross-modulation
between the two state variables. Here, we introduce this coupled system as the proposed model, rather
than as a reformulation of any benchmark system considered later for comparison. The resulting
coupled discrete system is given by

Xpep =1 =2 [cos(arccos(xn) exp((|a| +1) [21rccos(y,,)]2))]2 , 2.2)
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Vo1 =1-2 [cos(arccos(yn) exp((lbl +1) [arccos(xn)]z))r, 2.3)

which can be simplified by using the trigonometric identity 1 — 2 cos® 6 = — cos(26) as

Xp4] = — cos(2 arccos(x,) exp((|a| +1) [arccos(yn)]z)) , 2.4)
Vpel = — cos(2 arccos(y,) exp((lbl +1) [arccos(xn)]z)). (2.5)

Here, a, b € R are control parameters, and the state variables satisfy (x,,y,) € [—1, 1]%. The absolute-
value reparameterization, i.e., |a| and |b|, makes the map invariant to the sign of the parameters, so that
a and —a (resp. b and —b) generate identical dynamics. The coupling is realized through the squared
arccos(-) terms embedded in the exponential modulation, which introduces strong nonlinear feedback
between the two dimensions.

Remark 2.1. The proposed map differs from many existing cross-modulated constructions in that the
coupling is introduced in the angular variable. Consequently, each state variable modulates the effective
nonlinear expansion intensity of the other in a state-dependent manner, while the cosine structure
preserves the folding mechanism characteristic of Chebyshev-type dynamics.

In the following section, we evaluate the chaotic performance of 2D-HDDS using bifurcation
diagrams and Lyapunov-exponent spectra and benchmark its behavior against some representative
state-of-the-art two-dimensional chaotic maps.

3. Chaotic performance of 2D-HDDS

We examine the dynamical behavior of 2D-HDDS via bifurcation diagrams and Lyapunov-exponent
spectra (see Section 3.4). Such bifurcation-based and multi-parameter explorations are standard in
discrete-time nonlinear dynamics across applications [23—-25]. We then compare the resulting profiles
with those of two recent high-performance two-dimensional maps: the two-dimensional log-logistic-
sine chaotic map (2D-LLSCM) [36] and the two-dimensional cross-mode hyperchaotic map based on
logistic and sine maps (2D-CLSS) hyperchaotic map [30]. Both references fall into the recent class of
transcendental-function-enhanced constructions, where logarithmic/trigonometric nonlinearities and
cross-coupling are employed to widen chaotic regimes and improve orbit complexity-properties that
are directly relevant for keystream generation in encryption.

3.1. Chaotic maps for comparison

2D-LLSCM. As a benchmark for comparative analysis, we consider the 2D-LLSCM from [36]. This
map is included only for comparison with the proposed system in (2.2)—(2.5). Following [36], the
2D-LLSCM is defined by

s =sin{rfatogs(1 51 - 2L

3
Xn

log,(1 + x,
Yurl = Sin(ﬂ(a log,(1 + y,,)(l - L}"“))))
Iz

(3.1)
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where a € (0, +o0) and (x,,y,) € (0,1)? [36]. For digital applications such as image encryption, [36]
applies a modulo-1 reduction, yielding

1 1+y,
Xyl = sin(ﬂ(a log,(1 + xn)(l - Lsy)))) mod 1,
X

| (1n+ ) (3.2)
o n
Vil = sin(n(a log,(1 +y,l)(1 - %))) mod 1.

n

2D-CLSS. The 2D-CLSS hyperchaotic map in [30] uses a cross-coupled update that blends a logistic-
type term with sine transformations. An equivalent form is

{xn+1 = sin(a(p ya(l = yu))), (3.3)

Vus1 = sin(mw(x, + y,)),

where p is the control parameter [30]. In (3.3), the update of x is driven by a logistic-type nonlinearity
evaluated at y,, whereas the update of y applies a sine map to the coupled sum (x, + y,).

3.2. Evaluation strategy and experimental settings

Bifurcation diagrams summarize how long-run orbit statistics change as parameters vary, whereas
Lyapunov exponents quantify the mean exponential separation rate of nearby trajectories. In the
cryptographic setting, desirable behavior typically includes a wide connected chaotic regime with few
periodic windows and strong orbit dispersion, which is conducive to enlarging the effective key space
and reducing exploitable structure in the generated keystream [1, 15].

A practical complication is that 2D-HDDS depends on two control parameters (a,b), while
2D-LLSCM and 2D-CLSS each use a single parameter. We therefore report results under two
complementary protocols:

o Two-parameter exploration (2D-HDDS only): We sweep (a,b) € [-5,5] X [-5,5] to
characterize the global coverage and continuity of chaotic behavior over the full parameter plane.

e Unified one-parameter comparison (all systems): We restrict 2D-HDDS to the diagonal slice
a = b = p and use p as a common control parameter to align the horizontal axes across systems.
For the baselines, we set a = y in (3.2) and p = p in (3.3).

For the one-parameter bifurcation diagrams, we scan u € {-10,-9.95,...,10.0} with initial
conditions xy = 0.4 and y, = 0.5. For each u, we discard the first N, = 500 iterates as transients
and record the subsequent samples for plotting.

3.3. Bifurcation analysis

Two-parameter coverage of 2D-HDDS. The following Figure 1 summarizes the asymptotic behavior
of 2D-HDDS under a two-parameter sweep.
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(a) 3D bifurcation diagram for the x component. (b) 3D bifurcation diagram for the y component.

Figure 1. Global (two-parameter) 3D bifurcation diagrams of 2D-HDDS over (a,b) €
[-5,5]x[-5, 5]. After discarding transients, we record the long-run iterates and visualize the
resulting point clouds in the (a, b, x) and (a, b, y) coordinates over (a, b) € [-5,5] X [-5, 5].

Across most of the sampled plane, the attractor sections remain broadly distributed with no

prominent periodic layers or low-dimensional bands. From the standpoint of keystream generation,
such continuity of aperiodic behavior over parameters is desirable, as it reduces the risk that small
parameter drifts or coarse parameter choices place the system into short-period windows.
Unified one-parameter comparison. In each panel of the above figure, the two state variables (x,, y,,)
are overlaid, and within the scanned range u € [—10,10], 2D-HDDS exhibits sustained aperiodic
dispersion, whereas the baselines display visibly narrower chaotic sub-intervals interspersed with more
structured regions.

To facilitate a like-for-like comparison with 2D-LLSCM and 2D-CLSS, we further restrict 2D-
HDDS to the diagonal slice @ = b = u and plot bifurcation diagrams versus the common control
parameter u. The Figure 2 below reports the resulting diagrams.

Bifurcation Diagram:

-1 E e
08 6 a4 2 0 2 1 6 5 10 P 00 8 6 4 2 0 2 1 6 8 10
Parameter Parameter Parameter

Bifurcation Diagram: y-component Bifurcation Diagram: y-component Bifurcation Diagram: y-component

0
Parameter

-2 0
Parameter

(a) 2D-HDDS (a = b = ). (b) 2D-LLSCM (a = p). (¢) 2D-CLSS (p = p).

Figure 2. Unified-parameter bifurcation diagrams for three 2D chaotic maps. A single
control parameter u is used for a consistent horizontal axis: a = b = u for 2D-HDDS,
a = pu for 2D-LLSCM, and p = u for 2D-CLSS.
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3.4. Lyapunov exponents

Consider a two-dimensional discrete-time system
Xur1 = F(Xy; /,l,), X, € Rza (3.4)

where F is smooth and g denotes the control parameter(s). Let J, = DF(x,) be the Jacobian evaluated
along an orbit {x,},>0 equivalently via the singular values of the Jacobian cocycle [4, 5]:

N-1
A = hm—lncr,[n ] i=1,2, (3.5)

n=0

where oy > 0, > 0 denotes the singular values. In practice, we estimate (4, A,) over a finite horizon
by propagating an orthonormal basis in the tangent space and applying QR (or Gram—Schmidt) re-
orthonormalization while averaging the logarithms of the instantaneous stretching factors [4, 29, 38].

According to Definition 2.1, a bounded system is termed chaotic if 1; > 0. If 4, > 0 as well, then the
system is hyperchaotic, indicating exponential divergence along at least two independent directions.
Lyapunov estimation settings. At each grid point (a,b), we compute the two largest Lyapunov
exponents (4, A;) using the standard Benettin—QR (Gram-Schmidt) method for discrete-time maps.
We discard N, = 500 transient iterations and then iterate for N = 3200 steps. The tangent dynamics
are propagated via the Jacobian J, = DF(x,,y,), and an orthonormalization (QR/Gram—Schmidt) step
is performed every iteration. The exponents are estimated as

where r;, denotes the diagonal factors from the QR (or the norms in Gram—Schmidt) at the n-th
orthonormalization. We initialize (xo,yo) € (—=1,1)* (e.g., (-1 + &, 1 — &) with a tiny &) to avoid
exact hits at the endpoints where arccos’(+1) is singular.

Lyapunov Spectrum vs Parameter Lyapunov Spectrum vs Parameter Lyapunov Spectrum vs Parameter

(
>

Lyapunov Expor
>

(a) 2D-HDDS (a = b = ). (b) 2D-LLSCM (a = p). (¢) 2D-CLSS (p = p).

Figure 3. Unified-parameter Lyapunov-exponent spectra versus u for the three maps in
Figure 2. Positive A; indicates chaos, while 1, > 0 corresponds to hyperchaos.

Under the unified one-parameter protocol, Figure 3 compares the Lyapunov exponents of 2D-
HDDS, 2D-LLSCM, and 2D-CLSS on the same u axis. Obviously, the trends are consistent with

the bifurcation diagrams in Figure 2: 2D-HDDS sustains positive exponents over a wider portion of
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u € [-10, 10], and the exponent magnitudes are generally larger over the chaotic segments, indicating
faster average divergence of nearby trajectories.

Figure 4 presents the two-parameter Lyapunov-exponent spectra of 2D-HDDS over the parameter
plane (a,b) € [-5,5] X [-5,5], sampled on a uniform 201 X 201 grid with step size 0.05. For
each parameter pair, the Lyapunov exponents are evaluated by the Benettin—-Gram—Schmidt method
after discarding 500 transient iterations, with at most 3200 subsequent iterations used for estimation.
According to Definition 2.1, the figure shows a broad parameter region where both A4, and A, are
positive, which corresponds to hyperchaotic behavior. In particular, both exponents are positive at
all sampled grid points in the reported scan domain, providing numerical evidence of widespread
hyperchaotic behavior.

Au(a,b) Ao(a,b)

15

Figure 4. Lyapunov exponents of 2D-HDDS under the two-parameter evaluation. The two
figures above report the two-parameter Lyapunov spectrum of 2D-HDDS and show broad
regions with 4; > 0 and 1, > 0.

4. Index-coupled chaotic permutation and five-stage reversible diffusion with avalanche booster

This section presents the proposed image encryption algorithm driven by a key-dependent two-
dimensional hyperchaotic generator. The scheme operates on 8-bit pixels in a byte-wise manner and
is exactly invertible over Z,s¢. In contrast to conventional permutation-diffusion frameworks, the
proposed design integrates three key mechanisms: (i) two independent Fisher—Yates permutations
to strengthen confusion, (ii) index-coupled nonlinear diffusion that injects long-range, keystream-
controlled dependencies into both forward and backward directions, and (iii) a lightweight bidirectional
avalanche booster that further amplifies plaintext perturbations toward the theoretical number of pixels
change rate/unified average changing intensity (NPCR/UACI) benchmarks while maintaining lossless
decryption.
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4.1. Preliminaries and key schedule
4.1.1. Notation

Let the plaintext image be an 8-bit array P € {0, ..., 255}"*¥*C with C € {1, 3}. We vectorize P into
p € 10,...,255}%, where L = MNC by column-major linearization and fixed channel concatenation.
The ciphertext vector is e € {0, ..., 255} and is reshaped back to the original image size.

All operations are byte-wise. Let & denote XOR on bytes. Let x By and x B y denote addition and
subtraction modulo 256, respectively. Define 8-bit rotations

ROTLg(x, 7) = ((x < r) OR (x > (8 — r))) mod 256, 4.1)
ROTRg(x, 7) = ((x > ) OR (x < (8 — r))) mod 256, 4.2)

where r € {0,...,7}.
We also use a byte-wise multiplicative mixing

MULg(x,m) = (x - m) mod 256, 4.3)

where m is constrained to be odd so that MULg(+, m) is bijective over Z,s¢ and admits a unique inverse
multiplier m~! such that (m - m~") mod 256 = 1.

4.1.2. Keystream generation and deterministic partitioning

Given a secret key K = [xo,y0,a,b], the chaotic map is iterated (after a fixed transient) and
deterministically quantized into a stream of 32-bit unsigned words ¢; € {0,...,23 - 1},i = 1,2,....
For an image length L, the implementation consumes a fixed number of words and partitions them in
order as

(m1) (m2) 1 2 1)
tg} = kiy ki ki ki "L
S~ S~
perm-1 drivers ~ perm-2 drivers  core key core key rot
(3) “ (@) (F)
ki ki "L Wi.L
~——
core key core key rot fwd index-coupling & packed params ( 4 4)
W(B) W(C) W(D) ’
1:L 1:L 1:L
S~ S~ S~
bwd index-coupling & packed params  booster packed params  booster packed params
S
4 IVILIVLIV3,IV,.
~—— .
S-box seed init bytes
Byte-wise subkeys and rotation amounts are extracted exactly as in the code by masking/shifting:
(n _
k;” = q(-) mod 256, tefl,2,3,4}, 4.5)
1 8 2 8
= (lg()/2*  mod 8), = (lg(-)/2*| mod 8), (4.6)

and IV, = g(-) mod 256 for j = 1,2,3,4. The additional words w™, w® w© w®) are further split
into packed per-byte parameters:

e Core packed parameters (from w” and w®):

raG) = (wi”/2% | mod 8),  m(i) = ([w("/2"°] mod 256) OR 1, ks(i) = ([w!"/2**] mod 256),

rp(i) = (w\” /2% mod 8),  my(i) = ([w{”/2'°| mod 256) OR 1,  ky(i) = ([w(*/2**] mod 256).
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¢ Avalanche-booster packed parameters (from w© and w?):

ko(i) = Wi mod 256,  kio(i) = ([w\”'/2% mod 256),  bc(i) = ([wi”/2'°| mod 256),

rs(i) = (lbc(i)/2) mod 8),  m3(i) = be(i) OR 1, kuy(i) = ([w{”/2**] mod 256),
kia(i) = wi” mod 256, ki3(i) = ([w(”/2*| mod 256),  bp(i) = (|w(”/2'| mod 256),
ra(i) = ([bp(i)/2] mod 8),  ma(i) = bp(i) OR 1, k(i) = (|wi”/2**| mod 256).
By construction, my, m,, m3,my are always odd, guaranteeing invertibility of the multiplicative
mixing.
Remark 4.1. The conversion from floating-point chaotic samples to 32-bit unsigned words is not
unique; common choices include direct scaling and truncation, fractional-part extraction, and mixed-
coordinate quantization. For simplicity and reproducibility, in the present implementation, we use

g = uint32(mod([(smw + 100) x IOIZJ, 232)), where sy = [X4,y,] denotes the double-precision
chaotic sequence.

4.1.3. Key-dependent dynamic S-box

Using the reserved seed {g\"'}>*, we construct a key-dependent bijection S : {0,...,255} —
{0,...,255} by sorting
idx = argsort(q\"’, ..., g%, S(b) = idx(b + 1) — 1.

The inverse S ~! exists and is used in decryption.

4.2. The proposed encryption algorithm

In this subsection, based on the keystream, the dynamic S-box, and the auxiliary parameters
prepared above, we present the complete framework of the proposed image-encryption algorithm.

4.2.1. Two-layer Fisher—Yates permutation
Two independent permutations are generated using k™ and k™. Initialize (i) = i fori = 1,..., L.
Fori=L,L-1,...,2,
j=(kp_iyy modi)+1, swap n(i) and 7(j).

First, apply m; to obtain pgl) = pr ) then apply m, at the appropriate stage (see below). Both
permutations are bijective and inverted by applying 7~! (implemented as a scatter).

4.2.2. Core index-coupled nonlinear diffusion (Stages 1-3)

The core diffusion consists of a forward pass producing an intermediate sequence b (Stage 1), a
second permutation (Stage 2), and a backward pass producing ¢ (Stage 3). The distinguishing feature
is an index-coupled state injection: Besides the immediate neighbor, each update also depends on a
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key-driven remote sample selected by w'©) or w®.
Index-coupled forward state. Let by = IV,. For i > 2, define

jr@) = W mod i— 1)+ 1e{l,...,i— 1}, state(i) = bi_; ® ROTLg(bj, ), r4(i)),

and at the boundary i = 1, set by = IV and reuse b;, ;) = I'V;. This state is injected before substitution,
ensuring nonlinearity and strong dependency on early bytes.
Stage 1 (core forward update). Let p'V denote the permuted plaintext after ;. Fori=1,...,L,

t=SpV ok @ stater())),  wi=(48b_ Bbj,,@BLY) mod 256, (4.7)

b; = ROTLg( MULs (u; @ ks(i), my (i), ri"). (4.8)

All components are bijective: S is a permutation; MULg(-,m;) is invertible since m; is odd; and
rotation/XOR are invertible.
Stage 2 (second permutation). Apply the second permutation 7, to b:

b; = by

Index-coupled backward state. Let ¢, ., = IV,. Fori < L — 1, define a remote index
j() = G+ 1)+ W® mod (L—i) eli+1,...,L}, state(i) = ciy1 ® ROTRg(cjy 75(0))s

and at the boundary, use c¢;,; = IV, (and jg(L) is not used).
Stage 3 (core backward update). Fori=L,..., 1,

=S ok’ @ statep(i)),  uj = Bciy BejyBLY) mod 256, (4.9)

¢; = ROTLg( MULs (i} @ ks(i), ma(i)), ri”). (4.10)

The output of Stage 3 is the core ciphertext vector c.

4.2.3. Avalanche booster (Stages 4-5)

To further strengthen plaintext sensitivity, we append a reversible two-pass avalanche booster that
adds an extra forward feedback chain followed by a backward feedback chain. The booster is designed
to accelerate the propagation of local perturbations through the ciphertext while preserving exact
invertibility over Z,ss. Each pass employs the same family of byte-wise bijective transformations—
S-box substitution, multiplication by an odd element modulo 256, and 8-bit rotation—and is seeded by
an independent initialization byte, IV; for the forward pass and IV, for the backward pass.

Stage 4 (booster forward). Let dy = V3. Fori=1,...,L,

ZT,' = S(Cl' @& kg(l)), o = (ZT, Bd_, B klo(l)) mod 256, (411)
d; = ROTLg( MULg (ii; ® k11(i), ma(), 73(0)). (4.12)
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Stage S (booster backward). Lete; ., =1V,. Fori=1L,...,1,

Z"\i = S(d, ® klz(i)), i; = (Z"\l He;j 1 H k13(l)) mod 256, (413)

e; = ROTLs( MULs (i @ k1a(i), ma(i)), ra(0)). (4.14)

The final ciphertextis e = (ey,...,ep).

The following Figure 5 illustrates the end-to-end structure of the proposed chaos-driven reversible
cipher, highlighting the deterministic keystream partitioning, two permutations, index-coupled
nonlinear forward/backward diffusion, and the bidirectional avalanche booster, together with the exact
inverse decryption order.

[Inputs: P c{0,...,255MN<C K = [xy,Yo.a,b] ]

L]

‘ Chaotic generator — word stream {g;} (burn-in + quant.) ’

v

Deterministic schedule: 7, m,; S(g); IV 4; k1A, 712D ) 1B 3O (D)
Primitives: S, S~!; RO{TL,TR}s; odd-mul (xm)

¥

‘ Perm. #1 (Fisher-Yates) p" = p,, ’

Y
Stage 1: core forward diffusion (index-coupled) __ Jr@ €[l,i=1], statep =b; 1 ® ROTLg(bj,74)
Vi, 8, kO k@, 1 V5 (my, ks); w® g
¥ |
1
‘ Stage 2: permute intermediate b’ = b, ’ |
1
¥ |
1

Stage 3: core backward diffusion (index-coupled) . j() € li+1, L], statep = c;s1 ® ROTRs(cjp, 78)
IVy, 8, k9, kD, rD; (my, ky); w® k

¥ e
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Figure 5. Schematic of the chaos-driven reversible cipher with two permutations, index-
coupled core diffusion, and a bidirectional avalanche booster.

Remark 4.2 (random coupling interpretation). The remote-index injections jg(i), jp(i) induce a
key-driven random coupling between distant sites of the byte sequence. This is analogous to
iterated dynamics on a randomly rewired dependency graph, which typically accelerates mixing and
decorrelation-properties desirable for resisting statistical and differential cryptanalysis.
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4.3. Decryption (exact inverse)

Decryption regenerates the identical keystream partitioning, S, 7y, and m,, from the same key K,
vectorizes the ciphertext into e, and inverts the stages in reverse order:

e Invert Stage 5 using the known neighbor e;,; (or IV, at the boundary): Apply ROTRg, multiply
by my(i)~! mod 256, XOR with k4(i), subtract e;,; and k;3(i) in Zse, then apply S ! and XOR
with k,(i) to recover d;.

e Invert Stage 4 forward using d;_; (or IV3): Apply ROTRg, multiply by m3(i)~!, XOR with k; (i),
subtract d;_, and k;o(7), then apply S ! and XOR with ko(i) to recover c;.

e Invert Stage 3 backward by recomputing jz(i) and statez(i) from ciphertext neighbors, then undo
rotation, odd multiplication, key-XOR, modular subtraction, S !, and the final XOR with state (i)
to recover b;.

e Apply x,' to obtain b, invert Stage 1 forward similarly (using jr(i) and stater(i)), and finally
apply ;! to recover p and reshape to obtain P.

Since every component is bijective (permutations, S-box, odd multiplications, rotations, XOR, and
modular +), the overall cipher is strictly reversible and yields lossless decryption.

4.4. Complexity and security analysis

Computational complexity. Both permutations and each of the five diffusion/booster passes require
a constant amount of byte-wise operations per index. Therefore, encryption and decryption each run
in O(L) time and use O(L) memory, where L = MNC is the total number of processed bytes and the
memory footprint is dominated by a few length-L byte buffers. The dynamic S-box construction only
sorts 256 elements and thus costs O(256 log 256), which is negligible in practice.

Key-space security analysis. The security of the proposed cipher against exhaustive search is
governed by its effective key space. The secret key is K = [xo,y0,a,b], and all keystream-
derived components (two permutations, the dynamic S-box, the index-coupling sequences, and the
diffusion/booster subkeys including IVy,...,IV,) are deterministically generated from K. Under
a double-precision digital implementation, each real-valued parameter contributes on the order of
252 distinguishable values over a finite interval, yielding a conservative key-space magnitude of
approximately (292)* ~ 2208 which is far above commonly accepted brute-force security baselines [2,
3]. Moreover, due to the strong key-dependent branching introduced by the dynamic S-box and the
index-coupled feedback indices jr(i) and jg(i), small perturbations of K lead to substantially different
keystream partitions and internal parameters, as will be further supported by the sensitivity results in
the next section.

Remark 4.3. Since |a| and |b| remove the sign information, the sign-flipped pairs lead to equivalent
keys. Therefore, the effective key space should exclude the redundant sign representations, yielding a
constant-factor reduction (at most 4x for (a, b)). For the practical use of the proposed image-encryption
scheme, we restrict the parameters a and b to positive values, so that the equivalent-key issue does not
arise in the implementation considered here. Accordingly, the key-space estimate is revised from K to
K /4 (equivalently, a reduction of 2 bits), which does not affect the security conclusion.
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5. Experimental results and performance analysis

To evaluate the effectiveness and security of the proposed image-encryption framework, we perform
a set of standard cryptanalytic and performance-oriented experiments in this section. All simulations
are implemented in MATLAB, and the scheme is tested on multiple grayscale images with different
resolutions to demonstrate its robustness and scalability.

5.1. Simulation results

The following Figure 6 presents the combined visualization (three rows for the three test images;
three columns for plaintext, ciphertext, and decrypted image, respectively). In all cases, the ciphertext
exhibits a noise-like appearance with no visually recognizable structures from the plaintext, while the
decrypted results match the corresponding plaintexts, confirming the correctness of the encryption-
decryption pipeline.

Plain Image Cipher Image Decrypted Image

Man (512x512) Lena (256x256)

Lighthouse (640x480)

Figure 6. Combined encryption-decryption results on three grayscale images with different
resolutions. Rows correspond to (a) Lena (256x256), (b) Man (512x512), and (c) Lighthouse
(640 x 480). Columns show the plaintext, ciphertext, and decrypted image, respectively.

To demonstrate the visual effectiveness and correctness of the proposed cryptosystem across
different resolutions, three standard grayscale test images were used: (a) Lena (256 X 256), (b) Man
(512 x 512), and (c) Lighthouse (640 x 480). For each image, we performed encryption and then
decrypted the ciphertext using the same secret key.
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5.2. Key sensitivity experiment

High key sensitivity is a fundamental requirement for secure image encryption: An arbitrarily
small perturbation in the secret key should lead to a completely incorrect decryption result, thereby
preventing near-key guessing and related-key attempts. In this experiment, we first encrypt a plaintext
image using the secret key K = [x, yo,a, b] to obtain the ciphertext C. We then decrypt the same
ciphertext using four perturbed keys K’ = K + Ae,, where A = 10~!° and e, denotes the unit vector that
perturbs only the #-th component (xo, yo, a, or b), while keeping all other components unchanged.

The following Figure 7 summarizes the results in a single combined panel and illustrates the
corresponding decryption results mentioned in (5.1).

(a) Plain ¢) Decrypt with K (d) Decrypt with @ + A

W‘wﬂﬂ\ /

Visa

v

'
.

() [Dec(K) — Dec(ag + A)|

Figure 7. Key sensitivity experiment with A = 107!, The ciphertext is decrypted using
the correct key K and four perturbed keys obtained by adding A to one component of
K = [x0,y0,a,b]. A tiny key perturbation leads to a completely distorted decryption result.
Decryption with the correct key K perfectly reconstructs the plaintext, whereas perturbing
any single key component by A = 107 produces noise-like outputs that reveal no visual
information of the original image. This confirms that the proposed scheme exhibits strong
key sensitivity: Extremely small key deviations cause complete decryption failure.

Key sensitivity is a critical security requirement for image encryption systems. It refers to the
property that a slight change in the secret key should lead to a completely different cipher image when
encrypting the same plaintext or result in a totally incorrect decrypted image when decrypting a given
ciphertext. An encryption scheme with high key sensitivity can effectively resist brute-force and key-
related attacks.

To evaluate the key sensitivity of the proposed encryption algorithm, the cipher image of the
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standard test image 512 X 512 Boats was decrypted using four slightly modified keys, defined as

K, =[0.87+ 107", 0.93, 5.19, 8.14],
K, =[0.87, 0.93 + 107'°, 5.19, 8.14],
K; =[0.87, 0.93, 5.19 + 107", 8.14],
K4 =[0.87, 0.93, 5.19, 8.14 + 1071].

5.1

It can be observed that even an extremely small perturbation of 1073 in any component of the
secret key leads to completely distorted images that exhibit noise-like characteristics and reveal no
visual information of the original plaintext.

These experimental results clearly demonstrate that the proposed encryption scheme exhibits
excellent key sensitivity. Consequently, it can effectively withstand brute-force attacks and key
sensitivity-based cryptanalytic attacks, thereby ensuring a high level of security.

5.3. Ciphertext occlusion (cropping) robustness

In practical applications, encrypted images may be partially corrupted during storage or
transmission (e.g., packet loss, occlusion, or local damage). To examine the robustness of the proposed
cryptosystem under such ciphertext impairments, we conduct an occlusion/cropping experiment on the
ciphertext domain.

Specifically, a plaintext image is first encrypted using the correct key K to generate the ciphertext
C. Then, two distorted ciphertexts are constructed by masking different regions of C: (i) a central
block occlusion with a given area ratio, and (ii) multiple randomly located block occlusions, where
the masked ciphertext pixels are replaced by a constant value. Finally, each distorted ciphertext is
decrypted using the correct key K, and the corresponding outputs are reported in the following figure.

As illustrated in Figure 8 below, although the ciphertext is severely occluded in different patterns,
the decrypted images still preserve the main visual content of the plaintext, showing a graceful
degradation behavior rather than complete loss of recognizability. This property is beneficial for lossy
or unreliable communication channels and for fault-tolerant storage, where partial ciphertext corruption
may occur and retransmission may be expensive. In this sense, the proposed scheme improves the
availability and practical robustness of the encrypted-image pipeline under partial ciphertext loss.
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(a) Plain image (b) Cipher image (c) Cropped cipher (center occlusion)

(€)

with correct K

(f) Decrypt of

Figure 8. Histogram comparison between plaintext and ciphertext images.

5.4. Plaintext sensitivity analysis

An effective image encryption algorithm should exhibit high sensitivity to minor changes in the
plaintext, which is a fundamental requirement for resisting differential attacks. In other words, a slight
modification in the plaintext image, such as changing the gray value of a single pixel, should result in
a completely different ciphertext image. This property is commonly referred to as the avalanche effect
in cryptography.

To quantitatively evaluate the plaintext sensitivity of the proposed encryption scheme, two widely
adopted metrics are employed: NPCR and UACI. These metrics are extensively used in the literature
to assess the diffusion capability and security performance of image encryption algorithms.

Let C; and C, denote two cipher images of size M X N, which are generated from two plaintext
images differing by only one pixel. The NPCR is defined as

1 M N
NPCR = — DG, j), (5.2)
VN 2.2,

where

. I, GG, ) # Ca(, ),
D@, j) = 53
@) 0, otherwise. 53)

The NPCR measures the percentage of pixels that change in the ciphertext when a single pixel of the
plaintext is modified.
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The UACI metric evaluates the average intensity of differences between two cipher images and is
defined as

1 M N
UACI = ———— A e ‘s
255 x MN Z‘ /Z:; IC1(G, j) — Cai, ) (5.4)

A higher UACI value indicates that the encryption algorithm produces stronger diffusion in terms of
pixel intensity variations.

For an ideal random cipher image with 8-bit gray levels, the theoretical expected values of the
NPCR and UACI are 99.6094% and 33.4635%, respectively. Values close to these benchmarks imply
strong plaintext sensitivity and effective diffusion.

Table 1. Plaintext sensitivity results (NPCR/UACI). In each trial, one pixel location is
selected uniformly at random and modified by +1 (mod 256), and the two ciphertexts are
compared. Here, Abs.deviation = |Mean — T heoretical.

Algorithm Image Metric  Theoretical ~ Mean (2000 trials)  95% CI Abs. deviation
Lena NPCR  99.6094% 99.6096% [99.6090, 99.6102]  0.0002%
Lena UACI  33.4635% 33.4899% [33.4876,33.4921]  0.0263%
Baboon NPCR  99.6094% 99.6092% [99.6089, 99.6096]  0.0001%
Baboon UACI  33.4635% 33.4625% [33.4614, 33.4636] 0.0011%
Butterfly NPCR  99.6094% 99.6097% [99.6091, 99.6102]  0.0003%
Butterfly UACI  33.4635% 33.4702% [33.4683,33.4721]  0.0067%
Lena NPCR  99.6094% 99.6198% [99.6194,99.6202]  0.0104%
Lena UACI  33.4635% 33.3147% [33.3138,33.3156]  0.1488%
Baboon NPCR  99.6094% 99.6079% [99.6078,99.6080]  0.0015%
CLSS Ref [30]
[33.4453,33.4456] 0.0181%
[
[
[
[
[
[
[
[

Proposed

Baboon UACI 33.4635% 33.4455%

Butterfly NPCR  99.6094% 99.6080% 99.6077,99.6084]  0.0014%
Butterfly  UACI 33.4635% 33.3532% 33.3528,33.3536] 0.1103%
Lena NPCR  99.6094% 99.6027% 99.5986, 99.6068]  0.0067%
Lena UACI 33.4635% 33.5981% 33.5558, 33.6405]  0.1346%
Baboon NPCR  99.6094% 99.5318% 99.4283,99.6353]  0.0776%
Baboon UACI 33.4635% 33.5244% 33.4637,33.5851]  0.0609%
Butterfly NPCR  99.6094% 99.5914% 99.5669, 99.6158]  0.0181%
Butterfly  UACI 33.4635% 33.5642% 33.5228, 33.6055]  0.1006%

HELS Ref [34]

As reported in Table 1, the proposed 2D-HDDS-based scheme achieves NPCR values very close
to the theoretical expectation (99.609%) on all three 512 x 512 grayscale test images. To obtain
statistically stable estimates, the NPCR and UACI are computed as the mean of 2000 independent
trials, where each trial encrypts the original image and a modified version differing by exactly one
randomly selected pixel (incremented by 1 (mod 256)). The averaged UACI values are also close
to the theoretical benchmark (33.463%), indicating that the proposed diffusion/booster architecture
propagates a one-pixel perturbation effectively across the ciphertext.

Furthermore, the reported 95% confidence intervals are consistently narrow and centered around the
theoretical values, demonstrating the statistical stability of the proposed scheme. Compared with the
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reference algorithms, the proposed method generally exhibits smaller absolute deviations and tighter
confidence intervals, indicating more reliable plaintext sensitivity and stronger diffusion consistency.

In comparison with representative recent chaos-based schemes, including the two-dimensional
hyperchaotic exponential adjusted logistic and sine map (2D-HELS) cipher [34] and the 2D-CLSS-
based method [30], the proposed algorithm yields comparable or slightly improved NPCR/UACI
results across the tested images.

In practice, highly structured plaintexts such as all-black, all-white, checkerboard, and stripe
patterns are meaningful in chosen-plaintext analysis [31,35,40], because they suppress natural-image
texture and redundancy and therefore make it easier to expose possible structural weaknesses, such
as sparse position tracking, weak diffusion paths, or a readily decoupled permutation layer. To this
end, we further carry out a chosen-plaintext style probe using several specially constructed 512 x 512
grayscale plaintexts.

First, three structured plaintext images were constructed, including an all-black image, an all-white
image, and a vertical-stripe image. These plaintext images were encrypted using the same secret key to
produce the corresponding ciphertext images. Ideally, even highly structured plaintexts should produce
ciphertexts that appear statistically random and visually indistinguishable.

To quantify the diffusion effect, the NPCR and UACI metrics were computed between ciphertext
images generated from different structured plaintexts. In particular, the ciphertext corresponding to the
all-white plaintext was compared with the ciphertext corresponding to the all-black plaintext, and the
ciphertext corresponding to the vertical-stripe plaintext was also compared with that of the all-black

plaintext (see Figure 9).
nex stripes

Cipher: stripes

Controlled plaintext and ciphertext
Plaintext: black Plaintext: white

Figure 9. Controlled plaintext images and their corresponding ciphertexts produced by the
proposed encryption algorithm.

The obtained results are as follows:

e Cipher(White) vs. Cipher(Black): NPCR = 99.5956%, UACI = 33.3683%.
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e Cipher(Stripe) vs. Cipher(Black): NPCR = 99.6174%, UACI = 33.4610%.

These values are very close to the theoretical expectations for ideal image encryption systems
(NPCR = 99.6% and UACI =~ 33.4%), indicating that the proposed encryption scheme can effectively
diffuse large structural differences in the plaintext into significant and unpredictable changes in the
ciphertext.

Single-pixel probe experiments were conducted on the two extreme cases: all-black and all-white
images. In each trial, five pixel positions were randomly selected and modified by +1 (mod 256).
The resulting ciphertext sensitivity was quantified using the NPCR and UACI metrics, as summarized
in Table 2. The results indicate that a single-bit change at any position triggers a global avalanche
effect, with the NPCR and UACI values consistently approaching the theoretical ideals (~ 99.6%
and ~ 33.4%, respectively). Such high sensitivity confirms that the proposed index-coupled diffusion
and avalanche booster effectively propagate local perturbations throughout the entire ciphertext space,
providing robust resistance against chosen-plaintext and differential attacks.

Table 2. NPCR and UACI results of the single-pixel chosen-plaintext probe experiment
under different plaintext baselines.

(a) All-black baseline. (b) All-white baseline.
Row Col NPCR (%) UACI (%) Row Col NPCR (%) UACI (%)
214 48  99.6105 33.5338 214 48  99.6143 33.4261
369 96  99.6094 33.4647 369 96  99.6048 33.4361
1 177 99.6128 33.4920 1 177 99.5987 33.4223
155 204  99.6326 33.4916 155 204 99.6181 33.3876
76 276 99.6178 33.5165 76 276  99.5998 33.4004
Average — 99.6166 33.4997 Average - 99.6072 33.4145

These findings confirm that two plaintexts differing in a single pixel produce substantially different
ciphertexts, demonstrating plaintext sensitivity and effective diffusion; consequently, the proposed
scheme can (empirical rather than formally cryptographic) effectively mitigate differential attacks and
provide improved robustness under stronger adversarial models such as known-plaintext and chosen-
plaintext scenarios.

5.5. Correlation coefficient analysis

Natural images possess strong local statistical dependencies arising from spatial continuity and
structural redundancy, which manifest as high correlations between adjacent pixels. Such dependencies
may reveal structural information and can be exploited by statistical cryptanalysis. Therefore, a secure
image-encryption scheme is expected to effectively suppress these correlations so that the ciphertext
exhibits statistical behavior close to that of a random image, with correlation coefficients approaching
zero in the horizontal, vertical, and diagonal directions.

To quantitatively evaluate the decorrelation capability of the proposed encryption scheme, the
correlation coefficients of adjacent pixels are computed by exhaustively traversing all possible
neighboring pixel pairs in the horizontal, vertical, and diagonal directions. For a given direction, let
{(x;, yi)}f\; , denote the gray-level values of all adjacent pixel pairs in the considered image, where N is
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the total number of such pairs determined by the image size. The correlation coeflicient is defined as

L S (= )i — py)
Xy — s
\/Zﬁ](xi - :ux)2 \/Zfil(yl - ,uy)2

(5.5)

where p, and u, denote the mean values of the sequences {x;} and {y;}, respectively. Since all adjacent
pixel pairs are included, the resulting correlation coefficients are deterministic and free of sampling
randomness.

Figure 10 visualizes the distributions of adjacent pixel pairs, and Table 3 below summarizes the
corresponding numerical results.

It can be observed that the correlation coeflicients of plaintext images are close to unity, whereas
those of the ciphertext images are close to zero in all directions. This demonstrates that the proposed
scheme provides strong resistance against correlation-based statistical attacks. As the correctly
decrypted images are visually identical to the plaintexts, their correlation characteristics coincide with
those of the plaintext images and are therefore omitted for brevity.

(a) Plain:

(b) Corr(Plain): Lena (d) Corr(Cipher): Lena

1
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Figure 10. Adjacent-pixel correlation plots for three test images. From left to right: plaintext,
stacked 3D scatter plot of plaintext adjacent-pixel pairs, ciphertext, and stacked 3D scatter
plot of ciphertext adjacent-pixel pairs. The three layers in each scatter plot correspond to the
horizontal, vertical, and diagonal directions.
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Table 3. Adjacent-pixel correlation coefficients obtained by full sampling of all neighboring

pixel pairs for three test images.

Image Type rH ry )
Lena Plain 0.9670 0.9752 0.9540
Cipher -0.0005 0.0002 -0.0017
Women Plain 0.8954 0.9589 0.8830
Cipher 0.0032 -0.0016 0.0009
Boats Plain 0.9630 0.9787 0.9458
Cipher -0.0024 0.0004 0.0036

5.6. Histogram analysis

A secure image cipher should effectively suppress the structured gray-level statistics of the plaintext
and yield ciphertext intensities that are close to being uniformly distributed over [0, 255]. To visually
assess this first-order statistical property, Figure 11 reports three representative plaintext-ciphertext
pairs and their normalized histograms with 256 bins.
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Figure 11. Histogram analysis on three benchmark images. Each row is arranged as
Plain/Hist(P)/Cipher/Hist(C). All histograms are normalized to probabilities with 256 bins
over [0, 255].
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For each sample, the plaintext histogram Hist(P) is plotted using a standard probability scale to
highlight the strong non-uniformity of natural images. In contrast, the ciphertext histogram Hist(C) is

AIMS Mathematics

Volume 11, Issue 3, 8242-8270.



8264

displayed with a zoomed vertical axis centered at the theoretical uniform baseline 1/256 ~ 0.003906,
together with the reference line y = 1/256. This visualization makes it clear that the ciphertext
histograms fluctuate only slightly around the uniform level across the full gray range, indicating that
pixel-value statistics are well concealed. Consequently, the proposed scheme exhibits strong resistance
against histogram-based statistical attacks.

5.7. Information entropy analysis

Information entropy measures the uncertainty of gray-level distributions and is widely used as a
first-order statistical indicator in image-encryption evaluation. For an 8-bit grayscale image with 256
intensity levels, the Shannon entropy is defined as

255

H=- ZO] p(i) log, p(i), (5.6)

where p(i) denotes the empirical probability of gray level i. The theoretical upper bound is Hp,x = 8
bits; ciphertext images with entropy close to 8 indicate that the gray-level distribution is nearly uniform
and that simple statistical leakage via intensity histograms is effectively suppressed.

In this experiment, we compute the entropy of the plaintext images and the corresponding ciphertext
images produced by the proposed 2D-HDDS-based scheme and compare the results with representative
recent chaos-based ciphers, including [30] and [34]. Table 4 summarizes the results for three standard
512 x 512 grayscale test images.

Table 4. Shannon entropy (bits) of plaintext and ciphertext images. The ideal value for 8-bit
randomness is Hy, = 8.

Image Plain 2D-HDDS (proposed) 2D-CLSS [30] 2D-HELS [34]
Lena 7.2405 7.9993 7.9993 7.9934
Women 7.6321 7.9993 7.9993 7.9970
Boats 7.1238 7.9993 7.9993 7.9937

As shown in the table above, the ciphertext entropies produced by the proposed scheme are
consistently close to the ideal upper bound of 8 bits and are competitive with (and in some cases
slightly higher than) those obtained by the compared methods. This suggests that the proposed cipher
effectively reduces first-order statistical regularities in gray-level distributions and generates ciphertext
images with high apparent randomness, which is consistent with the near-uniform histogram behavior
reported in Section 5.6. Although entropy alone does not constitute a security proof, these results
provide supportive evidence that the proposed design achieves low statistical leakage with respect to
intensity distributions.

5.8. Runtime and throughput evaluation

To complement the complexity analysis, we compare the runtime of the proposed scheme with two
recent chaotic image encryption methods [12,34] under the same MATLAB environment.

All tests were performed on a standard desktop computer equipped with a 3.20 GHz CPU
and 16 GB RAM in MATLAB. The reported times exclude disk I/O and measure only the core
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encryption/decryption procedures. For each test image, the runtime was measured by MATLAB timing
functions (e.g., tic/toc) and averaged over repeated runs.

Six benchmark images with different resolutions were used: Lena and Clock (256 X 256), Baboon
and Women (512 x 512), and Man and Airport (1024 x 1024). Since the proposed scheme consists of a
constant number of full-image permutations, substitutions, and diffusion passes, its computational cost
is expected to scale linearly with the number of pixels, i.e., O(L) with L = M X N for grayscale images.

Table 5 summarizes the measured encryption and decryption times (7, and T4, in seconds)
together with the corresponding throughput values for grayscale images of different sizes. Overall,
the proposed scheme is consistently faster than both reference methods across all tested image sizes.
In particular, it achieves a clear speed advantage over [12,34], while its runtime grows approximately
proportionally with the image size, which is consistent with the claimed linear-time behavior. These
results indicate that the proposed design maintains good computational efficiency in addition to its
security performance.

Table 5. Runtime and throughput comparison on standard hardware for grayscale images.
Here, T denotes runtime (s), and R denotes throughput (MB/s), computed by R = L/T, where
L =M x N bytes and 1 MB = 10° bytes.

) Proposed Ref. [34] Ref. [12]
Image Size Mode
T (s) R (MB/s) T (s) R (MB/s) T (s) R (MB/s)

Enc. 0.0775 0.8456 0.1593 04114 0.2239 0.2927
Lena 256 x 256

Dec. 0.0773 0.8478 0.1559 0.4204 0.2238 0.2928

Enc. 0.0782 0.8381 0.1938 0.3382 0.2332 0.2810
Clock 256 x 256

Dec. 0.0779 0.8413 0.1790 0.3661 0.2397 0.2734

Enc. 0.3086 0.8495 0.6129 0.4277 0.9236 0.2838
Baboon 512 x 512

Dec. 0.3103 0.8449 0.6064 0.4323 0.9160 0.2862

Enc. 0.3091 0.8481 0.6149 0.4263 0.9270 0.2828
Women 512 x 512

Dec. 0.3126 0.8386 0.6102 0.4296 0.9066 0.2892

Enc. 1.2680 0.8269 2.4979 0.4198 3.6128 0.2902
Man 1024 x 1024

Dec. 1.2681 0.8269 2.4190 0.4335 3.6853 0.2845

. Enc. 1.2523 0.8372 2.4770 0.4233 3.6628 0.2863

Airport 1024 x 1024

Dec. 1.2494 0.8391 2.4523 0.4276 3.6775 0.2851

6. Conclusions

6.1. Summary of this work

This paper developed 2D-HDDS together with a corresponding chaos-driven image-encryption
scheme. From the viewpoint of structural design, the proposed map combines exponential stretching
and Chebyshev-polynomial folding through a nonlinear two-variable feedback coupling. Numerical
experiments suggest that this construction admits a relatively broad parameter region with two positive
Lyapunov exponents and yields a more uniform invariant distribution than the compared baseline
cases, which is favorable for keystream generation in image encryption. Although nonlinear function
composition and cross-coupling have been explored in a number of recent two-dimensional chaotic-
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map designs, the present work provides a specific realization whose numerical behavior is consistent
with the above dynamical features.

Based on the generated keystream, we designed an image cipher consisting of dual Fisher—
Yates permutations, a key-dependent dynamic S-box, index-coupled bidirectional diffusion, and a
lightweight two-pass avalanche booster. Experimental results indicate that the resulting scheme
achieves a large effective key space, high key sensitivity, and good resistance to brute-force, statistical,
and differential attacks under the tests considered in this paper. In particular, the combination of index-
coupled diffusion and the booster helps enhance plaintext sensitivity, with the observed NPCR/UACI
values remaining close to their theoretical reference levels while preserving practical computational
efficiency.

6.2. Future perspective

First, lightweight implementations and hardware acceleration (e.g., Field Programmable Gate
Arrays (FPGA) [22] and embedded deployments) are worth exploring to enable real-time secure
imaging pipelines and resource-constrained applications. Since such platforms often rely on reduced-
precision or fixed-point arithmetic, where digital chaos in general—including many chaotic maps used
in image encryption—may evolve over a finite state space and suffer from dynamical degradation,
such as short cycles or non-uniform state visitation, a more systematic finite-precision analysis
would be worthwhile. In this regard, precision-aware design principles and effective anti-degradation
mechanisms remain important topics for further study [9]. Second, it would also be of interest to
extend the proposed framework to higher-dimensional and higher-bit-depth data, such as hyperspectral
cubes or 16-bit medical images, while maintaining acceptable efficiency in practical secure-imaging
applications [39].
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