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Abstract: This paper is concerned with the practical fixed-time cluster synchronization control
problem of a class of multilayer complex networks (MCNs) with different nonlinearly coupled nodes
in different layers under denial of service (DoS) attacks. Each node in the MCNs is modeled by a
nonlinear dynamic system. The central aim is to make the error between each cluster of nodes to its
own reference trajectory converge to a bounded region in fixed time, while simultaneously achieving
communication efficiency for each node. Toward this aim, a distributed dynamic event-triggered
mechanism resilient to DoS attacks is proposed such that each node can make its own decisions to
transmit (or not) its data of interest over the communication channel. Second, by suitably modeling the
DoS attacks, event-based cluster synchronization controllers are constructed that incorporate the dual
effects via two core design strategies: Setting the control input to zero during the active DoS attack
intervals and adopting a zero-order hold strategy to keep the control input constant with the latest
transmitted state data during the inter event intervals of the event-triggered mechanism. Sufficient
conditions ensuring the practical fixed-time cluster synchronization of the MCNs under DoS attacks
are established by constructing some appropriate Lyapunov functionals. Finally, an illustrative example
is presented to validate the effectiveness of the main theoretical results.
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1. Introduction

Complex dynamic networks (CDNs) which can be modeled as a large number of nodes described
as linear or nonlinear dynamic systems have attracted considerable attention from researchers due to


https://www.aimspress.com/journal/Math
https://dx.doi.org/ 10.3934/math.2026322

7822

their wider applications, from smart grids to control of the transportation network. Many studies
about dynamic characteristics of CDNs have been reported [1, 2]. It is worth mentioning that the
coupling form and the dynamics between different nodes are usually different in real-world networks;
for example, the brain network has intricate links and social networks have various media apps.
However, traditional single-layer networks usually assume homogeneous coupling structures. Thus, it
is important to research the dynamics of heterogeneous multilayer complex networks (MCNs) to
improve our ability to understand and analyze actual networks [3,4].

Synchronization, as one of the most important collective dynamic behaviors of dynamic systems,
has been investigated by scientists for decades, including complete synchronization [5], phase
synchronization [6], and lag synchronization [7]. Authors in [8] studied the quasi-synchronization
issue for variable-order fractional complex dynamical networks and [9] investigated the intermittent
synchronization issue for multiple moving agents. Several classes of synchronization conditions have
been published, such as the master stability function method [10], the matrix measure analysis
method [11], and the Lyapunov function method [12]. Moreover, there have been numerous studies
on interlayer synchronization and intralayer synchronization for MCNs [13, 14]. Due to the fact that
nodes in actual networks are required to present the various functions to complete multi object tasks
effectively, this means hat nodes distributed in the same or the different layers will show different
dynamic properties. Such a phenomenon cannot be described as complete, interlayer, or intralayer
synchronization for the sake of brevity. However, cluster synchronization (CS) can accurately
simulate it. In fact, CS is more often observed in nature than the others, such as wolves hunting,
neurons discharging in the brain, and multi-objective rescues. A number of researchers are dedicated
to studying CS issues for single-layer complex dynamic networks and multilayer complex dynamic
networks [15, 16].

On the other hand, the convergence speed of states is an important indicator for evaluating the
effectiveness of control design schemes for dynamic systems, especially for engineering processes
with high precision requirements. Actually, systems achieving an ideal state in infinite time is
unrealistic. Taking this into consideration, scholars analyze the finite-time control issues to ensure the
systems reach the goal within a specific time -frame [17, 18]. Furthermore, Polyakov proposed the
fixed-time control strategy [19], compensating for the deficiency of convergence speed related to the
initial conditions and providing a faster convergence speed for systems compared with the finite-time
control strategy. Subsequently, some extensive studies on fixed-time control issues have been
conducted [20,21]. It is noted that the abovementioned literature only studied single-layer CDNs and
multiplex networks. In addition, not only is the structure of MCNs complicated, but its dynamic
property is influenced significantly by all the nodes’, whether they are from the same cluster in the
same or a different layer or not. It is hard to apply the methods for studying the fixed-time cluster
synchronization control issues of single-layer CDNs to the practical fixed-time cluster
synchronization of MCNs directly. Thus, it is necessary to seek for efficient tools for dealing with the
cluster synchronization control problems of MCNs.

Due to the openness of information sharing networks, MCNs are vulnerable to malicious attacks,
such as denial-of-service (DoS) attacks [22], covert attacks [23], and deception attacks [24]. Such
attacks may destroy the desired performance of MCNs, it is a challenging to analyze the network
security problem and design appropriate controllers to against the deteriorating effect when attacks
occur. Up to now, fruitful achievements about cyber attacks have been available [25,26]. Among the
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various attacks, DoS attacks destroy the integrity of communication data by evaluating the data
transmitted between the sensors and the actuators, inducing packet losses in the communication
channel. Many scholars are devoted to the study of DoS attacks [27,28]. A distributed consensus for
heterogeneous switched nonlinear multiagent systems under DoS attacks has been discussed in [29].
The authors of [30] studied the resilient cooperative output regulation issues of nonlinear multiagent
systems with DoS attacks. In fact, exchanging information among nodes in MCN:ss is essential, which
may be a great temptation for cyber attackers. Recent years have witnessed growing attention to the
integrated design of event-triggered control, fixed-time synchronization, and anti-DoS attack
strategies. For example, the authors of [31] proposed a intermittent event-triggered practical
fixed-time synchronization scheme for multilayer networks, but ignored the impact of DoS attacks on
communication channels. The authors in [32] addressed the fixed-time anti-DoS synchronization
problem, yet the control mechanism leads to conservative communication resource utilization. The
authors of [33] studied practical fixed-time synchronization using intermittent event triggering but
failed to consider the nonlinear coupling characteristics of multilayer networks. These works either
lack the integration of all three core elements or cannot adapt to the complex topological structure of
MCNs, motivating the research in this paper. Therefore, it is meaningful and challenge to investigate
the nature of MCNs under DoS attacks.

Motivated by the discussion above, this paper will investigate the practical fixed-time cluster
synchronization control issue for a class of multilayer complex networks. By introducing a distributed
dynamic event-triggered mechanism, cluster synchronization conditions ensuring the multilayer
complex networks desired performance in fixed-time are established and controllers are proposed. As
a whole, the main contributions of this paper are as follows.

(1) A fairly general MCN model is formulated by considering nonlinear node dynamics, different
node numbers across layers, and heterogeneous nonlinear coupling effects (both intra layer and inter
layer) between nodes, which can more accurately describe the structural and dynamical features of
real-world MCNs compared with existing simplified models.

(2) A resilient distributed dynamic event-triggered mechanism 1is proposed. A dynamic
event-triggered mechanism with an auxiliary dynamic variable is designed for MCNs under DoS
attacks, which can adaptively adjust the trigger threshold, avoid over triggering caused by fixed
thresholds under intermittent DoS-induced communication losses, and balance communication
efficiency and synchronization control performance.

(3) Practical fixed-time cluster synchronization control criteria are established to accommodate
the simultaneous effects of intermittent data arrivals and DoS attacks induced by a dynamic event-
triggered transmission mechanism. Based on the Lyapunov stability theory and inequality techniques,
sufficient algebraic conditions for the practical fixed-time cluster synchronization of MCNs under DoS
attacks and the proposed dynamic event-triggered mechanism are derived. The settling time of the
synchronization error converging to a bounded region is independent of the initial states of the network,
and the bounded convergence region of the synchronization error is explicitly given.

The rest of this paper is organized as follows: Section 2 shows the model’s description, Section 3
gives the main results. In Section 4, a numerical example is presented, and concluding remarks are
given in Section 5.
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2. Model description and preliminaries

2.1. Notation

Denote N and N* as the set of natural numbers and non-negative integers, respectively. R” and R™""
stand for the set of n-dimensional real spaces and n X m dimensional real spaces, respectively. Denote
I, € R™" as an identity matrix, n € N*. B > 0 (B < 0) means that the matrix B is positive definite
(negative definite). The superscript 7' indicates matrix transposition and ® is the Kronecker product.
For a vector x € R" and a positive scalar p € N*, ||x|| is the Euclidean norm, [x]” = (|x;]7, - -, |x,")?,
and sign(x) = diag{sign(x,),--- , sign(x,)}, where sign(-) is the signum function. The matrices are all
with appropriate dimensions without any special description.

The interconnection topology among nodes in the same layer is modeled by a digraph G(V", E", A™)
of order N,, € N* with a set of nodes V" = {1,2,--- ,N,}, a set of edges E" C V" x V", and weighted
adjacency matrix A" = (a/{")y,xn, € RV, where @' is the weight of the directed edge (j, i)
satisfying a;;" # 01if (j, i) € E and a};" = 0 otherwise. Moreover, it is assumed that a3} = 0, i € V" to
avoid self-loops.

LetD = {1,2,---,d} be a cluster set with d > 1 and {VY',---,V"'} be a partition of the initial node
set V" such that V" = u;lew, and V' N'Vi* = Q for [ # k, [,k € D. Denote o' = card(V}') as the
total number of the nodes in the kth cluster of the mth layer, k € D, m € M = {1,--- , M}, where [-]
represents the cardinality of the set. Denote this as

Vi =fag +1,--- a5 + '},
T
V;:l:{a'g+...+akm_l+1,...,a/6"+...+a,z1},
)
V?Z{Q/g’+---+a/2”_l+1’...’a,g'+...+a,zl}’
d

ay =0, Za?sz.

k=1

Denote N = N; + - - - + Ny, as the total number of the nodes in the MCNSs.

2.2. Modeling of MCNs

Consider a class of MCNs consisting of M layers with N,, interacting nodes in the mth layer, in
which the dynamics of the ith node of the mth layer, V i € V" and VY m € M, are described by the
following coupling state-space equation:

Npn M N;
0 = O) + ) allg, (O + O+ Y MY e (o) + (o), 2.1)
j=1 I=1,l#m j=1

where x!'() = (X[(1), - ,xZ;(t))T € R" is the state vector of the ith node in the mth layer; fi(x!(1)) =
(Fuxi (@), -+, fillap ()T € R, i € Vi, g (W1(1) = (gi, (X (1)), -+, g, (W5(1)))" € R™: are continuous
nonlinear functions; k; denotes the cluster index of node j, i.e., k; = kif j € V7 for layer m; or j € Vf_{
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for layer I, k € D, m,l € M; A™" = (@ IN,xN, € RN»Nn g the intra layer coupling weight matrix with
>, a'=0,keDand
jevm Y
Aml — (a?;'l)meNl c RN,,,XN;

is the inter layer coupling weight matrix with

> al=0, keD;

jevt

r"(t) stands for the disturbance with ||7"(#)]| < ", r!" is a known positive scalar; ¢ is the coupling
strength between the mth layer and the /th layer with ¢ = ¢™; and u(1)=(u?(?), - - -, ull(1))" € R" is
the control input of the ith node of layer m. This topological modeling framework conforms to the
fundamental definition of multilayer network structure proposed by Radicchi et al. [34], which lays a
unified theoretical foundation for characterizing the intra layer and inter layer connection
characteristics of real-world MCNs.

Remark 2.1. The multilayer network model described in (2.1) features significant practical relevance
and generality. On one hand, the model consists of M layers, with the total number of nodes N flexibly
distributed across layers according to practical application scenarios, without being restricted to the
idealized assumption of a uniform number of nodes per layer. On the other hand, the coupling
relationships between nodes fully consider the heterogeneous characteristics of multilayer networks.
Not only do nodes in different clusters and the same cluster within the same layer have nonlinear
couplings, but nodes between different layers also achieve dynamic interactions through the inter
layer coupling strength ¢™. This design breaks through the limitation of homogeneous coupling in
traditional single-layer networks and can accurately characterize the structural features of real
systems such as brain networks, smart grids, and social networks, laying a practical model
foundation for a subsequent analysis of cluster synchronization issues in complex scenarios.

Our objective is to synchronize the MCNs (2.1) of N nodes with d desired heterogeneous states,
which can be d different reference trajectories, d equilibrium points, d periodic orbits or d chaotic
attractors, or an event in the presence of DoS attacks. For this purpose, we denote such d desired
heterogeneous states as s;(¢) € R", k € D, which involve

$i(t) =fi(si(0)). (2.2)

Combining the MCNs in (2.1) and the heterogeneous states in (2.2), the objective is to design a
suitable cluster synchronization controller «"(¢) for each node i in each layer m belonging to the cluster
V7 such that x!"(1) — s¢(7) for any i € V" and k € D. Thus it is clear that

1 M Ly oM
@) ++a) @)+ tal

SO = (5100, -+, 51(0), -+, 8a(0), -+, 5a(1))
denotes the desired cluster synchronization pattern under the proposed synchronization controller.

Assume the error e'(r) = x!"(t)—s;(1), i € V]!, k € D and m € M. The error network can be described
as

Ny M N
) =l ) + Y di g () + 1D+ D MY g () + @), (2.3)
=1 Jj=1

J I=1,l#m
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where
Ji(€ (1) = filx" (1) = filsi(D)).
Definition 2.1. For any initial state, if a scalar € > 0 exists such that

lim ), >, ) el <e, (2.4)

meM keD ievy

DD D el < et Ty (2.5)

meM keD ievy

Then the MCN (2.1) is said to be practical fixed-time cluster synchronization with the settling time Ty,
which is independent of the initial value of the networks.

Furthermore, the nonlinear functions satisfy the following mild assumption.

Assumption 2.1. The real constant matrices F; € R™", G, € R™" and k € D exist such that for any
w, v € R, the following inequality holds:

w =W (fiw) = i) < (w =) Fr(w —v), (2.6)
and
(8c(w) — &) (gr(w) — gk () < (W — ) G(w — ). (2.7)

Moreover, to guarantee the stability of the closed-loop system, the matrices Fy, k € D, are assumed to
be negative definite, i.e., Ayn.x(Fr) < 0, where A« (+) denotes the maximum eigenvalue.

2.3. Dynamic event-triggered mechanism and DoS attacks

In the following, a dynamic event-triggered mechanism is considered, under which the cluster
synchronization controller can be updated in an intermittent manner. For any i € V", m € M, let the

triggering sequence be denoted as {t;f’q};rfl with 0 = ¢ < ) < --- <1/ < ---. The following

triggering mechanism specifies how the triggering times can be recursively determined
L CH ORI CLORTAGR)

=1 —Vile' @) ety = Vo' = 0}, ACK =1, (2.8)
i+ 0, ACK =0,

1

i,q+1

where Vi, Vo > 0, i € V", m € M, and ACK is the acknowledgment of transmission signal. ACK can

be used to detect whether there is data dropout or not due to the occurrence of unknown attacks, 6 > 0
is the sampling period when there is data dropout, and
L(ef'(t), e (1) =&l (1)) — Eel’(t) + (el (1)) — Epsign(e(n)e] (1]
+ ER(e] (1)) — Efsign(el (1) [e] (D],
where f;’]? >0,j=1,2,3,ieV", meM,pe(0,1),g>1,eec(0,1),and 5/"(¢) is an auxiliary dynamic
variable satisfying

(2.9)

() = — ) — OB O)T = QA (N'T — L&), () LD, €N

7 (2.10)
— Vi€ (D) €' (0),
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where 7"(0) = nZ’O >0, 9;7]’. >0,j=1,2,3,4,i e V", me M.

Compared with static event-triggering, the dynamic mechanism introduces the auxiliary variable
177"(1) to adaptively adjust the trigger threshold—this advantage is critical under sporadic DoS-induced
communication losses, as it avoids over trigging caused by fixed thresholds when data transmission is
intermittently interrupted and mitigates the conservatism of static mechanisms in balancing

communication efficiency and synchronization performance.

Remark 2.2. The event-triggering function {(-,-) in (2.9) is designed with three distinct terms: A linear
term, a term with the exponent p < 1, and a term with exponent g > 1. This structure is not a mere
complication but is intentionally aligned with the fixed-time control law in (2.12). According to fixed-
time stability theory [19, 20], the term with p < 1 is responsible for ensuring fast convergence when
the error is small, while the term with g > 1 guarantees that the convergence time remains bounded
even for large initial errors. The linear term provides the baseline exponential stability and facilitates
the Lyapunov analysis. By embedding these three components into the triggering function, the event-
triggered sampling error can be effectively compensated in the Lyapunov derivative (see Eq (3.10)),
thereby enabling the derivation of the fixed-time synchronization conditions in Theorem 3.1.

Remark 2.3. The negative sign in front of the 6;{ T term in (2.10) is intentionally designed. Unlike
conventional dynamic event-triggered mechanisms where the auxiliary variable serves as a positive
threshold, here 1!'(t) acts as a decaying factor that accelerates triggering when the triggering error
{ is large. This design ensures that communication becomes more frequent when needed, and it also
simplifies the Lyapunov analysis by allowing the [T{ terms from the controller and the n-dynamics
to combine into a negative definite contribution (see the proof of Theorem 3.1). Moreover, the non-
negativity of n?'(t) is not required for stability; the Lyapunov function V(t) remains valid even if 17'(1)
becomes temporarily negative.

Remark 2.4. The triggered condition (2.8) means that the data packet of the ith node in layer m
satisfying {T(e;"(t),e?”(th)){(eT(t), eT(th)) - v;'}(eT(t))TeT(t) —von(t) < O during [t:?fq, t:.”’qﬂ) when
ACK = 1 will not be sent to the controller, which will reduce the load of network transmission
compared with the time-triggered mechanism and the static event-triggered mechanism. Combined

with (2.10), it yields
p+l g+l
;' (1) > =0 + Gvi)m (1) — O (1) = — 6577 (1) 2
with 7{'(0) = n}y > 0. Suppose, for contradiction, that a first time instant * > 0 exists such that
"' (t*) = 0 and n!'(t) > O for all t € [0,1"). By the definition of the right-hand derivative, this implies
(it + h) -0t
;' ( Iz (") <0,

My i
7 () = im

since 177 (t* + h) must be negative for a sufficiently small h > 0 by the definition of t* as the first zero
crossing. However, substituting 17" (t") = 0 into the aforementioned strict lower bound gives

) > ~(6 + 6vE) -0 =65 0— 63 -0 =0,

which directly contradicts 177 (t;) < 0. Therefore, no such t* exists, and we conclude 1 (t) > 0 for all
t>0.
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In a network environment, MCNs can be affected by DoS attacks that destroy the information
interaction between communication channels. Let the starting instants’ sequence of DoS attacks be
{h,}, n € N, with hy > 0; that is, the time instants at which the signal transmission fails. For DoS
attacks, define the nth active and inactive intervals as

Hn = {hn} U [hn’ hn + Kn)’
I[rz = [hn + Knahn+1),

where «,, 1s the length of the nth DoS attack.
For the DoS attacks, the following assumptions are given.

Assumption 2.2. [28] The scalars ny > 0 and k¢ € (0,1) exist. For any t, > t; > 0, let N¢(t,, 1)
denote the number of DoS attacks in [t,, t;) such that N¢(t, 1) < ng + k¢(tp — 17).

Assumption 2.3. [28] A scalar n; > 0 exists. Denote k, as the average duration of each attack for the
network. For any t, > t; > 0, let |H(t,, )| denote the the length of the DoS duration in [t,,t,) such that
|H(t2, 1)| < 0y + ko(t2 — 11).

The ideal DoS interval suggests the interval when the network is interrupted due to DoS attack, and
the ideal scenario implies that the networks can transmit information when the DoS attack disappears.
Since the instants at which the DoS attacks are inactive are unknown, the current state information
cannot be promptly transmitted at the end moments %,, + «, of the DoS attack. Thus, for the ith node
in layer m, define the equivalent DoS attack interval and the DoS attack-free interval as JI:I[Z’n and ﬂ?fn,
corresponding to H,, and I,,, and let l_z;’,’n € [h, + K, h, + K, + 0) represent the ending moment of DoS.
Remark 2.5. According to the definition of the average control rate and the elasticity number in [20],
denote k € (0, 1) as the average non attack rate and Iﬂ;"(tz, t1)| as the actual non attack length of the ith
node in layer m during the interval [t|, t;). On the basis of Assumptions 2.2 and 2.3, Eq (2.12), and by
following the resilient control framework for DoS attacks [35, 36], we have

|K;"(12,l1)| =h—h-— |H§"(1‘2,l1)|
>t -t —|H"(t, )| - Nf(fz,ll)(_S

> 1) — 1) — 1y — Ke(ty — 1)) — Ny(t2, )6 (2.11)
>t — 1) — Ny — Kty — 1) — (ng + kp(ty — 11))0
=k(t,—t,) - T,

where k = 1 — k, — k70, T = ny + ngo.

Taking both the dynamic event-triggered mechanism and DoS attacks in consideration, assume that
there are l_lf”q € N triggers for the ith node in the layer m over the time span (l_zl’.”n, h,+1), and takes

S Bi?fn, ligeln 1 = h,+1. The widely adopted synchronization controller then takes the following
form:
0, reH’,
w0 = § — Enel(ty,) — Ensign(e]" (17, e} (17, )1 — Esign(e]' (17, e (17, ) (2.12)

te ]I:n” N [’Ji?,qu qu+l+1)’ l= 0, e, lzlq,

where the parameters are defined as before.
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Remark 2.6. In (2.12), the control input is set to zero during DoS attack intervals HTn This is a
common and theoretically convenient choice, as it leads to a clean exponential bound on the
Lyapunov function during attacks. Alternative strategies, such as holding the last successful control
value or using model-based predictions, could potentially improve performance but introduce
significant analytical challenges. The hold strategy, for instance, would require bounding the
mismatch between the held control and the current optimal control, which is particularly delicate in
fixed-time control due to the nonlinear power terms. The zero-input strategy represents a worst-case
design that ensures stability under the most adverse conditions. If additional information about the
attack pattern is available, less conservative strategies could be explored; this is an interesting
direction for future research.

Before ending this section, some important lemmas are given.

Lemma 2.1. [37]Ifw,v € R", then
whv+viw<owww+ Wy, > 0. (2.13)
Lemma 2.2. [37] Forx; >0, i=1,---,n, pe(0,1], g > 1, then
Z xf_’ > (Z x)P, Z x? > nl_q(z x)2.
i=1 i=1 i=1 i=1

Lemma 2.3. [20] Assume that the continuous function V(t) > 0 satisfies

_ Py
o < { SIVA(1) — V(D)3 V(E) + &,1 € [tap, aper)s o1

V(1) + &, 1 € [taps1, baps2)s

where ;> 0, i=1,---,4, ¢ > 1, ¢ € (0,1), € > 0. If there are positive constants § and § € (0, 1)
satisfying the following inequalities:

g3—6(1-¢)>0, ¢¢—¢4>0,

then, V(t) converges to the attraction region in a fixed-time Ty, and
{tl—l»r}]f e(HV(r) < maX{ﬂl,ﬂz,m}} )

where py = p/Sa, p = £exp{ST,}, &4 = §¢ — a4, o = (p/((1 — )5N'?, &1 = ¢rexp{(l — $)sT,},
s = (p/(1 —0)2)"%, 0 € (0, 1), and

- 1+ G — DT N I+ ¢0(1 — )T
Sio(¢ — )¢ s0(1 — )T,

in which T, is the elasticity number and ¢ is the average control rate.

Remark 2.7. Lemma 2.1 enables the decomposition of coupling terms into quadratic forms;
Lemma 2.2 facilitates the combination of low-power and high-power terms in the Lyapunov analysis;
and Lemma 2.3 provides the fundamental framework for analyzing systems with alternating stable
and unstable modes caused by DoS attacks. These lemmas are essential tools that transform the
complex nonlinear dynamics into tractable algebraic conditions.
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3. Main results

The main purpose of this section is to investigate under what type of conditions, the nodes in the
same cluster synchronize to the desired trajectories in fixed time.
For convenience, some notation is given as follows:

8i,(€7(1) = g1, (X1(1)) — g, (su(1)), j € V',
E®) = (e;0), ey, )+, (e @), -+, (eh (),
F = diag{Fxn,,Fx,, -+, Fny )
Fy, = diag{F, ®Ia',", -+, Fq4 ®Ia:1n}, m € M,
G = diag{Gy,,Gn,," - »Gny}»
Gy, = diag{G, ® Lom, - -, Gy ®Ia31}, m e M,

A = (Aml)MXM’ Aml = (a:';'l)NmXNp m’l € M9
ml _
L _ | i L=m,
aij - ml _ml
c"aj;, [+ m.
Now, a theorem about practical fixed-time cluster synchronization issue of MCNs (2.1) is presented.

Theorem 3.1. Under Assumptions 2.1-2.3, given the positive constants ny, ny, 6, k., ks, 10, if the
positive scalars V1, v, §?}., j=1,2,3 9;;5, j=1,---,4,6 i€ V" meM, v, and 1, such that

min{e, 6, &} > 0, (3.1
e —-¢(1—-k) >0, (3.2)
Sk —e5 >0, (3.3)

where
€ =min{g —A; — 04,0, -}, &= min{2@§2, 6},
6 = 27 min{&(AN) T2, 0N ), € = A, + 26,
A = Apax(2F + 1Ly + AR LYAS ) +5'G),
& =min{2&] —vi] — 1,i e V", m € M},
0, = max{@yv}],i € V",m € M},
0; = min{@}’;,i eV meM}, j=1,2,3,

1
vy = max{ivfg,i eV" meM}, & =min{&),ie V" meM),

1 1

& =min{éZ,i e V', me M}, k=1-«k,— kg0,

then MCNs (2.1) under the dynamic event-triggered mechanism (2.8) with (2.9), (2.10), and the
controller (2.12) can achieve practical fixed-time cluster synchronization, moreover, the cluster
synchronization error e!'(t), i € V", m € M, converges to the region as follows in a fixed-time T ;;

{tlgg lle NIV (@) < maX{ﬂl,ﬂz,ﬁ3}},
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where [iy = pl&, fin = (p/((1 — 0)&))? @D, Az = /(1 =)&) "*P), p = € exp{cT,), & = Sk — &,
0€(0,1), & = eexp{(1 — )T /2), & = *N/2u)), r = max{r!",i € V", m € M}, T, = n; + ngo, and

T satisfies the following inequality,

< 2 + 6_29(1 - p)TK 4 2 + 539(51 - 1)TK
7= eo(l - p)k &o(G — 1)k

Proof. Select the Lyapunov function V(¢) = Vi(¢) + V,(¢), and

1 M N,
Vi) = 3 (CAGNA )
m=1 i=1
M N,
Va(t) = ZZ (1),
m=1 i=1

From Lemma 2.2, for ¢ € ]I’" N e

o DY _m
i,g+o’ 1q+o+l)’ 0= 0’ ? li,q’ we have

M Ny M Ny M Nu Ny
Vi) = > D (O e+ ) > (@ + D> (€ o) al g (¢ (1)
m=1 i=1 m=1 i=1 m=1 i=1 j=1

Nm M N;

el (1) a gi, (X (0) + Z Z(e O) u' (o)

m=1 i=1 [=1,#m j=1 m=1 i=1
and
M Nm M Nm Pl g+l
Va() = D Y a0 = >0 (=@ = 1T = i ol)

m=1 i=1 m=1 i=1
M Ny

DN A LGN A CARY CHORA AR
m=1 i=1

From (2.6) and (2.10), one gets

M Ny M Ny
Vi) < > D (el o) Feel'(r) + %ZZ HORAC

m:;;]:Vl M N, M N mhe Ny,
F S Z D ey @z el + Z PNCADEHE
m=1 i=1 I=1 j=1 m=1 i=1
_1 » PN &L ,
ET(OQF + uLy + A I)A® L) + 5 'G)E® + ot ; ;(e ) ' (t)

<ALV + e+ Z Z(eT(t))Tuzn(t)

m=1 i=1

and
M Ny,

V(1) < ~6,Va(0) = 62,7 (0 = BN TOVE 0+ Y)Y 6l 0P

m=1 i=1

(3.4)

(3.5)

(3.6)

(3.7)

(3.8)

(3.9)
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Given the dynamic event-triggered mechanism (2.8) with (2.9), (2.10), the controller (2.12), and
Lemma 2.2, this yields

() ult) = (€' @) (=&hel (! o) — f?é(eT(thﬂ,))’_’ —f?;(eT(tZ’q+(,))q)
= (") (L€l ), € F() — Eel () — & sign(e) (D))
- f,”ésign(e’”(t))(em(t))“’))

1
(§(€ (1), €' (T ) L (€] (D), €)' (1],,)) + —(ei"(t))Teﬁ”(t)—§§7lle§”(t)||2 (3.10)

lzz«e:':(r)) )® g Z((e:w)) )"

r= l

1 1= _
< =& - ——)II POIP + Vel (0 = Epllef OIF*! — g5 el )|

2 ll
Combining (3.8) with (3.10), we can deduce that
M Nm 1 M Nm
_ _ m 2 _ my| m p+l
V) < LVi) + & ; ;@1 L= Dl ; Zl enllel ol
M m q M N)n M Nm (3-1 1)
=3 e el + Z D@+ > 0uville ol
m=1 i=1 mlzl m=1 i=1

Vo) - V.7 (1) — 68 ZOVT (1),
and then
. p+1 prl g+1 _ 11— b+l
V(t) < —(& — 4 = 0)Vi(1) =27 &V, (1) = 2T EGN) T V7 (1) = (60 — va)Valr)
prl _ 1-g a1
—hV,2 (O -6V, (O +e (3.12)
—aV(i) -eVE@ —aVE () + e,
On the other hand, for ¢ € Hl'.f’n, one can get

m

M N,
V(t)zﬂlvl(t>+e4+ZZn<

m=1 i=1
M N,
(3.13)
SAViO) + e+ ) Buvillel Ol
m=1 i=1
< EsV(t) + €4.
Hence, from (3.12) and (3.13), we obtain
LH l Tm _ 7m
V([) < —€1V(I)—62 2 (l)—€3V 2 (t)+€4’t611i,nm [i,q+l’tz’q+l+1)’ [=0 llq’ (314)
&V(t) + &,t € H;nn,

which implies that MCNs (2.1) can achieve the practical fixed-time cluster synchronization in a fixed-
time 7'y according to Lemma 2.3. O
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Remark 3.1. Theorem 3.1 provides practical fixed-time cluster synchronization criteria which are in
form of an algebraic inequality for MCNs under DoS attacks and a dynamic event-triggered
mechanism.

Remark 3.2. Under typical operating conditions where the disturbance bound r and the attack
parameters no,ny,Kq, Ky are known, the synchronization error |lef'(t)|| after the settling time T is

approximately bounded by
B e\
6 6 +]) 6 +q
e} (Ol < max{ ——, —4) A=)
(k—€ \& €

where the exponential terms exp{{ Ty} have been absorbed into the constants by considering worst-case
scenarios.

Remark 3.3. The feasibility conditions in Theorem 3.1 define the boundary of guaranteed practical
fixed-time synchronization. When the parameters are chosen close to this boundary (e.g., €, ~ {(1 — k)
or ¢ = 0), the synchronization performance degrades significantly: The ultimate error bound
increases sharply and the settling time grows without bound. Therefore, in practical implementations,
it is advisable to maintain adequate safety margins.

In event-triggered control systems, the Zeno phenomenon refers to the situation where an infinite
number of triggering events occur in a finite time interval [38, 39]. This behavior is undesirable
because it would require the controller to update infinitely quickly, making its practical
implementation impossible. Therefore, excluding Zeno behavior is a fundamental requirement for any
event-triggered control scheme to be physically realizable. In the following, Theorem 3.2 proves that
under the conditions of Theorem 3.1, the proposed dynamic event-triggered mechanism guarantees a
positive lower bound on inter event intervals, thereby excluding Zeno behavior.

Theorem 3.2. Under the conditions (3.1) and (3.3) in Theorem 3.1, there is no Zeno behavior in
MCNs (2.1) under the dynamic event-triggered mechanism (2.8) with (2.9), and (2.10).

Proof. According to Theorem 3.1, a positive scalar A; > 0 exists such that for V¢ > 0, [le]'(1)]| < A;.
Thus, we have

(el @), e @I = I (—f,-lln ~ &y psign(e’(1)lef' ()] —f?g’ésign(eT(t))[eﬁ"(t)]‘_’_l)éi-"(t)ll
M N

< Mallfilel ) + > > @ller (€h(0) + 1) + o) (3.15)

=1 j=1
< Az + Ao (1),

where

Ay =€+ EPATT + EngAT,
As = Ay As(max{[|Fell, k € D} + IA] + ),
2N = IEne ) + Emer @ DY + Ener @ )Y,
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From the dynamic event-triggered mechanism (2.8), when 7 = " |, this yields

q+1°

@), NN ), ) = Vi D ) = V@) = 0. (3.16)

Due to (3.15) and (3.16), we can get the following inequality:

@ N < (A + A2 N, — 1), (3.17)
where
_m(t:nq+l) m(em(tt q+l)) em(tt q+1) + m(tl q+1) > 0
From (3.18), we have
@, n'"
igrl " lig2 s > U,
4 Az + Aoz (1)

which implies that Zeno behavior will not occur in the MCNs (2.1) under the dynamic event-triggered
mechanism (2.8) with (2.9), and (2.10). m|

(3.18)

According to Theorem 3.1, we can easily derive the practical fixed-time cluster synchronization
condition for MCNs without DoS attacks. The related dynamic event-triggered mechanism without
DoS attacks can be presented as follows:

i =infle > 6 177 (€] (), e ()L (el (D), € ()W (el (1) €' (1) — Vian' (1) = O} (3.19)
Corrollary 3.1. Under Assumption 2.1, given the positive constant 17}y, if the positive scalars v, vi,,
f:’;j—1230f;]—1 -, 4,1eV" meM, v, 1 exist such that

min{e|, &, &} > 0, (3.20)

where the parameters are defined as Theorem 3.1, then MCNs (2.1) under the dynamic event-triggered
mechanism (3.19) with (2.9), and (2.10), and the controller (2.12) can achieve practical fixed-time
cluster synchronization; moreover, the cluster synchronization error €'(t), i € V", m € M, converges
to the region as follows in a fixed-time T :

{llg;lf lle' DNV (@) < maX{ﬂl,ﬂz,ﬂs}} ;

where iy = &/(e(1 — 0)), fiz = (&/((1 — 0)&)* M, iz = (&/((1 — 0)&))**P), 0 € (0,1), and T,
satisfies the following inequality,

Tf S maX{Tl, T27 T3}’

where
T, - 2In(1 + o€/ 6) N 2In(1 + o€,/ )
' ao(l-p) €o(g—1)
_ 2In(1 + € /(0&2)) N 2in(1 + ¢ /&)
2 e(1-p) al@-1 ~
T. = 2In(1 + €/6) 2In(1 + € /(0€3))
3=

al-p)  a@-1

AIMS Mathematics Volume 11, Issue 3, 7821-7844.



7835

It is worth mentioning that the dynamic event-triggered mechanism in (2.8) includes the static one as
a special case. In addition, the results for practical fixed-time cluster synchronization of the MCNs (2.1)
under a static event-triggered mechanism can be developed straightforwardly from Theorem 3.1 by
letting 3 approach to 0. Such a static event-triggered mechanism can be described by

tm

i,q+1

) {inf{r > (07O, = O (0 2 0 ACK =1

f, +96, ACK =0.
The design criterion for practical fixed-time cluster synchronization of the MCNs (2.1) under the

abovementioned static event-triggered mechanism is stated as follows. The proof is omitted for reasons
of space.

Corrollary 3.2. Under Assumptions 2.1-2.3, given the positive constants ny, ny, 6, K, Ky, if the positive
scalars Vi, f;’;., j=1,2,3,5ieV", meM, v, and , exist such that

min{é;, &, &} > 0, (3.22)
& -&(1-7%) >0, (3.23)
Gk — & > 0, (3.24)

where the parameters are defined as Theorem 3.1, and

& = min{2&) — V! — A, — 1,i € V", m € M},

1

N Hp .
& =27 min{&),i € V", m e M},

1

& =27 (AN) 7 min{€”, i € V", m € M},

and €& = Ay, then MCNs (2.1) under the static event-triggered mechanism (3.21) and the
controller (2.12) can achieve practical fixed-time cluster synchronization. Moreover, the cluster
synchronization error ¢}'(t), i € V", m € M, converges to the region as follows in a fixed-time T;:

{tlgpf lle ONIV(@) < maX{ﬁl,ﬁz,ﬁz}},

where

f =pl/GR—&), [fi=@E/((1-0)&exp{(1 — )3T, /2))*1*),
a5 = /(1 - 0)&)" "), & = &exp{(1 — §)5T./2),

and Ty satisfies the following inequality:

< 2+ é2@(1 - p)TK + 2+ ésQ(q - 1)TK
— &o(l - p)k &o(g — Dk

In what follows, we present a result enabling the co-design of the dynamic event-triggered
parameters and the controller’s gain in a unified viewpoint.
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Theorem 3.3. Under Assumptions 2.1-2.3, given the positive constants ni, ng, 0, Ka, Ky, and 1?,, if the
positive scalars fAl, Vi, 94, Vs, 91, G, U1, and 1, exist such that

Q€ -9 =04 — 1)Ly —T >0, (3.25)
26 — 91 — by — Sk > 0, (3.26)
0, — 7 — Skaky > 0, (3.27)
(§(1 = kaks) = 20, — 1))z — T > 0, (3.28)

where

I=2F+,ARL)YARL) +4,'G,
then MCNs (2.1) can achieve practical fixed-time cluster synchronization with max{§’\,i € V", m €
M} < 31, min{&?, &5, € V", m € M} > 0, max{6,i € V",m € M} < 0, min{f?,0%,i € V", m € M} >

2063 30
0, max{07,i € V", m € M} < 0,9]", max{y,i € V", m € M} < 9, max{v/s,i € V", and m € M} < 29,.

il?

The theorem can be conducted from Theorem 3.1, thus we omit the proof here.
4. An illustrative example

In this section, we present a numerical example to validate the effectiveness of the proposed
theoretical results. The MCN model considered here captures the essential features of real-world
interconnected systems, such as smart grids and transportation networks, where multiple layers (e.g.,
communication layers or physical layers) interact through nonlinear couplings. The DoS attack
pattern is designed as a periodic on-off signal, which is a widely adopted model in the literature for its
simplicity in demonstrating theoretical validity. The attack parameters are chosen according to typical
assumptions in resilient control studies. Incorporating real-world attack traces or more sophisticated
stochastic models remains an important direction for future research. Consider a MCN with three
layers of nine nodes that are assigned into two clusters. Figure 1 shows the topological structure of
the MCN.

Figure 1. The topological structure of the MCN.
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The network parameters of the MCN are given as follows:

-1 1 1 -1 1 -1 0 0 0 1 -05-0502 0 —02
Al =|2-20 0 A2 —|-1 1 02 0 -02 AB =[05-05 0 0 0 0
=loo0o-11{> =]lo 0 0305-08]° =0 o 0o -10505]°
1 -12 -2 02-02-12 1 02 05-02-03 1 02 -12 ]
I C1 0202 2 5 o508 05 -1 0502 0 -02]
-1 0. -2 -1050. 5 -1 05 0. 0.
A =0 o -i , A?=|10271 1|, A®=|7T 05050 0o o0 |,
0 0 1 -1 1 -1 1
[ 02 -02 1 -1 -1 1 0505 -1 02 0 -0205 -1 05
-1 0 1 1 0 -1 1 -1 -05 05 1 -1. 0 0 0
1 -1 0 05051 05-05 0 05-050 0 0
AB =20 -2-10 1 A= 1 -1 o0 A2 -2 2 02-0.1-0.1
=1 0-1-22 0] =10 0o 1 -1 =10 0 1 -05-05]>
05-1050 -1 1 0 0 08 -0.8 0 0 -1 05 05
0505 -1 0505 -1 02 -02 12 -12 02-02 1 0 -1

and

Ai(x™) = (=0.6x" — tanh(1.8x7) + 0.08x%, —0.8x" — tanh(2.2x2) + 0.08x")" ;
H(x™) = (=0.4x" — tanh(2.5(x" - 3)) + 0.05x%, —1.0x% — tanh(2.8(x% + 3)) + 0.05x")" ;
gi(x™ = (02x", 02x0) ,ieV",m=1,273;
(™ = (0.1x", 0.1x) ,ieVim=1,23;

ri(+) = (0.01 sin(x}), 0.02 cos(x3))",i € V';

r7(-) = (0.02 tanh(x}), 0.05 sin(x2))", i € V;

r7(-) = (0.03 sin(x}), 0.05 cos(x3))" i € V°;

c?=c=01, P="=005 & =c7=008,

where x" = (x:’l‘,x’")T eR>, m=1,2,3, and n7"'0) =1,i € V", m = 1,2,3. The initial values of the
MCNss and the cluster leader s.(7), k = 1,2, are set as follows:

xl(o) = s x;(O):[zg], x;(O):[_‘z],
O =[], FO=[4], ©BO)=[2],
B[O =[%], O =[3]. x5O =[3],
X%(O):[:H, x§(0)_[2], xg(O):[_‘3],
qO)=[1], KO =[3]. xO)=[3],
50 =[], 50 =[3].

The attack intervals are set as U 5[/, [ + 0.1), then the average non attack rate = 0.9. Moreover, we
can select 6 = 0.01, ny = 0.1, ks = 0.01, n; = 0.1, k, = 0.01, and then k = 0.9899, and T, = 0.101.
To choose v{j = 0.2,i € V", m = 1,2,3; V,2_03 & =5,&87=08,¢&5 =08,07 =8,07 =1,
0% =1, 9:"—02 eV, m=123;v) =05& =45, f’"—07 ’”—07 0’”-12 0’“—12
053 =1.2,0 :0.2,ieV§”,m =1,2,3; p = 0.5,q =15,6=50= 05 and ¢ = 1, = 2. Itfollows
that £; = 6.5, &, =~ 0.88, &3 ~ 0.72, &5 = 2.5, min{ey, &2,&3} > 0, &1 — ¢(1 — k) = 6.4495 > 0, and
Sk — &5 = 2.4495 > 0, which verify that the conditions of Theorem 3.1 are all satisfied.

According to Theorem 3.1, the MCN under the controller and dynamic event-triggered mechanism
is a practical fixed-time cluster synchronization with

T, <225, oy ~0.025 [,~028, fi3~0.08, and maxi{i, .} = 0.28.
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The corresponding simulation results are shown in Figures 2-5. From Figures 2 and 3, we can
conclud that the nodes distributed in different layers in the same cluster are cluster synchronized. The
trajectories of cluster errors are

ey = \/Z;:I Zievqn(eT(t))T(ezr'n(t))’

and

&' = \/ > PIRCAOLCAO)

are described in Figure 4. Figure 5 shows the event-triggering instants of partial nodes in the MCN
under the DoS attacks. By comparing Figure 5 with the transient error dynamic in Figures 3 and 4, we
observe a clear correlation: Immediately after each DoS attack ends, the synchronization error spikes
due to communication interruptions, which, in turn, triggers a burst of event triggers as the nodes
attempt to compensate for the accumulated error. Figure 6 describes the trajectories of errors e'(z),
ieV" m=1,2,3 for the MCN without controllers.

(a)Trajectories of nodes in Layer 1
T T T T T

|
\‘ ) . ) ===y (t)
< 2 (‘ 5 9 5 R T R Y e R S A R R N P VUSSP N SR e VUSRNSSR TS e Lﬁl(t) |
———= (1)
— ) 1}11(73)
o ) —
SO
=
Tl .
| | | | | | | | |
0 2 4 6 8 10 12 14 16 18 20
time(seconds)

(b)Trajectories of nodes in Layer 2
T T T T

T
\ L . o L . |
) = - o . ‘ i Z%x(f) -
N
—_ 131(”
o W () |

8 -2 ‘* —
‘ | | | | | | | | |
0 2 4 6 8 10 12 14 16 18 20
time(seconds)
(c)Trajectories of nodes in Layer 3
T T T T T
........ g;il}l(f)
i S = (6) [
* o e ]‘%l(f)
T
I ols  ymes st . ae conssstogmerh eeed () |
- 0 ‘v.../,:' ........ 2 (0 [
S e
Tk 8
| | | | | | | | |
0 2 4 6 8 10 12 14 16 18 20

time(seconds)

Figure 2. Transient behaviors of x{(¢), i € V", m = 1,2, 3 for the MCN.
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wh(t), i

(a)Trajectories of nodes in Layer 1
T T T T T

1 1 1 1 1 1 1 1 1
0 2 4 6 8 10 12 14 16 18 20
time(seconds)

(b)Trajectories of nodes in Layer 2
T T T T T

2 4 6 8 10 12 14 16 18 20
time(seconds)

(c)Trajectories of nodes in Layer 3

T T T T T

":3""-..

~§: B s LR EICL LPPSrr I PP PP TP PR PP
3 asteennttan

1 1 1 1 1 1 1 1 1
0 2 4 6 8 10 12 14 16 18 20
time(seconds)

Figure 3. Transient behaviors of x/5(¢), i € V", m = 1,2, 3 for the MCN.

AIMS Mathematics

=1,2

e ()i

05 4

0 2 4 6 8 10 12 14 16 18 20
time(second)

Figure 4. Trajectories of cluster errors e°(r),i = 1, 2.
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(a) Node 1 layer 1 (cluster 1) (b) Node 3 layer 1 (cluster 2)

Triggering intervals
Triggering intervals

0 1 2 3 4 5 0 1 2 3 4 5
time(second) time(second)
(c) Node 2 layer 2 (cluster 1) (d) Node 5 layer 2 (cluster 2)

0.5

Triggering intervals
Triggering intervals

0 1 2 3 4 5 0 1 2 3 4 5
time(second) time(second)
(e) Node 2 layer 3 (cluster 1) (f) Node 5 layer 3 (cluster 2)

Triggering intervals
Triggering intervals
o
=

0 1 2 3 4 5 0 1 2 3 4 5
time(second) time(second)

Figure 5. Dynamic event-triggered release times.

"
T——

-
———

0 2 4 6 8 10 12 14 16 18 20
time(second)

Figure 6. Trajectories of errors €/'(¢), i € V", m = 1,2, 3 for the MCN without controllers.
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5. Conclusions

This paper investigates the practical fixed-time cluster synchronization control problem for
heterogeneous MCNs with nonlinear intra-layer and inter-layer couplings under DoS attacks. By
seamlessly integrating a distributed dynamic event-triggered mechanism and anti-DoS resilience
design, we address the core challenges of communication efficiency, structural complexity, and attack
robustness in MCN:s. Specifically, sufficient conditions for practical fixed-time cluster
synchronization through Lyapunov stability theory are established, ensuring that the synchronization
error converges to a bounded region within a fixed time, independent of the initial conditions. An
illustrative numerical example, combined with a comparative analysis against representative existing
algorithms, further validates the effectiveness and superiority of the proposed theoretical framework
and control schemes. Although the proposed method effectively solves the practical fixed-time cluster
synchronization problem of MCNs under DoS attacks, it has limitations, such as idealized DoS attack
models, network modeling that does not consider dynamic characteristics like time delays and
topological time-variation, and conservative control strategies. In the future, we will improve the
dynamic network modeling, explore more general attack models, and develop integrated defense
strategies that combine attack detection, isolation, and adaptive control to enhance the security and
robustness of MCNss in real-world engineering scenarios.
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