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Abstract: The research developed a resilient time-varying formation control strategy with prescribed-
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accurate tracking under these conditions. Neural networks function to predict unknown nonlinear
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1. Introduction

Multi-agent systems (MASs) have attracted much attention in the past few years and are expected to
have many applications in the fields of robotics, intelligent transportation systems, aerospace systems,
and autonomous vehicles. In a MAS, multiple agents interact and communicate with each other via
the underlying network to accomplish tasks such as reaching consensus, achieving formation control,
and cooperative tracking. The design of intelligent cyber-physical systems is a current popular and
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important research topic in modern control theory, and there is an urgent need for reliable and efficient
control strategies for MASs.

Advanced sensing and tracking technology is one of the key components in an intelligent control
system. In [1], Du et al. proposed an automatic tracking system for a microwave deicing device
applied to railway contact wire. In [2], Xu and Li proposed a predictor-based control for the system
with distributed input and output delay. In [3], Guo et al. introduced an online optimization method
based on Bayesian optimization for planetary rover navigation.

Cooperative motion and coordinated control have been studied extensively in the last few years.
The finite-time intermittent control strategy for formation-circumnavigation switching of multiple
omnidirectional intelligent navigator (ODIN) systems was proposed by Hu et al. in [4]. The worm-
inspired creeping gait strategy for wheeled mobile robots with variable wheelbase control was studied
by Qi et al. in [5]. Ma and Xu in [6] investigated the impact of intentional delays on consensus
performance for second-order MASs and proved that with appropriate delay design, the second-order
MASs can achieve better consensus performance.

In the field of control for nonlinear and uncertain systems, neural-network (NN)-based control
strategies have been explored in many works. For example, in [7], Xiong and Chen introduced
an RBFNN-based adaptive sliding mode controller for uncertain aerial vehicles. In [8], Zhou et al.
designed a hybrid neural network and physics-based estimator for the vehicle dynamics. In [9], Luan
et al. investigated a coordinated tracking control strategy for integrated wheel-end systems.

Formation control is a basic coordination problem in MASs. Recently, Chen et al. [10] proposed a
range-only distributed safety-critical formation control strategy using control barrier functions and
bearing estimators for safe rendezvous. Wang et al. [11] introduced an optimal event-triggered
neural learning control scheme for constrained pneumatic systems to achieve more excellent control
performance and energy saving. Liu et al. [12] proposed a formal multi-agent Q-learning model based
on the graph structure, which is beneficial to distributed learning in collaborative systems.

Neural-network-based synchronization and control for complex nonlinear systems were also
studied. Liu et al. proposed a noise-tolerant fuzzy-type zeroing neural network for robust
synchronization of chaotic systems [13]. Xiong et al. investigated a recurrent neural network-based
sliding mode controller for uncertain tilting quadrotor UAVs (unmanned aerial vehicles) [14]. Li et
al. investigated the distributed fault-tolerant formation control for UAV swarms with the prescribed
performance [15].

Recent advancements in robotics, particularly in motion planning for robotic systems and dynamic
system optimization, are delivering several successful results. Optimizing the performance of
intelligent autonomous systems is a key goal. Zhou et al. proposed a parallel model predictive path
integral control method for high-performance obstacle avoidance of a robotic manipulator in [16]. Xu
et al. summarized the transition-turbulence modeling for aerodynamic systems in [17]. Cao et al.
proposed a predefined sequential synchronization control method with an event-triggered strategy for
networked systems in [18].

The present paper focuses on the research of robust disturbance rejection and fault-tolerant control.
In addition to the above-mentioned works, in [19], Lu et al. further proposed fixed-time disturbance
rejection by means of the equivalent-input disturbance estimation method. In [20], Wang et al. focused
on event-triggered adaptive predefined-time attitude tracking control for spacecraft systems. In [21],
Kang et al. researched fault-tolerant control design for fuzzy stochastic systems with time-varying
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delays.

Aerospace and autonomous vehicles have developed rapidly in recent years. Many new adaptive
control methods have been proposed and applied in this field. In [22], Fu et al. proposed an adaptive
safety attitude control strategy for the hybrid vertical take-off and landing of a UAV under multiple
faults and uncertainties. Xu et al. proposed a reinforcement-learning-based steering control framework
for human—machine shared driving systems under emergency obstacle avoidance conditions [23]. Yang
et al. proposed a decentralized optimal fault-tolerant control for interconnected nonlinear systems using
dynamic high-gain strategies in [24].

In addition to automation control, intelligent sensing and assistive technologies have also become a
hot research direction in the field of cyber-physical systems. According to our literature search, Zhang
et al. [25] proposed a multi-sensor fusion-based intelligent auxiliary system for power wheelchairs.
Song et al. [26] investigated the velocity smoothing method for real-time curve interpolation in
automated manufacturing systems. Jian and Yin [27] made reinforcement learning-based cooperative
control strategies for multi-UAV systems in dense obstacle environments.

Research on the observer-based control of systems with the state variables being partially
measurable is also very active. In [28], distributed prescribed-time unknown input observers were
proposed for networked systems. In [29], prescribed-time observers were developed for descriptor
systems with unknown inputs. In [30], the observer-based adaptive fuzzy fractional backstepping
consensus control of uncertain multi-agent systems (MASs) with an event-triggered communication
strategy was investigated.

Observer design is only one part of the control field. Finite-time and fixed-time control have
also been popular research field. Yan et al. proposed the finite-time guaranteed cost control for
uncertain stochastic systems in [31]. Hou et al. proposed a data-driven sliding mode control method
for magnetorheological fluid clutch systems in [32].

Digital twin technology and the intelligent control method are developing rapidly in the era of
new intelligent technology, and the autonomous system is becoming more and more complicated.
Wang et al. proposed a digital-twin-driven integrated design framework for unmanned underwater
vehicles in [33]. Xing et al. studied multi-UAV trajectory planning based on improved multi-agent
reinforcement learning in [34]. Zheng et al. investigated hybrid nominal-robust control for hub motor
systems with performance constraints in [35].

Observer-based neural control has been widely adopted in many industrial applications. Research
on this topic was carried out by Yang et al. in [36], where an observer-based adaptive neural network
force tracking controller was proposed for the actuator-saturation nonlinear pneumatic polishing
system. Moreover, in [37], Yang et al. further extended fuzzy adaptive dynamic surface control to the
contact task with uncertainties. In addition, Gu et al. investigated the event-triggered communication
strategy with a large language model for UAV formation control in [38].

Apart from that, the study of intelligent perception and monitoring systems has been carried out in
all the engineering fields. Lu et al. [39] explored the obstacle detection technology for autonomous
electric locomotives in underground mines. Cheng et al. [40] proposed a new exponential-weighted
integral inequality and analyzed the stability of time-delay systems. Li et al. [41] also explored the
stability criteria for Takagi—Sugeno fuzzy systems with time-varying delays.

The papers on intelligent control systems in the fields of traffic safety and autonomous driving,
achieved great success. Hou et al. [42] proposed a deep transfer learning approach for traffic conflict
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prediction, Ding et al. [43] proposed a formation configuration screening method based on Poincaré
contraction mapping, and Fan et al. [44] gave the fixed-time synchronization criteria for fractional-
order fuzzy neural networks.

Although the MAS control field has made great progress in recent years, there are still many
unsettled problems. The majority of the current control algorithms depend on the assumption of full-
state measurement, and the impacts of cyber-attacks in complex distributed systems are not considered.
False data injection (FDI) attacks in complex networked systems may cause great instability and
performance degradation in control and coordination of multi-agent systems.

The main contributions of this paper are summarized as follows:

o A finite-time prescribed performance formation control framework is developed for second-order
nonlinear multi-agent systems with partial state measurements.

e A neural-network-based observer is designed to estimate unmeasured states and unknown
nonlinearities under FDI attacks.

e A resilient control law is constructed that guarantees prescribed performance and boundedness of
all closed-loop signals in finite time.

1) Section 2 introduces basic graph theory alongside prescribed performance control and finite-time
stability tools, as well as neural network principles, which form the basis of the proposed method.

2) Section 3 models the leader—follower MAS under FDI attacks by establishing dynamics,
vulnerabilities, and control objectives.

3) Section 4 develops an adaptive NN (neural network)-based observer and sliding mode control law
that provides finite-time performance and resilience.

4) In Section 5, the proposed framework is validated through simulations, which show robust and
attack-resilient formation control.

5) In Section 6, the conclusion demonstrates that the FDI-resilient formation control maintains its
stability and robustness.

2. Preliminaries

2.1. Graph theory

A directed graph G = {V, &} consists of two main components: V = {1,2,3,..., M} represents the
set of nodes (agents), and & C V X V represents the set of directed edges that show communication
links between agents. The presence of an edge (m, n) € & signifies that agent n possesses the ability to
transmit information to agent m.

The adjacency matrix of the graph is denoted by A = [e,,,] € RMM where e, = 1 if (m,n) € &
and e,,, = 0 otherwise. The set of neighbors of agent m is denoted by M,,. The degree matrix D is
defined as a diagonal matrix with entries d,, = Zﬁi | emn that give the in-degree of each node.

Define the normalized adjacency matrix A = [e,,] € RMM where e,, =
;mn , if in-degree d,, # 0, _ B
k=1 €mk The normalization degree matrix is denoted by O = diag(d,),
Cnns otherwise.
5 1, ifd, #0, : : : P . o
where d, = 0. ifd. =0 The Laplacian matrix associated with this normalized graph is given
’ 1 m = .
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as L =D — A. Assume 1,..., M function as intelligent units in the network. This designation is valid
. . . . 0, ifd, #0,
only if d,, = 0. Define a diagonal matrix C = diag(c,,), where c,, = L itd 0
, ifd, =0.

Remark 2.1. Agent m operates as a follower when it receives input from at least one neighboring agent
to satisfy ¥, &,, =1 and ¢, = 0. Agent m functions as a leader when it has no incoming edges
because nyzl e =0 and ¢, =1.

2.2. Prescribed performance control

Definition 2.1. A function p(z) is called a finite-time prescribed performance function (FTPPF) if it
satisfies the following properties:

1) p(t) >0, YVt > 0.

2) p(t) is continuous and continuously differentiable on [0, 7).

3) p(2) is strictly decreasing on [0, T;) and reaches a constant steady-state value in finite time, i.e.,
P(1) = Poo, Yt 2 Ty

A typical finite-time prescribed performance function is defined as in Eq (2.1).

t K

Poos t> T¢,

p(t) = 2.1)

This type of function defines a constraint boundary within which the system error must evolve. A
typical finite-time performance function (FTPF), as originally introduced in [38].

Remark 2.2. In this work, the false data injection (FDI) signal w,(t) is assumed to act on the local
actuation channel of agent m. The modeling decision represents an actuator-side spoofing or insider
attack, which causes the corrupted input to impact both the physical agent dynamics and the observer
running on the local system with equal effect. The FDI signal, which enters both systems, allows them
to cancel out each other in the observer error dynamics. FDI attacks on inter-agent communication
channels (e.g., relative position or velocity measurements) are not considered in this study and will be
investigated in future work.

2.3. Finite-time stability analysis for dynamical systems

The theoretical background on finite-time stability, together with several important lemmas, is given
as:

Definition 2.2. [37,38] The system is described by the state vector s

$() = ¢(t, ) + W, (1), s(0) = s, (2.2)

where ¢(t, s) represent a continuous nonlinear function. A false data injection (FDI) signal denoted by
w$ (?) 1s introduced by a malicious agent. The signal w! (#) represents a bounded false data injection
(FDI) attack vector that malicious agents create to enter the system dynamics as a matched disturbance.

Equation (2.2) is said to be semi-globally practically finite-time (SGPF) stable if there exists a finite
time 7 (so), such that ||s(?)|| < 6, t > 7, and ¢ is a prescribed positive constant.

AIMS Mathematics Volume 11, Issue 3, 6592-6621.



6597

Lemma 2.3. [39] Let ¢; and ¢, be positive constants, ¢; > 0, and 0 < ¢, < 1. The following
condition is satisfied for a smooth and positive definite function V(s):

V(s) + o1 V*(s) < 0.

The system demonstrates finite-time convergence through a duration that depends on its initial state s,
V(sp)!~#2

according to the system 7 (sg) < PSR

Lemma 2.4. For any a,b > 0 and p,q > 1 satisfying % + zlz = 1, young’s inequality holds: ab < % + %.

Assumption 2.1. The system keeps all agent states, observer states, and auxiliary error signals inside
a compact set ¥y € RY. Moreover, the unknown nonlinear functions r,,,(.) are continuous and locally
Lipschitz on W;.

Lemma 2.5. [40] Suppose 7y > 0,7, > 0,73 20,7 > 0,7 > 0, and p > 0. Then, the following
inequality holds:

s

T2 Tl ¥ TI+7)

T+ T2

p ™ TT1+72.

,T_TIIsz S T3,T_T1+T2 +

73(T1 + T2)

According to standard universal approximation results for neural networks on compact sets, the
approximation error is uniformly bounded on ¥;.

It is noted that Lyapunov inequalities of the form V < —kV + ¢ guarantee exponential convergence
to a compact residual set, which corresponds to practical finite-time stability, rather than exact finite-
time stability.

2.4. Neural networks

Neural networks demonstrate their strength through their capability to precisely approximate
nonlinear functions. The unknown nonlinear function is denoted by ¢(s) : R® — R. A neural
network can approximate this function as ¢(s) = S” &(s), where s € ¥, C R? is the input vector,
B=1Ip.p,-- ’Bq]T € R? denotes the adjustable weight vector, and &(s) = [g,(s), &,(5), ... ,§q(s)]T
is a vector of basis functions. The Gaussian function serves as a common basis function in the radial
basis function as g _(s) = exp (—W)

The mth neuron has a Gaussian distribution with center N,, = [Ny, Nyo, ..., Nyl and width
parameter c,, > 0.

Lemma 2.6. [41] Any continuous function ¢(s) defined on a compact set ¥y has a neural network
approximation ¢(s) = 8*7 * &(s) + £. The optimal weight vector is denoted by %, and ¢ represents the
minimum approximation error that results from this ideal configuration. The value { minimizes the
approximation deviation in the supremum norm, expressed as

g = argmin fsup o() - 7 e(s)]}.
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3. System modeling and control framework

3.1. Attack model

The adversary introduces the false data injection (FDI) signal at agent &, denoted by ¢, (¢), which

has the following conditions:
1, ifhesB,
W= (3.1)
0, ifh¢8B.

The adversarial input strategy in the Laplace domain is defined by ¢(¢) € R while 8 C {1,..., M}
represents the compromised agents. The agent’s state vectors R” expand the attack surface of the
system dynamics because they increase the dimensionality of the agent’s state vectors. The injected
signal affects the agent dynamics in the same manner as the nominal control input. The attack is locally
injected and does not corrupt inter-agent communication signals.

4. System problem definition and proposed control approach

4.1. Dynamics of the multi-agent system

A networked multi-agent system (MAS) comprises M agents operating under non-strict feedback
dynamics with unknown nonlinearities and partially unmeasurable states. The dynamics of the mth
follower are described as follows:

Sm,O = Sm1 t Tl (Em) ,
Sm,l =Tm2 (Em) + Uy + (,()Z(l‘), (41)
Wm = Sm0-

Here, s,,0 € R" denotes the initial value of the output state, and therefore w,,(f) € R" for all t > 0. The

. T .
state vector is defined as 5, = [SZ;O szn-l] € R?", where each state component satisfies s,,, € R" for

n = (1,2). The nonlinear mappings are unknown and capture the system’s dynamics r,,,,(s, ) € R". The
control input u,, is a design element of the distributed controller.

The FDI signal, which an adversary injects into the control channel, is denoted by w;, (). w, € R”
denotes the system output, where only the positional part of the state can be locally observed. This
formulation represents the system with partial state observability and uncertain nonlinear behavior.
The second-order nonlinear system represents the behavior of the leader.

{50,0 = 50,1, 42)

So1 = 100 (S0.05 S0.1)

where 5o € R” is the measurable position and r( (s, So.1) 1S @ smooth, predefined nonlinear function.
The analysis and control of the system assumes that the trajectory and its time derivatives are uniformly
bounded by known constants | sg"()) < §,, for n = (1,2). The transformation enables the conversion of

system (4.1) into an equivalent dynamic representation.

Smo0 = Sm1 + Tm,1 (Sm) +0Gm.1,
= 72 (8,,) + i + WL (0) + 6Gimas (4.3)

Wm = Sm,0»

.
B
|
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where §,, denotes the estimated state generated by the neural network observer defined in Eq (4.7). The

A A~ 7 17 " NN A
unknown function § = = [SZ;O S;]] e R?, 0Gm1 = Tm1(8,) = Tm1(3,): 0Gm2 = rm2(S,)—Tm2(8,)- 3,18
approximated by the estimate s, , which is derived through a neural network observer. The attack signal
w' (1) disrupts the estimated model, leading to trajectory deviation and reduced observer accuracy.

Assumption 4.1. The unknown nonlinear functions in Eqs (4.1) and (4.3) are locally Lipschitz
continuous on a compact set containing the closed-loop trajectories. Moreover, the neural network
approximation errors in Eq (4.8) are uniformly bounded. These assumptions guarantee the validity of
the Lyapunov-based stability analysis in Eqs (4.25) and (4.28).

The FDI attack is modeled as an additive disturbance on the actuator channel. With this
approximation, Eq (4.3) can be rewritten as:

2
Em =(A,® -Z-v)fm + Z(Cm,n ® rm,n(im))

n=1 (4.4)
+0Gm + (T ® (U + wy,)),

Wy = (NZ: ®1,)s,.

T
m,

as A, ®I, € RZVXZV’ where Ay = [_ym,l 1]5 Cm,l = [1]’ Cm,2 = [0:|, T, = [0], N, = |:1:|a

~Vm2 O 0 1 1 0
0 wf
6Gn, = Gin , Wl =M
6gm,2 a)g
The components of y,,, can be selected to ensure that the matrix A,, is strictly Hurwitz. There
exists a symmetric positive definite matrix R, satisfying

The definition of s, = [s, |, s, ,]" € R?", in the augmented state, maintains the same dimensions

A" Ry + RpAy = =S . (4.5)

S 1s a designer-specified symmetric positive definite matrix, selected to ensure the existence of a
unique positive definite solution R,, to the Lyapunov equation.

The FDI signal wyj, enters agent m through ,,, which modifies its behavior and may cause system
coordination problems.

Definition 4.1. The following condition needs to be satisfied to achieve finite-time prescribed
performance formation control for multi-agent systems (MASs).

5,8 = 5, = Lu(D)|| < 65, . =Ty (4.6)

T(p ’
Throughout this paper, || - || denotes the standard Euclidean norm, where 7 is a predetermined finite
convergence time, and [,, = [I”, 0 I’ 17 is the time-varying formation between the leader and the mth
follower. The function 6, defines the performance bound to be satisfied at time 7.

¢

Remark 4.1. MASs can achieve time-varying formation if the condition l'myo(t) = l,,1(?) is met. Also, to
maintain a stable formation, both the reference trajectory and its first two derivatives must be bounded
by a constant [,.
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Remark 4.2. Swarm coordination strategies use time-varying inter-agent spacing because formation
geometry changes through modifications of heading or tracking paths. The control system maintains
a dynamic formation configuration through the non-zero constant formation offset vector l,,. The
system reduces to a leader-follower tracking model when 1,, = 0 in Eq (4.6) because agents track
the leader’s trajectory. Time-varying formation control includes both formation maintenance and
consensus tracking as specific instances of its functionality. The formation tracking error can be defined
as:

bm,l(t) = Sm1 — So0,1 — lm,l(t)’

where b,,o(?) and b,, ;(¢) denote the tracking deviations in position and velocity, respectively, for the
desired time-varying formation offsets. The system achieves semi-global practical finite-time stability
because all tracking errors will reach a small area near the origin within a specific limited time period.

{bm,o(r) = S0 = 500 — Lo (D),

Objective of the control scheme: The control system achieves finite-time prescribed performance-
based time-varying formation for second-order MASs with unknown nonlinearities, Eqs (4.1) and
(4.2), and unobservable states. This is achieved through using an adaptive neural network observer
to estimate unmeasured states and compensating for unknown dynamics, as well as by developing
a control law that combines sliding mode control (SMC) with finite-time performance functions to
achieve convergence within a specified time frame.

4.2. State observation for nonlinear systems via neural networks

The estimation of unobservable states in systems with unknown nonlinearities requires the use of
neural network observers in the following manner:

§m70 = §m,1 + ?m,l (Sm) + Ym,1 (Wm - Wm) s
§m,1 = ?'m,Z (Sm) + Uy + w;(t) + Ym,2 (Wm - Wm) s (47)
W = Smo-

Equation (4.7) defines the dynamic evolution of the observer state estimate 3,9, which is necessary
for deriving the observer error dynamics in Eq (4.9).

The implementation does not use the unknown attack signal, which is represented by wy, (¢) because
it remains unmeasurable. The system employs an online neural network observer, which serves as a
protective mechanism to predict its operational behavior against FDI attacks.

The unknown nonlinear mapping 7, ,(-) from (4.3) is approximated by r,, ,(-) using a neural network,
denoted as:

A A~ T ”
rm,l (E;n) = ﬁm,lgm,l(ﬁm)’
A N AT N
Ym2 (Em) = ﬁmﬁzgm,l(ﬁm)-

Here, f3,., denotes the adjustable neural network weight vector associated with the basis function
Emn(8,). The neural network-based approximations produce errors that are given as follows:

(4.8)

{gm,l = rm,l(ﬁm) - f'm,l(gm)’

é/m,Z = rm,Z(ﬁm) - f.m,Z(Sm)
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The associated approximation error ¢, , adheres to the bound |§m,,, < lpun» Where £, is an unknown
positive constant. The reformulation of Eq (4.7) follows the same pattern as the derivation in Eq (4.4).

8, = (A, ®TL)3, + Y @ W) + (T ® (U + @y, (D)

2
+ D (Coun ® s,
n=1
— T A
Wn = (N, ®1,)8,,
where Y,, = [Vm.1, Ym2]” . The observation error vector is represented as

Sm = (ﬂm ® -Z—v)am

2
+ D (Coun ® (a(5,,) = Fnan(5,))) (4.9)
n=1

= (ﬂm ® IV)SI’I’I + §M'

T . . n n . .
En = [Sm,o Sm,l] , in which &, = w,, — W, and &,,; = $,1 — Sm1- The neural network estimation

T T
m,1 m,2

error is denoted by ¢, = [ ]T and satisfies the constraint ||(,,|| < ., where ,, is an unknown
but positive scalar.

It is assumed that the false data injection (FDI) attack enters both the plant and the observer through
the same matched channel, as the observer relies on corrupted measurements or communicated data.
Under this matched attack structure, the attack terms cancel in the observer error dynamics, yielding
Eq (4.9). The design of resilient observer-based control systems relies on these standard assumptions.
The FDI signal produces identical effects on both the plant and observer system under actuator-side
attack conditions described in Remark 2.2, which results in observer error dynamics Eq (4.9) becoming
zero; this phenomenon does not occur when communication channels are under attack. The system
stability remains ensured when the nominal error dynamics are asymptotically stable because the FDI

attack affects both the system and observer uniformly.

Theorem 4.3. The neural network observer defined in (4.7) operates under the condition that

ﬁm,n = Em,n [(8m,0Nn71-Y;1)8m,n(§m)] - a’m,nﬁm,n' (410)

The matrix Y, is a diagonal positive definite observer gain matrix and is therefore invertible. And
Enn = 20, > 0 and the adaptation gain a,,, satisfies @, > 3IIN;,Y,'|* for each agent m. The
state observation error &, and the NN parameter estimation error f3,,, remain uniformly ultimately
bounded. Furthermore, the observation error norm is constrained by ||E,,|| < E,,, where &,, denotes a
positive constant.

Proof. The stability analysis is based on a suitable Lyapunov function
M 1 &2
T T :*—1 ps.
D e Ra®TNEN+ 5 D > BlElBua (4.11)
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where B:,";n = Boun — ,an Let ,,, denote the ideal neural network weight vector that minimizes the
approximation error of the unknown nonlinear function r,,, over a compact set, as defined in Lemma
2.6.

The derivative of the function results in the expression shown in Eq (4.11) by using Eqgs (4.9) and
(4.10).

N =
M=

V= |E(AL R ® 1) + E],(RuAw ® 1,)E|
" M 2 .
Z EnRu® L) =) > BruEniBua
m=1 m=1 n=1

Ms

[~En(Sn® 108, + &Ry © 1)L,

3
I

MV

2

Z B m,n [(SmOan Yr;1 )8m,n(§m) - Brr]r:nQ’WlnB\mn]

n=1

—_

m=

|-E7(S i ® 1)E + E (R ® T,),

M:

=1

M M 2
1 T ~T % 2 P, 2
Z 20IE? +521n2[ N Y, B + nallBlP ~ Bl (4.12)

5

The neural network approximation error satisfies ||(;,|| < ,,, where Z,, > 0 is an unknown positive
scalar constant.
The simplified form emerges from applying Lemma (2.4) to the expression.

m

1 1 -
En (R ® 1)L < §||8m||12e + SR ® I, (4.13)

The reformulation of Eq (4.12) becomes possible through the combination of this expression with

Eq (4.13). )
. 1
UEDY [—87; (5(5,,, ~51,)® Iv) Enm

m=

+£1

(4.14)

I\JI'—‘ =

M
T T =-1
Z (am,n_ ”N Y ” )'—'mn(ﬁmn mnﬂmn)a
m=1 n=1
Brnall
m,n

where £, = 5 5,01 IRy ® TP &5, + 5 Zoli St @
Equation (4.14) is established as:

Tnin g7 (R, @ T)Ew|+ £,

—iiza’"” W Yo 7 2 B

2Y

[ 1S m=512)
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. LS =51 S .. .
In this context, yfn(in 2), yﬁ'gx, and y.x represent the minimum singular value of %(S m—39715), the

maximum singular value of R,,, and the maximum singular value of Z ! | respectively. In addition,

m,n’
1
5(Sm=51p) 1112
2 1
K, = : min 2<1m,,1—||NZYm ”
1 = MiNyj<u<p o p—

y =m,n
max 2Ymax

}. The theoretical analysis shows that the observation error

&, and the estimated neural network weight f3,,, are guaranteed to be uniformly ultimately bounded
(UUB) when the given condition is satisfied,

K, > 0. (4.15)

The boundedness result applies when the FDI attack impacts the local actuation channel, and the
observer receives the same information as the attack, which enables the observer to cancel the attack
in the estimation error system.

From Lyapunov stability analysis, all closed-loop signals are bounded and converge in finite time.
Therefore, the system trajectories remain inside a compact invariant set ¥;. This ensures the validity
of the neural network approximation on ¥;.

Remark 4.4. The term S,, — 51, is introduced to guarantee the strict negative definiteness of the
resulting matrix expression in the Lyapunov derivative. Specifically, S ,, is a symmetric positive definite
adaptive gain matrix. Subtracting 51, enforces S ,,, — 51, < 0 whenever the minimum eigenvalue S ,, is
upper-bounded by 5.

The design parameter 5 serves as a constant that maintains strict negative definiteness S, — 51, to
handle both bounded neural approximation and disturbance terms. O

4.3. Formulation of the control law

The MASs, represented by Eqs (4.1) and (4.2), achieve effective FTPPC through the observer design
in (4.7) and the adaptive learning law in (4.11). The first step involves establishing time-dependent
estimation errors:

{l;m,O(t) = 80 — 500 = lmo(), 4.16)

Dy (1) = 31 — So.1 = L1 (0).
It is assumed that the leader’s position sy is available to all follower agents through direct

communication or broadcast. The derivation of estimation error for time-varying MASs formation
control is concluded from Eq (4.16):

{bm,O(l) = S'\m,O - S'O,O - ir11,0(l)a
b1 (1) = 81 — S0.1 = 1 (D).
The estimation error for time-varying formation control of the MAS is defined as follows:

€ = E Amn (§m,r — by — 8+ ln,T)

neNy,
+ Cm (§m,‘r — Sor — lm,‘r)
= > G e = $) + € (B = 502) 4.17)
neNy,
£l (e + luz) + o (<)
neNy
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Here, N,, denotes the neighbor set of agent m, and a,,, are elements of the adjacency matrix associated
with the communication graph.
Equation (4.17) can be written as follows:

&=L+0)®71, (85, -1y ® s07) + Fiy.

T
_ - A _ A AT AT _
Here, hm,‘r - ZneNm Amn (_lm,r + ln‘r) + Cm(_lm,‘r)9 St - [Sl’.,- s S2,‘r L) SM,T] » h‘r -
T T
T e e 2 _ | 2T 2T ~T — T
[hl,T’hZ,T""’hM,T:I ,GT_ [GI,T’EZ,T""’eM,T:I ’ lM_ [17 1,""1] .

Assume that

F=L+C.

From this, it can be inferred that

=&+ T L) (MG, +1&),

. (4.18)

G =F &I, (u+ifs,) + wiy(t) + 3280 — 1 ® 502) + o,
where (¥ ® 7,) is a block matrix and (?1@”1) + y180) is a stacked vector. The Kronecker product acts
on a vector.

T T T
sy [T T AT — T T T _[er o7 T
7u() = [’"1,,1’ Fyps e os rM’n] , Yy, =diag [ym,yz’n, e ,yM’n] ,Ep = [8]’0,82’0, ... ’SM,O] ,

-
p= Ul ] @ = [ 0.050). O]
The sliding mode function o = y¢, + € is established as:

b= ’y@o + €. (419)

Here, y = diag(y1,v2,...,yYu) ® I, 1s a positive definite diagonal gain matrix with appropriate
dimensions. The matrix y € RP*” contains diagonal elements that match the dimensions of

A

the matrix & € RP, where, y = diag[y,,y2,....vul"s Ym = dia€[¥m1sYmzr--sYmyl’, & =

AT AT T . AT

AT a7 AT T . _
G105, O | sOm =010 3y s Omy = Ymw€nyo + €my.1-
The derivative of (4.19) is computed accordingly.

b= ’)/éo + él
=y(&+F oL, (M®) +1&))+h
+F R, - (1 + P28 + (1) + 280 — 1y ® 502).

The sliding surface is then bounded within a predefined region to meet performance goals. The
objective of FTPPC is to constrain the sliding error ,,(f) within a prescribed set, given as follows:

Py (1) < Tpy(1) < Py, (D). (4.20)

The system operates under —p,,,(#), a finite-time prescribed performance function according to
Definition 2.1.

t K
Ty
pOO, lZ qu.

p() =
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The sliding surface &, is normalized using a performance function ps,, (1, Which specifies the
modulation error and imposes limits within a defined region ¥y, .

Fmy(t) = —=—,
’ Gy (D)
A (R =
Wi, = Gy s Gy € (=1, 1)}, (4.21)

Since pg,, (7) is a performance bound generated by a prescribed-performance function, it is strictly
positive by design for all # > 0. The normalized error &,, undergoes transformation through a smooth
and strictly increasing function 7, ,

; 1+ 6y
T, (Gmy) = In | —22 ). (4.22)
’ 1 =Gy

The mapping defined in (4.22) contains essential properties that will be useful for subsequent
analysis. 75, (0) = 0,2 limgrm_y_m T&m’)_(é'm,y) = +o0, and lim&m’)ﬂ_)_l‘i}m‘y(o;'m’y) = —oo. The error
transfer function is defined as:

E&m,y((}m’y) = T&m,y (Ox-m’y)' (4.23)

Remark 4.5. The bounded nature of the error transfer function e&m’y((xfm,y) restricts the modulation
error &, to the limits specified in (4.21), so the sliding mode error &, stays within the performance
envelope described in (4.20). Differentiating (4.23) yields the normalized sliding mode dynamics,
expressed as:

. A A Py (D)
E&m,),(f) = Q&m,y(am,y, t) (O'm,y(t) - p;y o O'm,y(t)), (4.24)

2
167, °

The transformation gain s, (G, 1) =

where Qg (é—m,y, t) =

—2_

A2
170—»1,))

Po,,, (1) represents the finite-time performance function. The system operates under the performance
function 6(), which defines its target operation, while Q;, (.) represents the transformation gain that

emerges from the error mapping process.

results from the prescribed performance mapping and

A aTé—;)1,y(5-m,y) . l

in, G ) = g5 o7

po, ®)
— Am'y >0, t< T¢,

%&m,y(t) = Pomy )
0, 12Ty

Remark 4.6. The inherent decrease in the performance function pg,, (1), Gumy(t) ensures that the
variable in question converges into the following set after a finite time T 4, thereby satisfying the control
performance criteria.

Wo,, = (Funp(D) € Z 2 1yl < 6, 12 Ty).

myq
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Theorem 4.7. The nonlinear MAS dynamics in Eqs (4.1) and (4.2) are assumed to satisfy the standard
continuity and boundedness assumptions. The proposed adaptive controller Eq (4.29), together with
the NN update law Eq (4.10), is then implemented. If the parameters are chosen such that Egs (4.15)
and (4.32) hold, and the initial transformed sliding error satisfies the condition |0,,(0)| < ps, (0),
then the system would achieve its performance boundaries after a predetermined time period befbre it
maintained a tiny residual set.

Under the proposed adaptive controller and neural network update laws, all closed-loop signals
are semi-globally practically finite-time stable, and the formation tracking errors evolve within the
prescribed performance bounds in finite time.

Proof. The stability analysis requires defining €, = €. A suitable Lyapunov function is constructed
accordingly:

1
(Vz = EETE

The differentiation of V; results in a system dynamics expression from Eqs (4.18) and (4.24), and

Q is a diagonal matrix defined as, for Q = diag{Q;, ,,...,Q,, }, Qs () = 1—&% o Then

: . Dot
(Vz = E(rg = _TQ (é’ + P ( ;&m,y(t))
=€ Qly(6+F oL, (M +1&)) (4.25)
A . P, (@)
+FQ® Iv . (,U + I’z(g) + y280 + (,t)m(l) - lM ® So,z) + hz + mO’m,y(I)].

The overall system behavior becomes clearer after substituting Eq (4.8) into Eq (4.25).
(Vz = ETQ[)/(él +F ® IV . (3((81(5) + y180))

+F L, (u+ By £23) + 280 + Wi (D) = 1y ® 502) (4.26)
'O-I)‘l y l
+ Ty + l)—‘()é'm,y(l)]-
Loy (D)
While Bﬂrf = [BrwPons s Bunl”s n() = [S‘fn’g’;n’ o ’871‘;’”]’/'. The following condition is satisfied

according to Lemma 2.5:

T e () < S PP O80) |
- 4xn

Using the Cauchy-Schwarz inequality, the following bound holds: sTﬁgsn(f) < |lel| IIB,,H [l ()]
Applying Young’s inequality, we further obtain sTﬁIsn(ﬁ) < %Ilsll2 + %Ilﬁnllzllsn(ﬁ)llz, where y,
represents an adaptive tuning parameter.

Incorporating Eq (4.27) into Eq (4.26) produces a simplified expression:

(Vz SETQ[Y(@l +T®Iv'y180)

Xn- (4.27)

po’mv(t)
Iv . 8 ¢ 1) — 1 h - Am
+F ®T, - (u+y260 + wp(t) — 1y ® 502) + 7z + p(rm,y(t)g 2 (4.28)
T BT BT (Ne(3) €7 BT BT (3)en (3
4)(1 4X2
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The control input is then designed as follows:

ygﬁ‘( Piel ®e1(®) Bl Bre] Bex®)
4 4x2 (4.29)
~F @I, (ln+ Ro +yé +0€) — (yy1 + y2)E0 + Ly ® 502 — wi(0).

p=-

Under Assumption 4.1, the nonlinear functions and neural network approximation errors are
bounded, which allows the Lyapunov function derivatives in Eqs (4.25)—(4.28) to be properly bounded.

Remark 4.8. The term ['(t) represents an unknown matched FDI attack signal. It is introduced
for robustness analysis purposes only. The proposed controller does not require explicit knowledge of
Wi (1), the system; it achieves stability through its observer dynamics and sliding-mode structure, which
makes it possible to operate without requiring additional compensation. The control law functions
properly for deployment in operational systems that exist in reality.

With o denoting a design gain, by incorporating Eq (4.29) into Eq (4.28), we have
V) <" Qoe+Q-F I, (x1 +x2) (4.30)

The term wj, () in control design represents false data injection (FDI) signals, which model
adversarial disturbances that affect measurements or communications. Such attacks that modify
observed data can lead to performance deterioration and destabilization of multi-agent systems. The
inclusion of w{ (#) in the control input enables the development of adaptive strategies that enhance
system resilience against these disturbances.

The minimum eigenvalue of the matrix Qo is denoted as yQQ

min*

—€" Qoe < 2 e (4.31)

min— =

The result from Eq (4.31) is used to modify the form of Eq (4.30) as follows:

WV, < —yﬁfne(re+9~7“®fv~(x1 + Xx2)
=-2Y2V, + Q- F L, (x1 +x2)

min

= —Kz(Vz + 52.

Therefore, the closed-loop system is semi-globally practically finite-time stable, and the tracking errors
converge to a bounded residual set whose size can be made arbitrarily small by appropriate parameter
selection.
We have, K, = 27’2?[1 and 6, = Q-F ® 7, (v + x2). Then, we have
K D2
0< YV, <VL,0)b™ ™ + —.
K
The conclusion is that if & = 0, then the associated modulation error € = 0. Consequently, we have
lim, 7, & — 0y and & = 0y when 1 > 7. The sliding surface &~ = 0 condition leads to the following
result:
o= ’}/é() + € = Opsxg.
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The error dynamics can be derived from this relation as follows:
é() = —’yé().

To analyze stability, consider a Lyapunov candidate function,

L7,
(V3 = 563-60.

Taking the time derivative yields
V3= —y&) & < -2yV5 + {3,

where ¢, > 0 accounts for bounded perturbations or uncertainties. The analysis shows that both the
sliding surface error 6 and the delayed estimation error €, are semi-globally practically finite-time
(SGPF) stable under the condition of

v >0, (4.32)

where v is a diagonal positive definite matrix with strictly positive eigenvalues. O

Remark 4.9. Parameter selection guidelines: The learning gain y in the NN weight update law
controls the speed of nonlinear function approximation. In general, moderate values of 'y are sufficient
to ensure fast learning without inducing excessive oscillations in the estimation error. The control gain
X determines the convergence rate of the finite-time prescribed performance controller; larger values
vield faster convergence and stronger disturbance rejection at the cost of increased control effort.
Importantly, the theoretical stability conditions guarantee robustness for a wide range of gain values,
indicating that the proposed framework does not require precise parameter tuning.

Remark 4.10. The FTC schemes described in Lemma (2.3) differ from the Lyapunov function structure
used in this study because it has a more direct structure and reduced analytical conservatism.
This approach eliminates potential ambiguity in the stability proof and simplifies the control design
procedure, thereby enhancing the theoretical clarity and practical applicability of the proposed
method.

5. Simulation of integrated digital and analog systems

The simulation section evaluates the proposed method’s performance in facing an adversarial
situation. It examines non-strict feedback second-order MASs with unmeasured states and unknown
nonlinearities under false data injection (FDI) attacks that affect a portion of agents. The designed
controller enables the system to achieve finite-time convergence of all error signals within specified
performance bounds, even in the presence of attacks. The method proves its ability to maintain resilient
time-varying formation control through this example.

The example demonstrates a nine-agent MAS with follower agent initial states defined as follows:

= Sp1 t rm,l(sm)7

m=1,2,...,7.
= rm,Z(Sm) + Uy + (1)31(1‘),

——
Y e
& F
— [e=]
I |
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smo 18 the position state, s,,; 1s the velocity state, u,, is the control input, w! (?) is the FDI (false data
injection) attack term acting as an additive disturbance on the velocity dynamics, and the nonlinear
functions are given as:

Tm1(Sm) = 0.3 cos(s,,.1) + 0.9 cos(s,,0),

Tm2(Sm) = =Smo + 0.6 sIn(sy0) — 0.3 cOS(Sp.1),

where agents 1 and 2 are the leaders, and the initial positions s, o and velocities s,,; of the agents are

510(0) =0, $0(0) =-2.3, s530(0) =2.1, 540(0) =-1.5,
550(0) = 1.8, 560(0) = =245, 570(0) = 095, s550(0) = —1.1, s500(0) = 2.6.

The estimated position §,,( and estimated velocities §,,; are set to zero:§,,0(0) = §,,1(0) = 0.
The leader agent’s reference signal is ro(f) = —4 sin(?).
The formation functions for each agent m are

Lo(7) = 0.5 cos(1.21 + g(m ~2)), () = —0.6sin(1.21 + g(m ~2).

These represent the desired time-varying relative positions and velocities between the leader and
followers, where the leader’s offset /; o = O and /; ; = 0.

The FDI attack signal w,(¢) is injected into selected follower agents during the time interval ¢ €
[5s, 10s].

The attack magnitude follows a sinusoidal pattern: w,(f) = 0.5 sin(2¢). Outside this time window,
w4 (1) = 0. The 7-agent leader—follower system under consideration has its directed communication
topology described by the following adjacency matrix.

0.5

X
I

0
0
0
0
0
.55
0

0 0.
0 0 06 0 0 O
0 _

The finite-time prescribed performance function (FTPF) can be expressed as:

7
1-
d Ty—t
95'»1,):(0 — (9@-%}0 — 7_.¢) b ¢ + 9&’"’-"T¢ , L€ [O, T¢),
&’”»Y'Td, s 1t e [T¢, OO)
The finite-time prescribed performance parameters are selected as 65, = 8,65, = 1,and 74 =
- e

20, determined empirically from the MAS initial state configuration.

The sliding mode parameters are set to vy, = 5, x1 = x» = 10, and o =
diag(1.5,1.5,1.5,1.5,1.5,1.5,1.5), with y,,; = 1, yuo = 50, Z,,, = Lex1, @m1 = 2.8, apr = 1.8,
B = 0¢x1, and N, = [-24, —16, -8, 0, 8, 16, 24]. The neural network weights are initialized to zero, with
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predefined hidden-layer centers and an RBF base width of ¢ = 0.02. Numerical experiments indicate
that moderate variations in 7y and y do not significantly affect stability or prescribed performance,
demonstrating robustness with respect to parameter selection. These settings yield the simulation
results discussed below.

The simulation results presented in Figures 1-15 show the performance of the proposed control
strategy. Figure 1 shows the position tracking error b,, () for all agents, where all trajectories
converge within a finite time, verifying positional convergence. The velocity tracking error b, ()
in Figure 2 shows both transient behavior and final stabilization for each agent. The 3D trajectories
of the leader and followers in (x,y, ) are shown in Figure 3 to confirm coordinated group motion.
The neural network observer demonstrates its ability to accurately approximate nonlinearities through
the presentation of estimation errors ¢, and £, in Figure 4. The tracking precision and formation
maintenance are shown in Figure 5 through the overlay of leader and follower positions, while Figure
6 shows the temporal evolution of spatial formation shape.

Position Tracking Error per Agent vs. Time

Follower 1
Follower 21
Follower 3
Follower 4
Follower 5 |
Follower 6

g o
o )

Position Tracking Error bm O(t)
o
=~

0.2r

Time t (s)

Figure 1. Position tracking error b, o(¢) for all agents showing convergence rates.

Velocity Tracking Error per Agent vs. Time.

e Sl 1 ‘
s Sl 2 |-
s Pl 3

Q.01

0.005 |1 -1

Aganl 5
Aganl §

hm.1 (t)
=]

—0.005

=005
u

Time (s)

Figure 2. The velocity tracking error b, (¢) for each agent showing dynamic response and
steady-state performance.
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3D Trajectories of Leader & Followers

Leader
Follower 1
Follower 2
Follower 3
Follower 4
Follower 5
Follower 6

Time (s)

x(t) [m]

y(t) m]

Figure 3. 3D trajectories of leader and followers in x, y, t, illustrating coordinated motion in
space.

Estimation errors for M 1(4)

14r
Agent 1
131 Agent 2
= Agent 3
=12 .
E w/ . U Agent 4 Li
1.1 PV ,\%\E @, < > Agent 5 s
Agent 6
4 i i i
0 5 10 15

Time (s)
Estimation errors for M )

2
—_—] Agent 1 L
-0.2 N Agent 2 \
= Agent 3
N _04F § f: 5\ ; >/_‘< L
E > ——— Agent 4

Agent 5

Agent 6

5 10 15
Time (s)

Figure 4. A comparison of estimation errors {,,; and ¢, ; for all agents across time.

Leader vs. Individual Follower Positions

Leader

Follower 1
Follower 2
Follower 3
Follower 4
Follower 5
Follower 6

Y Position (m)

X Position (m)

Figure 5. Leader and follower trajectories showing tracking accuracy and formation
maintenance.
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Formation Shape Evolution Over Time

® 00 00
U
o
o
o

@

Z Position (m)

X Position (m) Y Position (m)

Figure 6. A visualization of how agents develop their spatial coordination abilities
throughout time.

The control input magnitudes ||, (?)|| are shown in Figure 7 to display the distribution of control
effort among agents. The convergence behavior under different prescribed times T is shown in Figure
8 to demonstrate how the convergence speed depends on the chosen performance bounds.

Figure 9 presents a 3D surface of tracking error magnitudes |b,,(7)|, across agents and time, showing
error trends globally. Figure 10 demonstrates the adaptive process of NN weights j3,,,(f), showing
weight convergence. Figure 11 illustrates injected FDI attack signals w¢ (¢), identifying attack intervals.
Figure 12 demonstrates the FDI effects through a root mean square (RMS) tracking error comparison
between pre-attack and post-attack periods to show performance degradation.

Control Input Magnitude per Follower vs. Time.

091

0.8

0.7

061

ltn,_(Ol

051

0.4r

Follower 1
Follower 2
Follower 3
Follower 4
Follower 5
Follower 6

031

021

0.1

Time (s)

Figure 7. A representation of how much the input magnitude ||, (?)|| changes between
followers.
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Effect of Different T¢ Values on Convergence Speed
500

-500 w

-1000 -

()

o ~1500f
<=3
-2000 :
—T,=15s
-25000 __ T -20s
o
—T,=30s
30000 1 _s0s
o
-3500 : :
0 1 2 4 5 6

3
Time t (s)

Figure 8. The graph shows how different 7, values affect the convergence speed by
comparing trajectories with different prescribed times.

3D Surface of Error Magnitude

b, ol (Error Magnitude)

10 0 Time
Agent Index

Figure 9. The visualization shows a 3D representation of |b,, o(#)|, which displays error trends
over time and agents.

NN Weight Convergence per Neuron vs. Time

"w.ﬂmw‘nl“l-‘-m’“ﬂl"hvww*"vl""““**~ :
o A."f \N‘Q’““'MW"‘W;N‘&w""‘l‘ Newron 1

5 10 15
Time t (s)

Figure 10. The graph shows how adaptive NN weights /3, ,(f) evolve during the convergence
process.
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FDI Attack Magnitude on Each Follower

o2 @1

0.081

0.06
0
Time (s)

Figure 11. The adversarial input signals w, (¢) represent attack intervals.

Attack Impact per Agent — RMS Error Before/After FDI
0.05 : : : ‘ : ;

0.045

I Before Attack
0.04} I After Attack

5 0.085)

i

= 0.03f

£

S 0.025

o

=

o 002

=

o

0.015|

0.01F

0.005

Follower Agent

Figure 12. The bar graph shows how the RMS error changes for each agent, demonstrating
the impact of FDI.

Figure 13 displays a 3D surface of NN weight adaptation |3,| to show how neurons adapt
their weights. Figure 14 demonstrates the normalized sliding error &(¢), which reaches the
prescribed bounds to prove finite-time stability. Unlike conventional sliding mode controllers that
ensure robustness but do not regulate transient behavior, the proposed prescribed performance-based
controller enforces predefined error bounds throughout the entire transient response. This results
in improved convergence speed and overshoot suppression, which justifies the high-performance
characterization even in the absence of explicit baseline comparisons. The directed network
communication topology is presented in Figure 15 to show the interaction structure between agents.
The FDI attack signal w(¢) in Figure 16 is modeled as a bounded additive disturbance. The system used
sinusoidal attacks to create stealthy FDI scenarios, while it applied step-type persistent bias attacks and
bounded stochastic noise attacks to generate random FDI scenarios.
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3D NN Weight Adaptation Over Time

INbeta®_m(t)]]

Time t (s) Neuron Index

Figure 13. A display of NN weight adaptation affects |3,,| variation across neurons and time
points on the surface.

Normalized Sliding Error vs. Time

gl 1
— fganl 2
e il 3 [
e fanl 4
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Figure 14. The normalized sliding error &(f) converges as time progresses.

Figure 15. Network communication topology.
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Nominal Control Signal
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Figure 16. Attack signals.

Comparative simulation study: A comparative simulation table, Table 1 demonstrates the
effectiveness of the proposed finite-time prescribed performance formation control. The proposed
method achieves faster convergence of formation errors to their predefined bounds in finite time
compared to the benchmark finite-time controller, which lacks prescribed performance and a neural-
network observer. The benchmark system demonstrates slower error convergence and bigger
overshoots and performance breakdowns than the proposed method. The neural-network observer
provides better control input stability because it works well against system nonlinearities and FDI
attacks. The research data shows that system convergence speed improves and system accuracy
enhances when using prescribed performance control with a neural-network observer, while the system
becomes more resistant to external disturbances.

Table 1. Comparative performance of formation control methods.

Method Convergence speed Max formation error Prescribed performance FDI robustness
Proposed method Fast (< T}) Small Satisfied Strong
Benchmark method ~ Slow (> T) Large Violated Weak

6. Conclusions

The research investigates finite-time prescribed performance time-varying formation control for
non-strict feedback second-order multi-agent systems (MASs) with unmeasured states and unknown
nonlinearities and FDI attacks. It is emphasized that the proposed framework follows a passive,
detection-free resilience strategy, in which robustness against FDI attacks is ensured by design rather
than through explicit attack detection mechanisms. The paper used neural networks to learn unknown
nonlinear dynamics while designing neural network-based state observers to reconstruct unmeasured
states from limited leader information. The adaptive NN output feedback control scheme used
constrained sliding mode surface regions and matrix equality and inequality formulations to address
Laplacian asymmetry and FDI-induced disturbances. The proposed method achieves practical finite-
time stability with prescribed performance guarantees of the closed-loop system through Lyapunov-
based stability analysis, which ensures formation errors reach their prescribed performance bound
despite FDI attack. The simulation results confirmed the practicality and robustness of the strategy,
which demonstrates its ability to maintain reliable formation control under nonlinearities, incomplete
measurements, and malicious data injection, thus making it suitable for real-world MAS applications.
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