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1. Introduction

The Rivest—Shamir—Adleman (RSA) cryptosystem, introduced in 1978 by Rivest et al. [1], remains
one of the most widely used public-key mechanisms for securing digital communication. Its security
relies on the computational difficulty of factoring a large composite modulus N = pg, where p and
q are distinct primes, as discussed by Crandall and Pomerance [2]. Although factoring a general
RSA modulus is hard with current algorithms, numerous studies have shown that RSA can become
vulnerable when its prime factors follow special algebraic structures or when partial information about
the secret key is exposed.

Early works by Pollard [3] and Lenstra [4] demonstrated that primes with particular structural
properties could be exploited to accelerate factorization. Coppersmith [5] further showed that partial
knowledge of prime bits, especially least significant bits (LSBs), can significantly weaken RSA.
Building on this line of research, Ghafar et al. [6, 7] proposed attacks on RSA moduli generated from
base-power expressions, while Ruzai et al. [8] analyzed multiple sign configurations of near-square
primes and demonstrated their susceptibility to structural weaknesses.

Another significant source of RSA vulnerability arises from partial key exposure attacks, where
the adversary obtains only a portion of the private exponent d or partial information about the primes.
Foundational works such as Rivest and Shamir [9], Coppersmith [10], Hermann and May [11],
Heninger and Shacham [12], and Blomer and May [13] developed influential methods for recovering
RSA keys from partial information. Subsequent advances extended these attacks to larger key sizes
and more general leakage models, including full-size exponent scenarios, as shown by Ernst
et al. [14] and Patsakis [15]. More recent theoretical studies by Takayasu and Kunihiro [16], Suzuki
et al. [17], and Feng et al. [18] demonstrate that recovering RSA private keys from limited
information remains an active research area, although its effectiveness typically decreases when only
a small number of bits are leaked.

Motivated by these findings, this paper extends the study of LSB-based weaknesses in RSA by
analyzing three additional near-square prime structures that are not addressed in previous work. We
show that when the perturbation terms r, and r, corresponding to known LSBs of the primes are
sufficiently small, the modulus N can be factored in polynomial time across all three sign
configurations. Our results broaden the class of RSA moduli that are vulnerable under partial key
exposure and underscore the importance of robust, structure-resistant prime generation in RSA
implementations.

The novelty of this work arises from several aspects. First, we show that recovery of the RSA prime
factors is still possible when only a very small number of LSBs are known and fewer than required
in previous LSB-based approaches proposed by Ghafar et al. [6, 7] and Ruzai et al. [8]. Second,
unlike MSB or Coppersmith-type attacks, our method does not depend on reconstructing polynomial
equations or using lattice reduction, and therefore remains purely deterministic. In this work, we
consider RSA primes constructed from near-square base-power expressions. Specifically, the primes
take the form

p=d"tr, gq=b"+tr,

where a,b € Z*, m > 2 is an even integer, and r,, r, are small integers corresponding to the known
LSBs of p and ¢, respectively. Third, we obtain deviation bounds that handle all mixed-sign
perturbation structures of the form a”'r, and b™r,, completing the study of near-square RSA primes
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and demonstrating new structural weaknesses not covered in earlier works.

Although near-square prime structures have been previously studied in the plus-plus case (a” +
r)(b™ + ry), the remaining sign patterns have not been fully analyzed. Here, the expression (a™ +
r)(b"™ + ry) represents an RSA modulus N = pg, where

p=d"+r, and g=b"+r,

after primality testing. Each sign configuration produces a distinct deviation behavior around VN
and therefore leads to different recovery bounds. In particular, the minus-minus case reduces both
base values simultaneously, while the mixed-sign cases shift the modulus asymmetrically, resulting in
different dominant terms in the deviation expression. By analyzing all three unexplored configurations,
our work completes the study of near-square RSA primes constructed from small perturbations and
reveals that all such structures, regardless of sign, remain vulnerable under partial LSB leakage.

2. Preliminaries

In this section, we will revisit some key findings that will be useful for our proposed attack. These
insights come from Ghafar et al. [6,7]. Ghafar et al. [7] demonstrated that a prime number of the form

p=(a"+ry),

where m > 2 is even and r is a small value, can be closely approximated by a> with only a small error
term. This leads us to the following result.

Lemma 1. Let a,r € Z* and m > 2 be an even number. If
Var +r=da"? +¢,

then
,

2am/2°

Proof. Refer to Lemma 1 of Ghafar et al. [7]. O

e<

Suppose that the RSA modulus is constructed from primes generated from expressions of the form

p=(@ +ry) and g= (0" +ry).

Ghafar et al. [7] established upper and lower bounds for the difference between VN and (ab)?.
Lemma 2. Let a,b € Z* and m > 2 be an even number such that
a<b<(d"+1)".

Suppose
N = (@" + r)(0" +ry),
where
re<ry < N7,
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If
re < 2a)"* and ry < (2b)™?,
then - "
(rer)!? < N2 = (@h)"? < -+ 227 r 4 1.
Proof. Refer to Lemma 2 of Ghafar et al. [7]. O

This inequality provides a bounded search interval for (ab)?, which is essential for the recovery of
the prime factors. To formalize the conditions under which side-channel or partial-information attacks
can be exploited, Ghafar et al. [7] introduced precise definitions for the LSBs of primes and for what
constitutes a “sufficiently small” perturbation.

Definition 1. (Ghafar et al. [7]) Let k be a positive integer. We say that the k LSBs of a prime p are
available when there exists a small integer r,, such that

p=r, (mod?2Y, 0<r <25

Definition 2. (Ghafar et al. [7]) A value is said to be sufficiently small if it is smaller than the largest
feasible value that can be searched exhaustively using current computational capabilities. Following
the NIST recommendation for the 112-bit security level, any value below 2''* can be considered
sufficiently small.

Theorem 1. (Ghafar et al. [7]) Let a,b € Z* and m > 2 be an even number such that

1
a<b<Qd"+1)m.
Suppose
N =pg=(a" +r)®" +ry)
is a valid RSA modulus. Let

re=p (mod?2"), r,=q (mod2"),

where

n m
2 2

re<2a2 and r,<2b

such that
max{ry,r,} < 2k,

If
21 (2% + 1)

is a sufficiently small value as defined in Definition 2, and k many LSBs of p and g are known, then N
can be factored in polynomial time.

Proof. Refer to Theorem 1 of Ghafar et al. [7]. O

The preliminaries above establish the necessary conditions for constructing and analyzing our LSB-
based attacks. We now proceed to describe the proposed attacks in detail.
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3. Proposed cases for structured RSA moduli

In this section, we consider RSA moduli whose prime factors are constructed from near-square
base-power expressions of the form

p=d"tr, gqg=b"+tr,

where the perturbation terms r, and r, represent the known LSBs of p and g. These expressions
describe the candidate values from which the primes are obtained after primality testing as we do not
assume that a™ + r, and b™ + r, are themselves prime. The parameters satisfy the following conditions:

e a, b are positive integers satisfying

a<b<?2a,

to ensure that p and g remain close.

e m > 2 is an even integer.

e r, and r, are small positive integers representing the known LSBs of p and ¢q. In practice, these
values satisfy

m/2

r. <a"? and r, < b">.

Throughout this work, the exponent m is treated as a fixed small constant (e.g., m = 2,4, 6) and does
not scale with the RSA modulus size N. Under these conditions, the RSA modulus takes the general
form

N =pg=(@a" +r)0" +ry).
Therefore, we consider the following three sign configurations:

o Case L N = (@" — r,)(0" = 1y);
o CaseIl. N = (" + r))(0" — 1y);
e CaseIIL. N = (a" — r,)(b" + 1y).

Although Cases II and III share a mixed-sign structure, they are not interchangeable. In Case II, the
positive perturbation is applied to the smaller base value a™, whereas in Case 111, it is applied to the
larger base value b™. This asymmetry produces different dominant terms in the deviation expression

A = VN — (ab)™?

leading to distinct upper and lower bounds for each case. Consequently, the corresponding search
intervals and recovery conditions differ, and all three configurations must be analyzed separately to
complete the study of near-square RSA primes generated from perturbed base-power expressions.
These structures represent small perturbations from the base powers @” and b™. For each case, we
obtain the bounds of VN — (ab)™?, which determine the search interval required to recover the
unknown base values of " and b”. We then show that when r, and r, are sufficiently small and
correspond to only a few leaked LSBs, then the modulus N can be factored in polynomial time.

AIMS Mathematics Volume 11, Issue 2, 4902-4934.
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3.1. Casel. N = pq = (a" —r)(b" —ry)

Case I examines RSA moduli in which both prime factors are formed by negative perturbations
from their base-power values. Under the general assumptions stated at the beginning of this section,
the modulus takes the form

N = pq = (am - rx)(bm - ry)-

In this configuration, both perturbation terms r, and r, reduce the base values a™ and b™, respectively.
Using Lemma 1, we obtain bounds on the deviation

(ab)"* — VN,

which provide a narrow and efficiently searchable interval for recovering the unknown base values a”
and b™. We then prove that when the leaked LSBs r, and r, are sufficiently small, the modulus N can
be factored in polynomial time.

Lemma 3. Suppose a,b € Z* and m > 2 is an even integer with
a<b<2a.
Assume further that
ry < (a)2 and r,<(2b)2.
If we set N = pq, then
r m
iy < (ab)"* = VN < S +28 nL.

Remark 1. We emphasize that the derivation of this bound does not rely on estimating or
approximating the value of ab in advance. Although one could obtain a simplified inequality by
assuming an approximation of the form

ab~ VN

or by treating ab as known, such an assumption is incompatible with our attack model, since the
purpose of the bound is to recover the hidden quantities a" and b™ without any prior knowledge of
ab. For this reason, the proof proceeds without using any heuristic approximation of ab, ensuring full
generality and avoiding circular reasoning.

Proof. Expanding the modulus, we obtain
N = (@" = r)®" = ry) = (ab)" —a"ry = b"r, + r,ry.
Define the deviation
X = (ab)"” - VN.

Since
N < (ab)™,

we have X > 0. From
VN = (aby™?* - X,

it follows that s
N = ((ab)m/2 - X) = (ab)" - 2(ab)y™*X + X2.
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Equating the two expressions for N and canceling (ab)™, we get
2(ab)"*X - X? = a’ry +b"r, = ryry.

Lower bound. From (1),
2(ab)"?X > a’ry +b"r, = ryry.

By the arithmetic mean-geometric mean inequality,

amry + bmrx > 2 1’(amry)(bmrx) = 2(ab)m/2 A /rxry‘

2(ab)y"*X > 2ab)"* \Jriry — rry.
Dividing both sides by 2(ab)™? yields

Hence,

Ity

X > VFxly — W

Since
Fely < 2(ab)™?,

the correction term is less than 1, and thus

X > \[ryry.

Upper bound. By Lemma 1, there exist

0 ELLEN) D
< & <2am/2, <82<2bm/2,
such that
am —r, = d"? — g
and
b =1 = b — gy,
Therefore,
VN = (@"? - e)(B"? — &) = (ab)"? — a"*ey — V") + €16,.
Hence,

X =a’e, + b"?e — £18, < d"?ey + B ey

Substituting the bounds on & and &,, we obtain
X<yl b)"
2 2\a '
Since a < b < 2a, it follows that

m/2
e

a

ey
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and thus
Py | Am
X < > +227r,.

Adding a unit slack to account for integrality gives
ry w_y
X< > +227r + 1.

Combining both bounds completes the proof. O

Theorem 2. Let
N =pq = (@" —r)(b" —ry),

where m > 2 is even,
a<b<2a,

and
0<r, <2a™*, 0< ry < 26M2,

Assume m, ry, ry, are known and the k LSBs of p and q with

k<lim, k<bm
are as in Definition 1. Then the prime factors p and q can be recovered to logN, assuming that the
exponent m is a fixed constant.

Proof. From Lemma 3, we can see that

m
2

_lrx+ 1.

VAT < (ab)"? — VN < %+2
Let
X = (ab)"* = VN > 0.

Then by the bounds,
lmin < [X] < lmax-

Take i = | X]. Since
LVN] +i = (ab)"”?,

we get
2
o= (L VN| + i) = (ab)".
Congruence at the correct o. Expanding N,

N =pg=(@" —r)" —ry) = (ab)" — a"ry = b"ry + 1.1y,

Thus,
N —ryry = (ab)" = (@"ry + 0"'r,).

Reducing modulo o = (ab)™ gives

2= (N —=ryy) (mod o) = —(a"r, +b"r,).
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Quadratic relation. We consider the quadratic equation
2 -
X —zx+orey, =0.

Let x; and x, denote its two roots. Since

oryry = (ab)"ryry = (a"ry)(b"ry),

the roots are
x;=a"ry, and x; =Db"r,.

Recovering a™, b™. Since r,, r, are known,

X
a" ==, pr =22
ry Iy
Therefore, we can factor N by
N N
p_bm—ry’ q_a’”—rx

This completes the proof.

O

Algorithm 1 enumerates candidate values within the obtained deviation interval and tests each
possibility for divisibility. Since the exponent m is fixed as a constant, the enumeration interval of size
O(ry +2m zrx) remains a polynomial in log N. The following Algorithm 1 applies Theorem 2 to

factorize N = pq and can be described as follows:

Algorithm 1. Factoring N = pg = (a” — r,)(b" — r,) using Theorem 2.

Input: N, r, (LSB), r, (LSB), m
Output: p, g
Begin
while i< [% +2m2 4 1} do
o« (LVN] +i)?
Z=N —r,ry (mod o)
Find roots x,,x, of x> —zx + ordy =0
if (N/(x; —ry)) or (N/(x, —r,)) is integer then
Output p,q
else
i—i+1
end if
end while
End

AIMS Mathematics
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To demonstrate the attack detailed in Theorem 2 and implemented via Algorithm 1, the following
example was executed on a Windows 11 Home Single Language system, utilizing an HP Spectre x360
Convertible 13-aw2xxx laptop equipped with an 11th Gen Intel(R) Core(TM) i7-1165G7 CPU running
at 2.80 GHz and 16.0 GB of RAM, using Python 3.10.8.

Example 1. We use the RSA-2048 modulus in this example. Specifically, we are given

N = 18284887291974975009225825883235662814207328545345501840366921033529680300117
532890257424770769666703249111660614133653628658855643169986528109122609966291611
799317441202120821909381608981352072736234429074116074341641150035432867044315553
620322895625948186359055090313388616225957321619050233464609808219299573065418836
493186044702802687078899218270728975864433568576116678876386026878521568061114603
563399194174261453599169993988433597237301366448393344964704277746304536014464490
450094874252701713998556163590381679215280795828685519101890712101443349667953506
430758588473970391783423707115868628055562632011751457,

where

ry =(011011011011), = 1755

and
ry = (111110110011), = 4019.

Then, we set
i = [ry.ry] = 2656.
We calculate
o= (LVN]+iy
and
z=N-r,y, (mod o),
and proceed to solve the equation

¥ —zx+orry, = 0.

. X1 X2 . . R
It turns out that neither — — r, nor — — r, yields an integer, indicating that x| and x, cannot be our

ry Iy

final solutions. It also means o # (ab)™ at this point. To obtain the correct o, we repeatedly compute
o= (LVN] +i)
and
z=N-r,y (mod o),

and let x| ; be the roots of

X —zx+ orery =0,

increasing the value of i each iteration. This iterative process remains polynomial in complexity since
ry m

i< 3+25—1rx+1=3766

AIMS Mathematics Volume 11, Issue 2, 4902-4934.



4912

as established in Lemma 3. Here, the valid o is obtained when i = 2816. Specifically, we then
compute

o= (VNI +i)

= 1828488729197497500922582588323566281420732854534550184036692103352968030011753
289025742477076966670324911166061413365362865885564316998652810912260996629161179
931744120212082190938160898135207273623442907411607434164115003543286704431555362
032289562594818635905509031338861622595732161905023346460980822006092049417991553
550525982798852637704457314808512465724104684349919129913064564718103321839755150
777335648721156803276457434662609247455176785533355794132948762300394475661842520
831521016964362075603267674163025422487916928671515700381567135754216936271207906
0675668211062940958426516667819105286738856468545536

and

z= N —r,ry (mod o)

= 7613474287610790423192151251858392981453548773561487928074782673825124227446187
686594651572829479443741623129501144335945803581924952372504014069402129766252098
766994087421539347582203359169419067574765131512485750095983734580296379019249592
56098819694758572629917079737092549175002809551950477231176224463847424.

By substituting the obtained values of o and z, the following equation is solved
X —zx+ orery = 0.

The results of x,, are then applied to compute

= 1261355429225710136341878272020236857341315569989071610354384395660602149901945
344315140940063465199071607004454107760495853992892757248216106037980323148816428

838724624877062158945387732181809749024306268831699399344659576730233996994894172

60542681894527532312092633846447225944360505068790918574581692234021

= 1449622118263624720931135314307157294472251565683993804023083639695250248997304
471676410333170605588987370130256458829921918167799977773175774303566502012056336
902655168114317111555948754148561644584659964146943512324670595841302532818672315
01981641686981436049924093622918033108044410074347450415915899351117.

Hence, N has been successfully factored in polynomial time.

This second example is included to demonstrate the robustness of the proposed method under a
different parameter selection within the same sign configuration.

Example 2. We use the RSA-2048 modulus in this example. Specifically, we are given

N = 13345170499750808953967616704995487386274044122780371735548747782493539641450
383099181339385114994288478950172441587621621246674243799781725080967032199605908

AIMS Mathematics Volume 11, Issue 2, 4902-4934.
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535221459834959949991897399439289995399623095584668657807783734703879574923803053
991052061192309148170118155413351283020228224623673528266478680300260180109950078
882989363380859953255845869153382225691457919265465583781121890489873605493791344
535910452468480500135066785590385319322403434005163275595062694175548929640216423
287030743176212672876897129262213777801591367784459324636892315303977410183794360
8698046442687607281976867327120495960086628703802971597,

where
r, =(11011101110101001), = 113577

and
ry = (00111111110000101), = 32645.

Then, we set
i = [rer,] =60891.

We calculate

o= (L VN]+iy
and
Zz=N-r,y (mod o),

and proceed to solve the equation

X —zx+ orery = 0.

Here, the valid o is obtained when i = 90409. Specifically, we then compute

o = ([VN] + iy

= 1334517049975080895396761670499548738627404412278037173554874778249353964145038
309918133938511499428847895017244158762162124667424379978172508096703219960590853
522145983495994999189739943928999539962309558466865780778373470387957492380305399
105206119230914817011815541335128302022822462367352826647868030686564578913983612
408890264607303410186138501449937129206384864115012062650017720986093178152470857
427711046113347078985658788201289194836341666450218528189431211409231029108747088
972746689810667447670138111207135777481458296367399614168692111580103519277872899
20835260115590751930506649043083039296941195264000000

and

2= N —rry(modo)

= 6605465679189757241099539265213080846015515861117145600605929375684536845378286
719987326287733364038366657992652970654789802291627572625959982659338909686831617

938543380650871047602696723721894001599804251849857579973223215179214671504794605

8118236250089843681222788817427983469953639321922587079210312495168749568.

By substituting the obtained values of o and z, the following equation is solved
X —zx +orry, = 0.
The results of x are then applied to compute

AIMS Mathematics Volume 11, Issue 2, 4902-4934.
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N _  _
5 — =P
rx Y

= 2638738448359433848641620293361703224696538360806351004309713461260948111815918
119566261517386939363184082587481570914179119303648796927930190089833979574215705

881415222270288861889581482979099825537163843047722736448863575628911057263885184

07108030494368093938361252747532481892627117817851727501725695886423

and

= 5057405559860552806651419143352221689526339763536554333402910286638932472486489
562019528791377125371558690784198923928133362207974698106867739158907707594696902

324903265045506791550087472466579380995445482172383926903767224803575245746057113

21114262523232672588684202976701141943957201376676769371584714735739.

Hence, N has been successfully factored in polynomial time.

The numerical example confirms that the modulus
N = pPq = (am - rx)(bm - ry)

can be efficiently factored when the k LSBs of both primes are known. The recovered factors p and ¢
match the constructed primes, validating the correctness of Theorem 2 and Algorithm 1. This shows
that RSA moduli generated under the (a” — r,)(b™ — ry) structure are vulnerable to our LSB-based
attack.

3.2. Casell. N = pg = (a" + r)(b"™ —ry)

Case II considers a mixed-sign perturbation, where the smaller base value a” is increased by r, while
the larger base value 5™ is decreased by r,. Under the general assumptions of this section, the modulus
takes the form
N = pq = (@" + )" - ry).
This asymmetric perturbation produces a deviation pattern different from Case I. We use the same
analytical framework to bound
VN — (ab)""

showing that the resulting search interval remains polynomially small.

Lemma 4. Let a, b, r, ry be positive integers with m > 2 even and

a<b<Qam+r)m

If

re < 24"
and

r, < 2b™2,
then

m 1
a’ry + 2(ab)2 (ryry)2 > b"r,.
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Proof. Case 1. r, > r,. Consider the ratio

m 1
a”ry + 2(ab)2 (ryry)2

b"r,

Since r, > r,, replacing r, by r, gives a lower bound for the numerator:

m

1 m 1 m
ary + 2(ab)2 (ryry)2 . a"r, + 2(ab)2 (r2)2 _a"r, + 2(ab)2r,

brr, b"r, B bmr,
2
] amrx[H , (@) } ,
" m a™ m 2
a"r+2ab)2r, _ (B .
bmrx bmrx b a

Factor a™r, in the numerator:

Because
a<b<2a,

we have

|3

a” b
— <1 d |-] >1;

a

moreover, from
1
b < Qa" + r)'m,

we may use b < 2a™, hence

Therefore,
a’ry + 2(ab)%(rxry)% > b"r,,
when ry > r,.
Case 2. r, > r,. Write
re=kry

with k > 1. Then

|3

m 1 m
@"ry + 2ab)2 ()2 _ a"ry +2(ab)2r, vk a” AL
bmr, bmk}”y b™k a

|

" b 2 1 (1 2
%(1+2\/l_€(5) ) 2 ﬁ(1+2\/%) = §(z+%)> 1 (for k not too large).

Once again using b™ < 2a™ gives
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In particular, if

=~
IA
N[N

this lower bound is

3
25 > 1

hence the desired inequality holds (stronger bounds follow by tightening b™ < 2a™ according to the

actual b/a).
Combining both cases, we obtain

m 1
a'ry, + 2(ab)2(r.ry)2 > b"'r,.

This completes the proof.

Lemma 5. Let
N = (@ +r)b" - ),

where a, b, r., ry are positive integers and m > 2 is even, satisfying

a<b<Qam+r)m

If

re < 2a™?
and

r, < 2b™2,
then

ry—r
—— —1 < N2 —(ab)y"? < (r,;r)".

Proof. Expand N:

N =(@@" +r)®" —ry)

=(ab)" —a"ry + b"'r, = ryry.

Hence

N'? = \/(ab)’" —amry + b"ry — 1,1y,
Upper bound. From Lemma 4, we have
m 1
a”ry—b"r, > —2(ab)2 (r.ry)2.

Therefore

N2 = \/ (ab)™ — (a™ry — b"ry) — ryry

< \/ (aby" +2(ab) 2 (1)

m 1
< (ab)2 + (r.1)2,
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which gives
m 1
N'? —(ab)2 < (r,r,)2.

Lower bound. Using first-order square-root expansions (Lemma 1-type bounds),

m r
Va®+r,=a2 +¢&, 0<81<—Xm,

2a2
[ om ry
bm—l"y:bZ—Sz, 0<82<_ﬂ'
2b2
Thus,
N'% = \/(am +r)(b" —ry) = (a2 +&)(b2 - &)
= (ab)% + a%e‘z - b%sl —£1&
>(ab)? + 2 B
2 Aab)2
Fly : o
Since > is small (under r, < 24" and r, < 2b"/?), we may bound it by < 1, yielding
4(ab)2
N>z + 2D, L - D 1< N2 (ab)? .
Combining the two bounds completes the proof. m|

Theorem 3. Let
N =(@" +r)®" —ry)

be an RSA modulus with m > 2 even and

a<b<Qd"+r)tm
Suppose
re <2d"?, r, <202,

and
max{r,ry} = N”,

where the leakage exponent satisfies

logl
0( oglog N ) .
log N
Under this condition, the enumeration range is polynomially bounded in log N, and N can be factored
in polynomial time.

Remark 2. We note that this condition is compatible with the near-square hypothesis assumed
throughout the manuscript. Since m is treated as a fixed even integer and a < b < 2a, the quantity
la™ — b"| remains sufficiently small relative to N'?. Hence, the bound imposed above does not
contradict the near-square assumption and is consistently used in Lemma 5, Theorem 3, Lemma 6,
and subsequent results.
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Proof. From Lemma 5, we know that

Py =Ty

-1 < N2 =(ab)"* < (r,ry)'".

This can be rewritten as

ry—r
N2 = (ra)'* < (aby™* < N+ 2—= 5 ~ 4+ 1.

Hence the search width for (ab)™/? is

Iy = 7ry ry — Iy
(NI/Z + YT + 1) _ (Nl/z _ (rxry)”z) _ : n (rxry)]/Z‘
Since
max{r,ry} = N,

this width is bounded by

Fy = Iy N , 3.
> +(rxry)l/2<7+N:§N.

If %N " is small, the interval is short and (ab)™? can be found in polynomial time by enumeration over
integers in that interval. Once (ab)™/? is found,

(ab)" = ((ab)™?)".

Next compute
N +ray =b"ry—a"r, (mod (ab)™).

Because

r, < 2a™?

and
r, < 2™,

the quantity —a™r, + b"r, is smaller than (ab)™, so we can work without modular reduction and recover
it exactly. Now consider the quadratic

X2+ (b"r, — a”ry)X — (ab)"rury = 0.
Its roots are
X, =ad"r, X, ==b"r,.
Thus ¥
am = —1’ bm = - —,
ry Ty
Finally, since
N = (@" +r)®" —ry),
we obtain the factors as
p=d"+r, gq=b"-r,

so N = pq is factored. This completes the proof. O
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The following Algorithm 2 applies Theorem 3 to factorize N = pgq is as follows:

Algorithm 2. Factoring N = pg = (a” + r,)(b"™ — r,) using Theorem 3.

Input: N, r, (LSB), ry, (LSB), m
Output: p, g
Begin
I [ \[TTy]
while i <| VN +
o« (LVN]-iy?
Z=(N+rry) (mod o)
Find roots x;,x, of x*>—zx— orry =0

ry =TIy

2

Jdo

. o Xl —X3 .
if — and — are not integers then
Ty Ty

l—1i+1
else
X2

X1
a" «— — and b" «— ——
ry Iy

break
end if
end while
Output p, ¢
End

The enumeration range in Algorithm 2 follows directly from the deviation bound obtained in
Theorem 3, ensuring that the search remains polynomial under the stated parameter restrictions. To
demonstrate the attack detailed in Theorem 3 and implemented via Algorithm 2, the following
example was executed on a Windows 11 Home Single Language system, utilizing an HP Spectre x360
Convertible 13-aw2xxx laptop equipped with an 11th Gen Intel(R) Core(TM) i7-1165G7 CPU
running at 2.80 GHz and 16.0 GB of RAM, using Python 3.10.8.

Example 3. We use the RSA-2048 modulus in this example. Specifically, we are given:

N = 63919194852011600523657615816982320228608770755638994112342105244252802344144
637037301910299275157190417182751743615718595083183926532881630606601571297289518
107350900836240660778823762218018885695263331463846738152378441171516032572149883
004093295673389409909148556958305243122115868759238094577361854826087827052943897
502437182186083158938749118786941949905537929812201535303465666150723501255512385
583184039600180455153570620983170877190736844113688689545342470945732374269960265
909862490707319512510892512127365024913886684617779841444333084326839200637723266
08446501239886601641568718155534884847401278687241989,

where
re = (101000111011), = 2619
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and

ry = (000001000001), = 65.

Then, we set
i = [rer,] =413.

We calculate

o= (VN]-iy
and
z=N-r,y (mod o),

and solve the equation

X —zx—orry, = 0.

In this case, we find the correct o when i = 1476. That is, we compute

o = ((VN]-i)?

= 6391919485201160052365761581698232022860877075563899411234210524425280234414463
703730191029927515719041718275174361571859508318392653288163060660157129728951810
735090083624066077882376221801888569526333146384673815237844117151603257214988300
409329567338940990914855695830524312211586875923809457736185482372733744041576892
808682247104843260214067108242853409673347010414664455292874279348325592651257251
192623120142762800586027026767662179886104044085872184954445412780328817427106660
019688078642923733310233826260818965785791305805344543889645918328918674493925764
510926556482784487549995490836243059136528384000000

and

z=N—rry (mod o)

= 2360489612528128574350359715034726336608447704513415808804459708054890750536923
357240245328999813071257808398752827147710350715494255391875803672829967695798016
817929086095689199309665609920890275177790173864756835256028771559726396005436625
14355001389278400843935574683403817154018722664698641788264750303412224.

Using values of o and z, we solve the equation
2 _
X —zx+orey, =0.

The solutions of xi,, are used to compute

N _  _
2, 5P
= 6958596072245068429307937978475953111255647544546095277387801100601809015134337
055601198060843610365250349030394446171679684535686388970730926416996991122811081
846562102872068474245801323647772688630181052044835990740467263096603815263358885

1598257200284935045849130872779647966196950857312260628168704002619

and

N _ _
T =49
o

= 9185645234813751504928832806013058540785068398445839740769302845394434933697199
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496378973334842674832500708924972856234540926555846570905634038543491592738053794
768735165194187263811620154733107283901818826663032719342656772698947387570249934
6967883966130936090842217712918859973967745120436784547191949623231.

Hence, N has been successfully factored in polynomial time.

We include this additional example to illustrate that the attack remains effective for distinct
parameter choices in Case II and is not limited to a single numerical instance.

Example 4. We use the RSA-512 modulus in this example. Specifically, we are given

N = 60810880019844196108102102263240800018443435479656838466887880441668987024850
860178817301868550702103048794600040048703075603956242878372147713476208050510705
375098845596820135704506966469384166094286899603558986516498558700289109984495690
899716380358228272944912527522065905650456057873747751958725842696544094509479,

where
r, = (101101001101111), = 23151

and
ry = (000111110110111), = 4023.

Then, we set
i = [rery] =9651.
We calculate

o= ([VN] - iy’
and
z=N-ry, (mod o),

and solve the equation

X —zx—orry, = 0.

In this case, we find the correct o when i = 10909. That is, we compute

o =(VN] - iy

= 6081088001984419610810210226324080001844343547965683846688788044166898702485086
017881730186855070210304879460004004870307560395624287837214771347620805050532473

702595234218404924512678628824887250977096926191650419359569765087877611428031510
3366661666456122619933426389318737762561542368045146255720226576987586560000

and

z=N—rry (mod o)

= 5380638072893254636086459380180181135293584515930341642482322902861049410333870
215375796349718691772150324979101132747167887894515505702605703005616119556601085
952.

Using values of o and z, we solve the equation

X —zx+ orery = 0.
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The solutions of x,,, are used to compute
N _ _

N

2y p

= 2240990774411054300235608723241587521241444537244864525977557797174539922300153
16404190953815117704005435662983216172894110992518305466414628284749608926665327

and

N _  _
T, 4
o

= 2713571189770991223304066679426492071655227702157120919736985186240061691104151
80047076003495179918593762371011300220755945592735374221156397243970618818555977.

Hence, N has been successfully factored in polynomial time.

The experiment shows that for
N =pg = (a" +r)(b" = ry),

the attack succeeds in polynomial time once the LSBs are revealed. The algorithm correctly
reconstructed both primes, consistent with the bounds we get in Theorem 3. This confirms that the
(@" + r)(b" — ry) case, which mixes positive and negative offsets, is equally susceptible to LSB
leakage and can be broken under the proposed method.

3.3. Caselll. N = pq = (a" — r)(b" + 1y)

Case III mirrors Case II but with the positive perturbation applied to the larger base value 4™ and
the negative perturbation applied to a™. Although the sign pattern appears symmetrical to Case II, the
resulting deviation expression is not identical, and the analysis must be carried out separately. Under
the general assumptions above, the modulus is

N = pg = (a" - r)b" +ry).
We obtain the corresponding deviation bounds for
VN — (ab)""?

demonstrating that the interval remains efficiently searchable whenever only a few LSBs of the primes
are known.

Lemma 6. Let
N = (a@" - r)(" +ry),

where a, b, ry, ry are positive integers and m > 2 is even, with

a<b<Qd"—r)m

if
r, < 2a™?
and
r, < 2™,
then .y
~(1+ V2) (rar)'? < N'2 = (@h)"? < ==
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Proof. Expand the modulus:
N =(@" —r)®" +ry) = (ab)" +a"ry — b"r, — ryry.
Lower bound, using binomial approximation. Use the first-order expansion for square roots,

ViFy ~ Vi+

Y
—— (for [y| <« x).
W (for |yl < x)
Let x = (ab)™ and

y=a"r,=b"r,—rr,.

Then b
a'r, —b"r, —r,r
N2~ (aby"'? + y x — Ixly
(ab) 2aby"?
Hence " -
ar, — b"r T
N2 Z (aby"? > y X Ty
(ab) 2aby"?  2(aby?
Using

a<b<2a

and the arithmetic mean-geometric mean inequality, which states that for any non-negative real
numbers x and y,

xX+y
we obtain
amry —b"ry
apyr = VA
and .y
xFy
W < \/5 \/rxry

(for sufficiently small r,, r, relative to a™/?, b™'?), which yields
N2 —(ab)"? > —(1+ V2) yriry.

Upper bound using first-order root expansions. By Lemma 1-type root bounds,

Ty
2am/2’

s =" v e, 0<e < —2
y : 27

/2

a"—r, =a"" — g, O0<eg <

Then

VN = (@ = 1)@ + 1) = (@ = e + &)

— (Clb)m/2 + am/282 _ bm/281 —£1&).

Thus,
N2 — (aby"? = a"Pe, — b"Pe; — 18, < a"Pey — b gy,
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and with the bounds on &y, &,

T~ r VT~ ry —r
N2 _gpy? < eIy T
(ab) 22 daby”? T 2

Combining the two sides gives

ry = Iy

2

as claimed. O

~(1+ V2) (ryr)'? < N2 = (ab)"? <

Theorem 4. Let a, b, r,, 1, be positive integers and let m > 2 be a power of 2. Suppose

a<b<Q@a"—r)m,
and define

N = (a" = r)0" +ry)
as an RSA modulus. Further assume that

re < 2a"? r, < 202,
and define
max{r,ry,} = N7,

where oe]
_ 0( oglog N).
log N

Then the search interval remains polynomial in log N, and N can be factored in polynomial time.
Proof. From Lemma 6, we have

Tx

(1 + VD) () < NP (@b < 25

Since (1 + V2) N” is sufficiently small, we can locate (ab)”/? within a short range:

Ty — Iy
N2~ (1 + V2) (re)'? < (ab)™? < N'2 4 )T

Hence the search range for (ab)™/? is from
N2 — (1 + V2) (1)

to ry—7r
N2y DT
2

Because (1+ V2) N is small, (ab)™? can be found in polynomial time. Once (ab)"/? is known, compute
(ab)™ by squaring (ab)™?. Then p and g can be recovered from the solutions of

X* +(a"ry = b"r)X — (ab)"r,ry = 0.
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The roots are

x; =ad"r, X, = =b"r,
Since r,, r, are known,

X1 X2
a’ = —, " =-—=
ry Ty

Thus, the modulus N factors as
N N

p= q= .
b +r, ’ am —r,

The following Algorithm 3 applies Theorem 4 to factorize N = pq as follows:

Algorithm 3. Factoring N = pg = (a" — r,)(b™ + ry) using Theorem 4.

Input: N, r, (LSB), ry, (LSB), m
Output: p, g
Begin
[ [ 1]
while i < [\/]T/ +
o — (L VN] +i)?
2= (N + ryry) (mod o)
Find roots x;, x, of x> — zx + or.r, =0

ry = Iy

2

Jdo

e X1 —X2 .
if — and — are not integers then
Iy ry

l—i+1
else
X2

X1
a" «— —and b" «— ——
Ty Ty

break ’
end if
end while
Output p, g
End

To demonstrate the attack detailed in Theorem 4 and implemented via Algorithm 3, the following
example was executed on a Windows 11 Home Single Language system, utilizing an HP Spectre x360
Convertible 13-aw2xxx laptop equipped with an 11th Gen Intel(R) Core(TM) 17-1165G7 CPU running

at 2.80 GHz and 16.0 GB of RAM, using Python 3.10.8.

Example 5. We use the RSA-2048 modulus in this example. Specifically, we are given

N = 15707046856353904633524156725977759295457285691913815083174119264902605684474
251110286970019326059676685540230167102802207855634180717822577505918860189435796
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064544515227128189698876073075646333334738263848584110585936433432366935548826520
051413180054841154228663906415807572896910765221596311393624918446867621998126242
318889049330248714547005020880871962735413214556580752445379043314206975623250107
225928765744647140160102611398631995183588037890262919799361723489737885996390496
913402581576881886332319721759694033341077649935126033389791992036348371569204706
477153772655498778895479988848723771370363820067434181,

where

ry = (110001101011), = 3179

and
ry = (001001110001), = 625.

Then, we set
i = [\rery] = 1410.
Then we calculate

o=(VN]+i? and z=N+rr, (mod o),

and solve the equation
X —zx+ oryry = 0.

In this case, we find the correct o when i = 731. That is, we compute

o = ([VN] +i)?

= 1570704685635390463352415672597775929545728569191381508317411926490260568447425
111028697001932605967668554023016710280220785563418071782257750591886018943579606
454451522712818969887607307564633333473826384858411058593643343236693554882652005
141318005484115422866390641580757289691076522159631139362491844730132709188042231
101515833812921800668318743655246780046525884762651216006476473557964287156789757
228069063394829394153583277729719999749094005651435867043004877356284366521661325
363378855664811287094138228174320448571397005314959642417631361534042463281365954
1310017969419128534337418329613451558841787351040000

and

2= N + ryry(modo)

= 4337050937541799921261090078805034596781665556805050650520442910457597146857214
213726672483177903463519248893011537814332213786652048139029021662514388710683252

838249576688261163402312069797662265386216605220491711446363201180235630343843215

78992053063608953064156245313920349638857429480889680188477967281618944.

Using values of o and z, we solve the equation
2 —
X" —zx+orey, = 0.

The solutions of xi,, are used to compute

Z 1'.005584299872817200722658201027323827015858364695782086949001 845213453781365725
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424272576984829659986280532468989717814038897516466855543112718002657133988135698
376769122767483302110794043211205231851179438684289734991235371861191252288087064
47339813384421672268589868331462232600996249649659355091062128636821

and

107548610600407814078309085148200727099121272329173901495273504376903144842173030
614573852915362764146448048696025648094747956715373638193106419815501781385309100
68757293623426391391011296955358365842868853574056866033467064386161.

Hence, N has been successfully factored in polynomial time.

This example complements the previous one by confirming that the proposed approach consistently
succeeds for alternative parameter values in Case III.

Example 6. We use the RSA-2048 modulus in this example. Specifically, we are given

N = 29980928041003273423498491368331737853338541634961484376859949428914221541181
940020898510002681204614120311203507519124924409977236014498543291942147703963823
107447801593358800473031721521071677236175883757135687112653851938318614399688776
193357639158309019718841033032659896464879195721839753251112509052537409060110359
275949802076007980092858639334477424306283413693322733237303818895743433159740659
450298181096122238578849920613071370000823844246529513932400352877067979905499243
812886434862749519273170347576673565143518708025543568295288851878625822848975515
439132451454952202622411892924162367342382281908612909,

where
re = (00001111000011), = 963

and

ry = (11110110110001), = 15793.
Then, we set
i = [ry.ry] = 7260.

Then we calculate

o = (LVN] + iy

and
Z=N+rury, (mod o).
Next, we solve the equation
X —zx+ orery = 0.
In this case, we find the correct o when i = 731. That is, we compute

o= ([VN] +i)?
= 2998092804100327342349849136833173785333854163496148437685994942891422154118194
002089851000268120461412031120350751912492440997723601449854329194214770396382310
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744780159335880047303172152107167723617588375713568711265385193831861439968877619
335763915830901971884103303265989646487919572183975325111250905002301090254710386
333293645169892228383888317013178025489164902142057589388762799215335841655251260
067661141772488861681436610192470111475538075514862996018790186556866488102600839
957453790685259414359418122591614271089032848979280395479701891052195951724835706
7777369011474849064761934309562314709452541734682624

and

z=N+rry (mod o)

= 2514398157563255412616865624309057809019756164345644051391764671902157343416190
903590074743188146849621569678397349962035554511146668886068463491380883972212451
011499315024473235413311896955896925129576166350757422432628379535750764340491832
968103863331727158371355082443477353557649958614600052632929740189138944.

Using values of o and z, we solve the equation

K —zx+orr, =0.

The solutions of x,,, are used to compute

747821909279300640477240316396618874453786962698976477562864191050836378543205442
642152013099558599041901059091725884011522863839781284772600911823124840539791197
14724075662498340207726483628206031158894795842757814744854781230141

and

492679819123690079502430550433882019344031107781379876728587263086241003749448645
412786700557213500036993205271710939665855581634570722832193567045797469615788210
65974520878617994319075050360104357772352598265912892661019542896049.

Hence, N has been successfully factored in polynomial time.

The example illustrates that the modulus
N =pg = (a" - r)®" +ry)

is factored successfully using only a small number of LSBs. The primes are obtained with the
constructed values, supporting the theoretical analysis of Theorem 4 and Algorithm 3. This
establishes that the modulus

N =pg = (a" - r)®" +ry)

case also falls within the vulnerable near-square RSA primes and further expand the scope of LSB-
based attacks.
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4. Numbers of primes with vulnerable special structures

The effectiveness of attacks with LSBs depends not only on the proximity of (ab)% to N, but also on
how many primes actually satisfy these structural conditions. In the random reconstruction algorithm
(RRA), the unknown higher-order bits of the primes must correspond to the perfect squares once the
lower k bits are fixed. Specifically, if p and g are n-bit primes and only the lower k LSB is known, then

the remaining bits (n — k) must be within the interval [2 (n=k=1) (=) _ 1].

Ghafar et al. [7] proved that there is exponentially more value for such values at

n-k 1

{2 2 (1 -2 2)J
Squares exist between 2D and 2"» — 1, As mentioned in Ghafar et al. [6], “the number of
primes satisfying our conditions are exponentially many” means that the number of primes will remain

compatible when the attack conditions are extremely large, even if only a few LSBs are revealed.
It also applies to all the newly proposed cases, which are:

o Case . N = pg = (a" — r)(" — 1y);
o CaseIl. N = pg = (" + r)(b" = r,);
e Caselll. N = pg = (@" —r )" + ry).

In each of these three cases, the small perturbations r, and r, represent the known LSBs, which
determine how close the structure lies within the bounded interval around VN. Since the primes are
generated without imposing any density assumptions on these structures, our results do not require the
number of such primes to be large. Rather, the analysis shows that whenever primes do satisfy these
perturbation conditions, they become vulnerable to LSB-based factorization. A full density analysis of
these structured primes is outside the scope of this work and remains an interesting direction for future
research.

5. Comparative analysis

The study of partial-information attacks on RSA has grown over the last four decades. Rivest and
Shamir [9] first observed that RSA moduli can be factored if some of the bits are known.
Coppersmith [10] later improved this by showing that lattice reduction methods allow factorization
with only about half of the bits revealed. Herrmann and May [11] proposed a heuristic lattice-based
algorithm for finding small solutions, which solves the factoring-with-known-bits problem when
approximately 70% of the bits of p are known at arbitrary positions. In contrast, Heninger and
Shacham [12] introduced the RRA, which succeeds when the combined fraction of known bits across
both primes exceeds roughly 57%. Although these results advanced the theory of partial key
exposure, they still require a significant proportion of prime bits to be known, which limits their
practicality in real settings.

Other researchers studied partial key exposure from different angles. Blomer and May [13] showed
that exposing about half of the LSBs of the private exponent d allows recovery of the factorization using
lattice techniques. Ernst et al. [14] extended these attacks to cover large exponents, demonstrating that
even d is vulnerable if a sufficiently large number of MSBs or LSBs are known. Patsakis [15] examined
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implementations where the primes share their least significant bits (LSBS-RSA), and showed that
Boolean satisfiability solvers can exploit this overlap to recover the secret key efficiently.

Ghafar et al. [6] first examined RSA moduli-generated primes generated from expressions of the
form

p=@"+r), qg=@"+r),

but without assuming any LSBs. This structural study was later extended into an explicit LSB-based
attack in Ghafar et al. [7] showing that if only a small number of LSBs of both primes are known,
then the modulus can be factored efficiently, and further proved that the number of vulnerable primes
is exponentially large. Ruzai et al. [8] highlighted the practical risks of unknowingly generating near-
square primes, reinforcing the importance of careful prime selection. A key advantage of the three new
sign configurations analyzed in this work is that each structure produces a deviation term that remains
tightly bounded around (ab)>. This results in a significantly smaller search interval for recovering the
unknown base values compared with previous LSB-based attacks proposed by Ghafar et al. [6,7] and
Ruzai et al. [8]. Consequently, our method requires fewer known LSBs of the primes to guarantee
successful factorization: even when the perturbation terms r, and r, are very small, the bounds remain
polynomially narrow. This substantially broadens the range of RSA moduli that become vulnerable
under partial LSB leakage and enlarges the family of special-structured primes previously identified in
the literature.

The polynomial-time complexity of the proposed attacks holds under the assumption that the
exponent m is treated as a fixed constant independent of the RSA modulus size N. Under this
assumption, the enumeration factor 2"/ remains constant, and the overall search complexity is
polynomial in log N. If m were allowed to grow as a function of log N, the term 2"/? would result in
exponential-time behavior. Such cases are therefore outside the scope of this work.

Therefore, our contribution builds directly on these LSB approaches. We extend the framework of
Ghafar et al. [7] by analyzing three new near-square structures:

D) p=(@" —rd,qg=0"—r);
(i) p=(a"+ry),q= " —r));
(iil)) p=(@" —ry),q = (D" +1y).

Each case is formalized by Theorem 2—4 that bound the gap between VN and (ab)?. This
significantly broadens the class of RSA moduli proven vulnerable to LSB-based attacks. Table 1
illustrates the comparison of our results with related existing attacks.

From Table 1, we can see that classical partial-bit attacks, such as those proposed by Rivest and
Shamir [9], Coppersmith [10], Hermann and May [11], and Heninger and Shacham [12], need a large
number of known bits and are mostly theoretical. Research on key exposure related to the private
exponent, including the works of Blomer and May [13] and Ernst et al. [14], and studies on structural
overlaps such as Patsakis [15] have expanded the field, but still depend on significant leakage or some
unusual assumptions. On the other hand, LSB-based attacks on structured primes proposed by Ghafar
et al. [6,7] show that only LSBs can effectively factor RSA moduli. Our new theorems take this
vulnerability further by applying it to multiple sign configurations, revealing that the threat of LSB-
based factorization is even more widespread than we previously thought.
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Table 1. Comparison of our method against other attacks based on partial information and

LSBs.
Attacks Number of Attack Vulnerable Remarks
Known Bits Complexity Structures
Rivest & Shamir ~ 60% of bits of Exponential (Integer General RSA First partial key
(1985) [9] one prime programming) primes exposure attack
(consecutive MSBs)
Coppersmith > 50% MSBs of Polynomial (LLL General RSA Bivariate small-root
(1996) [5] one prime lattice reduction) primes method; factoring with
high bits known
Coppersmith Unknown portion Polynomial (General General RSA General small root
(1997) [10] bounded by small- lattice method) primes problem
root condition
Blomer > 50% LSBs of Polynomial (Lattice- RSA with Partial key exposure
& May private exponent d based) small e ond
(2003) [13]
Ernst et al. Large fraction of Polynomial (Lattice- RSA with Extends exponent
(2005) [14] MSBs/LSBs of d based) small e exposure attacks
Herrmann 70% of bits of a Polynomial in General RSA Heuristic lattice-based;
& May prime of any log N primes works for arbitrary bit
(2008) [11] positions locations
Heninger Combined known Polynomial General RSA RRA
& Shacham fraction across p, g (probabilistic primes
(2009) [12] > 0.57 reconstruction)
Patsakis Shared LSBs Polynomial LSBs-RSA Exploits overlapping
(2013) [15] of primes (tampered prime LSBs
implementations)
Ghafar et al. No bit k Polynomial Structured primes Structural
(2019) [6] leak required q=®"+ry) attack, no LSBs
p=(a"+ry),
Ghafar et al. Small k LSBs Polynomial p=(@"+ry), LSB attack,
(2020) [7] of both primes qg=0"+r,) exponentially many
vulnerable primes
Ruzai et al. No bit Polynomial Near-square Structural weakness
(2022) [8] leak RSA primes analysis
Our method: Small k£ LSBs Polynomial p=(@" —ry), Negative sign
Theorem 2 of both primes q=(®d"-ry) LSB-based attack
Our method: Small k LSBs Polynomial p=(@"+ry, Mixed sign
Theorem 3 of both primes q=@®"-r,) LSB-based attack
Our method: Small k LSBs Polynomial p=(@" -ry, Mixed sign
Theorem 4 of both primes qg=b"+r,) LSB-based attack

6. Countermeasure of the attack

The LSB-based attacks presented in Sections 3-5 exploit the fact that, for specially structured
primes, the value of (ab)? lies in a very narrow interval around VN. Once a small number of least
significant bits of both primes are known, this closeness condition allows efficient reconstruction of p
and ¢ in polynomial time. Therefore, any countermeasure must be done to prevent RSA moduli from
satisfying these gap conditions at the time of key generation.
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Although RSA libraries aim to generate primes uniformly at random, special-structured primes of
the form analysed in this work may still arise in practical settings. Such structures are more likely to
occur in constrained environments, including embedded devices, Internet of Things hardware, smart
cards, or systems employing deterministic or biased random-number generators. Previous studies on
near-square RSA primes proposed by Ghafar et al. [6,7] and Ruzai et al. [8] have shown that these
situations can unintentionally restrict the search space of candidate primes, leading to values that satisfy
the small-gap condition exploited by our attack. This highlights the practical relevance of detecting and
rejecting such primes during RSA key generation.

The bounds differ slightly for each case, but the underlying weakness is identical if the gap between
VN and (ab)? is sufficiently small, and then the modulus is susceptible to our LSB attacks. Following
Ghafar et al. [7], the most effective countermeasure is to enforce a rejection test during RSA key
generation. After generating primes p and ¢, compute

A=| VN -(ah)? |

If A falls below the smallness threshold indicated by the bounds above, then the modulus N should be
discarded and new primes must be generated. This way, we can make sure that no RSA moduli are
created that could allow for polynomial-time factorization if there is any LSB leakage.

7. Conclusions

In this paper, we presented new least significant bit (LSB) attacks on RSA moduli from special-
structured near-square primes. Building on the framework of Ghafar et al. [7], who considered

N =pg =(a" +r)" +ry),

we extended the analysis to three additional configurations:

(1) N = pPq = (am - rx)(bm - ry);
(i) N = pg = (@" + r)(b" - ry);
(iii)) N = pq = (@" — r)(b" + 1y).

Each case was formalized with lemmas and theorems that established bounds on the difference
between VN and (ab)? . These bounds demonstrate that when the gap is sufficiently small, the modulus
can be factored efficiently in polynomial time when given only a few LSBs of both primes.

A comparative analysis with classical partial information attacks highlights the significance of these
findings. Although earlier methods required a large number of prime bits to be known, as shown by
Rivest and Shamir [9], Coppersmith [10], Hermann and May [11], and Heninger and Shacham [12],
our results show that only a small number of LSBs are sufficient when primes are known from near-
square structures. Moreover, Ghafar et al. [7] showed that the number of such vulnerable primes is
exponentially large, further confirming the practical relevance of the attack.

We also discussed countermeasures for these vulnerabilities. An effective approach is to calculate
the gap between | VN| and |(ab)?|, and to remove the moduli where it is too small, providing a simple
and effective safeguard. This countermeasure is cost-effective in terms of computation and works
consistently across all near-square structures.
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In general, our findings broaden the understanding of LSB-based vulnerabilities in RSA. They
demonstrate that the risk is not confined to a single structural case but extends across multiple sign
configurations of near-square primes. Future work may focus on extending these results to
asymmetric prime constructions, exploring side-channel attacks where LSB leakage naturally occurs,
and investigating further refinements of the rejection criteria to ensure robust key generation against
advanced attacks.

Overall, this work extends the existing literature on partial-information RSA attacks by showing
that three additional near-square prime constructions previously unanalyzed remain vulnerable under
minimal LSB leakage. Our deviation bounds refine and generalize those of earlier works and lead to
recovery with fewer leaked bits and without requiring MSB knowledge or lattice-based constructions.
These results demonstrate that the vulnerabilities of structured RSA primes are broader than previously
known, providing a clear advancement over existing LSB-only attack frameworks.
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