AIMS Mathematics, 10(9): 20312-20345.
DOI:10.3934/math.2025908

AIMS Mathematics Received: 01 July 2025

Revised: 27 August 2025

Accepted: 29 August 2025
https://www.aimspress.com/journal/Math Published: 05 September 2025

Research article

Numerical investigation of a wireless sensor network epidemic model with
a-stable noise: A case study

Hassan Tahir!?, Anwarud Din’, Wajahat Ali Khan* and Mati ur Rahman’*

I MSU-BIT-SMBU Joint Research Center of Applied Mathematics, Shenzhen MSU-BIT University,
Shenzhen, China

2 School of Mathematics and Statistics, Beijing Institute of Technology, Beijing, China

3 Department of Mathematics, Sun Yat-sen University, Guangzhou 510275, China

* Department of Mathematics, University of Malakand, Chakdara 18800, KPK, Pakistan

> Department of Mathematics and Statistics, College of Science, Imam Mohammad Ibn Saud Islamic
University (IMSIU), Riyadh, Saudi Arabia

* Correspondence: Email: mrmahman@imamu.edu.sa.

Abstract:  This study examines a stochastic susceptible-exposed-infected-recovered-vaccinated
(SE;E,;IRV) model exhibiting the dynamics of the computer virus within the wireless sensor networks
(WSNs) while considering the unpredictability of nodes and the impact of anti-virus measures. The
model is formulated with reasonable assumptions, and the stochastic stability is performed with a
derivation of a six-dimensional Fokker-Planck equation. To obtain an analytical representation of the
probability density functions, a scheme is developed and subsequently implemented in MATLAB. The
behavior of the model around the quasi-endemic state is numerically investigated, which reflects the
main objective and unique novelty of the present work. On the basis of various parameter settings,
graphical illustrations of the model are presented showing the authenticity of the analytical results and
complex aspects of the phenomenon. The paper concludes with a brief summary of the study and
important insights for future research.
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1. Introduction

The advancement of information technology (IT) directly relates to the potential risks associated
with wireless sensor networks. Such advancements are causing significant harm to human lives
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as well as posing enormous threats to global security. The IT users of this modern era demand a
network with key desirable properties like efficiency, security, and reliability. In a wireless network,
a sensor node is a compact, innovative, and low-cost device. WSNs have applications in a variety
of fields, including mission-critical installations and continuous data collection. These networks are
essential in various applications, including agricultural object inspection, military targeting, flood
identification, disaster prevention, environmental systems, pollution-related surveillance, exploration
of hazardous environments, traffic monitoring, gas monitoring, vehicle tracking, seismic sensing,
healthcare applications, and water quality monitoring (Akyildiz, Su Sankarasubramaniam, [1-3]).
Despite that sensor nodes are very economical and clever devices, nonetheless, they are limited
by resources such as limited battery life, memory, and computing power [4, 5]. As a result, the
combination of restricted resources and decentralized design in wireless sensor networks creates
substantial challenges for establishing wireless connections and guaranteeing acceptable network
security. Wireless sensor networks are inherently more vulnerable to threats than other networks,
making them easier for virus attacks [6]. Despite deploying various security measures to secure the
network, hackers may still exploit software vulnerabilities and faults, posing persistent risks.

The growing prevalence of persistent multi-malware attacks on WSNs has motivated computer
scientists and mathematicians to understand and investigate the complex dynamics of network nodes by
employing the tools of mathematical modeling. Such modeling and studying the underlying dynamics
of the problem can help us to illustrate the simultaneous influence of malicious signals and virus strains
on the nodes as well as to predict, analyze, and mitigate such threats. Further, models are very helpful
in understanding the vulnerabilities and risks associated with the dynamics of these viruses and can
effectively explain their intrinsic properties. The performance of a WSN can be affected by numerous
factors. Malware attacks can cause sensor nodes to perform unnecessary excessive computation or
communication tasks, thereby consuming more energy. Different kinds of malware generate energy-
intensive operations that quickly deplete a node’s battery, potentially causing node failure or even
network disturbance [7, 8]. These attacks also target critical components of sensor nodes, including
memory, CPU, and communication bandwidth. Nowadays, a huge number of malware are present
within WSNs to compete for these resources, potentially leading to resource depletion and disruption
of regular network operations. Software vulnerabilities can arise from a variety of factors, including
faulty coding, defects in system architecture, and insufficient security mechanisms. These challenges
are unavoidable in the context of WSNs. Due to the restricted communication range of WSN sensor
nodes, multi-hop data transfer is required [7]. These limitations restrict the ability of nodes to fight
against viral assaults, including those that are triggered by the worms, the worms themselves, and
related malicious software [8]. The long-term survival of the network relies on its capacity to efficiently
control and manage worm reproduction. Understanding and managing these risks in WSNss is strongly
dependent on researching the propagation of malicious signals, and mathematical modeling emerges
as the most effective method for assessing and limiting their spread [9-12]. Recent advances in secure
control strategies, anomaly detection, and intrusion detection for networked and sensor-based systems
have been reported in the literature [13-16]. A typical wireless sensor network is illustrated in Figure 1.
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Figure 1. Schematic representation of WSN.

The methods of mathematical modeling for predicting the dynamic behavior of infectious diseases
are rigorous and straightforward, facilitating researchers to forecast the future trends and root causes
of the epidemic diseases [17-19]. Extreme moistness, precipitation, and ambient temperature
significantly influence the dynamic patterns of nearly all human epidemics. Given this significant
component of randomness, a deterministic model may be readily converted to a stochastic model that
incorporates these environmental uncertainties. These disturbances include variations in parameters
due to the environment and random noise arising from the differential systems [20-22]. Furthermore,
several researchers have demonstrated that stochastic modeling is more beneficial than deterministic
modeling, as it provides an additional degree of freedom. Population dynamics and epidemic models
subject to randomness via white noise have a rich literature; the readers are suggested to see [23,24]
and the references listed therein. Studies have also proposed advanced deep learning frameworks for
anomaly detection in industrial sensors and for smart contract vulnerability detection [25,26].

The spread of viruses in WSNs mirrors the transmission dynamics of epidemic diseases in human
populations. This analogy has motivated researchers to adopt the well-established frameworks of
epidemic modeling to capture the spatial and temporal patterns of the computer virus, evaluate
different control strategies, and enhance network resilience in the face of cyber threats [20-22].
While these existing approaches capture key aspects of malware propagation, they often neglect
certain features relevant to WSN environments, such as multi-stage exposure, vaccination effects, and
stochastic perturbations induced by environmental and operational uncertainties [12]. Keeping in view
these aspects, our study advances the epidemic modeling framework by introducing dual exposed
compartments, anti-virus administration, and stochastic perturbations in the form of continuous
Brownian motion and discontinuous Lévy jump noise terms, thereby enabling a more realistic
representation of virus spread and its control in WSNs. The study aims to gain a deeper understanding
of the underlying dynamics of computer viruses and reduce malware attacks on these networks. To
capture the problem in mathematical terms, we assumed the sensing range of each node as r, and thus,
the area under the influence of a virus will be 772, Let us denote the susceptible nodes at any time

t by the notion S(7), and thus, the density per unit area is given by p(t) = 5(72 Hence, the density

of the susceptible nodes within the sensing range is determined by the formula S’(¢¥) = S(’L)—’Z"z The
suggested model increases network longevity and data effectiveness in WSNs. The inclusion of these
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features has clear and remarkable outcomes in businesses, especially as they can enhance antivirus
systems and efficiently block malware attacks on wireless networks. This study enables users to recover
compromised nodes, allowing them to strategically deploy antivirus software on these sensor nodes,
thereby enhancing the overall security architecture and minimizing the risk of attacks. This work
represents a notable advancement in demonstrating the applicability of the SE;E,IRV model, which
may help researchers in gaining a precise understanding of malware spread within WSNs. Our key
objective is to investigate the impact of external variables and parameter variability on the dynamic
process of worms within the WSN by incorporating white noise perturbations. This study explores
how network nodes change and interact within different states, helping to reveal the connections and
patterns that link them. Utilizing the principles of stochastic epidemic theory, the SE;E,IRV model is
formulated and employed to analyze the spread and control of malware within WSNs. Using different
parameter settings, the model was simulated, and the results were provided to validate the analytical
results and reveal the complex aspects of the dynamic pattern.

2. Epidemic model of worm spread in wireless sensor network

An epidemic model in the context of a WSNs is often a model that replicates the spread
of information, events, or problems between the network nodes. This may be related to data
dissemination, the propagation of a specific behavior or condition, or the spread of a malfunction
or attack. The epidemic model is frequently used to investigate how rapidly and efficiently information
or events may spread across a network. Figure 2 represents a simplified description of an epidemic

model flow in a wireless sensor network.
Source Node

Y
Data/Event Propagation

Y
| Infected Nodes

Y
Data/Event Processing

Figure 2. Simplified dynamics of node movement in a wireless sensor network.

Before moving further, let us define and explain a few terminologies of WSNss.

e Source Node: The node that initiates the epidemic by generating data, an event, or a fault.

¢ Data/Event Propagation: The process by which information is transmitted from the source node
to other nodes in the network. This could be through direct communication, broadcasting, or other
methods.
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e Infected Nodes: Nodes that have received the information or event and are affected by it. In
a positive context, this could represent nodes that have successfully received and processed the
data. In a negative context, it could represent nodes affected by a fault or attack.

e Data/Event Processing: The nodes process the received information or event based on the
application requirements.

To develop the governing model, we divided the whole nodes N of the networks into disjoint
compartments comprised of six different states, where S represents those nodes that are yet not
in interaction with the virus but are vulnerable to the malware attack. The modeling framework
incorporates two biologically motivated exposed compartments, E; and E,, is motivated by real-
world malware propagation patterns observed in wireless sensor networks (WSNs), where different
malware strains or attack modes exhibit heterogeneous incubation behaviors. For instance, fast-
acting malware that rapidly disrupts node operations is captured by E;, while stealthy or dormant
malware activating later under specific conditions is represented by E,. This compartmentalization
reflects well-documented cybersecurity strategies such as time-delayed activation and layered infection
stages, thereby enhancing the biological analogy to diseases with multiple incubation phases. Such
a structure improves the model’s realism and allows for a more nuanced representation of diverse
malware behaviors. The I compartment denotes infected sensor nodes capable of propagating malware
to neighboring nodes, R refers to nodes that have recovered through antivirus measures or other
counter-strategies, and V represents nodes that have been successfully vaccinated at time z. These
total nodes N comprise the sub-compartments that are scattered in the area of £.2. The nodes collect
relevant information from the surroundings. As mentioned above, the total nodes are categorized into
six groups, namely: vulnerable (S), exposed group 1 (E,), exposed category 1 (E,), infectious (I),
recovered (R) and (V) vaccinated states. Consequently, at each moment 7 > 0, the aggregate number
of sensor nodes in the network is denoted as N(¢), which adheres to the above requirements:

N =S +E (1) + Ex(1) + I(r) + R(®) + V(). 2.1)

The state variables interact within the WSN according to the flowchart diagram presented in Figure
3. The model aims to better understand the dynamic behavior of nodes within the network and to slow
down the spread of the virus within the network.
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Figure 3. The transfer diagram of a system (2.2).

To formulate the model, we need to utilize the sensing area and susceptibility within the sensing
. 2 . . . .
area. Further, for convenience, let ¢ = §5B. Figure 3 illustrates the evolution of the sensing nodes
throughout various stages, as delineated by the subsequent equations:

% S- QDS;I’—():)(” —18(1) — wS(1) + TV (1),

ddEtl _ Wﬁ?ﬂsm — (4 + ) E (D),

d%i - SR AR, 22)
= = LE () + LE (1) — (y + (1),

‘il_l: = —-nR(®) + yI(?),

Z_Y = wS(1) — (o + V().

The rest of the parameters used in the model are explained in Table 1.
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Table 1. Descriptions of the parameters used in system (2.2).

Parameters Description of parameters

Rate of new node entry into the WSN

Crashing rate due to battery depletion

Malware spreading rate

Proportion entering exposed class E;

Proportion entering exposed class E,

Transition rates from exposed to infectious (with 4; > A,)
Recovery rate

Vaccination rate

Rate of vaccine immunity loss

The area of a circular sensing region of a single sensor node

N3 ER 2T ™I I
N

[\

When dealing with real-world situations, the Brownian terms represent continuous stochastic
fluctuations in each compartment, capturing effects such as environmental variability, dynamic node
behavior, or random communication failures. In contrast, the jump terms fx a;(»)X(t") P(dy), where
i = 1,2...6, model rare but impactful shocks such as sudden malware outbreaks or abrupt node crashes
through Lévy noise, which realistically accounts for discontinuous events. In real-world WSNs,
various unpredictable factors such as node mobility, inconsistent energy usage, communication delays,
and hardware instabilities naturally lead to uncertainties. Brownian noise reflects these small-scale,
persistent variations, while the jump noise captures infrequent but disruptive events. The choice of a-
stable Lévy noise is motivated by the empirical observation that traffic patterns and attack intensities in
wireless and computer networks often exhibit heavy-tailed, non-Gaussian fluctuations, where extreme
events occur more frequently than predicted by Gaussian models. From a practical perspective,
incorporating these stochastic components results in a more realistic and resilient framework for
analyzing malware propagation and node dynamics under uncertainty. This formulation enables the
quantification of system reliability under random disturbances and provides insights for designing
robust control strategies. Furthermore, the noise intensities & and jump amplitudes a;(y) serve
as tunable parameters that can be estimated from empirical data or adapted to reflect real-world
disturbance patterns in WSN environments. The ODEs system (2.2) could be represented in the
formalism of stochastic perturbation as follows:
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+ [ @msarra.
X
JE, = [pcpS(t)I(t) _

ds = [H —1S(t) — wS(t) + o'V(t)]dt + £S(1)dQ, (1)

(4 +1) E1(t)]a’t + &E1(1)dQx(7)

N(?)
+ faz(y)El(t_)P(dX),
X
S(H1
dE, = [%2)(” — (L +1n) Ez(t)]dt + &Ex()dQ;5(1)

2.3)
+ f a3(y)Ex (1) P(dy),
X

dl = [/111«31 (0) + LES () — (v + n)I(t)]dt + £1(1)dQ4(1)
+ [ aonepa.
dR = [)/I(t) -~ nR(t)]dt +&R(DAQs (1) + fx as()R()P(dy),
dv = [a)S(t) - (o + ﬂ)V(t)]df + &6 V(D)dQe(1) + fx%(y)V(t_)i’(d)(),

where (dy) = (dt, dx).

The terms Q;(?), for i = 1,...,6, denote independent standard Brownian motions with Q;(0) = 0,
which are used to model continuous stochastic fluctuations in the system. The coeflicients &; represent
the intensity of the diffusion noise associated with each corresponding state variable. In addition
to these continuous perturbations, the model incorporates discontinuous random effects through the
integral terms involving the jump amplitude functions «;(y) and the compensated Poisson random
measure P(dy). These terms describe the influence of Lévy jumps, capturing sudden, irregular events
such as abrupt node failures or malware bursts. Specifically, @;(y) defines the size of the jump,
while P(dy) characterizes the timing and distribution of these stochastic jump events over the space
X. Figure 4 illustrates the overall compartmental transitions under the combined influence of both
diffusion and jump noise in system (2.3).
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Figure 4. The transfer diagram of a system (2.3).

Let

@:a&mmmwlfmwamﬂ@m

G> = HE(DdQax(0) + f @ (E()P(dy),

G3 = &E(0)dQs (1) + faa(Y)Ez(l_)p(dX),
X

@:@mmmm+j@mmwﬁwn

(2.4)

Gs = &R(0dQs(1) + f as(»R(E)P(y),

Ge = &6V (1)dQs(1) + f as(NV ()P (dy).

3. Positive solution qualitative analysis

To explain the dynamic behaviors of the model (2.3), it is necessary to demonstrate the existence of
a single non-local solution inside the feasible region. Thus, this task can be accomplished effortlessly,
and we choose to exclude it. Subsequently, to obtain positive and non-local solutions, it is necessary
to employ the methodologies associated with the Lyapunov function [23,24]. Let us define some

AIMS Mathematics
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assumptions and lemmas in the stochastic sense.

(H(@)) = %fﬂ(x)dx.
0

The two standard assumptions, (H;) and (H;), are essential for proving the existence and uniqueness
of a global positive solution to (2.3).

Lemma 1. (H)).V M > 0 3Ly > O such that

f'Zi 01, %) = Z; (2, )P v(dy) < Ly lsy — s2*,i = 1,2,3,4,5,6, (3.1)
Y
with |s1| V |s2] £ M, where

Qi(s,y) = Q(y)sfor s =S (1),
Qax(s,y) = Q(y)sfor s = E; (1),
Qs(s,y) = Qs(y)s for s = Ko (17),
Qu(s,y) = Qu(y)s for s = 1(17),
Qs(s,y) = Qs(y)s for s = R(1),
Qs(s,y) = Qs(y)s for s =V (17),

(3.2)

where Z denotes the compensated random measure.
(H,). |log (1+ Q,»(x))| < Cfor Qi(s) > —-1,Q; =1,2,3,4,5,6 where C is a positive constant.

Theorem 1. Assuming an initial set of positive data for the state of variables, a global solution
(S,E,E, LR, V)(1) € R exists for all 0 < t in system (2.3) a.s.

Proof. By looking into the coeffecients of model (2.3), we can say that it satisfy the
underlying local Lipschitzness, hence the condition (H;), for any initial approximations values
(So, E1(0), E»(0),Ip, Ry, Vo) € Ri, it is evident that the coefficients of system (2.3) are locally Lipschitz
and continuous. Therefore, a distinct local solution (S, E{, E,, I, R, V)(¢) is present for all values of
t € [0,7,.), where 7, denotes the time of the explosion. To demonstrate that this solution is global, we
need to prove that 7, = oo is almost certainly the case. Let ky > 0 be sufficiently large to ensure that
the initial values (S(0), E{(0), E»(0),1(0), R(0), V(0)) lie within the interval [é, ko]. We describe the
stopping time as follows for each integer k > ky:

7, = inf{r € [0, 7,) : min (S(?), E|(r), Eo(2), I(1), R(r), V(1)) <
or max (S(1), E (1), E»(1), I(r), R(?), V(20)) > k}.

1
k

In this paper, we set inf () = co (where () represents the empty set). According to the given definition,
T, increases as k — oo. Set 7o, = limy_, 7, therefore, 7., < 7, almost surely. We must demonstrate
that 7, = oo almost certainly. If this claim is incorrect, then there surely exists a combination of
constants 7 > 0 and € € (0, 1) that results in

Plt, <T} > €.
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As a result, there exists a real number &y < k; for which
PT>1}>€e Vk=>k. (3.3)

To continue the proof, assume a function (C?) V. : R} — R,, where R, = {x
x is real and non-negative}, by

V(S,E;,Eo, LR, V) = (=1 +S=In8) + (-1 + Ey ~InE)) + (-1 + Es ~InEs) + (-1 + 1= InT)
+(-1+R-InR) + (-1 +V-InV).

By employing the Itd formula, we derive

dV = LVdt+ (S - D& dQi (1) + (B — D& dQu(1) + (Ez — 1)&3dQs (1) + (I — 1)&4 dQu(1)
+ (R = D)&5 dQs(1) + (V — 1)&6 dQe(1) + f[m(y)S — In(1 + a1 ("))1P(dy)

X
+ f [(E; — In(1 + ax0)1P(dy) + f (@30 E> — In(1 + as()1P(dy) o
X X *
" f [T  In(1 + as()IP(dy) + f [as(IR — In(l + as())1P(dy)
X X

" f [as()V = In(1 + a6ONIP@Y).
X

Ly = (1 1 )(n _ ¢S

0] N(t)
+ f [a1(y) = In(1 + ()] v(dx)
X

1 \(peSOIE) &
+ (1 - El(t))( NO (4 + n)El(t)) + 5

é:2
—1S(1) — wS(7) + O'V(t)) + 31

+ f [@2(y) = In(1 + @2 (y))] v(dx)
X
+(1 1 )(ws(t)l(t)_

gZ
(A2 +1) Ez(f)) + 33

CE.(0n)\ N@

+ f [3(y) — In(1 + a3())] v(dx)

X

1 —1 ALE AHE 1 ﬁ
+{1= | B0 + L0 = O+ 1) + 5
+ f [@4(y) — In(1 + a4(y))] v(dx)

X

1 2
+ (1 - @) (YI(?) - nR(1)) + %5 + fx [as(») = In(1 + as(y)] v(dx)
+ (1 -
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6 2 6
LVSH+<,0+677+w+/ll+/12+y+0'+2%+2f[a,~(y)—ln(l+a/,~(y))]v(dx).
i=1 i=i vX

6 2 6
LV§H+(,0+677+w+/11+/12+)/+0'+Z%+Zf[a,-(y)—ln(1+ai(y))]v(dx):K. (3.5)
i=1 i=i YX

By integrating both sides of Eq (3.4) within the interval [0, @,, A T], we obtain
0<E S@AT),E(anT), Ex(aAT), {aAT), R(waAT), Vi@AT)

aAT
< H(So, Ei9, E, 1o, Ry, Vo) + Ef K (3.6)
0

< H(So, E 9, Ex, I, Ry, Vo) + TK.

We reached P(w) > 1 by supposing « = (T > «a}. Next, there exists
(S(a, @), E((a, @), Ey(a, @), (e, @), R(e, @), V(a, @)) that equal either K or %
As H(S(a),E (o), Ex(a),I(a), R(a), V(o)) >l —1Inl—1 or % +1In/ -1, so,

1
E(l —Inl- 1) A (7 +Inl- 1) < H(Sa/’ E](l[a EZ(ZI’ I(I[’ R(xp Va[)- (37)
As 0 < P(T > w+) and with the use of Eq (3.6), we have

H(So, E10, Eao, To, Ro, Vo) + KT > E| I, H(Sup Eia, Eaays Ly Rayy Va))|

1 (3.8)
26[(l—lnl— 1)/\(7+lnl—1)].

Here 1q, denotes the set Q.  Substituting / with co results in a contradiction: oo >
H(So, Eq9, Eop, Iy, Ry, Vo) + KT = co. Consequently, the system exhibits exceptional well-posedness.
O

4. Extinction

The objective of this section is to analyze the extinction of the system (2.3) and establish a threshold
for assessing the likelihood of the worm’s eventual extinction or survival. We will determine the
circumstances that will lead to the eradication of a worm. To facilitate comprehension, it is necessary
to establish a clear and concise definition.

Lemma 2. If in model (2.3), (S,E,E,, LR, V) is a root with starting approximation
(S(0), E1(0), E»(0), 1(0), R(0), V(0)) € RS,
then a.s.,

O SO+E () + 1)+ Ex(0)+R@) + V(@)
lim =

t—00 t

0. (4.1)

Further,

lirnl S(r)dQ,(r) =0, lim %f E (r)dQ(r) =0, lim % f E,(r)dQs(r) =0,
t—0o0 0 t—00 0

t—oo 0

AIMS Mathematics Volume 10, Issue 9, 20312-20345.
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liml I(r)dQ4(r) =0, lim % f R(r)dQs(r) =0, lim % f R(r)dQs(r) = 0.
t—o0 0 t—o00 0

t—oo 0

Proof. The mathematical calculation of the aforementioned result is removed, since the final remarks
may be derived using the methodology outlined in the formulation of Lemma 4.1 in Zhang et al. [27].
O

Theorem 2. [f the threshold number

RS = ¢ [ + n(pA; + qAy)]
" @ 4+l + 1) + S+ [ aaO) + In(l + aa(y)] pdy

<1,

then the infected nodes I(7) in system (2.3) will almost certainly approach zero as a result of an
exponential function.

Proof. By integrating the model (2.3), we can get the below outlined equations:

RS0 - 20 sy - i) o + £ [ a0
0

o1 f [ f m(y)su-)P(dx)],
r Jo [JUx

E,(5) - E, (0 S)I ’
O-BO_ oD _ 4y fo E/(1)dQ:()

o1 f [ f aZ@)EmP(dx)],
t Jo |Jx

Ex(t) - E 1 t
(0= F20) _ g¢®D _ 6 f Ex (1) dQ5(1)
t (N) B Jo

1 [ -
+ —f [f 03()’)E2(l_)P(d)()],
t Jo [Jx

— AED + B(Es) — (7 + 7)) + g—j fo 1) dOs(1)

1 ! -
+ —f [fa4(y)l(t‘)P(d)()],
tJo [Jx

R() - RO [
RORO 1y s + sy + £ [ Rraso

1 [ -
+ —f [fas@)l(f_)P(dX)],
t Jo [Jx

w = W(S) — (o +nKV) + % fo V(1) dQs(1)

1 (" -
+ —f [f C¥6(Y)V(l_)P(d)()]-
tJo |Jx

P(t) = 1(A2 + DE; + (4 + PE; + (41 + 7)(A2 + )L

I(r) - I(0) (42)
t

Let
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After simplification, we have:

/l]/?.z(ﬁSI + 7]¢SI
N N
By the It formula, one can get:

LdagST  gSI
N N

P(t) = (Lp + 42q) — (7 + Y)( LAy + 4 + Ao + 1)L (4.3)

1
—dt
I

dInl(r) = [ (Lp + g — (i + )i da + 4 + on + )]

2

1 -
Syt £0d0, + : f [In(1 + ()] ldy) - f [04(y) — In(1 + aa())] pdy,

2 X X

<[4 + (i p + 42q)) — (7 + V)i Az + 4y + Ao + 17°)

2 1
" 54—2 f [04(y) = In(1 + 04y uddy)ldt + £, Qs + f [In(l + as(y)ludy,
x X

2

<M+ Qi+l + 0 + ) + il f [as(y) + In(1 + au(y))] ,Ud)’] 4.4)
X

¢ [ + n(pA; + qAo)]
0+ Ve + Ay + 12+ 72) + 5 + [ [@a() + In(1L + au(3))] udy

1 .
+aydQy + 7 f [In(1 + a4(y))P(dy)
X

—1|dt

2

< |+ idy + Ay + 0l +177) + T f [a4(y) + In(1 + a4(y))] ,udy] [Rg -~ 1] dt
X

1 .
+aydQy + 7 f [In(1 + a4(y))P(dx)
X

Integrating system (2.3) throughout the interval O to # and using Lemma 2, we obtain:

_ In (¢ 2
lim sup ® < 7+ V) (Dids + 0 +1ds +17) + Tt f [@4(y) + In(1 + @4(y))] udy] RS -1,
—00 X
(4.5)
which shows that
lim I() = 0. (4.6)

1—00

In the view of the above-given result, our (4.2) equations satisfy:

R(1) - RO t L p
Q) : © _ /11<E1>+/12(E2>—(77+7)(I)+%4 ﬁ 1(1)dQu(n) + ~ ﬁ [ f as(y)I(t‘)P(d)()]-
X

Applying limits with respect to t — oo, we can have:

. R(@®) - R(0)
lim —

—0o0

!
= A Iim(E) + 1, tlim(E2> —(n+7y) lim{) + % limf I(r) dQ4(?)
t—o0 —00 t—o0 1—oo Jq

+ ! lim [f as(I()P(dy) |
0

[ t—oo X
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According to Lemma 2, and the above result, we can get:

limR() =0,

t—00

and the rest of the equations of (4.2) are given as:

I1
lim S(¢) = e
=00 N+ w— 27
(o +
lim V(z) = G+m
{—co w(n + w — 0'(0'+17))
This explain the asymptotic behavior of the stochastic system (2.3). Thus, the Theorem 2 fundamental
objective remains valid. O

5. Persistence

This section examines the long-term dynamics of the illness and its fluctuating effects throughout
time. We will begin this process by defining the concept of persistence for the specified average metric.
This fundamental phase will help in understanding how the disease persists within the community over
prolonged periods.

Definition 1. Liu and Aeshah [23] presented the following hypothesis to tackle the continued existence
or upkeep of the system (2.3): liminf,_,, % fot I(r)dr > 0 a.s.

This assumption indicates the requirement for the disease’s sustained presence inside the system
throughout time.

Furthermore, confirming epidemic persistence may necessitate essential findings presented by El
Fatini and Sekkak [28]. These results are crucial instruments for achieving a thorough comprehension
of epidemic dynamics within the specified context.

Lemma 3. ((Strong Law) [28, 29]), If a function which is continuous F = {F}o<, exist at a local
martingale such that at t — 0 it dies, then

) ) F
llirg(F, F), =00, as., = tll)rg F ;:>t =0,

F.F F
lim sup< P <0,a.5.,= lim—= =0, a.s.

t—00 t t—oo [

Lemma 4. Consider h € C([0, c0)xQ, (0, 00)) and H € C([0, 00) X Q,R) 3 lim,;_,c, @ =0a.s. Ifforall
t>0, Inh(t) > &t — & ﬂ h(s)ds + H(t) a.s., then, iminf,_.(h(t)) > 2 a.s., where {E,Eg € R>E >0
G Zy > 0}. The following theorem will outline the assumptions pertaining to the permanence of the
system (2.3). The primary purpose of this section is explained in the subsequent theorem, which
delineates the formal requirements for persistence.

Theorem 3. IfRy > 1, with initial data (Sy, E1(0), E>(0), Io, Ry, Vo) € RS, the worm I(t) will be subject

to the following condition:
an( Ry -1)

liminf{I(t)) > ——— a.s.
[— o0 Cl(’p
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where
IT

(1+0+ %+ [ o) = In(1+ 0, 6] (@)

Consequently, we may assert that the malware will persist throughout the network. Let us stated

C =

RP — Pae’
0 — 2 2 2 2 ’
(n+w+ % +A1)(/ll +n+ ‘“';—2 +A2)(/12+n+ ‘% +A3)(y+n+ % +A4)
where
a1 = [T =+ ao) @),
X
As = f [02) — In (1 + @29 1 (dy)
X
Az = f[cm(y)—ln(l +a3()]| p(dy).
X
A= [ leu) =0+ axo)] (e,
X
Proof. Set

G:—CllnS—CzlnEl—C3lnE2—C4lnI, (51)

here Cy, C,, C3, and C, are contants, and we may calculate it later. By the application of It6 result on
Eq (5.1), we get

dG = LG — C£1dQ,(1) — Cod Oy (1) — C3d Q5(1) — CadQ4(1)

—le[cnS—ln(l+a1)]N(dt,dx)—C2f[a2E1—ln(1+a'2)]ﬁ(d)()
X X

- C; f [asE; —In(1 + a3)] N(dt, dx) — Cy f [as — In(1 + a4)] ﬁ(d/\/) R
X X

dG = —C1 InS — C21HE1 - C31HE2 - C41HI,

2
a6 =-S0+ D8 v - S+ St [T - 10 + iyl
X
CopeS C,&2
_ 2”19" O+ 222 oy f [aa(y) — In(1 + aa(y))udy])
X

C3q¢SI a3
- G e+ 3753 +Csf f [a3() ~ In(1 + a3 ()udyl)
X

_ C4/11E1 _ C4/12E2 n C4§421
I I 2

+ Cof f [@a(y)  In(1 + as(y))dy]).
X
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f [1(y) = In(1 + a1 ())pdy])
X
2
, Cz{% " f [@>(y) — In(1 + @)yl + c3 f (053 = In(1 + as(»)ady])
X X

2
+ CA%‘ + f [as(y) — In(1 + a4(y)udy]} + CielL.
X

2

dG < \JC1CyC3Capqp?d; + Cl{% + f[al()’) — In(1 + a;(y))udyl}

X

2

2
+ Cz{% + f[az(y) — In(1 + ax(y)pdyl} + Cz{% + f[%(y) — In(1 + a3(y)udyl}
X X

2
+ C4{%4 + f[cm(y) = In(1 + a4(»))pdyl} + Ciol,
X

where
I1
C] = fz ’
ntw+ 3+ fX[a/l(y) = In(1 + a1(y))ludy
I1
Cz = fz ’
A+ g fx [@2(y) = In(1 + ax(y))ludy
I1
C3 = Ez ’
L+ fx[a3(y) — In(1 + a3(y))]udy
I1
C4 =

: .
y+n+ 2+ [ay®) - In(1 + () ludy
Also, we have

2
a=n+w+ % + f[al(y) — In(1 + a1 (y)]udy,
X
2
b=, 40+ % ' f [@>0) = In(1 + an())udy,
X
2
c=Ah+n+ % + f[ag(y) —In(1 + a3(y))ludy,
X

2
d=vy+n+ % + f [as(y) = In(1 + a4(y))]udy.
X

Then
+ [T pge? A
LG <-4 + 411 + C ¢,
abcd
20
< —4H[ I pge-t 1] +Cyel, (5.2)
abcd

< —4H[;‘/R5 - 1] +Ciol.
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Placing Eq (5.2) in Eq (5.1), then taking the integral on both sides, we have

G(S(0), E1(1), Eo(1), (1)) — S(0), E1(0), E»(0), 1(0)) 4 C1&701(1)
t §—4H[\/R75—1]+C1¢I—+
~ Co60x(1) _ C3&505(1) ~ C4é50u(1)

t t

t
_¢ f (1S - In(1 + a1 ()N (dy)
X

(5.3)
_G f [x()E; — In(1 + ()N (dy)
X

-G f[6l3()’)E2 —In(1 + a3(y))IN(dy)
X

- Cy f[CM(Y)I — In(1 + a4(y)IN(dy).
X

We have

Cié10:1() B Co6 0x(1) B C3&05(1) _ Ci&504(1)
t

FO=- t ! t

_q f ()8 = In(1 + a1 IV Y)
X

-G f[az(y)El —In(1 + a2(y))IN(dy) — C3 f[%()’)Ez —In(1 + a3(»)IN(dy)
X X

G f s = In(1 + as())IN(dyp).
X

From the robust law articulated in Lemma 3, we derive

tlim Y() = 0.
From Eq (5.3), we have
Cuply = ATICYRE — 1) - wipy + SO FA0) B, 10) - SOEOEBEOI0)

By Lemma 4, the limit superior of the equation lim,_,,, ¥(¢) = 0, we have

ATI(RE - 1)
,132 inf (I(2)) > o a.s.
thus implies that lim,_,, I(¢) > 0.
Thus, the proof of Theorem 3 is finished. O
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6. Numerical simulations

To handle these dynamics, an extended Milstein scheme is often used, which incorporates
corrections to address the jump components introduced by Lévy noise [28]. Lévy-driven stochastic
differential equations (SDEs) provide mathematical models for systems influenced by random
fluctuations that exhibit abrupt changes, such as in finance, biology, and physics. The extended Milstein
technique incorporates both the continuous Gaussian components and the discontinuous jump terms,
enhancing the accuracy of simulations compared to simpler schemes like the Euler-Maruyama.

The Milstein scheme for a one-dimensional SDE driven byLévy noise can be described as follows:

X1 = Xy + b(X,,, 1,)AQ, + a(X,, 1,)Ar + f Xy 1 AN, 1), (6.1)
R

where:
— (X, represents the value of the process at time #,,.
- (a(X,, t,)) and (b(X,, t,,)) are the drift and diffusion coeflicients in the SDE.
— At is the time step.
— (AQ,) is the increment of the Wiener process (Brownian motion) at time ¢,.
— (c(X, 1y, £)) 1s the jump amplitude function, depending on the jump size .

— (AN((,1,)) represents the compensated Poisson jump increments associated with the Lévy
process.

The extended Milstein scheme incorporates both small and large jumps to ensure that the simulation
captures the essential characteristics of Lévy noise. The integral term accounts for the effect of
discontinuous jumps, which are modeled using a Poisson random measure or its compensated version.
This makes the method particularly suitable for systems where jump discontinuities have significant
impacts on the dynamics. This section of the manuscript includes an example, which will subsequently
be utilized to simulate the model and demonstrate its behavior of the model. Particularly, the section
focuses on the development and implementation of the method and its comparison with other known
methods. We shall apply the usual higher-order Milstein technique to the discretized system (2.3). The
corresponding discretization equations are provided as follows:
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S.I;
Si+1:S [H—%—ns—wS,-+0'V,-]At+§1Si\/A_tozl,

é';2
21S:(a? ay; — 1) at+e(x)S"AL,,

Sl 1 2
Ei i =E;+ [1% - +nE, z] A+ EE \/_mzz &2 El z(%, D) at+e(x")E]AL,,

qeSil;

= ]At+§3E2 Vatas + %Ez,i(a;i— 1) A 1+ e(x)EIAL,,

Esii = Eo, + [

(6.2)
2
L, =1+ [/llEL,- + LEy; — (y + ;7)1,-] At+EIVAray; + %Ii(a/ii — D at+e(xHI"AL,,

2
R. =R + [yIi - nR,-] At+ &R Vatas; + %Ri(a;i — 1) A1+ e(x)R'AL,,
2
Vi =V + [s,. — (0 + n)v,-] At + &V VAtag, + %V,-(ag,,. — D) at+e(x)V'AL,.

In the aforementioned context, the notion At denotes a positive, uniform time increment. The
parameters «;, for i = 1,...,5, are independent Gaussian stochastic variables, each adhering to the
conventional Gaussian distribution N'(0, 1). The simulation period is established as [0, 5000], with a
step size of At = 0.5.

6.1. Extinction of the worms

It is commonly noticed from the dynamical analysis that for the threshold value less than one,
the number of infected nodes approaches zero. The numerical verification shown above gives
empirical evidence confirming the assumption of worm extinction, namely that the worm gradually
and consistently disappears from the network when the threshold value is less than one. Figures 5(a)—
5(f), obtained from the original experiment, support the aforementioned observation. Table 2 (Case 1)
presents the system’s parameters and initial settings associated with simulating the system (2.3), where
Rﬁ ~ 0.0169 if a4(y) = 0.1, and it is integrated over a unit measure (i.e., fx dy = 1). Furthermore,
the stochastic curves obtained from the model (2.3) show variations and finally converge towards
the worm-free equilibrium point of the deterministic model, suggesting the epidemic’s extinction. A
simulation was run using MATLAB (see Appendix A) to investigate the impact of various parameters.
Figure 5, generated from the first experiment, presents empirical data to support the model assumptions
and conclusions.
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Figure 5. The extinction of the system (2.2) and the system (2.3).
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Table 2. The values of the parameters for model (2.3).

Parameters Case 1 Case 2 Case 3
I1 10.0 10.5 10.5
B 0.05 0.80 0.80
n 0.05 0.01 0.01
p 0.45 0.30 0.30
q 0.05 0.30 0.30
A 0.40 0.20 0.20
Ao 0.20 0.30 0.30
0% 0.45 0.10 0.10
w 0.45 0.20 0.20
o 0.45 0.45 0.45
& 0.55 0.25 0.75
& 0.65 0.25 0.65
& 0.31 0.25 0.25
&, 0.21 0.25 0.25
&s 0.19 0.90 0.95
& 0.59 1.20 1.25
S() 50.0 500 500
E (1) 20.0 200 200
E) (1) 25.0 250 250
1(») 15.0 150 150
R®) 45.0 450 450
V(@) 15.0 100 100

6.2. Numerical simulations for persistence

The dynamical analysis of a virus model in WSNs also exhibits the property of persistence. Here,
by simulating the model, we noticed that a percentage of the nodes are always infected with the virus
whenever the threshold value is larger than one. To be more precise, the simulation explains that
infected and exposed nodes remain non-negative and are finally approaching a non-trivial steady state
under the condition of R(’)D ~ 1.815if @ = 0.10, a, = 0.10, a3 = 0.10, ay = 0.15, a5 = 0.12, and
a¢ = 0.10, so the malware will continue to exist within the networks. Figures 6(a)—6(f) show how the
simulation analysis of the activity of malware in a network takes into consideration both geographical
and temporal aspects. The computation of the stochastic model, which has a reproduction value of
more than one, and the threshold associated with the deterministic system, which is also greater than
one, is very simple (see Figure 6). Table 2 (Case 2) displays the system’s parameters and initial settings
(2.3). Changing the noise intensity value shows that the infection model (2.3) can persist, as seen in
Figures 7(a)-7(f), where the Rg ~ 215 if a; = 0.05, a, = 0.05, a3 = 0.05, ay = 0.05, a5 = 0.05,
and @ = 0.05. The computation of the stochastically generated model, which has a threshold value of
more than one, and the threshold associated with the deterministic system, which is also bigger than
one, is rather simple. Table 2 (Case 3) shows the parameters and starting values for the system (2.3) in
Figure 7.
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(2.3) when we change the parameters value and noise intensity.
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6.3. Designed LMBNNs procedure
Let Z(t) = [S,E|,E>, LR, V]™ € R® be the state of system (2.3),

dZ(t) = f(Z(1)) dt + diag(§:S, &E1, &0, 641, 65R, §6V) dQ(1) + fx a(y, Z(t")) P(dy),

where f(-) is the drift in system (2.3), Q(#) are independent Brownian motions, and P the «
compensated jump measure. We approximate the (mean) trajectory or solution operator by a feed-
forward neural map

Zo(t) = Wy o (Wy () + b)) + by, w(t) = [1, Z(O)]",

with parameters 8 = {W;, W,, b, b,} and activation o (-) (log-sigmoid in our experiments). From M
Monte—Carlo trajectories {Z(”')(tk)}kK=O generated by the extended Milstein scheme (Section 6) under
the chosen a-stable parameters, we formed the supervised set D = {(,Z"(#;))}. The Levenberg—
Marquardt backpropagation neural networks (LMBNNs) approach is employed to analyze the dynamic
behavior of the stochastic model delineated in system (2.3), and to physiologically characterize the
transmission of the stochastic variant of HBV infection. The scheme is developed and implemented
for three components of the model, with the results presented in the Figures 8—13. This picture
illustrates the workflow diagram of the SKNov system, showcasing the design via two separate metrics:
LMBNN-based procedures and mathematical processes. The dataset design utilizes the Adam method,
allocating 82% for training and 9% for validation, as shown in Table 2 (Case 3). We utilized the log-
sigmoid transfer function to examine the hidden layers and constructed a singular input-output layer
configuration (comprising neurons). The ongoing neural network analysis is conducted meticulously
to address challenges such as premature convergence, overfitting, and latent situations. Consequently,
the network parameters were meticulously established based on experience, rigorous testing, and
understanding. The parameter settings were meticulously adjusted, as even slight modifications could
substantially impact the overall circumstances and the efficacy of the inquiry. In the MATLAB
application, we utilized the NFTOOL command to execute the stochastic process employing LMBNNSs,
ensuring suitable configurations for hidden neuron sections, testing statistics, learning methodologies,
and validation statistics. Table 2 (Case 3) presents the parameters employed to resolve the SKNov
model using LMBNNs. The performance of the SKNov model is assessed by mean square error
(MSE) and state evolution (SE), as seen in Figures 8—13. Figure 9 illustrates the regression results for
Case 3 from Table 2, with a computed value of 1 signifying an ideal model.
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Figure 13. Regression for the SKNov system (2.3).
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7. Conclusions

In this work, we formulated and analyzed a stochastic SE;E,IRV model to explore the dynamics
of the computer virus within WSNs accounting for the unpredictability of nodes and anti-virus
applications. The key purpose of the study was to explain the effect of environmental fluctuations
on WSNs and to reduce the malware spread within the networks. The model was formulated on
the basis of certain assumptions while including Gaussian white noise and Leavy jumps. This
method facilitates a more accurate depiction of the system’s dynamics in unknown settings. We
performed the stochastic stability, derived a six-dimensional Fokker-Planck equation, and obtained
analytical representations of the probability density functions. Subsequently, we developed a scheme
that implement these analytical representations pdf in MATLAB. The behavior of the model around
the quasi-endemic state was numerically investigated, and the results reflect the distinctive novelty
of this research. Various parameter settings were used to generate graphical results to show the
authenticity of the analytical results and to explain the complex aspects of the underlying problem.
The results suggest that a numerical analysis of the model given by system (2.3) is necessary, and
further studies can be conducted on control strategies, the rate of convergence, and other related
topics. The significant outcomes of this study provide robust evidence that the proposed paradigm
might enhance network longevity and data efficiency. These findings hold practical significance for
software organizations, enabling them to leverage this information to create more efficient antivirus
software that can successfully mitigate malware attacks in WSNs. Furthermore, the study will aid end-
users in restoring corrupted nodes and deploying antivirus software on sensor nodes with meticulous
attention, consequently enhancing the entire security framework to reduce assaults.

Future research areas may include the analysis of additional factors, such as isolated and quarantined
nodes, as well as the integration of heterogeneous and mobile nodes. These characteristics enhance the
model’s applicability and provide greater insights into the dynamics of worm spread and mitigation
strategies in WSNs.
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MATLAB Program

The following MATLAB code is the numerical scheme for solving the proposed system of stochastic

differential equations.

N

= 1000;

initS = 500;
initEl = 200;
initE2 = 250;
initI = 150;
initR = 450;
initV = 100;

dt = 0.01;
time = 1000;
sim = 1;

lambda_jump = 0.1;
jump_magnitude = 0.05;

for k = 1:sim

] =1
S(j) = initS;
E1(j) = initEl;
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E2(j) = initE2;
I(j) = initI;
R(j) = initR;
V(j) = initV;
t(j) = dt;
while S(j) > 0 && t(j) < 1000
kappal = phi - varphi * S(j) * I(j) / N - omega * S(j) -
eta * S(j) + sigma * V(j);
kappa2 = p * varphi * S(j) * I(j) / N - (lambdal + eta) *
E1(j);
kappa3 = q * varphi * S(j) * I(j) / N - (lambda2 + eta) *
E2(j);
kappa4 = lambdal * E1(j) + lambda2 * E2(j) - (gamma + eta)
* I(3);
kappa5 = gamma * I(j) - eta * R(j);
kappa6 = omega * S(j) - eta * V(j);
sigmal = S(j);
sigma2 = E1(j);
sigma3 = E2(j);
sigmad = I(j);
sigma5 = R(j);
sigma6 = V(j);
rn = randn;

jump_indicator =

poissrnd(lambda_jump * dt);

jump_value = jump_indicator * jump_magnitude (2 * rand -
;

S(j + 1) = S(j) + kappal * dt + etal * sqrt(sigmal) * sqrt(
dt) * rn + jump_value;

E1(j + 1) = E1(j) + kappa2 * dt + eta2 * sqrt(sigma2)
sqrt(dt) * rn + jump_value;

E2(j + 1) = E2(j) + kappa3 * dt + eta3 * sqrt(sigma3) *
sqrt(dt) * rn + jump_value;
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I(j + 1) = I(j) + kappad4d * dt + etad * sqrt(sigmad) * sqrt(
dt) * rn + jump_value;
R(j + 1) = R(j) + kappa5 * dt + eta5 * sqrt(sigma5) * sqrt(
dt) * rn + jump_value;
V(j + 1) = V(j) + kappa6 * dt + etab * sqrt(sigmab) * sqrt(
dt) * rn + jump_value;
t(j + 1) = t(j) + dt;
j =3+ 1
end
end
S1(1) = initS;
E11(1) = initE1l;
E21(1) = initE2;
I1(1) = initI;
R1(1) = initR;
V1i(1l) = initV;
for k = 1:time / dt
S1(k + 1) = S1(k) + dt * (phi - varphi * S1(k) * I1(k) / N -
omega * S1(k) - eta * S1(k) + sigma * V1(k));
E11(k + 1) = E11(k) + dt * (p * varphi * S1(k) * I1(k) / N - (
lambdal + eta) * E11(k));
E21(k + 1) = E21(k) + dt * (q * varphi * S1(k) * I1(k) / N - (
lambda2 + eta) * E21(k));
I1(k + 1) = I1(k) + dt * (lambdal * E11(k) + lambda2 * E21(k) -
(gamma + eta) * I1(k));
R1(k + 1) = R1(k) + dt * (gamma * I1(k) - eta * R1(k));
Vick + 1) = V1(k) + dt * (omega * S1(k) - eta * VI1(k));
end
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