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Abstract: Quantum computing presents a significant threat to traditional cryptographic protocols,
particularly those relying on the hardness of factoring large integers and computing discrete
logarithms, as quantum algorithms can solve these problems in polynomial time. With the advent
of quantum computers capable of breaking current cryptographic schemes, the need for quantum-
resistant cryptographic mechanisms has become increasingly urgent. In this paper, we focused on
authentication, a critical security property, and reviewed various classical cryptographic techniques
to this aim and their potential to resist quantum attacks. We present a (non-exhaustive) overview of
the state of the art in quantum-resistant authentication, particularly through symmetric cryptography,
digital signatures, and hardware-based approaches such as physical unclonable functions (PUFs). By
offering a clear and focused analysis, we used this survey to bridge the gap between diverse academic
communities and provide a foundation for future research in post-quantum authentication.
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1. Introduction

With the upcoming development and deployment of quantum computers of sufficient capacity,
many systems will need to upgrade the procedures they use to provide authentication services to
quantum-resistant mechanisms. To ensure a successful transition to quantum-resistant (often called
post-quantum) tools, it is essential to adopt a multidisciplinary approach by involving cryptography
and security experts from across the academic community, including theoretical computer scientists,
mathematicians, physicists, and system engineers. However, various academic communities often
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employ distinct terminologies, making it challenging to facilitate effective interaction.

Quantum computing poses a significant threat to numerous cryptographic implementations. This
emerging paradigm challenges the conventional boundaries of complexity classes, as the development
of novel quantum algorithms enables the resolution of certain problems in quantum polynomial time,
whereas their classical® counterparts require exponential time. On top of the famous algorithms for
period finding and search, due to Peter Shor [1] and Lov Grover [2], a number of novel algorithmic
techniques and developments help us grasp which computational tasks are effectively simplified
throught quantum technologies and how fast can they be performed in practice [3]. For the
cryptographic community, the most tangible impact of quantum computing is the loss of security for
cryptographic schemes based on the hardness of factoring large integers or computing discrete
logarithms in cyclic groups, as these problems become efficiently solvable by quantum adversaries.
Consequently, new cryptographic designs are being proposed and analyzed, drawing on problems
from both well-established and previously unexplored areas of mathematics. This rapidly evolving
research field, known as post-quantum cryptography, aims to develop cryptographic systems resilient
to quantum attacks. On the other hand, new adversarial models must be developed to accurately
capture the capabilities of adversaries equipped with quantum technologies. Constructing such
models is considerably more complex than merely considering adversaries that can efficiently solve
discrete logarithm or factorization problems. It is essential to account for the fundamentally different
properties of quantum systems, such as those implied by superposition, the no-cloning theorem, and
the impossibility of rewinding. These quantum-specific characteristics significantly influence the
interactions among the various entities in a cryptographic protocol and must be rigorously
incorporated into security analyses (see, for instance, [4]).

Authentication is a fundamental security property that guarantees the legitimacy of an entity,
whether a user, device, or system, as well as the integrity and origin of transmitted data. Various
protocols and techniques, both interactive and non-interactive, are routinely deployed to facilitate
authentication across a wide range of practical applications, including many of critical importance. A
notable example is the authentication of software updates and firmware, which represents a common
target for adversarial attacks, particularly when systems require upgrades to enhance security.

In this survey, we seek to bridge the relevant communities by offering a comprehensive overview
of the current state of the art in quantum-resistant authentication. We focus on three major categories
of tools: Those based on symmetric cryptography, those utilizing asymmetric or public-key
cryptography, and those built on so-called physical unclonable functions, a notable example of
hardware-based authentication as a versatile resource. Although we present these areas separately, we
emphasize that these types of tools are often combined in real-world applications.

The scope of this survey is confined to constructions based on classical (i.e., non requiring
quantum resources) technologies, with a particular emphasis on the mathematical tools and arguments
that underpin them. While we do not intend to provide an exhaustive analysis, our objective is to
present an overview of the most promising techniques and methodologies in this field.

Related work. Another recent survey on quantum-resistant authentication can be found in [5]. While
that work provides an exhaustive list of various quantum-resistant solutions, our approach is more
limited and in a way, selective, as we focus on conveying the underlying mathematical ideas behind

*Throughout this text, the term “classical” will refer to non-quantum technologies.
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some of the most relevant constructions in the field. Furthermore, we have considered authentication in
a broad sense, whereas other researchers typically focus on quantum-resistant adaptations of specific
protocols used for secure communication, such as TLS (see [6]). In addition, in this paper, we have
limited our focus to authentication techniques that can be implemented using classical technologies,
but are potentially resistant to attacks that exploit quantum computing resources. However, using
quantum techniques for authentication (most often, of entities, i.e., identification) has been extensively
researched ( [7-11]). For a survey on the topic, we refer the interested reader to [12].

Paper roadmap. We begin by reviewing some notions and ideas needed to make this paper
self-contained in Section 2. To this aim, we first revisit some mathematical notions involved in
post-quantum constructions, and then focus on basic concepts related to authentication. Further, we
devote Section 3 to explain the major tools from symmetric cryptography typically used for
post-quantum authentication. Then, we move on to digital signature schemes in Section 4, where the
rationale of several post-quantum public key signature scheme proposals is briefly explained and
some recent relevant examples depicted. Finally, Section 5 is devoted to hardware based
authentication, particularly focusing on the use of physical unclonable functions. We conclude our
overview with some final remarks in Section 6.

2. Background

This section includes some notions and examples that will help the reader gain understanding on
the tools available and challenges to tackle when trying to design quantum-resistant authentication
methods.

2.1. The mathematics of post-quantum cryptography

The quest for mathematical problems whose computational difficulty remains unaffected by
advancements in quantum technologies presents significant and highly complex research challenges.
The area has attracted a lot of interest in the last decade, not only due to the competition launched in
2016 by the US National Institute for Standars and Technology (NIST) with the aim of standarizing
post-quantum cryptographic constructions. This process was structured through a first call for
proposals for key encapsulation mechanisms (KEMs) and digital dignature schemes (DSSs). As both
public key encryption schemes and key establishment protocols can be derived from KEMs, the NIST
call ambitioned to have a full suite of post-quantum cryptographic primitives standarized by the end
of the process. The competition has gone through multiple evaluation rounds to assess security,
efficiency, and practicality of the submited proposals. In 2022, NIST selected four primary
constructions (CRYSTALS-Kyber [13] for key encapsulation, and CRYSTALS-Dilithium [14],
FALCON [15], and SPHINCS™ [16] for digital signatures). All of these are based on lattice problems,
except from SPHINCS*, which is a hash-based signature. The process concluded in March 2025 with
the selection of a code-based construction, HQC, as the fifth algorithm to be standarized (see the final
NIST report [17]). In addition, a subsequent process was opened in 2022 and is running in order to
standarize further signature schemes.

While indeed lattice based cryptography is one of the major actors in this field, the mathematics of
post-quantum cryptography is diverse, encompassing several problem domains. Let us provide a brief
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overview of the key research avenues in this pursuit.

Lattice-based cryptography. The hardness of solving different problems in discrete lattices has
since the early days of public key cryptography been exploited for cryptographic constructions. Given
a basis for a certain discrete lattice, classical problems such as the Short Integer Solution Problem
(SIS), Shortest Vector Problem (SVP), or Closest Vector Problem (CVP) have been used for many
cryptographic constructions.

Lattice-based Problems

Short Integer Solution Problem (SIS) Given two integers n, m, a prime number ¢ and a matrix
A defined by m (column) vectors selected uniformly at random from Z?, find a short nonzero
vector v € Z™ such that Av =0 mod gq.

Shortest Vector Problem (SVP): Given a field K, a lattice A of dimension n € N over K is the
set of all integer linear combinations of a given set of linearly independent vectors {by, ..., b,}.
Find the nonzero vector 4 € A with minimal norm.

Closest Vector Problem (CVP): Given a field K, a lattice A of dimension n € N over K is the
set of all integer linear combinations of a given set of linearly independent vectors {by, ..., b,}.
Given a target vector v ¢ A, find the lattice vector 1 € A closest to v.

Learning with errors (LWE) — search : Given a matrix A € Z"" and a noisy vector b € Z,
find s € Zy such that As + ¢ = b (for some bounded noise vector e € Z’qn).

In a nutshell, given a field K a lattice A of dimension n € N over K can be defined as the subset of
all integer linear combinations of a given set of linearly independent vectors {by, ..., b,} (e.g., a basis
for A). Once a norm is defined, a natural question is to ask for the shortest vector 4 € A (i.e., the
vector of minimal norm) and also to try to compute the closest vector to a given v ¢ A, which is how,
respectively, the SVP and the CVP are defined. In turn, SIS is defined as the problem of finding a short
non-zero vector given a random matrix; in a seminal work, Ajtai [18] presented a family of one-way
functions based on this problem and showed the relation to SIS to SVP (SIS is secure on average if a
certain SVP is hard in a worst-case sense).

More recently, the so-called Learning With Errors (LWE) problem, has taken a starring role in this
field (see the seminal paper by Regev, [19]). The idea behind it is very intuitive; fixing two natural
numbers n, m and given Z,, the ring of integers modulo g > 2, a matrix A € Z7"" and a “noisy” vector
b € Zy, the search version of the problem is the problem of finding a secret vector s € Zj such that

As+e=b,

for some bounded noise vector e € ZZ’. Note that in this case, the considered lattice is defined, taken
the rows of A as a basis. In turn, a decisional version of the problem can be defined as the problem
of telling apart random samples from samples generated as As + ¢ — for fixed s and random (A, e). It
was soon realized that more efficient cryptographic constructions could be derived choosing a different
algebraic structure instead of Z,, namely, for some suitable rings, single equations (instead of systems)
could yield more samples; the corresponding problem is called Ring Learning With Errors (RLWE)
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and hardness results on these where established by Lyubashevsky et al [20]. A nice survey on these
problems can be found in [21].

One of the oldest cryptographic constructions based on lattices is the NTRU encryption scheme [22],
which has been intensely revisited due to the NIST competition. While NTRUE did not make it to the
end of the competition, three of the four constructions selected in 2022 by NIST are also lattice-
based (namely, Kyber, Dilithium, and FALCON). This has propelled the search for both classical and
quantum algorithms for solving the related problems (see, for instance [23]). Note that both Dilithium
and Kyber have been published as FIPS 203 and FIPS 204 standards (see ML-KEM [24] and ML-
DSA [25]), while FALCON is expected to be published as FN-DSA (future FIPS 206).

Code-based cryptography. Code-based constructions are also very relevant in the post-quantum
scenario.  Broadly speaking, most are built using the hardness of decoding random linear
error-correcting codes, typically formalized as a General Decoding Problem (GDP) or as a Syndrome
Decoding Problem (SDP). A related problem is that of Code Equivalence (CEP), the question of
whether two given linear or nonlinear codes are equivalent under a specified group of transformations.

Decoding Problems

General Decoding Problem (GDP): Given a generator matrix G for an [n, k] code C over F,, a
non negative integer ¢y and a vector w € F, find a codeword w € C with 6(w, W) < 1.

Syndrome Decoding (SDP): Given an (n — k) X n matrix H over F,, a vector s € FZ"‘, and a
nonnegative integer fo; find a vector w € Fy, with 7, nonzero entries and such that HwT = sT.

Code Equivalence Problem (CEP): Let G,G, € ]F’;X" be two generator matrices for two
linearly equivalent codes C; and C,. Find two matrices over FF, making this linear equivalence
explicit, i.e., S, an k X k invertible matrix and Q an n X n matrix, such that

G, =S5G,0.

In a nutshell, given n, g € N, a g-ary linear code C is nothing but a subspace of I, if it has dimension
k € N, we say that C is a g-ary [n, k] code. If G is an n X k matrix whose rows constitute a basis for
C, we say that G is a generator matrix. Dually, if H is an (n — k) X n matrix such that G - HT = 0, we
say that H is a parity check matrix for the code C. The error correction capability ¢ of a code is the
maximum number of transmission mistakes that can be tolerated without interfering with the decoding
process. Typically, there is a notion of “distance” () defined in order to make this decoding capacity
explicit; if the received word w is close enough to the actually transmitted word w, i.e., 6(w, W) < ft,
then it is posible to decode it correctly. However, decoding algorithms typically need to exploit certain
concrete characteristics of the concrete code in use; decoding with respect to a random linear code is
computationally very hard. To embed a trapdoor in coding-based cryptography, one typically begins
with a well-structured secret code C and applies a linear transformation to obtain a code C’ that should
be indistinguishable from a random code.

The first well-known construction in this scenario is the so-called McEliece cryptosystem, first
proposed in 1978 [26]. It remains essentially unbroken despite decades of research. McEliece’s
original idea was to encrypt messages as codewords of a certain linear code with error-correcting
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capability, to which a randomly chosen error was added, following a design similar to lattice-based
constructions. The public key consists of a somewhat masked generator matrix of the code, while the
secret key is the set of information necessary to execute an efficient decoding algorithm capable of
removing the introduced errors. Assuming that the generator matrix of the code (which consitutes the
public key) is indistinguishable from a random matrix, the adversary is faced with a generic decoding
problem, for which no efficient algorithms are known. BIKE [27], Classic McEliece [28], and
HQC [29] are three code-based constructions that reached Round 4 of the aforementioned NIST
competition. As previously mentioned, HQC emerged as the winner by crossing the finish line.

Multivariate cryptography. Multivariate cryptography relies on the difficulty of solving systems of
nonlinear (typically, quadratic) polynomial equations over finite fields. This class of cryptosystems
offers fast encryption and decryption but has historically been challenging to design securely. This
area is believed to have potential for post-quantum cryptography.

Multivariate Quadratic Problems

Multivariate Quadratic (MQ): Let m,n,q € N. Consider m quadratic polynomials in n
variables over a finite field F = F,, given by

Yk=1,...,m; pk(xl,...,x,,) = anzn:p?jxixj + anpfxi +p16
i=1

i=1 j=1
with
kK ok ok ..
Dij»Pi> Py € E, Vi, je{l,..,n}.

Then, the MQ problem associated with the above collection is to find a common root for the m
polynomials, i.e., a vector ¥ € F" such that

P@ == p"@=0.

Informally, a Multivariate Quadratic (MQ) problem is the problem of finding a common root for
several multivariate quadratic polynomials. It is well known that this problem belongs to the
complexity class NP-hard, meaning that there is evidence suggesting that some instances of this
problem will be computationally infeasible to solve within a reasonable time, even in its simplest
form over a two-element field. However, in order to securely generate a large number of
cryptographic keys, it is necessary to find a large number of problem instances that are always hard to
solve. Thus, worst-case complexity serves only as a relative indicator. It is conjectured that, when the
parameters of an MQ problem are chosen at random (in some sense), its difficulty will be high,
supported by results suggesting that the average-case difficulty of this problem is also very high.
However, there are no clear guidelines for selecting the involved polynomials with sufficient security
guarantees, and less so if one needs to select them so that there is a close relation with an easy system
of equations that can be exploited as a trapdoor for enabling decryption or verification of signatures.
This is the main challenge in designing cryptographic proposals based on this paradigm, sadly, many
promising constructions have through the years been proven insecure.

Examples of celebrated constructions in this area are the seminal proposals by Patarin et al. [30],
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and, more recently, the Rainbow signature scheme [31] or the new signature schemes MAYO,
QR-UOV, SNOVA, and UOV [32], all advancing to the second round of a new NIST competition to
standarize post-quantum signatures.

Isogeny-based cryptography. Informally, an isogeny is a map connecting two algebraic curves
which is surjective and preserves the underlying group structure (see [33] for formal definitions). In a
nutschell, the idea behind isogeny based cryptography is to mimic so-called Diffie-Hellman like
constructions using isogenies instead of exponentiation. Two curves connected through an isogeny are
said to be isogenous. Given two isogenous elliptic curves over a finite field, computing an isogeny
between them, the so-called General Isogeny Problem (GIP), is assumed to be a very hard
computational problem (even if quantum resources are at hand). However, proving that two such
curves are isogenous is possible in (classical) polynomial time. A very interesting problem motivated
by practical applications is finding ways to prove knowledge of an isogeny between two curves
without actually revealing it [34]. Related problems are that of finding a chain of isogenies connecting
two curves (Isogeny Path Finding Problem (IPF) or the problem of fully describing the set of
structure-preserving transformations of a given curve (known as the Endomorphism Ring
Computation Problem (ERCP)).

Isogeny-based Problems

General Isogeny Problem (GIP): Given two elliptic curves E and E’ (not necessarily
supersingular), find an explicit isogeny between them.

Isogeny Path Finding Problem (IPFP): Given two elliptic curves E and E’ over a finite field
IF,, determine a sequence of isogenies (an isogeny path) that connects E to E’.

Endomorphism Ring Computation Problem (ERCP): Given a supersingular elliptic curve E,
compute its endomorphism ring End(E).

The best known proposals along this line are SIDH (for key exchange) and SIKE (for key
encapsulation) [35], both rendered insecure by the attack from [36]. Still, other proposals, such as
CSIDH [37] remain unbroken, and are attracting a lot of interest. The fact that isogeny-based
problems enable us to somehow mimic non-interactive key exchange a la Diffie-Hellman (thus the
sufix “DH” in the acronyms SIDH and CSIDH) makes this research avenue very interesting.
Moreover, in the NIST signature contest, SQISign [38], a signature scheme where security is based on
the knowledge of a secret elliptic curve isogeny, has been selected to move forward to the second
evaluation round.

In search for hard problems. There are other areas of mathematics where different problems are
explored to build quantum-resistant constructions upon (see, for instance, recent constructions using
group actions [39], or the so-called Semi Direct Discrete Logarithm Problem, see the proposal
from [40] and the cryptanalysis from [41]). However, it is worth noting that identifying and
understanding which mathematical problems are hard enough in a post-quantum sense is not an easy
task. In an attempt to identify promising research avenues, the Hidden Subgroup Problem (HSP) is
understood as a generic formulation englobing many such potentially hard problems. HSP can be
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seen as a way to understand the power of quantum algorithms and the limits of Shor’s algorithm in
group theoretical language.

Hidden Subgroup Problem

Hidden Subgroup Problem (HSP): Let G be a known group, H < Gandlet f : G — S be a

function from G to a known set S such that for all g, g, € G,

fg)=f(g) < gH=gH.

Describe H.

J

An informal formulation of the HSP may be given as follows: let G be a finitely generated group,
S a finite set, and consider an efficiently computable function f : G — S such that f is constant
and distinct on left cosets of a subgroup H < G of finite index, identifying a generating set for H.
Many problems used in cryptography may be reduced to HSP; actually, Shor’s [1] polynomial-time
quantum algorithms for the Integer Factorization Problem and Discrete Logarithm Problem rely on a
polynomial-time quantum algorithm for HSP in finite cyclic groups and groups of the form Z, X Z,
for prime p. There are efficient quantum algorithms for HSP for all finite abelian groups and for a few
classes of finite non-abelian groups. See [42] for a full survey.

2.2. Basics on Authentication

In this section, we present the basic concepts necessary for understanding authentication and briefly
explore some mechanisms by which it can be implemented using cryptographic techniques.

Authentication is defined as “a process that provides assurance of the source and integrity of
information in communications sessions, messages, documents or stored data or that provides
assurance of the identity of an entity interacting with a system” [43]. Authentication serves as a
critical barrier against unauthorized access, protecting not only personal data but also the integrity of
entire systems. It usually forms the first line of defense against a multitude of cyber threats. The
above definition of authentication, in line with common understanding, distinguishes two main
authentication services: entity authentication and data authentication. Next, a high-level definition
and basic working details of these services are presented to help understand the context in which the
previously introduced mathematical problems need to be applied.

Entity authentication. It is the process by which an entity, called the Relaying Party RP, verifies
the identity of a user or system, called the Prover Pr, usually as a requirement before granting the
Prover the right to access certain resources. This typically involves the use of a credential Cred such
as a password, a shared secret or cryptographic key, biometrics (in the case of human entities), or a
secure hardware-based token. In general, all entity authentication methods currently used in digital
systems involve the use of cryptography, either to securely create or transmit credentials or to avoid
the predictability of one-time secrets, among other purposes.

Entity authentication typically involves two phases, corresponding to two separate processes:
Enrollment and authentication (see Figure 1). During the enrollment phase, the Relying Party
registers IDp,, the identity of the Prover, and both convey a credential Cred for the Prover. The
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Relying Party registers the information needed to verify the credential along with the identity of the
Prover. The Prover is required to keep the credential, which usually contains some secret information,
safe. During the authentication phase, the Prover proves possession of the credential to the Relying
Party, usually in an interactive way.

Our interest is focused in methods categorized as cryptographic authentication, which provide the
strongest guarantees and are achieved by proving the possession and control of a cryptographic key via
an authentication protocol [44].

Prover (Pr) Relaying Party (RP)
ENROLLMENT

Registers IDp,
Establish credential Cred for Pr

Stores Cred Stores
Cred_VerInf (credential

verification information)

AUTHENTICATION

Claims IDp,

Retrieves IDp, info

Requests Cred_Proof
Generates Cred_Proof

Cred_Proof

Verifies Cred_Proof
with Cred_VerInf

Figure 1. Entity authentication.

Data authentication. This security service involves the satisfaction of two properties: Integrity
authentication, assurance that data has not been altered in an unauthorized manner since it was
created, transmitted, or stored, and source authentication, assurance about the source of the data,
sometimes also called origin authentication [43]. All common solutions for data authentication rely
on cryptographic constructions.

Data authentication involves two phases: Generation of the authentication token and verification of
such token (see Figure 2). Although there are cases where the token is embedded in the data being
authenticated, the typical approach is to attach to the data M being authenticated an authentication
token Auth_T oken that can be verified by the Relying Party RP, i.e., the entity receiving or retrieving
the data.

The authentication token is generated by the entity acting as the Data Source S using K,,,, a secret
key k shared with the Relying Party, if symmetric cryptographic schemes are used, or a private key sk
only known to the Data Source, if asymmetric cryptographic schemes are used. During verification,
the Relying Party uses K,.,, the symmetric key k shared with the data source or the public key pk
of the Data Source, together with the data M being authenticated to verify the authentication token
Auth_Token. If the verification is successful, the data is accepted; if the verification fails, the data is
rejected. In both scenarios, symmetric or asymmetric, the authentication process operates under the
assumption that the keys involved are legitimate, thereby ensuring that the Relying Party can trust the
identity of the Data Source. Here, identification should be interpreted in a broad sense; for instance,
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in two-party or multi-party symmetric data authentication, it may be sufficient to establish that only
authorized or trusted entities possess the shared key, without requiring additional explicit evidence of
identity.

Data Source (S) Destination or Relying Party (RP)
GENERATION
Retrieve priv/sec key material

for token generation K.,
Auth_Token = Gen(K,e,, M)

M, Auth_T oken

VERIFICATION
Retrieve pub/sec key material for

token verification K,
Ver(K,e-, M, Auth_T oken)

Figure 2. Data authentication.

Data authentication services can also be used to provide entity authentication. As mentioned,
cryptographic entity authentication is based on the claimant (Prover) proving knowledge and
possession of a secret or private key. In order to do so, in the authentication phase, the Relying Party
sends to the Prover a fresh unpredictable nonce. Then, the Prover sends back the authentication token
generated over the nonce.

Major cryptographic tools for authentication. Today, the major cryptographic tools used for data
authentication are message authentication codes (MAC) and digital signature schemes (DSS). We give
formal definitions and further discuss these two tools in Sections 3 and 4. The authentication tokens
that are generated and attached to the authenticated data are called authentication tags in the first case
and signatures in the second. MAC constructions, usually combined or integrated with symmetric
encryption algorithms to form authenticated encryption (AE) schemes, are widely used to protect all
types of data transmitted or stored. Where possible, MACs are the first choice because of their
reliability and high performance in terms of both computation time and storage size. On the other
hand, digital signatures are not usually chosen to authenticate data because their performance is
inferior to that of MACs for the same security requirements. However, their role is critical in at least
the next two use cases:

e Public key authentication. A trusted entity binds an identity to a public key by signing both pieces
of data (among other data) and generating what is known as a public key certificate.

e Data authentication with legally binding requirements. Digital signatures, supported by public
key certificates that meet specific national or international requirements, are recognised by many
laws around the world (for example, the European Digital Identity Framework [45]).

As far as it goes, all the cryptographic authentication methods rely on at least one of the entities,
the claimant (or claimed Prover), securely keeping a secret and using it in the authentication phase or
in the generation of the authentication token. At present, the highest level of security guarantees for
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the case of entity authentication is achieved when the cryptographic basic tools mentioned above are
integrated with or reinforced by hardware-based cryptographic authentication devices. In the context
of human authentication, common examples of such devices include smart cards and USB tokens,
which typically require a second authentication factor, such as “something you know” (e.g., a
password) or “something you are” (e.g., a biometric characteristic). However, when the entity we
want to authenticate is itself a device (e.g., an IoT sensor), the scenario gets significantly more
challenging, there is no possibility to use the aforementioned second-factor authentication methods
and it is assumed a priori that the adversary can have physical access to the device. The difficulties are
greater when the scenario involves devices with limited capabilities, such as in the Internet of Things,
Connected Industry, or Smart Cities. In recent decades, so called physical unclonable functions
(PUFs) have been proposed as a new hardware-based security primitive that has the potential to solve
or at least overcome some of the challenges in device authentication. Some nice overviews on
hardware security that highlight the critical role of (PUFs) in constrained device authentication can be
found in [46,47]. We further discuss this hardware-based tool in Section 5.

Authentication of cryptographic keys. Finally, a particularly critical application of data
authentication is that concerning shared cryptographic keys. Although we do not delve into the
underlying techniques in this survey, it is worth highlighting their relevance in the post-quantum
context and providing some references for the interested readers.

Indeed, ensuring the authenticity of keying material is essential, as the inability to confirm which
entities possess specific keys significantly undermines security, regardless of the cryptographic
mechanisms those keys are intended to protect. Two crucial components in this context are
authenticated key establishment (AKE) protocols and key encapsulation mechanisms (KEMs). AKEs
are cryptographic constructions through which n > 2 users establish a shared secret key, typically
communicating through an insecure channel. To this aim, during the protocol execution users
typically authenticate using a priori shared secrets, either high entropy (e.g., certified cryptographic
keys) or low entropy (passwords).

In turn, KEMs are public key cryptographic protocols through which a sender is able to generate
and transfer an encapsulated secure cryptographic key to a dedicated receiver, holding the secret key
that matches the public key used for the encapsulation. As we mentioned in the introduction, these
tools are one of the major actors in the NIST process for post-quantum standarization, as they can be
used as a building block for secure public key encryption and also for two party AKE. Indeed, there are
several techniques for building two party AKE from KEMs which are proven secure in a post-quantum
world (see, for instance, [48,49]). When more than two users come into play, achieving authenticated
post-quantum group key establishment is also possible combining two party tools in relatively simple
ways (e.g., [50,51]).

2.3. Authentication in practice

This section contains some examples of real systems in which the cryptographic tools mentioned
above are used for the authentication of entities and data.

The best-known and most widely used distributed system that illustrates the usage of
authentication tools is the Internet, specifically, the Transport Layer Security (TLS) protocol [52]. In
the more common configuration of TLS 1.3, the handshake protocol implements a one-way AKE
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between the client (e.g., a web browser) and the server (e.g., a web server), where the client
authenticates the server by verifying the server’s X.509 public key certificate [53]. DSS are used
extensively; for instance, the public key certificates are typically signed by the issuer and the server
signs some of the sent messages during the handshake. Supported signature schemes in TLS version
1.3 are variants of RSA [54] and DSA over elliptic curves (ECDSA [55] and EADSA [56]). On the
other hand, the key exchange protocol recommended in TLS 1.3 is the ephemeral Diffie-Hellman over
finite field groups or over elliptic curve groups, with specific variants defined in TLS 1.3 [52].

Other messages in the handshake are authenticated using a MAC. After finishing the key exchange,
both parties derive additional cryptographic material from the shared key. Some of the derived keys
are used to encrypt and authenticate all exchanged data using an AE scheme with additional data
(AEAD) [57].

Although the previous approach is not the only one considered in network security (e.g.,
DNSSEC [58] uses only digital signatures and Kerberos [59], in its traditional deployment, uses only
symmetric key cryptography), there are quite a number of security protocols for the Internet that are
designed in a similar way to TLS, i.e., trust is established through the use of public key certificates,
then, an AKE protocol is executed, and, finally, data is securely exchanged using a MAC or an AE
scheme. Other examples of protocols that follow this approach are IPSec [60]—used for example in
virtual private networks (VPN), or the Signal protocol [61], used in messaging applications to provide
end-to-end encryption and authentication—.

In scenarios where the devices involved have limited capabilities, such as Machine-to-Machine
(M2M) or IoT systems, it may be necessary to limit the options considered in the approaches
discussed previously or to adopt different ones. Some M2M or IoT communication protocols rely on
TLS (or DTLS [62]) to encrypt and authenticate the data exchanged between peers at the application
layer. However, in highly constrained scenarios, AKEs based on public key certificates are not always
possible and establishing trust through a pre-shared key is the most appropriate or only feasible
approach. Many protocols (e.g., TLS and DTLS, and specially those designed for contrained devices)
include the possibility to derive the cryptographic material needed to secure the exchanged data using
a pre-shared key. This pre-shared key can be embedded in the device at manufacture or generated at
bootstrapping by direct (secure) communication with the server or by derivation from a seed or
password (e.g., printed on the device packaging). Examples where it is typical to use pre-shared keys
include MQTT [63] over TLS, CoAP [64] over DTLS, and CoAP with OSCORE [65].

Embedding or storing the cryptographic material in the device may be too risky in certain use cases,
since it can be assumed that once the device is deployed, an adversary may eventually gain access to
it and attempt to break the device’s protections to obtain the cryptographic material inside. In these
scenarios, PUF-based solutions are very promising. PUF-based security hardware has been known
in academia since 2002 [66] and has recently attracted an increasing attention from standards bodies
[67, 68] and industry. Some examples of commercial products that have successfully achieved the
PSA Certified Security Assurance Certificate are the Intrinsic ID QuiddiKey 300" and the PUFsecurity
PUFcc Crypto Coprocessor?. Both hardware systems offer a secure Root-of-Trust chip with a PUF at
its heart, which can be used to provide device authentication with the highest guarantees, especially in
embedded systems, and, to execute a AKE protocol. From then on, data exchanged between the parties

Thttps://products.psacertified.org/products/quiddikey-300
*https://products.psacertified.org/products/pufcc
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can be authenticated and encrypted using an AE scheme.

Focusing now on human authentication, NIST Digital Identity Guidelines [44] establish that the
permitted authenticator types to achieve the highest assurance level (AAL3) are single-factor
cryptographic authenticators combined with a password or multi-factor cryptographic authenticators.
Cryptographic authenticators, either software or hardware, use an authentication protocol to prove
possession and control of a cryptographic key. A typical example of this type of authenticator in
recent decades has been the cryptographic smart cards used as national electronic identity documents
(eIDs). These cards typically contain a pair of asymmetric keys and the routines necessary to use
them securely: one pair is used to authenticate the citizen (by requiring them to sign a piece of data
generated for that authentication in a way that is transparent to the user) and the other is used to sign
documents.

Today, the concept of digital identity has evolved and digital wallets, either software or hardware,
are seen as a suitable mechanism to store a variety of a user’s credentials and the functionality to prove
their ownership. A prominent example of a digital wallet is the European Digital Identity (EUDI)
Wallet [69], which is currently being developed and rolled out. As expected, EUDI Wallets support
user authentication that relies on digital signatures but will also support other advanced cryptographic
protocols to prove possesion of a credential in more private ways or selective disclosure of attributes
(e.g., with Zero-Kowledge Proofs).

Another very relevant example of cryptographic authenticators for humans are security keys. They
rely on public key cryptography (through digital signatures) to help users authenticate themselves
in online services. They are seen as the successor to password-based authentication and are a key
technology for achieving secure, scalable and more private passwordless authentication. A popular
choice for systems supporting security keys is the FIDO2 set of open authentication standards from the
Fast IDentity Online (FIDO) Alliance [70].

2.4. A prominent use case: Authentication in QKD

Quantum key distribution (QKD) protocols exploit the features of quantum mechanics to enable
the transport of a cryptographic key through an insecure (quantum) channel. While QKD protocols
represent the most significant practical advancement in incorporating quantum technologies into
security, it is far from being a replacement for many use kcases where classical key agreement
protocols are currently used (see [71]). In particular, QKD protocols require authenticated channels,
which to date is only achieved through traditional (non-quantum) tools.

Typically, in a QKD protocol quantum states are exchanged or transported through an insecure
channel and measured upon reception. Thereafter, an authentication phase is implemented to assert
that the assumed peer has indeed been the actual sender; most often this step is cried out by classical
means (for instance, by using pre-shared keys and MACs). The complexity of such a setup indeed
increases for QKD networks involving multiple users; in a naive setting, we would need @ two-
party keys to be able to connect n users in pairs. Another approach is to employ post-quantum digital
signature schemes; however, this method has a significant drawback, as it relies on computational
assumptions and necessitates a form of public key infrastructure to manage the distribution, updating,
and certification of keys. For related experimental results, see [72].

In the literature, there are also proposals for building authentication leveraging quantum
technologies. For instance, in [73] the authors put forward a protocol for QKD network systems using
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authenticated quantum states to get entity authentication. That is, certain qubits that are encoded with
pre-shared information are generated and exchanged to verify the legitimacy of each entity. This other
proposal from Farré et al. [74] exploits entanglement to attain user-server authentication in the context
of QKD. In this survey, we focus on authentication attained through classical means, therefore,
readers interested in quantum entity authentication protocols are referred to the recent report [12].

3. Symmetric key data authentication

For many years, Grover’s search algorithm [2] has been considered the only realistic quantum
algorithm threatening the security of symmetric cryptographic tools. The robustness of these tools
depends on the secrecy of a key, with the speed of an exhaustive search over the corresponding key
space commonly used as a benchmark for their strength. As Grover provides quadratic speed up in
exhaustive search attacks, dodging this menance seemed simple; if keys are encoded as bitstrings, just
doubling the key size would do the job. However, later attacks like that of Kuwakado and
Hidenori [75] evidenced that considering brute force attacks on the key space may not be enough. In
Kuwakado and Hidenori’s work they consider adversaries that beyond local quantum computations
may furthermore query different related (e.g., encryption) oracles in superposition.  Similar
superposition attacks have been proposed since then and clearly evidence that further dedicated
analysis of symmetric tools in models is needed (see, for instance, [76-79]).

Still, symmetric tools for authentication are widely used and believed to work reasonably in a post-
quantum context; we briefly discuss here the most relevant examples.

3.1. Message authentication codes

As mentioned already, message authentication codes (MACs) are symmetric primitives used to
preserve the integrity of messages by creating an authentication tag computed by combining the
message and the secret key; this tag can later be verified, thus proving that the message has not been
tampered with, by those holding that same secret key.

Formally [80], a MAC is defined as a triplet of algorithms MAC = (KeyGen, Tag, Vf) (see Figure 3)
where:

e The probabilistic key generation algorithm KeyGen(1¢) takes as input the security parameter and
outputs a key k € {0, 1}7© for a suitable polynomial p(£).}

e The probabilistic authentication algorithm Tag(k, M) takes as input a key k, and a message M, and
outputs a tag ?.

e The deterministic verification algorithm Vf(k, M, ) takes as input a key k, a message M, and a tag
t and outputs a decision: 1 (accept) or O (reject).

Classically, a MAC system is said to be secure if no polynomial time adversary Adv can win the
following game: A random key k is chosen from the key space and the attacker is presented with
a MAC(k, =) oracle from which he can obtain (polynomially) many tags for messages of his choice.
Typically, Adv wins the game if it can produce, with non-negligible probability, what is called an
existential forgery, that is, a new valid message-tag pair (M, t), where ¢ is not the output of an oracle

S1n the sequel, for the sake of simplicity, we will assume KeyGen(1¢) actually selects k uniformly at random in {0, 1},
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query on input M. This security notion is called existential unforgeability under chosen message attacks
(EUF-CMA).

KeyGen, ——————— Secret Key k&
Tag tag Vi
Message M Accept / Reject

Figure 3. Sketch of MAC schemes.

One of the first security models for proving security of MACs in a post-quantum context is the
one by Boneh and Zhandry [81], which introduce indistinguishability under quantum chosen-message
attacks (EUF-gCMA) in order to mimic the classical EUF-CMA and capture superposition queries.
This model (often referred to as BZ) is further refined in several papers, such as [82], where the notion
blind unforgeability (BU) is put forward. The idea behind this notion is to rule out attacks in which the
adversary has access to a MAC oracle on a certain region and uses it to produce tags for messages on a
disjoint message region. For quantum adversaries who are able to make queries in superposition, these
attacks are nor covered by the definition from [81] (which, moreover, did not quite take into account
the destructiveness of quantum meassurement).

In [82], it is proven that several natural MAC constructions are secure in this sense, in particular:

e Quantum secure pseudorandom functions; this allows for the construction of secure variable-
length MACs from any quantum secure PRF.

e Secure hash and MAC constructions; if one combines a blind unforgable hash with a so-called
Bernoulli-preserving hash (see [82] for precise definitions).

Thus, there are nice choices for MAC constructions that can be used with very good security
guarantees in presence of quantum adversaries; concrete examples are given in [82]. We recommend
the Master thesis [83] for a nice introduction to the topic.

3.2. Authenticated encryption

Authenticated encryption (AE) schemes are cryptographic constructions aiming at providing both
confidentiality and authentication. They typically combine a symmetric encryption scheme and an
message authentication code (or other authentication mechanism), often following a simple
sequencial/paralel strategy (Encrypt-then-MAC, Encrypt-and-MAC, MAC-then-Encrypt, etc.).

Recall that symmetric encryption schemes are defined as a tuple of algorithms (KeyGen, Enc, Dec)
as follows:
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e A probabilistic key generation algorithm KeyGen(1¢) that takes a security parameter £ and outputs
a secret key k.

e A probabilistic encryption algorithm Enc(k, m) that takes a secret key k and a plaintext message
m from a message space M, and outputs a ciphertext c.

e A deterministic decryption algorithm Dec(k, c): that takes the secret key k and a ciphertext ¢ and
outputs either the original plaintext message m or a special failure symbol L if decryption fails.

Since some symmetric encryption schemes process only small-sized message blocks, they must be
applied repeatedly to encrypt large data files. These repeated applications can be organized in various
structures, commonly referred to as modes of operation. Often, we speak of AE modes, which are
specialized modes of operation that enable us to implement secure AE schemes from suitable
symmetric encryption schemes. That is, for instance, the case of the famous Galois Counter Mode
(GCM) that builds on the well-known counter mode for encryption to attain data authentication
(see [84])).

In [85], Bellare and Nampempre introduced security notions in the classical setting and further
analized generic composition methods for the design of these tools. In a post-quantum setting, a
similar study is carried over in [86]. There, a security model is proposed, combining the classical
Bellare-Namprempre security model with the ideas from [87] to handle message authentication
against quantum adversaries. Furthermore, a generic construction method is given, combining any
quantum-resistant symmetric-key encryption scheme together with any authentication scheme (DSS
or MAC) admitting a classical security reduction to a quantum-computationally hard problem. At this,
the security level required for the symmetric encryption scheme is called IND-qCPA, which is similar
to the classical notion capturing so-called indistinguishability under chosen plaintex attacks and
where challenge messages can only be encrypted classically.

For the MAC scheme, the security level required is that from [81].

A more recent exploration of security models and generic constructions for quantum-resistant AE
can be found in [88]. There, it is proven that certain classical AE modes do not attain the desired
security level, for instance, generic SIV mode, GCM mode or EAX mode. The attacks relevant here
are quantum period finding attacks, see [79]. There are, however, also secure construction techniques
identified in this work, such as the nonce-prefix variant of CBC-MAC described by [89], if implemented
from a secure enough’ block cipher. The authors of [88] also introduce a new technique, nonce-based
re-keying, to upgrade a a weakly secure authenticated encryption scheme into a secure one.

Besides generic constructions, there are also concrete specialized authenticated encryption modes
of operation that have been explored in the post-quantum setting. A nice lightweight construction is
SATURNIN [90]. Further, Jason et al. present a sponge-based construction in [91]. Also, Bhaumik
et al. propose in [92] the so-called QCB mode of operation, which gives very strong guarantees (BZ
secure authentication and IND-qCPA encryption) as soon as it is implemented with a quantum-secure
tweakable block cipher.

1In the sense of the so-called Q2 model, where the adversary is allowed to send queries in superposition to the challenger, mimicking
a legitimate user whose answers may also be in superposition.
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4. Digital signature schemes

Signature schemes are public key constructions involving, typically, two actors, a Signer and a
Verifier. The Signer holds a secret key which allows him to build signatures, and a message-signature
pair can be checked by the Verifier, who has access to the public key of the Signer. More formally, a
digital signature scheme (DSS) is defined as a triplet of algorithms (KeyGen, Sign, Vrfy), where:

e The probabilistic key generation algorithm, KeyGen(1¢), takes as input the security parameter ¢
and outpus a pair (pk, sk) of public and secret keys, of length polynomial in ¢.

e The probabilistic signature generation algorithm, Sign(M, sk), takes a message M and a secret
key sk and outputs a message-signature pair (M, o).

e The deterministic verification algorithm,Vrfy(M, o, pk), outputs one bit reflecting if the o is a
correct signature w.r.t. pk and M, that is,

Vrfy(1¢, M, o, pk) — 1 iff o is consistent w.r.t. M and pk.

As it was the case for MACs, the security notion typically used to validate the security of a DSS is
EUF-CMA, existential unforgeability under chosen message attacks. At this, a challenger generates a
key pair (pk, sk) and hands the verification key pk to the adversary, who has then access to a signing
oracle that will sign (polynomially many) messages My, ..., M, of his choice, using the secret key sk.
The choices of these messages can be made adaptively (not in one shot). Then, the adversary wins the
game if he is able to output a pair (M*, o) for a new message M* and such that Vrfy(1", M*, o, pk) — 1.
To prove the DSS secure, one needs to asert that any efficient adversary will fail in this experiment
with overwhelming probability.

4.1. The NIST selection for post-quantum DSS

As discussed, in 2016, the National Institute of Standards and Technology (NIST) initiated a
competition to select post-quantum cryptographic constructions, identifying CRYSTALS-Dilithium,
FALCON, and SPHINCS" as the first three digital signature schemes for standardization. The first
and the last schemes have already been published as FIPS 204 and FIPS 205 standards
(see ML-DSA [25] and SLH-DSA [93]), while the second one is expected to be published as
FN-DSA (future FIPS 206). Note that the standards introduce some differences from the original
NIST Round 3 proposals of the corresponding algorithms (for instance, the randomness generation in
Dilithium has been adjusted and there are stricter input/output formats for SPHINCS*). However,
these differences are not fundamental and essentially result in implementation consistency and clarity.

Given that three of these schemes are based on lattice problems, and with the objective of fostering
a more diverse portfolio of cryptographic options, NIST issued a call for additional signature proposals
in July 2022 (see https://csrc.nist.gov/projects/pqc-dig-sig). An initial pool of 40 candidates underwent
the first round of evaluation. Following a review period of just over a year, NIST announced in October
2024 that 14 proposals had advanced to the next round. These proposals are categorized into six
distinct groups based on their underlying mathematical foundations: codes (CROSS, LESS), lattices
(Hawk), MPC-in-the-head (Mirath, MQOM, PERK, RYDE, SDitH), multivariate (UOV, MAYO, QR-
UOV, SNOVA), symmetric tools (FAEST), and isogenies (SQISign). Details on these constructions
and on the selection criteria followed in this process can be found in [32].

AIMS Mathematics Volume 10, Issue 8, 17423—-17458.


https://csrc.nist.gov/projects/pqc-dig-sig

17440

The minimum requirement for the candidates was to significantly outperform Dilithium and
FALCON (for lattice-based proposals) or SPHINCS™* (for proposals based on other paradigms).
Additionally, the criteria used by NIST to select the 14 candidates were, in decreasing order of
relative importance: (1) Security, (2) computational costs and performance, and (3) the characteristics
of the algorithm and the proposed implementation.

From a security standpoint, NIST placed high value on submissions that included a formal security
proof, although this was not an absolute requirement. Additionally, NIST highlighted several
desirable security properties, such as resistance to side-channel attacks, multi-key security, and
robustness against misuse (e.g., misuse of randomness or secret keys). Submitters were also
encouraged to emphasize extra security guarantees beyond standard unforgeability: For instance,
exclusive ownership, message-bound signatures, or non-resignability, which could offer practical
advantages in specific applications. In addition, each submission was required to include a summary
of known cryptanalytic attacks, together with detailed complexity estimates. This made it possible to
evaluate the current security landscape of each scheme in a transparent and informed way.

In terms of performance and efficiency, the evaluation took into account key metrics such as public
key size, signature size, and computational cost. Schemes with clearly documented estimates for key
generation, signing, and verification were viewed favorably. From an algorithmic design perspective,
NIST expressed particular interest in proposals that demonstrated the ability to scale across a broad
range of platform; from embedded devices to servers.

In some cases, schemes were selected not only for their security and performance, but also for their
conceptual clarity or originality. NIST generally favored submissions that followed well-motivated
design principles or introduced innovative paradigms. Indeed, diversity in these kind of process is
crucial, as a wide variety of underlying assumptions and techniques reduces the risk that a single
cryptanalytic breakthrough could compromise a large portion of standardized algorithms.

In the next section, we outline key ideas behind a selection of signature schemes from this shortlist
or closely related ones.

4.2. The quest for post-quantum DSS

The introduction outlined key mathematical areas relevant to post-quantum cryptography. This
section explores specific problems within these areas and how they are used to construct signature
schemes, with a particular focus on the constructions from the NIST standardization process.

Lattice-based signatures. A nice and intuitive example of a lattice-based DSS is that of
FALCON [15]. It follows a design first introduced by Gentry, Peikert and Vaikuntanathan [94],
typically referred to as the GPV construction (see Figure 4). In a nutshell, given the security
parameter, the key generation algorithm will select a long basis for a lattice (namely, a matrix
A € Zy™" with integer entries so that lattice elements can be generated as ATs mod g for s € Z"). Now,
the private key will be a short basis for the same lattice. Note that here, “long” and “short” refer to the
length (norm) of involved vectors; shorter vector basis allow for computing solutions for the related
lattice problems (CVP and SVP) efficently, while longer basis will enable only the efficient
verification of a given solution to this problem.
With these ingredients, signing algorithm Sign is designed as follows:
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It generates a random value r.

It hashes the message together with r yielding ¢ = H(M||s).

It uses the short basis to solve the CVP in the lattice, thus finding a lattice point v close to c.
It defines o = (071, 0) = (r,c — V).

Private Key: Short Basis for A «——— KeyGen ————— Public Key: Long Basis for A

Message M —— | Sign Verify

Generate r

Solve CVP to find v close to ¢ Check: o, is short

¢ =HMl|lr)

Signature: o = (0, 02) := (r,c — v) Check: H(M||o)) € lattice defined by A

Accept / Reject

Figure 4. Sketch of GVP signatures.

Now, the verification algorithm on input (M, o) and the public basis (A) for the lattice, will accept
only the signature as correct if two conditions are met:

e o, IS short.
e H(M]||o) is a point in the lattice defined by A.

While it is clear that this construction heavily relies on the hardness of the CVP problem on the
underlying lattice, there are also a number of subtle points on the design that makes FALCON not only
secure, but also very efficient. In particular, the lattices chosen for generating the keys are so-called
NTRU-Iattices, which are moreover encoded using polynomials, and the solution to the CVP needed in
the signature process is implemented through a very efficient technique called Fast Fourier Sampling.
We refer to the FALCON project web page for details [15].

Code-based signatures. Here we briefly describe LESS, a code-based signature scheme presented
by Baldi et al. [95], which has been selected to advance to Round 2 in the NIST signature competition.

LESS is constructed using the so called Fiat-Shamir Transform [96], which has proven extremely
useful towards the design of post-quantum signature schemes. Amos Fiat and Adi Shamir introduced
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this technique back in Crypto 1986, as a generic method of building signature schemes from interactive
proofs of knowledge. This, in particular, enables us to derive a signature scheme from any identification
scheme built as a proof of knowledge of a private key (see Figure 5).

Prover Verifier
Input: sk Input: pk
CH u.ar
CH
(_
RSP
—_—

Output := OUT (pk, init, CH, RS P)

Figure 5. Cryptographic identification scheme.

In a nutshell, the idea is to use as a base an identification scheme (see Figure 5) that can be seen
as a proof of knowledge for a secret key matching a public one. At this, the Prover is presented with
a random challenge CH, from which he needs to construct a response RSP that is consistent with his
“declared” public key pk and the whole transcript of his communication with the Verifier. The Verifier
will only accept if RSP cannot be constructed without the secret key that matches pk.

Then, the idea of the Fiat-Shamir transform is to use the message to be signed as a challenge so that
the Signer proofs knowledge of a secret key using the underlying identification scheme. The proof of
knowledge (RSP) would then constitute the signature, univoquely linked to both the message and the
secret key (see a sketch in Figure 6).

Signer (pk, sk) Verifier (V)
CH := H(Init||m)
o :=RSP ) verifies consistency of

(pk, Init, CH,RS P)

Figure 6. Fiat-Shamir transform.

For the sake of simplicity, we describe here the LESS Identification Scheme, from which the
signature scheme is derived using the Fiat-Shamir Transform.

Once the security level aimed at is fixed, some public parameters are fixed and publitized; three
numbers ¢,n,k € N, a matrix G € P’;X” and a hash function H. Now, the key generation process
follows a common strategy within Code-Based Cryptography; the public key is a matrix that generates
a “seemingly random code” while the secret key consists of a few matrices transforming the public
key into a code with a fast decoding algorithm. Namely, it selects an invertible k X k matrix S and a
monomial n X n matrix Q, both with entries from F,. These two matrices are the secret key, while the
public key is G' = S GQ. Now, the identification interaction, through which the Verifier asserts that the
Prover holds the secret key, goes as described in Figure 7.

A few caveats: In the scheme above we have omitted the fact that the hash is applied to matrices
only after they have been written in a special way, systematic form, so that exactly one generator matrix
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is linked to each code. Further, in order to have a small cheating probability, the above procedure needs
to be iterated, e.g., the prover will generate  commitments, receive ¢ challenges from the Verifier and
should answer back with 7 responses. The iterated protocol is then turned into a signature scheme using
the Fiat-Shamir Transform, thus yielding the LESS DSS (see [95]).

Finally, let us briefly explain the (decoding) problem underlying the security of LESS, the so called
Linear Equivalence Problem or LEP. Let G, and G| be two k X n (systematic) generator matrices over
the finite field F,, then find Q, a monomial matrix (n X n matrix with exactly one non-zero element in
each row and column) so that G, is the reduced row echelon form of GyQ. This is a particular case of
the Code Equivalence problem (CEP) we introduced in Section 2.

Prover Verifier
Input: sk = (S, Q) Input: pk = G’
Q i FZXn
G = GQ
h:= H(G)

N

$
b« {0,1}
b

H
pi=(0NQ

SN

ifb=0and HGu) =h
or b =1 and H(G'u) = h set Output := 1.
else Output := 0.

Figure 7. LESS identification scheme.

Multivariate signatures. In a nutshell, most cryptographic constructions in the area are based in
the hardness of a problem that we may formalize as explained next. To construct a key pair whose
relationship is explicitly based on the MQ problem, the following strategy is typically used: The secret
key is an easily invertible quadratic function ¥ : F" +— F", known as the central map. The “nice”
structure of ¥ is concealed using two invertible affine transformations

S:F"—>F'and7 : F'— F".

The public key is then constructed as a set of polynomials (explicitly defining the adversary’s target
system) via function composition:

P=SoF ol :F' s F",

where the three mappings S, ¥ and 7 constitute the secret key of the scheme. The major strategies
for solving this problem correspond to attack vectors, which can be either generic (such as solving
the system of equations directly using Grobner bases) or specific to a given ¥ (so-called structural
attacks).
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With these ingredients, a typical so called oil and vinegar (UOV) DSS is depicted as follows: Let
FF be a finite field, and let 0 and v be two fixed integers. We define, for n = o + v, the two index sets
V=A{l,...,vland O = {v + 1,...,n}. Consider the polynomial ring F(x,..., x,) where we refer to
variables vinegar those with an index in V, (i.e., x; with i € V), and to variables oil those with an index
in O. If 0 = v the construction is called balanced (OV), and otherwise unbalanced (UOV).

Security parameter £

Fix F,n,0,v {Key Generation (KeyGen)J—» Publickey P =F o T~

Secret key (F,7)

[

Message M | Signing (Sign)

Signature o = 77'(2) = P~ (M)

Signature o-, Message M —{ Verification (Verify) }

. No 5
Reject (0) Check if P(o) = M Accept (1)

Figure 8. Sketch of UOV signatures.

Now, a sketch of a resulting signature scheme can be seen in Figure 8 and it is explained next:

e The key generation algorithm, KenGen, takes as input the security parameter £ chooses the so-
called central application, ¥ : F" — F", fixing o quadratic polynomials of the form

fk(xl, e Xp) = Z a/fjx,-xj + Z ﬁfjxixj + Z 7fxi + 6!
i,jev i€V, jeO i€OuV
with
& By 0  €R VL jell, ... n)Yk=1,...,0.
Additionally, an affine map 7 : F* — F" is chosen, with = ¥ o 7 being the public key and the
pair (¥, 7) the secret key —in the UOV design, the second affine map S is omitted.

e The signature algorithm, Sign, is described as follows: To sign a message M, the first step is to
encode it as a vector M € [F° (through a hash function), then a pre-image of M is calculated under
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¥, which we call ¥ € F", and the signature is computed as o = 7 ~'(X) € F". The calculation of ¥is
straightforward due to the structure of the polynomials that define #: random values are assigned
to the “vinegar” variables, xi,...,x,, and substituted into the polynomials f* for k = 1,...,o0.
Thus, o linear polynomials in the oil variables, x,.1, ..., x,, are obtained, which define a linear
system that can be easily solved using Gaussian elimination. If the system is inconsistent, the
process is repeated with a new selection of values for the “vinegar” variables. This process is
straightforward because the polynomials f!, ..., f° do not have any quadratic terms in the “oil”
variables.

e The verification algorithm, Verify, receives a pair (d, o), computes the vector M , and checks if it
matches P (o). If so, it accepts the verification (returns 1), otherwise, it returns 0.

As we mentioned, the main disadvantage of such schemes is the difficulty of properly estimating
the complexity of the underlying mathematical problem for key generation. Nonetheless, they present
a promising alternative to current schemes, especially for designing digital signature methods, as it is
evidenced by the fact that as many as four (out of 14) proposals for post-quantum signatures in the
second round of the NIST competition are based on this paradigm (namely, UOV [97], MAYO [98],
QR-UOV [99], and SNOVA [100]).

Isogeny-based signatures. Galbraith, Petit and Silva presented in [101] one of the first constructions
for identification and signatures using the hardness of some problems related to isogenies . Their work
later inspired the design of SQISign, the only isogeny-based signature scheme that remains under
evaluation in the NIST post-quantum signatures standarization process (see [38,102]).

In their article [101], Galbraith et al. presented two identification protocols, which are again later
used for deriving signature schemes through the Fiat-Shamir Transform. To illustrate how they work,
we sketch next a simplified version.

Prover Verifier
Input: sk = ¢ Input: pk = (Ey, Ey)
selects a random isogeny ¢ : E; — E,
-,
$
b —{0,1}
b
F
ifb=0u:=¢
else u:=n
u
—>

if b=0and H(Gu) =nh
if the isogeny is correct set Output := 1.
else Output := 0.

Figure 9. Isogeny-based identification scheme.

The public key consists of two elliptic cuves (Ey, E;) and the Prover holds the corresponding secret
key, consisting of an isogeny ¢ : E; — E;. They interact again through a process that should be
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iterated enough times to convince the Verifier (just as it was the case for the LESS identification scheme
explained above): first, the Prover selects a random isogeny ¢ : E; — E; and sends E; to the Verifier.
Then the Verifier selects a bit » uniformly at random and sends it to the Prover. Now, if b = 0, the
Prover reveals . Otherwise, the Prover sends an isogeny n : £y — E,. The Verifier accepts if and
only if, the received isogeny is correct (see a sketch in Figure 9).

It may seem tempting to assume the isogeny 7 is constructed as a composition ¥ - ¢, but a careful
second thought allows to see that then the private key would be leaked. As a matter of fact, the key
point behind this design idea is the use of a (highly non trivial) method due to Kohel and others [103]
to construct 77 in a way that it leaks nothing about ¢.

Hash based signatures. Buiding signature schemes using properties from cryptographic hash
functions (collision resistance, harndess to compute preimages) has been done since the seminal work
of Merkle [104] in the early days of public key cryptography. The main idea behind his initial
construction was to build a signature scheme leveraging a one-time signature scheme (OTS) where
each key must only be used to sign one message, using trees where the leaves are labeled with hash
values of OTS public keys and inner nodes are labeled by the hash of the labels of its child nodes.
This way, the root node can be used to authenticate all the leave nodes.

Refinements of this seminal idea have given rise to celebrated and widely used schemes, such as
XMSS [105] and SPHINCS* [106] both currently standarized (in NIST SP 800-208 [107] and FIPS
205 [93], respectively). The first is a so-called stateful scheme, i.e., it requires to keep track of which
signature index has been used to avoid reuse of keys, while SPHINCS™ avoids this by using stateless
randomization techniques (at the cost of larger signatures and slower signing).

Signatures from multiparty computation in the head. Perhaps one of the most prominent new
lines of work in the NIST process for digital signature standardization is the so-called Multiparty
Computation in the Head (MPCitH), introduced in 2007 by Ishai et al. [108]. Five of the fourteen
schemes currently under evaluation in the NIST competition belong to this paradigm. The core idea
of this paradigm is to generate zero-knowledge proofs derived from secure multiparty computation
(MPC) protocols. The approach consists of simulating an MPC protocol execution offline, where
a single entity plays the role of all parties, thus avoiding interaction, while proving that the execution
was performed correctly in zero knowledge. Typically, the signing process involves proving knowledge
of a secret key without revealing it, through a simulated MPC protocol that necessarily involves said
secret key. In particular, this key may be associated either with a (more or less extended) symmetric
cryptographic scheme or with a mathematical problem tied to a one-way function. The latter strategy is
followed by the schemes selected by NIST in the ongoing signature competicion within this paradigm,
specifically: SDitH [109] and RYDE [110] are based on Syndrome Decoding, Mirath [111] is in the so-
called MinRank problem of finding the lowest-rank element in a given matrix space, MQOM [112] is in
the MQ problem, and PERK [112] on the so-called Permuted Kernel Problem of finding a permutation
of a known vector such that the resulting vector lies in the kernel of a given matrix).
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5. PUF-based entity authentication

Physical unclonable functions (PUF) are hardware-based security primitives that are often used for
establishing trust when constrained devices are involved. Their key characteristic is non-replicability
due to their physical properties, meaning their security is not reliant on computational assumptions
that might be compromised by emerging quantum algorithms. As a result, their potential in enabling
post-quantum authentication is certainly worth investigating.

Next, a brief overview of the main properties of PUFs and how they are utilized for entity
authentication is provided.

5.1. Physical unclonable functions

A PUF is a physical security primitive provided by a device D that we can interact with. It has an
unknown internal state, specific and unique to the device it is instrinsically bounded. The interaction
with a specific instance of a PUF, PUFp, basically follows a Challenge-Response behaviour modelled
as a (probabilistic) function PUFp : {0, 1} — {0, 1}*2. Next, the major properties required to PUFs are
introduced, although we refer the reader to [66, 113, 114] for a more in-depth definition and discussion
of these properties, as well as a description of typical implementations.

e Reliability (otherwise referred to as reproducible). Defined as the consistency and repeatability
of a PUF)’s responses to a given challenge across multiple interactions. While it is generally
accepted that responses should be identical for a given challenge, this is not always the case in
practice. Reliability is typically evaluated by the Hamming distance (intra-distance) and can be
specified as follows, for a negligible small €;:

Pridist(y,z) > t| x i {0,1}",y « PUFp(x),z < PUFp(x)] < €.

¢ Uniqueness. Responses given by a specific PUF, are unique to that specific device and depend on
its singular physical characteristics. The responses of a PUF, should be at a significant Hamming
distance (inter-distance) from those given by any other PUF/, (even from the same manufacturing
batch). For a sufficiently small e, the following condition should be met:

Pr{dist(y,2) < 1] x & {0, 1}, y « PUFp(x),z — PUFp ()] < &.

e Tamper-resistance. Manipulations to the device will change its intrinsic characteristics, provoking
different responses from the PUF, as it were de facto a different device.

e Unforgeability. It is very hard to create a physical clone of a specific PUFp, even having control
of the manufacturing process.

e Unpredictability. Besides the property of unforgeability, PUFs are hard to characterize
algorithmically. Informally, the response to an arbitrary challenge generated by a PUF, cannot
be predicted from previous Challenge-Response Pairs (CRPs) of other PUF instances or from
the target PUFp.

In most cases, a fuzzy extractor with an error-correcting code is employed to enhance the reliability
of PUFs [115,116]. A fuzzy extractor has a pair of procedures, defined informally as follows: (R, P) «
Gen(w), generates a response R and a helper string P from an input w, and Rep(w’, P) = R, reproduces
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the response R from an input w’ that is enough close to w and the helper string P. In addition, it is
common to use R, the stable response of the PUF once the noise has been corrected, as input to a
privacy amplification function in order to obtain a high entropy output (e.g., SHA-256).

One of the major threats that PUFs have to face is machine-learning modeling attacks, either
classical or quantum, that may be more efective towards cloning the device. Although one effective
countermeasure is to limit the number of Challenge-Response Pairs available to an adversary (e.g., by
using cryptographic tools such as Zero Knowledge Proofs to prove knowledge of the response at
protocol level), some recent works are already proposing PUFs that incorporate within their
architecture modules based on post-quantum primitives (see [117] and [118] for two provably secure
strong PUFs based on the LWE problem). We refer the reader to [119] for a short survey on this topic.

5.2. An example of PUF-based authentication construction

The properties of augmented PUFs, as decribed in the previous section, make them particularly
suitable for entity authentication, as it eliminates (1) the need to assign a unique key to each device
during the enrollment or identity provisioning, because a unique key can be derived from the intrinsic
identity of each PUF, and (2) for the device to store it in memory, because it can regenerate the key
on demand. A typical PUF-based authentication scheme involves two parties: a trusted Relying Party
(RP) and peer (Pr) in possesion of a specific instance PUF of an augmented PUF, acting as the
Prover. Informally, the protocol runs as follows (see Figure 10):

Prover (Pr) Relaying Party (RP)
ENROLLMENT
(Ri. P) = Gen(PUF(c:)) ¢ & (0, 1)
(o) Stores (IDP,, Ci, Ri, P,)
AUTHENTICATION
R = Rep(PUF(c;), P)) (€ Selects one of the stored CRPs

R.

i

Verifies R; z R;

Removes record containing c;

Figure 10. Typical PUF-based authentication.

e Enrollment. Using a secure channel, RP collects from Pr a sufficiently large set of CRPs and
stores them. To collect one CRP, RP choses a random challenge c; and sends it to Pr. Pr uses
PUFp to obtain the pair (R;, P;) = Gen(PU Fp(c;)), that corresponds to the stable response R; for
challenge c; and the helper string P; needed to regenerate the response without noise. RP stores
(Pr,c;,R;, P)).

e Authentication. RP randomly selects an unused challenge ¢; and sends it to Pr together with
the helper string P;. Pr uses the augmented PUF ), to generate an output w; = PUFp(c;) and
then regenerates the stable response R; = Rep(w’, P;), sending it back to RP. RP compares the
response R} with R;, the response obtained during the enrollment. If both responses are equal, Pr
has proved that possesses the authentic device PUFp. The entry in the database associated with
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c;, the used challenge, is deleted.

PUF-based authentication is particularly suitable for constrained devices, and recent proposals take
advantage of it to build secure mutual entity authentication and key agreement protocols for Internet of
Things, wireless sensor networks or smart grids [120]. This is an active area of research and examples
of more recent proposals are [121-123].

6. Conclusions

While the exact impact of quantum technologies on our current authentication systems remains
uncertain, several alternatives show promise in providing resilience against such challenges. In this
paper, we have identified and discussed three key resources: symmetric key authentication,
post-quantum public key digital signature schemes, and physical unclonable functions. Further
research is necessary to determine the precise quantum resistance of these tools and the most effective
way to utilize them, whether individually or in combination, across different application scenarios. In
moving towards quantum-resistant solutions, it is crucial to understand the specific requirements for
each application and carefully evaluate the cost-benefit trade-offs involved in transitioning to
alternative authentication methods.

In Table 1, we give a simple comparative summary of these three resources, summarizing the
discussion of this paper. We concentrate on four high-level features: The requirement for specialized
hardware, the reliance on a public key infrastructure for managing public keys, the foundational
assumptions involved (typically related to computational hardness), and overall efficiency. Naturally,
a more in-depth analysis is necessary when evaluating specific tools for particular application
contexts.

Table 1. High level comparison of the discussed authentication mechanisms.

Feature Symmetric key Auth. Post-quantum DSS PUF-based Auth.

Needs Specialized No No Yes (requires a PUF

hardware circuit)

Needs PKI No (but requires secure Yes No
key distribution)

Assumptions Security of symmetric Hard  problems over Physical  unclonability
primitives (e.g., AES, lattices, codes, or and uniqueness of
HMACQ) multivariate polynomials hardware

Efficiency High (low computation Medium tolow (dependson High (very efficient once

and bandwidth)

scheme and parameters)

PUF hardware is present)

Finally, the guidance provided by global standardization processes, such as those organized by
NIST, is invaluable, as they encourage the participation of a wide range of researchers and practitioners.
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