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Abstract: The continuous evolution of digital medical imaging underscores the critical importance of 

ensuring image security. Conventional watermarking techniques for robustness typically embed 

copyright details into the image, thereby altering its original form and making them unsuitable for 

domains such as the military and medicine, where absolute image fidelity is essential. To address this 

limitation, this paper proposes a robust zero-watermarking algorithm that enables copyright protection 

of medical images without modifying the host image. In this approach, fractional-order polar harmonic 

Fourier moments (FrPHFMs) were employed as invariant geometric descriptors in the construction of 

zero-watermarks. First, FrPHFMs were computed, and then the most accurate descriptors were 

selected to provide improved performance and strong geometric invariance. The extracted features are 

then integrated with a binary watermark using a 1D chaotic map (1D-RSS), formulated from reciprocal 

and squared sine functions and incorporating an exclusive or (XOR) operation, to construct the zero-

watermark. Building on this design, a hybrid FrPHFM-chaos zero-watermarking algorithm was 

introduced, in which FrPHFMs ensure strong resilience to geometric distortions, while the chaotic map 

enhances security through its sensitivity to initial parameters. Experimental results demonstrated that 

the proposed algorithm exhibits high resistance to geometric distortions, conventional attacks, and 

combined attacks, outperforming existing methods. It achieves bit error rate (BER) < 0.001 and 

normalized correlation (NC) > 0.9, confirming its superior robustness. 
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1. Introduction 

With the continuous innovation of digital technology, the depth and breadth of the development 

of digital medical imaging technology have been significantly broadened [1]. The evolution of 

communication technologies has transformed healthcare, moving it from traditional diagnostic 

practices to telemedicine, thereby boosting the exchange and transfer of medical data such as X-ray, 

CT, and MRI images [2]. The digitization of medical imaging has revolutionized modern healthcare 

by enabling faster diagnostics, more efficient data sharing, and enhanced patient care. Medical images, 

as key outputs of digital hospitals, store private information such as patients’ pathological 

characteristics and serve as a vital basis for doctors to diagnose their conditions [3, 4]. Nevertheless, 

during online storage or transmission, these images are vulnerable to various attacks, potentially 

leading to data leakage and misuse [5]. The easy access to powerful image editing tools increases the 

risk of malicious actions like medical identity theft, insurance fraud, and evidence tampering, with 

serious implications for individuals and society. As telemedicine and digital data transmission grow, 

safeguarding the integrity and confidentiality of medical images is vital. Unauthorized alterations can 

lead to misdiagnosis, privacy breaches, and legal issues. Additionally, rising medical data theft 

threatens public health systems, causing financial loss, compromising patient privacy, and disrupting 

daily life. Protecting and exchanging medical images in a secure manner is essential for safeguarding 

patient care and advancing medical collaboration and research [6]. Therefore, safeguarding medical 

information has become crucial, and rising concerns about patient privacy, data security, and the 

authenticity of medical images have highlighted the importance of innovative solutions such as digital 

watermarking to protect these critical assets [7]. 

The application of digital image watermarking has become widespread to safeguard the security 

and privacy of medical data. It not only helps protect sensitive patient information but also provides 

technical support for safeguarding data integrity. Additionally, watermarking is commonly applied for 

anti-counterfeiting certification and copyright protection of medical images [8,9]. 

Traditional approaches to watermarking protect digital images by embedding identifiers, such as 

digital signatures, into the image content [10–13]. Nevertheless, the embedding process inevitably 

alters the image, which can result in visual distortions and reduced diagnostic integrity in medical 

imaging. 

Even minimal distortions caused by embedding a watermark can distort critical visual details, 

potentially impacting diagnostic accuracy and increasing the risk of medical errors or malpractice [14]. 

Therefore, such traditional techniques are generally unsuitable for use in this sensitive domain. To 

address the drawbacks of conventional watermarking, zero-watermarking has been introduced as an 

effective alternative that maintains image integrity and prevents distortion. Rather than embedding a 

watermark into the image, this approach derives unique features from the image and fuses them with 

copyright data to construct the watermark [15, 16]. This approach effectively ensures the security and 

authenticity of medical images without altering their content [17–19]. By relying on robustness and 

imperceptibility, zero-watermarking maintains the original visual and diagnostic quality of the images, 

making it highly suitable for clinical applications where accuracy and image integrity are critical, as 

well as for protecting the copyrights of medical images. Zero-watermarking plays an essential role in 

copyright protection for the healthcare sector. It verifies ownership and prevents the unauthorized 

distribution of critical data such as medical images, research findings, and patient reports. 

Consequently, this technique is highly effective at ensuring the integrity, authenticity, and overall 
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security of electronic medical data [20, 21]. Zero-watermark approaches offer key benefits, including 

high robustness against multiple attacks and superior imperceptibility [22]. Since the first introduction 

of the zero-watermarking solution [23], numerous algorithms of zero-watermarking have been 

developed; however, they still exhibit certain limitations when utilized for protecting the copyright of 

medical images [24–26]. 

Most of the current zero-watermarking algorithms exhibit limited robustness against complex 

attacks, with geometric transformations posing a particularly significant challenge. Additionally, 

medical images from the same modality often appear highly similar, reducing the discriminative power 

of the generated zero-watermarks. The limited discriminative capacity of medical image features 

results in increased false positives during copyright recognition, which diminishes the efficacy of 

existing zero-watermarking algorithms. 

Watermarking research focuses on robustness, invisibility, and security, with robustness against 

geometric attacks remaining a key challenge. Addressing poor discrimination and weak resistance to 

geometric attacks is essential for improving the robustness and distinctiveness of zero-watermarks in 

medical images. In light of the existing limitations, this research aimed to develop a more 

straightforward algorithm while maintaining strong performance. Based on the importance of the 

fractional calculus field and the opportunities it provides to leverage the distinctive characteristics of 

various applications [27], fractional-order continuous orthogonal moments provide enhanced 

theoretical robustness and geometric invariance compared with their integer-order counterparts, 

improving resistance to geometric and signal processing attacks. Among them, FrPHFM, which 

extends polar harmonic Fourier moments (PHFM) and has been applied to quaternion polar harmonic 

Fourier moments (QPHFM), precise quaternion polar harmonic Fourier moments (PQPHFM) [28, 29],  

and accurate human parsing [30], introduces a fractional-order parameter that enhances feature 

representation and stability, improves robustness to geometric transformations including rotation, 

scaling, cropping, and aspect ratio changes as well as noise, and captures finer image details. PHFMs 

are a special case of FrPHFMs when the fractional parameter equals 1, making the FrPHFM a more 

flexible and general framework.  Building on this, FrPHFMs are designed to address geometric 

distortions in watermarking. Their fractional orders offer greater flexibility in capturing fine details 

under severe distortions, making FrPHFMs highly effective for robust medical-image zero-

watermarking. Based on this, the paper proposes a zero-watermarking algorithm that utilizes fractional 

orthogonal moment features to achieve robustness, security, and efficiency, thereby safeguarding the 

copyrights of medical images. The key contributions of this research can be outlined as follows: 

• We introduce an FrPHFM-based zero-watermarking scheme for securing medical images. 

• Encryption of the watermark image via a 1D-RSS chaotic map serves to enhance its overall 

security. 

• The proposed method is evaluated using publicly accessible medical image datasets to 

demonstrate its practical effectiveness. 

• Extensive experiments confirm that the suggested algorithm effectively achieves zero-

watermark construction and verification, delivering satisfactory results and surpassing existing 

approaches in resisting conventional and geometric attacks, particularly geometric and 

combined ones. 

This paper is structured as follows: Section 2 covers related work. Section 3 provides the 

theoretical background on FrPHFMs and 1D-RSS chaotic mapping. The proposed method is outlined 

in Section 4, with experimental results discussed in Section 5, and the conclusion presented in 
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Section 6. 

2. Related works 

In zero-watermarking, feature extraction is a crucial step for achieving robust and imperceptible 

copyright protection, especially in sensitive areas like medical imaging and digital forensics. It 

involves identifying key image information at the pixel level that remains invariant under geometric 

transformations and conventional attacks. Therefore, the success of zero-watermarking relies to a great 

extent on extracting geometrically invariant features from images. Although many algorithms have 

been proposed, the main challenge lies in reliably extracting features that can withstand diverse 

distortions and manipulations, especially geometric distortions. Since modifications to medical images 

are not allowed, zero-watermarking has attracted significant interest from researchers. This section 

presents several related zero-watermarking techniques, focusing on methods for feature image 

construction, such as moment-based and deep learning-based approaches, etc.  Recently, significant 

attention has been directed toward zero-watermarking algorithms based on orthogonal moments, 

especially those with fractional order, due to their geometric invariance and stability, which enable 

effective extraction of distinctive image features. These methods enhance robustness to geometric 

manipulations, ensuring high accuracy in watermark recovery under transformations such as scaling 

and rotation, thereby motivating extensive research on zero-watermarking algorithms based on 

fractional orthogonal moments. Xia et al. [29] proposed a QPHFM-based zero-watermarking approach 

for color medical images. The incorporation of PQPHFM in feature image generation provides the 

method with notable stability and geometric invariance, enhancing robustness against geometric 

manipulations. Xia et al. [31] investigated an FoRHFM-based zero-watermarking algorithm aimed at 

ensuring grayscale medical-image copyright protection. In [32], Hosny and Darwish developed a zero-

watermarking method for multi-color medical images that utilizes FrMGMs. Khafaga et al. [33] 

employed 1D Chebyshev chaos and MFrGHMs to introduce an algorithm of zero-watermarking for 

color medical images. A zero-watermarking framework utilizing QFPJFMs for color images was 

proposed by Wang et al. [34]. Xia et al. [35] presented a copyright verification method for colored 

medical images utilizing a lossless watermarking scheme that leverages accurate coefficients extracted 

through QPHTs. The algorithm developed by Wang et al. [36] incorporated the PCET to process 

grayscale images, including both standard and medical types. Wang et al. [37] presented a zero-

watermarking approach using modified Zernike moments, enhancing robustness against geometric 

attacks and enabling copyright verification that preserves the original image data. A robust zero-

watermarking approach utilizing QPHFMs, which allows simultaneous copyright protection of three 

CT images, was proposed by Xia et al. [38]. El-Khanchouli et al. [39] proposed a zero-watermarking 

method that uses fractional Racah moments to protect medical images. Recently, convolutional neural 

networks (CNNs) are increasingly employed in zero-watermarking, as they automatically derive robust, 

manipulation-invariant features, obviating manual feature design and offering improved robustness 

relative to traditional techniques. Fierro-Radilla [40] recently introduced a new research direction in 

zero-watermarking by proposing a technique based on CNNs. Utilizing CNNs, Liu et al. [41] proposed 

an approach of zero-watermarking. In this approach, the zero-watermark is generated by mapping the 

color style of the cover image onto the watermark. The VGG19 deep CNN was applied to propose 

effective zero-watermarking methods by Han et al. [42] and Darwish et al. [43]. Farhat et al. [44] 

introduced a zero-watermarking method for medical images that uses the ResNet50 model combined 
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with a logistic-Gaussian chaotic map, enabling resistance to geometric and conventional attacks. 

Huang et al. [45] developed a medical image zero-watermarking method that employs a pre-trained 

DO-VGG network. This network extracts high-dimensional robust features to construct a zero-

watermark, ensuring reliable and imperceptible copyright protection. Han et al. [46] introduced an 

approach of zero-watermarking that employs a pretrained Swin transformer to extract multiscale depth 

features from host images for the construction of the zero-watermark. A zero-watermarking method 

combining deep learning and transform-domain techniques was proposed by Anand et al. [47], using 

AlexNet for robust feature extraction and integrating singular value decomposition (SVD) with non-

sampled Shearlet transform to generate the zero-watermark image. A zero-watermarking approach 

based on DarkNet-53 was presented by Abdel-Aziz et al. [48], in which the Fibonacci Q-matrix is 

fused with the stationary wavelet transform for zero-watermark generation. A medical image zero-

watermarking algorithm that integrates the discrete cosine transform with an improved NasNet-Mobile 

network was proposed by F. Dong et al. [49]. A residual-DenseNet-based medical image zero-

watermarking technique was presented by C. Gong et al. [50] to achieve higher robustness. Xiang et 

al. [51] developed a ResNet-based medical image zero-watermarking approach, focusing on style 

feature extraction to reduce attack-induced data loss. The generator network produces the zero-

watermark, while the detector network validates it. Sheng et al. [52] introduced an algorithm of zero-

watermarking leveraging ResNet50 in combination with a discrete cosine transform (DCT) for 

improved robustness. A robust zero-watermarking method employing ResNet101, a discrete wavelet 

transform (DWT), and a DCT for feature extraction was presented by Nawaz et al. [53]. Yu, Fan et 

al. [54] developed a CNN-based zero-watermarking method employing Inception V3 and chaotic 

mapping, offering robustness against geometric manipulations but limited protection against 

conventional attacks. In [55], Zhang et al. trained a GoogLeNet network using transfer learning to 

extract features of the image and encrypt the watermark with a 2D Henon chaotic map, yielding a 

GoogLeNet-DCT algorithm highly resistant to geometric attacks. In [56], a two-stage framework 

named ConZWNet was proposed by D. Tong et al., employing ConvNeXt with contrastive learning 

for robust feature extraction and a residual network with a multilayer perceptron (MLP) to fuse features 

for latent zero-watermark generation. A robust zero-watermarking method for medical imaging, based 

on a multi-branch CNN-transformer model, is introduced by Wang et al. [57]. 

3. Fundamental concepts 

This section briefly introduces the basic theoretical components utilized in this study, 

encompassing integer-order PHFMs, FrPHFMs, and a one-dimensional chaotic map, 1D-RSS. 

3.1. Integer-order PHFMs 

The integer-order PHFMs, defined for an image 𝑓(𝑟, 𝜃) in the polar coordinate with moment 

order 𝑝(𝑝 ≥ 0) and repetition 𝑞(|𝑞| ≥ 0), can be expressed as follows [28]: 

𝐹𝑝𝑞
 =

2

𝜋
∫ ∫ 𝑓  ( 𝑟, 𝜃)  [𝑊𝑝𝑞

 (𝑟, 𝜃)]
∗
𝑟𝑑𝑟𝑑𝜃 =

2

𝜋
∫ ∫ 𝑓  ( 𝑟, 𝜃) 𝑇𝑝(𝑟)𝑒−𝑖𝑞𝜃𝑟𝑑𝑟𝑑𝜃,    

1

0

2𝜋

0
 

1

0

2𝜋

0
  (1) 

where 𝐹𝑝𝑞
   denotes the PHFMs, 𝑒−𝑖𝑞𝜃  represents the angular Fourier component, and 𝑇𝑝(𝑟) 
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corresponds to the integer-order radial polynomials, which are defined as follows [28]: 

𝑇𝑝
 (𝑟) = {

1

√2
 ,                                             𝑝 = 0,

𝑐𝑜𝑠(𝜋𝑝𝑟2) ,                             𝑝 𝑖𝑠 𝑒𝑣𝑒𝑛,

𝑠𝑖𝑛(𝜋(𝑝 + 1)𝑟2),                   𝑝 𝑖𝑠 𝑜𝑑𝑑.

      (2) 

𝑇𝑝
 (𝑟) is orthogonal over the interval of 0 ≤ 𝑟 ≤ 1: 

∫ 𝑇𝑝
 (𝑟)𝑇𝑜

 (𝑟)
1

0
𝑟𝑑𝑟 =

1

4
𝛿𝑝𝑜 ,       （3） 

while 𝑒−𝑖𝑞𝜃 is orthogonal in the range 0 ≤ 𝜃 ≤ 2𝜋: 

∫ 𝑒−𝑖𝑞𝜃𝑒−il𝜃2𝜋

0
𝑑𝜃 = 2𝜋𝛿𝑞𝑙 ,        (4) 

where δ  denotes the Kronecker function. 

The basis function 𝑊𝑝𝑞(𝑟, 𝜃), defined by the radial polynomials and angular Fourier term, is 

orthogonal over the unit circle and satisfies: 

∫ ∫ 𝑊𝑝𝑞
 (𝑟, 𝜃)[𝑊𝑘𝑙

 (𝑟, 𝜃)]∗1

0

2𝜋

0
𝑟𝑑𝑟𝑑𝜃 =

𝜋

2
𝛿𝑝𝑘𝛿𝑞𝑙 ,     (5) 

where [𝑊𝑘𝑙(𝑟, 𝜃)]∗ denotes the conjugate of 𝑊𝑘𝑙(𝑟, 𝜃). 

An approximate reconstruction of the image 𝑓(𝑟, 𝜃) using a finite set of moments is given by: 

𝑓  (𝑟, 𝜃) = ∑ ∑ 𝐹𝑝𝑞
 

∞

𝑞=−∞

∞

𝑝=0

𝑊𝑝𝑞
 (𝑟, 𝜃) ≈ ∑ ∑ 𝐹𝑝𝑞

 

𝑚𝑎𝑥

𝑞=−𝑚𝑎𝑥

𝑚𝑎𝑥

𝑝=0

𝑊𝑝𝑞
 (𝑟, 𝜃) 

= ∑ ∑ 𝐹𝑝𝑞
 𝑚𝑎𝑥

𝑞=−𝑚𝑎𝑥
𝑚𝑎𝑥
𝑝=0 𝑇𝑝

 (𝑟)𝑒𝑖𝑞𝜃.         (6) 

3.2. FrPHFMs 

For an image 𝑓  (𝑟, 𝜃), the FrPHFMs characterized by 𝑝(𝑝 ≥ 0) and a repetition of 𝑞(|𝑞| ≥ 0) 

are examples of fractional continuous orthogonal moments that exhibit superior performance and 

strong global feature description ability, which are defined in a polar coordinate system [58] as: 

𝐹𝑝𝑞
(𝑡)

=
2

𝜋
∫ ∫ 𝑓  ( 𝑟, 𝜃)  [𝑊𝑝𝑞

(𝑡)(𝑟, 𝜃)]
∗

𝑟𝑑𝑟𝑑𝜃 =
2

𝜋
∫ ∫ 𝑓  ( 𝑟, 𝜃) 𝑇𝑝

(𝑡)(𝑟)𝑒−𝑖̂𝑞𝜃𝑟𝑑𝑟𝑑𝜃,
1

0

2𝜋

0
  

1

0

2𝜋

0
 (7) 

where 𝐹𝑝𝑞
(𝑡)

 represents the FrPHFMs and 𝑇𝑝
(𝑡)(𝑟) represents the fractional-order radial polynomials. 

𝑇𝑝
(𝑡)(𝑟) of FrPHFMs is as follows [58]: 
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𝑇𝑝
(𝑡)(𝑟) = {

1

√2
 ,                                                  𝑝 = 0,

√𝑡𝑟𝑡−1 𝑐𝑜𝑠(𝜋𝑛𝑝) ,              𝑝 is even,

√𝑡𝑟𝑡−1𝑠𝑖𝑛(𝜋(𝑝 + 1)𝑟2𝑡),      𝑝 is odd,

      (8) 

where the parameter 𝑡 >  0 represents the fractional order, and the basis function for the FrPHFMs is: 

𝑊𝑝𝑞
(𝑡)(𝑟, 𝜃) = 𝑇𝑝

(𝑡)(𝑟)𝑒 𝑖̂𝑞𝜃.        (9) 

Notably, defined over the domain 0 ≤ 𝑟 ≤ 1 , the function 𝑇𝑝
(𝑡)(𝑟) adheres to the orthogonal 

relationship: 

∫ 𝑇𝑝
(𝑡)(𝑟)𝑇𝑜

(𝑡)(𝑟)
1

0
𝑟𝑑𝑟 =

1

4
𝛿𝑝𝑜 .      (10) 

Owing to the properties of the radial polynomials and the angular Fourier factor, the basis function 

𝑊𝑝𝑞
(𝑡)

(𝑟, 𝜃) is orthogonal within the unit circle and satisfies the condition given below: 

∫ ∫ 𝑊𝑝𝑞
(𝑡)(𝑟, 𝜃)[𝑊𝑘𝑙

(𝑡)(𝑟, 𝜃)]
∗1

0

2𝜋

0
𝑟𝑑𝑟𝑑𝜃 =

𝜋

2
𝛿𝑝𝑘𝛿𝑞𝑙 ,    (11) 

where [𝑊𝑘𝑙(𝑟, 𝜃)]∗ denotes the conjugate of 𝑊𝑘𝑙(𝑟, 𝜃). 

By considering FrPHFMs up to moment order 𝑝𝑚𝑎𝑥 and repetition 𝑞𝑚𝑎𝑥, the original image 

can be approximately reconstructed as shown below: 

𝑓  (𝑟, 𝜃) = ∑ ∑ 𝐹𝑝𝑞
(𝑡)

∞

𝑞=−∞

∞

𝑝=0

𝑊𝑛𝑚
(𝑡)(𝑟, 𝜃) ≈ ∑ ∑ 𝐹𝑝𝑞

(𝑡)

𝑚𝑎𝑥

𝑞=−𝑚𝑎𝑥

𝑚𝑎𝑥

𝑝=0

𝑊𝑝𝑞
(𝑡)(𝑟, 𝜃) 

= ∑ ∑ 𝐹𝑝𝑞
(𝑡)𝑚𝑎𝑥

𝑞=−𝑚𝑎𝑥
𝑚𝑎𝑥
𝑝=0 𝑇𝑝

(𝑡)(𝑟)𝑒 𝑖̂𝑞𝜃.         (12) 

3.3. Geometric invariance of FrPHFMs 

FrPHFMs possess inherent geometric invariance properties that make them highly suitable for 

robust image analysis and zero-watermarking applications. These invariance characteristics stem from 

their orthogonal radial basis functions, which enables flexible representation of image structures. 

3.3.1. Invariance to rotation 

Consider an original image 𝑓(𝑟, 𝜃) that is rotated by an angle 𝜑 to produce 𝑓′(𝑟, 𝜃). Let the 

FrPHFMs of 𝑓(𝑟, 𝜃)  and 𝑓′(𝑟, 𝜃) , calculated via Eq (7), be 𝐹𝑝𝑞
(𝑡)(𝑓)  and 𝐹𝑝𝑞

(𝑡)(𝑓′) , respectively. 

These satisfy the following relationship: 𝐹𝑝𝑞
(𝑡)(𝑓′) = 𝐹𝑝𝑞

(𝑡)(𝑓)𝑒−𝑖𝑞𝜑. Taking the magnitude of both sides 

yields ⌈𝐹𝑝𝑞
(𝑡)(𝑓′)⌉ = |𝐹𝑝𝑞

(𝑡)(𝑓)|,  demonstrating that the amplitude of FrPHFMs remains unchanged 
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under rotation, thereby confirming their rotation invariance. 

3.3.2. Invariance to scaling 

For FrPHFM computation, it is necessary to map the image onto the unit circle, allowing 𝑓(𝑟, 𝜃) 

to be normalized accordingly. By normalizing the image plane, FrPHFMs achieve scale invariance. 

This normalization process eliminates the dependency of the moments on the absolute size of the image, 

enabling consistent moment values for geometrically scaled versions of the same image, after 

normalization, the scaled image represents the same image function, which ensures that FrPHFMs are 

scale-invariant. 

3.3.3. Invariance to length-width ratio changing 

The change in length-width ratio (LWR) can be regarded as a generalized form of image scaling. 

To counter the effects of an LWR changing attack, an 𝑀 × 𝑁 rectangular image is first rescaled to a 

square of size (𝑀 + 𝑁)/2 × (𝑀 + 𝑁)/2   before computing its FrPHFMs. Owing to the inherent 

scaling invariance of FrPHFMs, the moments derived from this process also exhibit invariance to LWR 

changes. 

3.3.4. Invariance to cropping 

The algorithm calculates FrPHFMs through inscribed circle mapping [58], ensuring that cropping 

the four corners of an image by a ratio smaller than (𝟐 − √𝟐)/𝟒 does not affect the FrPHFMs, as the 

inscribed circle retains the original content. However, if the cropping ratio exceeds (𝟐 − √𝟐)/𝟒, the 

inscribed circle’s content is altered, which affects the computation of FrPHFMs and compromises 

invariance. Therefore, FrPHFMs can resist cropping attacks conditionally, depending on the severity 

of the crop. 

3.4. Chaotic map 

When developing chaotic maps for cryptographic purposes, it is essential to maintain a balance 

between unpredictability, wide chaotic ranges, sensitivity to initial conditions, and computational 

efficiency. This section details the 1D-RSS chaotic map, designed to balance chaotic characteristics 

and range. Its representation is defined mathematically as [59]: 

𝑥𝑛+1 =
4𝛼

sin(𝛼𝑥𝑛)+2
−

3𝛽

(sin(𝛽𝑥𝑛)+2)2
.        (13) 

The parameters 𝛼  and 𝛽  are real numbers that, when integrated with 𝑥𝑛 in both sections of the 

equation, enhance the complexity and unpredictability of the system. Dynamical system analyses, 

including bifurcation diagrams and Lyapunov exponent evaluation were performed on the 1D-RSS to 

assess and verify its chaotic behavior. 1D-RSS demonstrates complex chaotic dynamics across 

extensive 𝛼 and 𝛽 ranges, with a chaotic region covering almost the entire real number domain, 
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outperforming maps with limited chaotic ranges. 

Bifurcation analysis is a widely used method for examining the stability, periodicity, and chaotic 

behavior of dynamical systems by showing their long-term states as a function of control parameters. 

For clarity and fairness, we used the bifurcation diagrams of the 1D-RSS from [59]. Figure 1 presents 

three bifurcation plots of the 1D-RSS under different parameter settings. In the first plot, 𝛽 is set 

to 1000 while α varies; in the second, 𝛼 is fixed at 1000 and 𝛽 is varied; and in the third, both 

parameters change simultaneously. Unlike many traditional 1D chaotic maps whose outputs remain 

within narrow intervals such as [−1, 1], the 1D-RSS produces values across a much wider and 

parameter-dependent range, indicating a strong and extensive chaotic region. 

 

Figure 1. Bifurcation behavior plots for the 1D-RSS [59]. 

 

Figure 2. Comparison of Lyapunov exponents across varying 𝛼. 

The Lyapunov exponent (LE) is a fundamental metric for characterizing chaos, quantifying 
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the rate at which trajectories diverge from close initial conditions. A positive LE confirms strong 

sensitivity and the presence of chaotic dynamics. The sensitivity of 1D-RSS was evaluated with 

β = 1000, as illustrated in Figure 2. The system consistently shows high positive Lyapunov exponent 

values up to 13 for all parameter settings, demonstrating persistent chaotic behavior. 

4. Proposed zero-watermarking algorithm 

The stability and accuracy of orthogonal moment coefficients are crucial for ensuring robust 

zero-watermarking. High-order moments of FrPHFM tend to suffer from numerical instability, lower 

accuracy, and greater sensitivity to noise, common image-processing, and geometric distortions. 

Therefore, the proposed method selects only low-order coefficients, which are known to be more 

stable and accurate. In addition, because some FrPHFM coefficients exhibit low accuracy, the 

algorithm selects coefficients from the precise set 𝑆 to construct the zero-watermark, as described 

in Section 4.2. Consequently, low-order FrPHFM coefficients are therefore used to construct the 

feature image, enhancing the robustness of the algorithm. For convenience, denote the original medical 

image and watermark image sizes as 𝑁 × 𝑁 and 𝑃 × 𝑄, respectively. Consider an original medical 

image represented as 𝐹 = {𝑓(𝑖, 𝑗), 0 ≤ 𝑖, 𝑗 < 𝑁},  and a watermark image 𝐿 = {𝑙(𝑖, 𝑗), 0 ≤ 𝑖 <

𝑃, 0 ≤ 𝑗 < 𝑄}. The proposed method involves three key steps: encrypting the watermark image with 

a chaotic map, constructing the zero-watermark, and performing verification. 

4.1. Watermark image encryption 

To enhance security, the proposed algorithm employs the 1D-RSS [59] to chaotically encrypt 

the watermark image, as defined in Eq (13). Figure 3 presents a flowchart that illustrates the process 

for encrypting and decrypting a watermark image 𝐿 of dimensions 𝑃 × 𝑄, utilizing a private key, 

𝐾 = (𝑥0, 𝛼, 𝛽), consisting of the initial value of 𝑥0 and the two parameters 𝛼, 𝛽 from Eq (13). Only 

the encryption steps are presented here, as the decryption is simply the reverse of encryption. The 

complete encryption for the watermark image is described as follows. 

 

Figure 3. Process for encrypting and decrypting the watermark image. 
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Step 1: Chaotic sequence generation. The 1D-RSS map is initialized with the value K and iterated 

𝑃 ×  𝑄 times to produce the chaotic sequence 𝑊1. 

Step 2: Sorting the chaotic sequence. The 𝑃 ×  𝑄  sequence is organized in ascending order to 

produce the matrix HP×Q. 

Step 3: Sequence binarization. The mean of all elements in 𝐻𝑃×𝑄 is calculated and employed as a 

threshold to convert 𝐻  into a binary matrix 𝐻’. Each value in the sequence is compared with the 

average, generating a binary chaotic sequence: coefficients greater than or equal to the mean are set 

to 1, and those below the mean are set to 0. 

Step 4: XOR encryption. As XOR is reversible, it constitutes a crucial step in encryption. The 

watermark image 𝐿 is XORed with H’ to generate the encrypted watermark image 𝐿𝐶. 

𝐿𝐶 = 𝐿 ⊕ 𝐻’,         (14) 

where ⊕ represents the XOR operation. 

4.2. Zero-watermarking generation 

The stability and accuracy of FrPHFMs are vital to zero-watermarking robustness, as their 

precision in feature image construction directly impacts performance. Therefore, selecting precise 

coefficients is essential for reliable feature image construction. The following outlines the key steps of 

the proposed algorithm, and a flowchart depicting the zero-watermarking image construction approach 

is shown in Figure 4. 

 

Figure 4. Zero-watermark generation. 

Step 1: Calculation of FrPHFMs. For the original image 𝐹, FrPHFMs are calculated up to order 

𝑝𝑚𝑎𝑥, resulting in (𝑝𝑚𝑎𝑥 + 1)(2𝑝𝑚𝑎𝑥 + 1) moments. 

Step 2: Selecting accurate coefficients for feature construction.  To avoid inaccuracies in some 

FrPHFMs coefficients, only those belonging to the precise set 𝐹𝑝𝑞
(𝑡)

 are used to build the zero-

watermark. The precise coefficient set is given as follows: 
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𝑆 = {𝐹𝑝𝑞
(𝛼)

, 𝑞 ≠ 4𝑖, 𝑖 ∈ 𝑍}.        (15) 

Step 3: Generating the amplitude sequence. The amplitudes of (𝑝𝑚𝑎𝑥 + 1)(2𝑝𝑚𝑎𝑥 + 1) 

moments are repeatedly duplicated to build 𝑃 × 𝑄 values, forming the amplitude sequence as: 

𝐴 = {𝑎(𝑖), 0 ≤ 𝑖 < 𝑃 × 𝑄}.       (16) 

This sequence is then replicated as needed to generate the expanded amplitude sequence 𝑆 of length 

𝑃 × 𝑄, matching the watermark size. 

Step 4: Binary feature image construction. First, calculate the average 𝐴𝑎𝑣𝑔 of vector A and use it 

as the threshold for binarization. Map the sequence A to a 𝑃 × 𝑄 feature image as: 

𝐵 = {𝑏(𝑖, 𝑗), 0 ≤ 𝑖 < 𝑃, 0 ≤ 𝑗 < 𝑄},      (17) 

then threshold 𝐵 using 𝐴𝑎𝑣𝑔 to form the binary feature image as follows: 

𝐵𝐹 = {𝑏𝑓(𝑖, 𝑗), 0 ≤ 𝑖 < 𝑃, 0 ≤ 𝑗 < 𝑄},     (18) 

where 

𝑏𝑓(𝑖, 𝑗) = {
1, 𝑖𝑓𝑏(𝑖, 𝑗) ≥ 𝐴𝑎𝑣𝑔, 
0, 𝑖𝑓𝑏(𝑖, 𝑗) < 𝐴𝑎𝑣𝑔. 

      (19) 

Step 5: Watermark image encryption. The pre-processing method described in Section 4.1 is applied 

to encrypt the original watermark image, producing the encrypted watermark image 𝐿𝐶 and thereby 

enhancing the overall security of the watermark. 

Step 6: Zero-watermark image generation. For ease of operation, the 2D binary feature image 𝐵𝐹 

and the encrypted watermark 𝐿𝐶 are fused through an XOR operation, resulting in the generation of 

the binary zero-watermark 𝑍𝑊, which is the same size as the watermark and is defined as: 

𝑍𝑊 =  𝐵𝐹⨁𝐿𝐶 .         (20) 

The generated image 𝑍𝑊 serves as the zero-watermark, verifying the copyright of the medical image 

and being securely stored within the intellectual property rights (IPR) database of a trusted third-party 

authority. 

4.3. Verification of zero-watermarking 

Similar to the construction stage in Figure 2, the flowchart outlines the verification procedure for 

the proposed approach, with the specific procedure outlined below as shown in Figure 5. 
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Figure 5. Zero-watermark verification. 

Step 1: Feature image construction. The feature image 𝐵𝐹′ is obtained by performing steps 1–4 as 

specified in Section 4.2. 
Step 2: Restore the encrypted watermark. Obtain the image 𝑍𝑊  and generate an undecrypted 

watermark image 𝐿𝐶
′ with the help of Eq (21). 

𝐿𝐶
′ = 𝐵𝐹′⨁𝑍𝑊.         (21) 

Step 3: Retrieve the watermark image. Apply the 1D-RSS chaotic map with initial value K to 

chaotically decrypt 𝐿𝐶
′, resulting in the decrypted watermark image 𝐿  

′. By comparing 𝐿  
′ with the 

original watermark L, the authenticity of the image under verification can be confirmed. 

5. Experimental results and analysis 

This section provides a detailed evaluation of the proposed algorithm through various 

experiments, including details of the experimental setup, performance metrics, security analysis, 

robustness against potential attacks, and comparison with existing algorithms [18–20,24,39,49,57]. 

5.1. Experimental setup 

All simulations to evaluate the proposed algorithm were performed using MATLAB (R2018b) 

on a laptop featuring a 1.9 GHz Intel Core™ i7 CPU, 8 GB RAM, and Windows 11. Figure 6 shows 

ten 512×512 CT, MRI, and X-ray medical image samples chosen from different datasets, while 

Figure 7 presents the 32 × 32 binary watermark image employed in the experiments. 
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Figure 6. Sample medical images. 

 

Figure 7. Examples of watermarks. 

5.2. Influence of the fractional order on the stability of FrPHFM moments 

We conducted an experiment to evaluate the numerical sensitivity of the fractional order of 

FrPHFMs, as it directly influences the stability and robustness of the watermarking system. In the 

experiment, ten medical images were resized to 256 × 256, the maximum moment order was set to 10, 

and the fractional parameter 𝑡  was varied from 0.1 to 1.0. For each value of 𝑡 , the FrPHFM 

coefficients were computed for all original images and their corresponding attacked versions, including 

scaling (1.5×), rotation (15°), cropping (30%), JPEG compression (Q = 70), Gaussian noise (0.03), 

and salt-and-pepper noise (0.03). The average mean squared error (MSE) between the FrPHFM 

coefficients of the original and attacked images was then calculated across all fractional orders to 

evaluate the sensitivity of the moments to variations in 𝑡. A higher MSE indicates lower numerical 

stability, whereas a lower MSE (approaching zero) indicates increased stability. As shown in Figure 8, 

the MSE reaches its minimum at 𝑡 = 0.6, indicating that the fractional order plays a crucial role in the 

stability and robustness of the FrPHFM. The consistently lowest average MSE observed at 𝑡 = 0.6 

across all attacks confirms that this value is the optimal fractional order for generating stable and 
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reliable FrPHFM coefficients. Therefore, 𝑡 = 0.6 is adopted in all subsequent experiments to assess 

the robustness of the proposed zero-watermarking algorithm. 

 

Figure 8. Influence of the fractional order on the stability of FrPHFMs. 

5.3. Evaluation metrics 

Robustness: To objectively assess the performance and robustness of the algorithm against 

attacks, this study employs the NC and BER metrics. The metrics assess how closely the extracted 

watermark matches the original, with values between 0 and 1. NC values approaching 1 and BER 

values near 0 demonstrate strong similarity and confirm the algorithm’s robustness. NC is computed 

as follows: 

𝑁𝐶 =
∑ ∑ [𝐿(𝑖,𝑗)×𝐿∗(𝑖,𝑗)]𝑛

𝑗=1
𝑚
𝑖=1

∑ ∑ [𝐿(𝑖,𝑗)] 2𝑛
𝑗=1

𝑚
𝑖=1

,        (22) 

where 𝐿 and  𝐿∗ refer to extracted and original watermarks, of size 𝑚 ×  𝑛, respectively. A higher 

NC value indicates greater robustness of the algorithm. The BER metric reflects the ratio of differing 

bits between the recovered and original watermark images. The BER can be calculated as follows: 

𝐵𝐸𝑅(𝐿, 𝐿∗) =
1

𝑚×𝑛
∑ ∑ [𝐿(𝑢,v) ⊕ 𝐿∗(𝑢,v)]𝑛

𝑣=1
𝑚
𝑢=1 .     (23) 

Invisibility: The degree of image distortion resulting from an attack is assessed using the peak signal-

to-noise ratio (PSNR), which is defined as follows: 
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𝑃𝑆𝑁𝑅 = 10 × 𝑙𝑜𝑔10 (
2552

𝑀𝑆𝐸
),       (24) 

𝑀𝑆𝐸 =  
1

𝑀×𝑁 (∑ ∑ [𝑓(𝑖, 𝑗) − 𝑓′(𝑖, 𝑗)]2𝑁
𝑗=1

𝑀
𝑖=1 ),     (25) 

where the original and attacked images, 𝑓(𝑖, 𝑗) and 𝑓′(𝑖, 𝑗), respectively, have dimensions 𝑀 ×  𝑁. 

PSNR decreases as the distortion increases, and higher PSNR values correspond to lower distortion in 

the cover image. 

5.4. Analysis of robustness 

Table 1. NC and mean NC values for ten medical images under no attack and various types 

of attacks. 

Attacks & Images Im1 Im2 Im3 Im4 Im5 Im6 Im7 Im8 Im9 Im10 MeanNC 

No Attack 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 

JPEG 20 0.9946 0.9964 0.9952 0.9946 0.9969 0.9959 0.9965 0.9958 0.9947 0.9950 0.9956 

JPEG 80 0.9982 1.0 0.9982 0.9990 0.9986 1.0 0.9988 0.9985 0.9990 0.9985 0.9989 

Gaussian noise 

0.01 
1.0 0.9982 0.9990 0.9987 0.9990 1.0 1.0 0.9988 1.0 0.9980 0.9992 

Salt-and-pepper 

noise 0.01 
1.0 0.9990 1.0 0.9990 1.0 1.0 1.0 0.9990 1.0 0.9995 0.9996 

Median filtering 

3x3 
0.9910 0.9920 0.9925 0.9915 0.9908 0.9910 0.9915 0.9922 0.9925 0.9915 0.9917 

Average filtering 

3x3 
0.9946 0.9946 0.9959 0.9938 0.9940 0.9942 0.9945 0.9943 0.9945 0.9950 0.9945 

Gaussian filtering 

3x3 
0.9964 0.9970 0.9968 0.9959 0.9975 0.9960 0.9965 0.9974 0.9970 0.9967 0.9962 

Rotation 15 0.9982 0.9988 0.9978 0.9990 0.9982 0.9990 0.9985 0.9979 0.9984 0.9978 0.9984 

Rotation 35 0.9946 0.9975 0.9959 0.9975 0.9965 0.9959 0.9965 0.9954 0.9948 0.9972 0.9962 

Scaling 0.75 0.9982 0.9990 0.9985 0.9978 0.9990 0.9986 0.9984 0.9975 0.9988 0.9984 0.9984 

Scaling 1.75 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 

Length-width ratio 

(1.0,0.75) 
1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 

Length-width ratio 

(0.5,1.25) 
1.0 0.9982 0.9990 1.0 0.9990 0.9985 1.0 1.0 0.9990 1.0 0.9994 

Cropping (20%) 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 1.0 

Cropping (60%) 0.9946 0.9959 0.9965 0.9959 0.9945 0.9975 0.9970 0.9956 0.9948 0.9960 0.9958 

This section assesses the robustness of the proposed algorithm toward various types of attacks, 

classified into conventional and geometric categories. To validate its performance, experiments are 

conducted using six medical images. The results, summarized in Table 1, include the NC values for 

each image under different attack scenarios, with the last column presenting the mean NC value across 
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all six images. The recovered watermarks exhibit mean NC values of 1 in the absence of attacks, 

indicating perfect extraction of the watermark information. Moreover, Table 1 demonstrates that the 

extracted watermarks maintain mean NC values above 0.99 even under multiple attacks, including 

noise, filtering, JPEG compression, and geometric operations like rotation, scaling (0.75), length–

width ratio adjustments (0.5, 1.25), and 60% cropping. Notably, for certain geometric attacks such as 

scaling (1.75), length-width ratio (1.0, 0.75), and cropping (20%), the mean NC values remain at 1.0. 

Results reveal that the suggested approach is resilient to most conventional attacks, achieving high 

robustness and superior effectiveness, notably against geometric distortions. 

The following subsections provide a detailed analysis illustrating the robustness and benefits of 

the suggested algorithm toward JPEG compression, noise, filtering, geometric, and combined attacks. 

5.4.1. Conventional attacks 

The primary goal of this subsection is to assess the ability of the suggested algorithm during 

conventional attacks through a series of experiments. A set of standard manipulations was applied to 

the original medical images, including common distortions such as JPEG compression, Gaussian noise 

addition, salt-and-pepper noise, Gaussian filtering, average filtering, and median filtering. 

• Experiment on a JPEG compression attack 

JPEG compression is a frequently employed technique for medical images transmitted over the 

Internet to reduce network load and improve transmission efficiency. However, as a lossy compression 

method, it inevitably causes some degradation in image quality. A common issue with JPEG 

compression is that it can alter certain image pixels, leading to artifacts or a reduction in overall image 

quality. 

Table 2. The results after JPEG compression. 

Attack 
JPEG 

30 50 70 90 

Attacked 

image 

    

Detected 

Watermark 
    

PSNR 43.21 dB 46.09dB 48.56dB 52.98dB 

BER 0.0020 9.7656e-04 0 0 

NC 0.9964 0.9982 1 1 

Accordingly, the JPEG compression attack is applied to the medical image at quality factors (QFs) 

of 30, 50, 70, and 90. Table 2 shows the PSNR results, the extracted watermarks, and their NC and 

BER metrics. From Table 2, it can be observed that the extracted watermarks closely resemble the 

original watermarks, with consistently high NC values and low BER values indicating strong 
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performance. After the images undergo JPEG compression, the NC values of the extracted watermarks 

remain above 0.99 at QF 30 and 50, and are equal to 1.0 at QF 70 and 90. Correspondingly, the BER 

values are near zero at QF 30 and 50, and exactly zero at QF 70 and 90, demonstrating the algorithm’s 

strong robustness against JPEG compression. 

• Experiment on noise attacks 

Due to network transmission, medical images are susceptible to noise, resulting in unavoidable 

distortions. Noise attacks are simulated by introducing Gaussian noise and salt-and-pepper noise at 

varying intensities to the original medical image. The experiment assesses the robustness of the 

proposed algorithm under these noise attacks. Table 3 summarizes the PSNR values, the attacked 

medical images, the recovered watermark images, and their associated NC and BER metrics. As shown 

in Table 3, under salt-and-pepper noise (0.1) and Gaussian noise (0.1) attacks, the medical images 

become blurred. Despite the presence of speckles in the extracted watermarks, they remain clearly 

identifiable and do not affect practical interpretation. From Table 3, all NC values are above 0.99, and 

the BER values are near 0. Although PSNR values decline with increasing attack strength, resulting in 

significant image degradation at a noise level of 0.1, the algorithm remains highly robust. These 

findings demonstrate the suitability of the proposed algorithm for high-noise environments, providing 

a strong experimental foundation for safeguarding medical images. This resilience is likely due to the 

superior denoising performance of FrPHFMs. 

Table 3. The results after common different noise attacks. 

Attack 
Gaussian noise  

0.05 

Gaussian noise 

 0.1 

Salt & peppers 

noise 0.05 

Salt & peppers 

noise 0.1 

Attacked Image 

    

Detected Watermark 

    

PSNR 18.63dB 15.61dB 13.53dB 11.24dB 

BER 0.0029 0.0039 0.0010 0.0020 

NC 0.9946 0.9927 0.9982 0.9964 

• Experiment on filtering attacks 

Filtering is commonly employed to reduce image noise and improve visual quality. In this 

experiment, median, average, and Gaussian filters with various window sizes were applied to the 

medical images. Table 4 summarizes the experimental results obtained under these filtering attacks. 

As observed, all NC values exceed 0.99, while BER values remain close to 0 under filtering attacks 

with the two tested window sizes. Even as the filter sizes increase, the watermark images can be 

completely extracted, highlighting the robustness of the suggested algorithm against different filtering 

attacks and confirming its strong anti-filtering capability. 
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Table 4. The results after common filter attacks. 

Attack 
Median filtering Average filtering Gaussian filtering 

3×3 5×5 3 ×3  5×5 3×3 5×5 

Attacked 

Image 

      

Detected 

Watermark 
      

PSNR 53.40dB 48.18-dB 54.47-dB 49.91-dB 72.63 dB 72.08-dB 

BER 0.0049 0.0059 0.0029 0.0049 0.0020 0.0039 

NC 0.9910 0.9892 0.9946 0.9910 0.9964 0.9928 

5.4.2. Geometric attacks 

Geometric distortions continue to be a critical issue in the field of image watermarking. Geometric 

transformations, such as rotation, scaling, and changes in the length-to-width ratio, may alter the 

image’s structure, leading to information loss and severe degradation of the extracted watermark. If 

the attacked image cannot be properly aligned with the original, it may result in incomplete extraction 

of the watermark information. Accordingly, this section assesses the robustness of the proposed 

algorithm through experiments involving geometric attacks, including cropping, rotation, scaling, and 

changes in aspect ratio at various scales. 

• Experiment on rotation attacks 

Table 5. The results after a rotation attack. 

Attack 
Rotation 

5 15 25 35 45 

Attacked 

Image 

     

Detected 

Watermark 
     

PSNR 19.11dB 14.16 dB 12.36 dB 11.42dB 10.97dB 

BER 0 9.7656e-04 0.0020 0.0029 0.0039 

NC 1 0.9982 0.9964 0.9946 0.9928 
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Rotating an image slightly may result in distortions, and algorithms for feature extraction and 

verification can be easily affected as the global pixel structure is altered. A series of rotation attacks 

at 5°, 15°, 25°, 35°, and 45° was applied to the medical images. Table 5 presents the results 

corresponding to the images after rotation attacks. As observed, the NC value consistently remains 

above 0.99 and the BER below 0.0040; even under various rotation attacks, the proposed algorithm 

can still fully extract the watermarks. The extracted watermark image demonstrates high values of NC 

and low values of BER. This can be attributed to the rotational invariance of the feature matrix 

constructed using FrRHFMs, which enhances robustness against rotation attacks, as reflected by BER 

values near 0 and NC values close to 1. The experimental findings indicate that the proposed method 

is highly robust against rotation attacks. 

• Experiment on scaling attacks 

Image scaling can have a significant impact on image quality, as it often results in the loss of 

many pixels, which in turn affects accurate watermark extraction. We perform a scaling attack test with 

scaling factors 0.5, 0.75, 1.25, and 1.5 on medical images. Table 6 presents the results for images 

subjected to scaling attacks. As shown in Table 6, following various scaling attacks, the BER remains 

close to 0 while the NC exceeds 0.99. For scaling factors of 1.25 and 1.5, the BER is 0 and the NC 

remains at 1.0, demonstrating that the proposed algorithm can completely withstand scaling attacks. 

This is likely due to the high robustness and scaling invariance of FrPHFMs, which significantly 

enhances resistance to scaling attacks. It is to be noted that after scaling, since the dimensions of the 

attacked images differ from those of the original images, PSNR values cannot be calculated. 

Accordingly, PSNR is represented by ‘–’ in Table 6. 

Table 6. The results after the scaling attack. 

Attack 
Scaling 

0.25 0.5 0.75 1.25 1.5 

Attacked 

Image  
 

 
 

 

Detected 

Watermark 
     

PSNR -- -- -- -- -- 

BER 0.0039 0.0020 9.7656e-04 0 0 

NC 0.9928 0.9964 0.9982 1 1 

• Experiment on cropping attacks 

Cropping an image may lead to the removal of important content. In this attack, specific regions 

of the medical image were deliberately removed to simulate partial data loss, which is a common threat 

in practical scenarios. In this experiment, we conduct a cropping attack test on medical images, as 
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listed in Table 7. A set of medical images was subjected to cropping, ranging from 10% to 50% of the 

upper-left image content being removed. Table 7 summarizes the NC and BER results obtained under 

different cropping ratios. From Table 7, as the cropping area increases and more image parts are lost, 

the extracted watermarks remain completely identifiable. Most NC values are 1.0 and BER values are 0, 

indicating that the proposed method can effectively resist cropping attacks, even with partial image 

removal. 

Table 7. The results after the cropping attack. 

Attack 

Cropping 

CR-1/4 

(10%) 

CR-1/8  

(20%) 

CR-1/16 

(30%) 

CR-1/32 

(40%) 

CR-1/64 

(50%) 

Attacked 

Image 

     

Detected 

Watermark 
     

PSNR 24.62dB 20.09 dB 15.95 dB 13.05 11.45 

BER 0 0 0 9.7656e-04 0.0020 

NC 1 1 1 0.9982 0.9964 

This resilience is attributed to the fact that the watermark is not embedded in the image itself but 

is rather derived from robust features extracted through FrPHFMs, ensuring minimal distortion even 

under severe attacks. This may be attributed to the stability of the feature matrices constructed using 

FrPHFMs, which undergo minimal changes under attacks, thereby enhancing robustness against 

cropping. 

The results demonstrate that the proposed method remains reliable even when large portions of 

the image are missing, which is vital for medical image authentication where integrity must be 

verifiable despite partial transmission losses or storage damage. 

• Experiment on LWR changing attacks 

The ability to resist LWR changes is particularly crucial for medical applications, where 

diagnostic images may be reformatted or rescaled without awareness of embedded security 

mechanisms. LWR changes can be treated as a generalized scaling operation on the image. We perform 

an LWR changing attack test on medical images, as listed in Table 8. The parameters for the LWR-

changing attack included (0.25, 1.0), (0.5, 1.0), (0.75, 1.0), (1.0, 0.5), and (1.0, 1.5), representing 

vertical and horizontal scaling factors, respectively.  

As shown in Table 8, following various LWR-changing attacks, the BER remains close to 0 and 

the NC of the extracted watermarks stays above 0.99. For three out of the five tested ratios, the BER 

is 0 and the NC is consistently 1.0, demonstrating that the proposed algorithm effectively resists LWR-

changing attacks, ensuring reliable watermark recovery even under aspect ratio variations. It may be 
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because of the high robustness and LWR invariance of FrPHFMs, which greatly improves the 

robustness of LWR attacks. The experiment confirms that the method effectively safeguards watermark 

integrity under such transformations. 

Table 8. The results after the LWR changing attack. 

Attack 

LWR 

(0.25, 1.0) (0.75, 1.0) (1.25, 1.0) (1.0, 0.5) (1.0, 1.5) 

Attacked 

Image 
 

 
   

Detected 

Watermark 
     

PSNR -- -- -- -- -- 

BER 0.0020 0 0 9.7656e-04 0 

NC 0.9964 1 1 0.9982 1 

5.4.3. Combined attacks 

Medical images are highly susceptible to various attacks while being transmitted, creating a 

significant challenge. Moreover, most zero-algorithms are evaluated against only a single type of attack, 

while the impact of combined attacks is often ignored. We conducted experiments on medical images 

subjected to various combinations of conventional and geometric attacks to assess the robustness of 

the proposed algorithm against combined attacks. From Table 9, it is evident that the recovered 

watermarks maintain NC values above 0.99 under multiple distortions, highlighting the proposed 

method’s effectiveness in resisting complex combination attacks.
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Table 9. NC and the mean NC results of the example images under combined attacks. 

Attacks & Images Im1 Im2 Im3 Im4 Im5 Im6 Im7 Im8 Im9 Im10 
MeanN

C 

JPEG 80+ Scaling 1.75 1.0 1.0 1.0 0.9982 1.0 0.9982 1.0 0.9985 0.9985 0.9990 0.9992 

Gaussian noise (0.02)+ Gaussian filtering 3 × 3 0.9928 0.9946 0.9928 0.9932 0.9946 0.9928 0.9947 0.9945 0.9928 0.9930 0.9936 

Salt-and-pepper noise 

(0.02)+ Average filtering 3x3 
0.9954 0.9956 0.9958 0.9946 0.9946 0.9956 0.9955 0.9950 0.9956 0.9946 0.9952 

Rotation 15+Median filtering 3 × 3 0.9915 0.9910 0.9915 0.9920 0.9910 0.9915 0.9915 0.9925 0.9920 0.9920 0.9916 

JPEG 80+ Rotation 35 0.9932 0.9946 0.9932 0.9942 0.9935 0.9932 0.9935 0.9940 0.9946 0.9935 0.9938 

Cropping (1/8)+Scaling 1.5 1.0 1.0 0.9982 0.9982 1.0 0.9982 0.9985 1.0 0.9989 0.9982 0.9990 

Cropping (1/8)+ Rotation 45 0.9946 0.9942 0.9928 0.9935 0.9935 0.9928 0.9930 0.9935 0.9928 0.9940 0.9935 

Gaussian noise (0.02)+Length-width ratio (1.0,1.5) 0.9982 1.0 1.0 0.9982 1.0 1.0 0.9980 0.9985 0.9980 0.9982 0.9989 

Length–width ratio (1.0,1.5)+ Median filtering 3 × 3 0.9910 0.9910 0.9920 0.9920 0.9915 0.9910 0.9922 0.9910 0.9915 0.9915 0.9915 

Salt and peppers noise 

(0.02)+ Cropping (1/8) 
1.0 0.9982 1.0 1.0 0.9982 0.9982 0.9985 1.0 0.9984 0.9982 0.9990 
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5.4.4. Comparison with the latest algorithms 

For a comprehensive performance assessment, the suggested algorithm was compared with 

several recent zero-watermarking techniques [18-20, 24, 39, 49, 57]. For a fair comparison, the 

experiment was conducted using test medical images of size 512 × 512 and a watermark image of size 

32 × 32. The experimental results evaluating resistance to various attacks are summarized in Table 10, 

which compares the NC values of the proposed algorithm with those of existing approaches on medical 

images under different attack conditions. As reported in Table 10, the proposed method consistently 

achieves higher NC values compared to existing algorithms when medical images are subjected to 

various attack scenarios, demonstrating its superior performance and robustness, and confirming its 

effectiveness for practical medical image protection. Moreover, the experimental results indicate that 

the method remains highly effective even under severe distortions, further highlighting its reliability 

and robustness in zero-watermarking applications. 

Table 10. NC experimental results comparison. 

Attacks & Methods [18] [19] [20] [24] [39] [49] [57] Proposed 

JPEG compression  

(QF = 10) 
0.9990 0.982 0.974 0.981 0.9452 0.95 0.9995 0.9940 

Median filtering  

(5 × 5) 
0.999 0.991 0.988 0.992 0.9480 0.92 0.9950 0.9952 

Salt & pepper noise  

(0.2) 
0.9960 0.975 0.863 0.977 0.8680 0.85 0.9870 0.9968 

Gaussian noise  

(0.2) 
0.9970 0.984 0.943 0.982 0.8271 0.62 0.9852 0.9918 

Scaling 

 (2x) 
1.000 0.998 0.996 1.000 0.9836 1.0 1.0 1.0 

Rotation  

(15◦) 
0.987 0.964 0.965 0.922 0.9729 0.95 0.9950 0.9985 

Cropping  

(Upper left 1/8) 
0.985 0.974 0.987 0.955 0.9350 1.0 1.0 1.0 

5.5. Computational complexity 

Efficient execution is a critical requirement for zero-watermarking schemes applied to medical 

images, since these systems are often integrated into real-time clinical workflows or large-scale 

medical databases. 

This section analyzes the time complexities of the suggested algorithm in comparison with other 

existing algorithms [18–20,24,39]. For the experiments, it was assumed that 𝑀 = 𝑁  and 𝑚 = 𝑛 , 

where the cover image has dimensions 𝑀 × 𝑁 and the watermark image has dimensions 𝑚 × 𝑛. To 

ensure a fair evaluation of computational efficiency, the complexity of the suggested algorithm was 

derived and systematically compared with that of the existing algorithms. A summary of the time 

complexities for both the proposed and existing methods is presented in Table 11. The proposed 

algorithm consists of three steps: moments calculation, watermark image encryption, and zero-
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watermarking generation. The core idea of the suggested algorithm is to leverage the FrPHFM for 

generating the feature image; therefore, the maximum computational cost of the proposed algorithm 

comes from the FrPHFM. Suppose 𝑝𝑚𝑎𝑥  order FrPHFM coefficients need to be calculated. 

Considering only multiplication, the complexity of directly computing the FrPHFMs is 

𝑂((𝑝𝑚𝑎𝑥 +  1)(2𝑝𝑚𝑎𝑥 +  1) × 𝑁2) for an 𝑁 × 𝑁 image. Thus, the proposed zero-watermarking 

algorithm exhibits relatively low computational complexity, approximately 𝑂((𝑝𝑚𝑎𝑥 +

 1)(2𝑝𝑚𝑎𝑥 +  1) × 𝑁2) ≅ 𝑂(𝑝𝑚𝑎𝑥2 × 𝑁2). Detailed calculations show that the complexity of each 

step can be estimated as 𝑂((𝑝𝑚𝑎𝑥 + 1)(2𝑝𝑚𝑎𝑥 + 1) × 𝑁2) , 𝑂(𝑛2) , and 𝑂(𝑛2) , respectively. 

Therefore, the overall computational complexity of the suggested method is roughly 𝑂(𝑝𝑚𝑎𝑥2 ×

𝑁2) + 𝑂(2 × 𝑛2), which can be approximated as 𝑂(𝑝𝑚𝑎𝑥2 × 𝑁2) 

Table 11. Time complexity comparison. 

Algorithm Time complexity 

Algorithm [18] 𝑂 (
1025

256
× 𝑁2) + 𝑂(2 × 𝑛2) 

Algorithm [19] 𝑂 (
1696

256
× 𝑁2) + 𝑂(2 × 𝑛2) 

Algorithm [20] 𝑂(
816

256
× 𝑁2 + 𝑂(2 × 𝑛2) 

Algorithm [24] 𝑂 (
2752

256
× 𝑁2) + 𝑂(2 × 𝑛2) 

Algorithm [39] 𝑂(𝑁3) 

Proposed algorithm 𝑂((𝑝𝑚𝑎𝑥2 × 𝑁2) 

6. Conclusions 

To protect medical images from information leakage and malicious tampering during 

transmission, this paper proposes a robust zero-watermarking framework based on fractional-order 

polar harmonic Fourier moments (FrPHFMs) and chaotic mapping. FrPHFMs extract rotation-, 

scaling-, and cropping-invariant features, ensuring strong resistance to geometric distortions. These 

features are then combined with a binary watermark using a one-dimensional chaotic encryption 

mechanism, which enhances both security and unpredictability. Experimental results demonstrate that 

the proposed method outperforms existing zero-watermarking schemes in robustness against common, 

geometric, and hybrid attacks. This approach provides a reliable solution for secure medical image 

transmission and copyright protection in digital healthcare. Future work will focus on extending the 

framework to color medical images, improving noise tolerance, optimizing computational efficiency, 

and integrating deep learning for more discriminative feature extraction. 
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