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1. Introduction

Since CPSs were first proposed, they have given rise to great mass research fervor. So far, the
research of CPSs has been applied to many emerging fields, such as smart grids [1, 2], smart
vehicles [3, 4], cloud manufacturing [S], medical monitors [6], transportation logistics [7],
transnational e-commerce [8], and so on.

CPSs are multidimensional complex systems. A CPS consists of two parts with interactive relations:
one is the finite system representing the cyber part, and the other is the infinite system representing
the physical part. In this paper, the input of the CPS is divided into two parts: one is the control
input and the other is the disturbance input. Varieties of properties of CPSs have important research
value, such as adaptability, security, functionality, and so on. This paper studies its robustness. It
describes the ability of the system to function normally in the presence of disturbance. The definitions
of robustness are numerous, such as input-to-state stable [9], input-to-state dynamical stablility [10]
and so on. Robustness deliberated in this paper is the classical input-output dynamical stablility [11].
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In recent years, a novel matrix product called the semi-tensor product (STP) of matrices has been
proposed [12] for the representation and analysis of Boolean networks (BNs) and Boolean control
networks (BCNs). This methodology has enabled breakthroughs in observability, controllability,
stability, and stabilization of BNs/BCNs [13—-15].

The definition of robustness proposed by Rungger and Tabuada in [11] is generalized to analyze the
robustness of the CPS. It is another version of input-to-state stability [16], which is the well-known
notion of robustness for control systems. See more details in [17, 18]. On the premise of this work,
we apply the STP method to investigate set stabilization in logical control networks to design a state-
feedback controller of the logical network with inputs. Furthermore, the method of controller design
for the given CPS is given.

Furthermore, based on the aforementioned results, an interesting idea naturally comes up. Logical
networks not only behave like finite systems but also have more mathematical tools, the STP, for
example, over finite systems to investigate. This paper aims at studying the concept of controller
design for CPSs. With the help of the STP, we try to “convert” the given CPS to a logical control
network. Thus, we investigate the controller design problem of the logical network rather than the
given CPS.

The main results are illustrated as follows: (1) Two algorithms respectively convert finite systems
and infinite systems with cost functions into logical control networks with cost functions. (2) The
controller design for logical control networks is transformed into the controller design of finite and
infinite systems. (3) A sufficient and necessary condition reveals the preservation of the robustness
between logical network with inputs with cost functions and the original system with inputs with cost
functions.

This paper is arranged as follows: Section 2 presents the preliminaries used in this article. Section 3
gives the main results of the problem we investigated. Section 4 shows an example to illustrate the
effectiveness of the results obtained in Section 5.

Notations: R, denotes the sets of n X  real matrices. Col;(L) is denoted as the jth column of
matrix L. K is a set of functions u : R,y — Ry with y(0) = 0, which are continuous and strictly
increasing. K LD is denoted as the set of functions v : Ryg X N — R, with v(0,7) = O for all € N,
which are strictly increasing with respect to the first parameter and strictly decreasing to zero with
respect to the second parameter and satisfy v(r,t + s) = v(v(r, s),t) and v(r,t) = r for all r € Ry
and s, € N. A, := {6;'(|i =1,2,---,k}, where 6;'( defines the ith column of the k—dimensional identity
matrix I;.. L,x, denotes the set of mXxn logical matrix, if their elements are denoted by 6,,[i1 i -+ i,].
(L),n.n denotes the elements of L in the mth row and nth column. For a, b € R with a < b, we define the
open, half-open, and closed intervals in R as (a, b), [a, b) and (a, b], [a, b], respectively. For a,b € Z
with a < b, we use (a; b), [a; b) and (a; b], [a; b] to denote the corresponding intervals in Z. ® is the
Kronecker product.

2. Preliminaries

In the beginning, the basic definition for the STP of two matrices is presented. Then, the definition
is followed by some useful mathematic tools in the theory of the STP.
Definition 2.1. The semi-tensor product of two matrices is defined as X<Y = (X®1,,)(Y®I,;,), where
X € Ryxy, Y € Ry, w = lem(t, p). lem(t, p) in the above definition is the lowest common multiple of t

AIMS Mathematics Volume 10, Issue 11, 25175-25192.



25177

and p.
The STP is the extension of the general matrices product. We will omit < without confusion in the
sequel.

Lemma 2.2. [12] We are given a pseudo-logical (or logical) function g : Ay, = R (or g : Anr y, —
Ay). There exists a unique structural matrix V, € Rlxny:1 K, (orV, € men;;l k) of g satisfying

g(x1, X0, -+, X)) = Vi ;.
This paper will investigate the logical control network as follow:
X(t+1) = GU(0), U(r), X(1)), (2.1)

where U¢ € Ay, 1is the control input, Ud e Ay, 1s the disturbance input, X € Ay, is the state, and
G : Ay, — A, 1s a logical mapping. Applying Lemma 2.2, logical control network (2.1) can be
transformed into the equivalent algebraic form in the following:

X(t+1)= LU (OUYD)X(@),

where Lg € Ly k.1, denotes the state transition matrix.
3. Main results

In this section, we first present the underlying systems for the given CPS. Based on that, the
corresponding definition of robust stabilizability (input-output dynamical stabilizablility) is also
provided. Then, the next subsection attempts to figure out that how to design a controller for a finite
system with inputs to make it robust. After that, the controller to make an infinite system with inputs
robust is designed.

3.1. Definitions of a system with inputs and its robustness

First, we describe an underlying system with inputs for the given CPS. Unlike the existed
results [15], the inputs include the control input and disturbance input.

Definition 3.1. (Underlying System) A quadruple S = (Xo,U,X, f) called a system with inputs
consists of

(i) initial state variable set Xy C X;

(ii) input variable set U = (U°, U%) composed of control input set U¢ and disturbance input set U?;
(iii) state variable set X,

(iv) transition mapping f : U X X 3 X.

Furthermore, system S is a finite system when both X and U are finite sets, or it is an infinite
system. Throughout the remainder of this article, all systems have their own inputs U = (U¢, U9),
unless otherwise stated.

The following example testifies the rationality for Definition 3.1.

AIMS Mathematics Volume 10, Issue 11, 25175-25192.



25178

Example 3.2. Consider a CPSS =(S.,S ).

(1) The cyber part of S is system S, = (X?, U.X., f.), where X? =X, ={ai,ar}, U, = (U¢, Uf) =
(T, L},{1,0}), and f. is shown in Figure 1 when u® = 0 and Figure 2 for u® = 1.

(2) The physical part of S is system S , = (Xg, U,,X,, f,), where Xg =X, = [-2,2], X, = [-5,5],
U, =, UZ) = ([-1,3],[0,2]), and

f _{ 0.4xp+u;+ui, X, = a,
P

| 03x, + us, + uf,, X, = ay,

where u; € UIC,, ”Z € Uj‘f, x, € X, and x. € X..

Figure 1. ¢ = 0.

Figure 2. ¢ = 1.

It is obvious that system S ., which is the cyber part of S, is a finite system and system S ,, which is
the physical part of S, is an infinite system. The whole CPS S = (S.,S ) is considered as an infinite
system.

Next, we render input and output cost functions to system S as follows:

Definition 3.3. Triple (S, 1, O), which is called a system with cost functions, is made up of:
(i) a system S = (Xo, U, X, f), where U = (U¢, U%) holds;

(ii) input cost function I : U4 x X — Rso;

(iii) output cost function O : U x X — Rs,.

Before introducing the definition of robust stabilizability for system (S, /, O), we must confirm that
input cost function [ satisfies the following assumption. The following assumption depicts an obvious
fact that there exists a state ug € U“ denoting the situation that the given disturbance disappears.
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Assumption 3.4. Assume that there exists a state ug € U such that, forVx € X,
I(uj, x) =0 3.1)

holds, where input cost function I is defined in Definition 3.3.
Then, extending the definition of robustness for the general system in reference [11], we get the
definition of robust stabilizability for a system with inputs.

Definition 3.5. (Robust stabilizability) We regard (S, I, O) as a system with inputs with cost functions,
and ¢ as a K function, B as a KLD function, 1 > 0 as a real number. S is said to be
(¢, B, V)—practically input-output dynamical stabilizable ((¢,5,1) — pIlODS), if there exists a state
feedback controller u‘(t) = g(x(t)), such that, for VY trajectory G of S, the following inequality holds:

O (), x(1)) < Ir}gﬁﬁ(so(l W' (®), x(@)), 1 =D + 4, (3.2)

where ¥t € N. Furthermore, state feedback controller u‘(t) = g(x(¢)) is called a robust controller.
(S, 1, 0) is called robust stabilizable.

If we combine Assumption 3.4 and Definition 3.5, we have an interesting property of robust
stabilizable system (S, I, O).

Proposition 3.6. Consider (S, I, O) as a robust stabilizable system. If (S, I, O) satisfies Assumption 3.4,
then there exists a set ) # Q C X such that, for Vx € Q, inequality

O@ul, x(1) < A (3.3)
holds.

Proof. By Definition 3.5, robust stabilizable system (S, I, O) implies that there exists a state feedback
controller u“(¢) = g(x(¢)), such that the inequality

O’ (1), x(1)) < {ﬁgﬁﬁ(‘ﬂ(l W' (B), x(B)),1 = D) + (3.4

holds, where ¢ is a K function, and 8 is a KLD function, A > 0 is a real number.
Assume that we let u(f) = ug, where t > T > 0. It means that disturbance u“ disappears after time
T. We choose new initial states x(T), u’(T) = ug, and u“(T) = g(x(T)). Then, (3.4) can be rewritten as

O(ug, x(1) < Ir[lg?i]ﬁ(SO(I (ug, x(B)), 1 = 1) + A. (3.5)

Furthermore, we define a set Q = {x(¢) | system trajectory ((g(x(1)), u®(¢)), x(t)) from initial states
x(T), u'(T) = ul and u’(T) = g(x(T)), t > T}. Then, (3.5) can be rewritten as

O(uf, x(1)) < max Bl W, x(B),t =+ A = A,

where x(¢) € Q.
The conclusion follows. O
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3.2. Robust controller design

This subsection focuses on the robust controller design for the given finite systems. First, the given
finite systems are converted into logical control networks by Algorithm 3.7. Then, the method of the
robust controller design is constructed for the obtained logical control networks via STP. Finally, the
constructed controllers are proved to be also effective for the original finite systems.

First, consider finite system S = (X, U, X, f) with cost functions I and O, where U = (U°, U9,
X = {x, 22,0, X}, US = {uf, 5, .., u }, and Ut ={udul, ... ”ZZ}'

The following algorithm constructs a logical control network with cost function (S,1,0)
corresponding to (S, 1, 0), where § is a logical control network, and I and O are two pseudo-logical

functions.
Algorithm 3.7. (Exact simulation algorithm)
Step 1 Define U¢ := A, U? := A, and X := Ay,;

Step 2 Define relation Ry. = {(uf,é’f{l) | i = 1,2,--- ,ki}, Rya = {(”?’522) | i = 1,2,--- ,k},
Ry = Rye X Rya, and Ry = {(x,-,(‘)‘;;s)li =1,2,---,ks). Then, let R := Ry X Ry and we get X, via
Ry and X,;

Step 3 Define L; € Lixi ks and let Coli(Ly) = (5;’3 for j=1,2,--- kikyks, where i; satisfies both
xi, = fué,ud, x) and (r — Dky + (s = Dk + 1 = j;

Step4 By Lemma 2.2, we get M} € Riy,k, and My € Rk, Which satisfy I(uf,xj) = Ml_éjczéé and
ow?, x;) = M@(S}'Qéi}, wherei=1,2,--- ,kyand j=1,2,--- , ks hold.
Step 5 Define the logical control network with cost functions (S, I, O) as
Xt+1) = L (i (O)x(), (3.6)
Ia'(n), X)) = M (n)x(r),
Ot (1), (1)) Mgt (DX(0). (3.7)

Remark 3.8. The computational complexity of Algorithm 3.7 is O(k kyk3).

Via Algorithm 3.7, it is obvious that (S, I, O) is equivalent to (S, I, O). In the following, an exact
input-output simulation relation (EIOSR) is defined to describe this equivalence relation.

Before giving the relation, we explain the symbol U¢(x) as follow:

Us(x) = {u € U | Yu? € U : f((ul, u?), x) # 0).

Definition 3.9. View (S,1,0) and (S,I,0) as two systems. Define R = (U¢,U%) x (U¢,U%) x X x X
as an equivalence relation. R is said to be an exact input-output simulation relation from (S, I, O) to
(S,L,0), if

(i) VxeX,Axe X :(x, %) € Ry and V(uc,u?) € (U(x), UY), @, u¢) € (U(x), UY):

(a) ((u,u?), @, %), x, %) € R,
(b) VX € f((u,ut),x),AX € f((@@,n), X) such that (x', X') € Ry;

(i) VxieX,Axe X : (x,%) € Ry and ¥ (i, i) € (U(x), U?), Auc, u?) € (U(x), U%):
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(c) (€, ud), @, u%),x,%) R,
(d) V¥ e f(@@c,a?),x),x € f((u,u), x) such that (x', ') € Rx;

where Ry means the projection of R on X x X,
(i) 7@, %) = Iu’, %)
(iv) O, x) = O, x).

The following content provides the method to get a controller for a logical control network with
cost functions (S, I, O) via the theory of a reachable set in reference [19].

First of all, we look for set Q in Proposition 3.6, which is a set where the system is stabilized.
Assume disturbance 6] satisfies (ug,ézz) € Rya. Let #(t) = 6 in equation (3.7). Then we can
get 0_((5"2,)?(1‘)) = My6] %(t). Check Col(Mp),i = 1,2,...,ks. Choose i satisfying Coli(Mp) < A

and record it into set {i}, i,...,i}. Define Q = {X;,X;,,...,X;}. Via an EIOSR, we can get Q =
{X,’l, Xinseoos Xl'l} satisfying (X,'n, )_C,'n) €Rx,n=1,2,..., l.

Definition 3.10. Examine logical control network (3.6). x, € Ay, is said to be one-step reachable from
Xp € Ay, under a certain disturbance, if, for certain disturbance ule Ay,, there exists a control i € Ay,
satisfying x, = L7 i€ »< i = xp.

Next, we partition Ly as follow:

;= 1 2 oo kl
Ly=[L; L} - L,

where L} € Lisxioks»i = 1,2,... k.
Foreachie 1,2,...,k;, let us divide Lif_ as follow:

i — il [2 .« ikz
Ly =[L 7 L 7 L 7 1,
where L;j € L J=1,2,... k.
For any h € Z*, we inductively define a series of reachable sets under disturbance 522 satisfying

(ug, 67.) € Rya as follows:

S1(Q) = {6% : for certain disturbance 67 , there exists an integer
k3 k2

ng € {1,2,...,k;} such that

bl (3.8)
nq —_
\ @i =11,
n=1 s=1
SAQ) = {6;(’3 : for certain disturbance (522, there exists an integer
ng € {1,2,...,k} such that
(3.9

ki
\/ \/ (L;lzq)w’,a = 1}

n=1 6y €Si-1(Q)
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Theorem 3.11. There exists a controller causing (S, I, 0) to transfer into Q under the disturbance 522
if and only if there exists a positive integer n < ks such that Q € S (Q) and S ,I(Q) = Ay, are satisfied,
where S| and S, are defined in (3.8) and (3.9), respectively.

Proof. Necessity: Suppose controller K = Or[n1 np --- ny,] makes S transfer into Q. It is obvious
that x(1; x(0), Kx(0),67 ) € Q when x(0) € Q. Thus, we have Q C §,(Q). Via the construction of
reachable sets, we can get S (Q), S2(Q), ..., S ,(Q) which implies S;_;(Q) € S,(Q),2 < h < 7. For
any arbitrary initial state, it will drive to Q under the influence of controller K. As a result, there exists
a positive integer n < k3 such that S ,,(Q) = Ay, 1s satisfied.

Sufficiency: Due to Q C §,(Q), we see that §,_;(Q) C S4(Q) C A, for any positive integer i < 7,
where S(Q) = 0. Defining S ,(Q) = S,(\S,_1(Q), where h = 1,2,...,n, we have S, (Q)NS,,(Q) =

n . =

0, where hy,h, € {1,2,...,n},hy # hy, and we have |J $,(2) = A,. Thus, for any positive integer
h=1

k < ks, there exists a unique positive integer s, < 7 such that §;, € S,.(Q). Moreover, via the

construction of reachable sets, we can obtain that

(1) when h, = 1, for given disturbance 6q2, there exists an integer n, € {1,2,...,k;} such that
1
\/(Ln"(q)ivk =1,
S:l f‘ RS

(2) when 2 < h, < 7, for given disturbance 622, there exists an integer n, € {1,2,...,k,} such that
\/ (L;Z?Kq)a’,l( =1.

5 €S 1)

Define K = Or,[n1 na --- mi,]. Then under disturbance 6q2, for any initial state x(0) = 6£3, there
exists &, such that x(/,; 6;3, u, 622) € Q. Since initial state X(0) is arbitrary, we have x(t; X(0), i, 622) €
Q whent > n.

As a result, there exists a controller K causing (S, I, O) to transfer into Q.

The conclusion follows. O

It can be seen from the proof of sufficiency in Theorem 3.11 that controller K of logical control
network S is constructed.

The following propositions give controller K of finite system S by controller K of logical control
network § and the EIOSR.

Proposition 3.12. Assume there exists an EIOSR between (S,1,0) and (S, 1, 0). Given controller K
of (§,1,0), then controller K of (S, 1, O) is obtained.

Proof. Give an arbitrary state-input sequence of (S, I, O) through controller K as follow:
state: %(0), X(1),------ :
input: (@°(0), 6} ), (@°(1), 8 ), -+ ‘

Via an EIOSR, we can get a corresponding state-input sequence of (S, I, O) as follow:
state: x(0), x(1),------ ;
input:  (u(0), ud), w(1),ud),------ ’
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where ((i°(¢), 622), (uc(r), ug), X(1), x(t)) € R. So, we can get controller K via the state-input sequence of
(S,1,0).
The conclusion follows. O

Proposition 3.13. Assume there exists an EIOSR between (S,1,0) and (S, 1, 0). Given controller K
of (S, 1, 0), then controller K of (S, I, O) is obtained.

Proof. 1t is obvious, so that we omit it.

Theorem 3.14. Assume there exists an EIOSR between (S, 1,0) and (S, 1, 0). Controller K renders
(S,1,0) to be (¢,B,1) — plODS if and only if controller K renders (S, 1, 0) to be (p,3, 1) — pIODS.

Proof. Necessity: Since there exists an EIOSR between (S, I, O) and (S, I, O), we can obtain controller
K corresponding to controller K via Proposition 3.13. Due to controller K rendering (S, I, O) to be
(¢,B,1) — plODS , we have
O((u' (), u (1)), x(2)) < max Bl ((u (), u (D), x(F))), 1 = D) + A, ¥t € N.
t€[0,1]
Via an EIOSR, we get

O((@“ (1), & (1), X(1)) < m[g??ﬁ(QO(l_ (@ @), a'(5), X(D)),t = D) + AL,V €N,

where ((u(t), u (1)), @ (1), @’ (1)), x(1), X(®)), (D), u (D), @ (), @’ (D)), x(?), X(D)) € R.
Therefore, there exists controller K rendering (S, I, O) to be (¢, 5, 1) — plODS .
Sufficiency: Defining a large enough positive integer M, it satisfies S 3(Q) = A, and
max B(e(I((i‘ (), #' (1)), X(D))), M — f) — 0. (3.10)
fe[05¢]
Casel: Ifr < M + n, we define

Opnax = max{O((@(0), a*(0)), X(0)), . . ., O@“ (1), (1)), x(1))},

Lax = max{I((@(0), #(0)), X(0)), . ..., I (1), @’ (t)), X(1)}.
Since controller K renders (S, I, O) to be (¢, 3, 1) — pIODS , we have

O_max < p}gﬁﬁ(w(imax), r—- i) + /1
Via an EIOSR, we get
Opax = max{O((u(0), u?(0)), x(0)), ..., O (), u’(1)), x(1))},

Lyax = max{I((u(0), u’(0)), x(0)), ..., I(u‘ (), u (1)), x())},
and controller K of (S, 7, O). Under the influence of K and the EIOSR, we have

Opar < max B(@(Lay), t — 1) + A.
fe[0:1]

AIMS Mathematics Volume 10, Issue 11, 25175-25192.



25184

CaseIl: Ifr > M + n, we get max B(p(I((@ (D), @ (7)), ¥(7))), M — f) — 0. This can be interpreted
el0:1]

that I has no influence on output cost function O. Via Assumption 3.4, it can be seen that logical
network (S, 1, 0) is in a zero-disturbance state &l. Via Theorem 3.11, logical network (S, 1, O)
has entered into Q under the influence of controller K. Through Proposition 3.6, we see that

O((#“(0), @ (0)), X(0)) < A < 0 + A.
We can get O < A < 0 + A by the EIOSR and controller K by Proposition 3.12.

In summary, under the influence of controller K, (S, I, O) satisfies
O((u (1), u’ (1)), x()) < max Bl (" (@), u (), x())), 1 — ) + A, ¥t € N.
t€[0,1]

That is, controller K renders (S, , O) to be (¢,5, 1) — plODS .
The conclusion follows. ad

3.3. Controller design for infinite systems with inputs

Subject to the method, which is proposed to analyze the robustness of infinite systems in [15], we
also analyze the given infinite systems with inputs via the corresponding finite systems. Furthermore,
in the part of controller design, it is an obvious idea that whether the controller of the corresponding
finite systems is still available for the given infinite systems.

This subsection will prove the above ideas and present the precondition for this hypothesis. First,
we present a relation between infinite systems with cost functions and finite systems with cost functions
based on Propositions 3.12 and 3.13. The relation will help us to investigate the controller design.

Definition 3.15. Define (S, 1, 0) and (S, 1, 0) as an infinite system with inputs and a finite system with
inputs, respectively. Let R(e) c (U¢, U%) x (U, 0% x X x X be parameterized by € € [0, ). R(g) is
said to be an approximate input-output simulation relation (AIOS R) between (S, 1,0) and (S, I, 0), if
R(e) C R(&") holds for all € < &' and for every € € [0, ), we have

(i) VxeX, At e X :(x, %) € Ry(e) and Y(u, u?) € (U(x),u?), A@¢, a%) € (U<(%), 2%):

(@) (&, (e, uf), (@, %)) € R(e),
(b) Vx' € f((u,ud),x), A% € f(@,a%),%) : (¥, %) € Rx(e);

(i) VieX,dxe X:(x,%) € Rx(e) and V(i, i) € (U°(%), i), Aus, u?) € (U(x), u):

(c) (x, & u,ul), (@, a%) € R(e),
(d) V& e f(@,a%), %), € f(u,u?),x) : (x, %) € Rx(e);

(i) (€, u?), x) = [0, %), R);
(iv) O(ue,u?), x) = O(@c, i), %).

Following this relation, we propose an algorithm to obtain a corresponding finite system from the
given infinite system.

We are given an infinite system with inputs § = (X, (U°, U, X, f), where Xy € X = [a;,b;]U---U
[0, ba], US = [c1,di] U -~ Ulep, dpl, UT = [er, il U+ Ulep, f,].
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Algorithm 3.16. (Approximate input-output simulation algorithm)
Step 1 Define n; as the largest positive integer satisfying a; + 2n,&e < by;
Step 2 Similar to Step 1, we can obtain ny, ..., Ny, My, ... .My, D1, s Pps

Step 3 Define

XoCX={ay,...,a1 +2me,a,...,a, +2me,...,a,,...,a, + 2n,&},
e
US={cy,...,c1 +2me, co, ..., Co+2ma&,...,Cpy ..., Copy + 2mpE},
~d .
U =lel,...,e1 +2pig,es,...,er +2pre,...,€p,...,€, +2pyeL;

Step4  For V(i“, %) € (U, 0%, Vi € X, we look for [a; + 2n; — De,a; + 2n; + 1)€) to satisfy
f(@,04),%) € [a; + 2n; — De,a; + 2n; + 1)e), and then we define ¥ = a; + 2n;e. Define
f O, 0% X 3 X;

Step 5 Define I((it, i), &) = I((u¢, u?), x), where (u¢, u?), (a¢, %), x, %) € R(e);
Step 6 Define O((@r, 1), %) = O((u®, u®), x), where (u¢, u?), (2¢, &%), x, %) € R(¢).

Remark 3.17. The computational complexity of Algorithm 3.16 is O(k kyk3). Next, to make this part
readable, the following example will illustrate our idea.

Example 3.18. We continue with the physical part with inputs of the CPS with inputs in Example 3.2.
We set the approximate simulation relation R(g) between the physical part with inputs S , and the
corresponding finite system with inputs S » parameterized by € = 0.5. Through Algorithm 3.16, we can
get finite system with inputs
Sy =X, (U5, U9, X, /),
where

Xg = {_29_1509 192}9

Xp = {_5’ _49 _37 _2a _19 Oa 17 29 3a 47 5}’
(U5, 09 = ({-1,0,1,2,3},{0,1,2}),
and f is as shown in the following tables:

Table 1. f when x, = a;,4¢ = 0.

@,%) -5 4 3 -2 -1 0 1 2 3 4 5
-1 3 3 2 2 -1 -1 -1 0 0 1 1
0 2 -2 -1 -1 0 0 o 1 1 2 2
1 -1 -1 0 0 1 1 1 2 2 3 3
2 1 1 2 2 2 3 3 4 4
3 1 1 2 2 3 3 3 4 4 5 5
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Table 2. f when x, = a,, ¢ = 0.

@,%) -5 4 3 -2 -1 0 1 2 3 4 5
-1 2 -2 2 2 -1 -1 -1 0 0 0 0
0 -1 -1 -1 -1 0 0 o 1 1 1 1
1 0 0 0 0 1 1 1 2 2 2 2
2 1 1 1 1 2 2 2 3 3 3 3
3 2 2 2 2 3 3 3 4 4 4 4

Since the value of the input cost function is zero when t is large enough, which is converted to the
zero-disturbance state ﬁi = 0, we just give transition f when the finite system with inputs

4 = 0. It is convenient for

corresponding to the physical part with inputs is in zero-disturbance state ir,,

us to design the controller in Section 4.

Next, we will investigate whether the controller of the corresponding finite system with inputs is
still available for the given finite system with inputs.

Before considering the controller, objective state set Q of the infinite system with inputs is first
given, which may be one interval or something else, and the objective state set Q of the finite system
with inputs can be obtained via Algorithm 3.16.

In the following, we will demonstrate the main work which verifies the hypothesis proposed in the
start of this subsection.

Theorem 3.19. Assume there exists an AIOSR between (S, I, O) and (§ , 0). There exists a controller
u¢ = Kx rendering (S,1,0) to be pIODS, if and only if there exists a controller i = K% rendering
(S,1,0) to be pIODS.

Proof. Necessity: Since there exists a controller u = Kx rendering the infinite system with cost
functions (S, I, O) to be pIODS, we have

O((u (1), u’ (1)), x(1)) < max Bx(I (@), u' (1)), (1)), 1 = 1) + 2

established and there exists 7" such that the infinite system with inputs enters into an objective state set
Qwhent>T.
We are given an arbitrary state-input sequence of the infinite system with inputs as follows:

state: x(0), x(1),--- , x(T), x(T +1),---;
input: (u(0), u?(0)), (1), u?(1)), - , @ (T), u(T)), W (T + 1), u’(T + 1)),---,

where u“(0), u‘(1), -+ ,u’(T),u’(T + 1),--- is given by u‘ = Kx.

On account of an AIOS R between the infinite system with cost functions (S, /, O) and the finite
system with cost functions (S,f, 0), we can obtain a state-input sequence of the controlled finite
system. Via Definition 3.15, for x(0) € X, we can find £(0) € X to satisfy (x(0), £(0)) € Rx(g). For
u(0),u%(0) € (U, U%, we can also find (@°(0),a¢(0) € (U, 0% to satisfy
(x(0), £(0), u(0), u®(0)), (7°(0), 24(0))) € R(g). For x(1) € f((u(0),u?(0)), x(0)), there exists
£(1) € F(@°(0), 24(0)), £(0)) such that (x(1), £(1)) € Rx(&). Repeating this process, we can get the
state-input sequence of the finite system with inputs as follows:
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state: x(0), x(1),--- , x(T), (T + 1), --;
input: (26(0), #%(0)), (a°(1), 24(1)), - - - , (@°(T), a®(T)), (a°(T + 1), a®(T + 1)),---.

From the mapping relation between the state-input sequence of the finite system with inputs, we can
get its controller & = K%. For the infinite system with inputs, we have x(T), x(T + 1),--- € Q. Since
(x(T), 2(T)), (x(T + 1), X(T + 1)),--- € R(e), we can get X(T), X(T + 1),--- € Q.

It can be seen from Definition 3.15 that

O((ue (1), u(1)), x(1))
max Bkl (@), u' (1), X)) 1 = 1) + A

;n[%?ti]ﬁ(K(IA (@), 2%, (')t = 1) + A,

O((& (1), 2(1)), 2(1))

IA I

So there exists a controller &€ = K# rendering the finite system with cost functions (S , 0) to be
plODS.

Sufficiency: Since there exists a controller ¢ = K% rendering the finite system with cost functions
(S,1,0)tobe pIODS , we can give an arbitrary state-input sequence of the finite system with inputs as
follows:

state: £(0), x(1),--- ,X(T), (T + 1),---;
input: (2°(0), 24(0)), (2°(1), 2(1)), - -+ , (@(T), a4(T)), (@(T + 1), 24T + 1)), -+ -.

We consider that 7 is large enough that I((@“(p), 2(1)), £(r)) = 0 when ¢t > T. That is equal to
2¢(t) = 0 when t > T. We have that %(¢) € Q) when ¢ > T. Then the above input sequence is equal to
the following:

input: (2°(0), 2%(0)), @(1), 2'(1)), - - , @(T),0), @“(T + 1),0),---.
For VYx(0) of the infinite system with inputs satisfying (x(0), X(0)) € Rx(g), let x(0) run with the
above input sequence, that is, it runs with controller ¢ = K. Owing to Definition 3.15, we can get

(x(0), £(0), (&°(0), 2°(0)), (&°(0), 2 (0))) € R(e), x(1) € f((a(0), 2"(0)), x(0)),

(1) € f((@°(0), 2*(0)), £(0)), and (x(1), (1)) € Rx(&).
In turn, we can obtain the state-input sequence of the infinite system with inputs as follows:
state: x(0), x(1),--- ,x(T),x(T +1),---;
input: (@(0), #(0)), (a°(1), 24(1)), - - -, @°(T), 0), @“(T + 1),0),---.

From the mapping relation between the above state-input sequence of the infinite system with
inputs, we can get its controller u© = Kx. Due to x(¢f) € f),t e {T, T +1,---} and
(x(1), (1)) € Rx(e),t €{0,1,---}, wehave x(t) e Q,t € {T, T +1,---}.

Via the relation of input and output cost functions between these two systems in Definition 3.15, we
can get the input-output dynamical stable equation of the infinite system with inputs as follows:

O((ue (1), u’(1)), x(1)) O((@“ (), 2(1)), 2(1))
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IA

tl,n[é(}?flﬁ(K(f (@), 2(1)), %)) 1 = 1) + A

max Bkl (@), u' (1), (')t = 1) + A,

So there exists a controller u¢ = Kx rendering the finite system with cost functions (S, 1, O) to be
plODS.
The conclusion follows. O

4. Illustrative example

This is a continuation of Examples 3.2 and 3.18.

We are given the objective state set Q = Q. U Q, = {a,} U (0.5,1.5] of the CPS with inputs
S =(S.,S,) in Example 3.2. We assume its zero-disturbance state is u4, = 0, ”io =0.

Define input and output cost functions / and O of the CPS with inputs § = (S, S ,) as follows:

d d ds d d
I((ug, ug), (U, ), Xey Xp) = I () + U],

Py (WS, ul, (S 1), s x,) € A,

o, u®), €, u?), x., x,) = .
((ue, 1), (@, ), Xe, Xp) arbitrary value, else,

where A = ((US,0), (U, 0),Q.,Q,),1¢0) = 0,1¢(1) = 100.

Then, according to the following steps, the controller of the given CPS with inputs § = (S, S ,) is
designed.

Step 1 : Applying Algorithm 3.16, the cyber part with inputs S is converted to the corresponding
logical network with inputs S. when it is in zero-disturbance state ufo = 0. Define X, := Ay,a; ~
6y.ap ~ 65, U := Ay, T ~ 83, L ~63,U% := Ay, 1 ~ 6,0 ~ 55 Then S, is constructed as follow:

)_Cc(t + 1) = l_lcﬁg(t)xc(t)’

_ (0110
L“‘(1001)'

where

Step 2 : It can be seen from the proof of Theorem 3.11 that controller i#(¢) = K.X.(¢) of the logical
network with inputs S . is obtained, which can render S . to eventually transform into Q..

_ 10
e=(19)

Step 3 : Via Proposition 3.12, controller K, of the cyber part with inputs S . is achieved.

Step 4 : Based on Example 3.18, the finite system with inputs §, = (X9, (U<, 0Z), X, )
corresponding to the physical physical part of the cyber-physical with inputs S ,, is given.

Via an AIOSR, we know that

A Alyrn ~d A A A ~d
x;, €/, ((u;, ), x,) & |x1’l7 -04x, - u; -,/ <05,

v e fo(@5, 19), x,) &= |%, - 0.3%, — i, — 2% < 0.5. (4.1)
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Equation group (4.1) gives the relation between successor &), of the finite system with inputs and
successor x, of the infinite system with inputs.

Step 5 : Similar to Stepl, we can convert the finite system with inputs S » to the corresponding
logical network with inputs § , when it is in a zero-disturbance state. Define X, := Ay, Uf, := As. Then,
let Ry, ={(-5+2x0.5(-1),6\)li=1,2,--- , 11} and Rye = {(=1 +2x0.5( - 1),69li = 1,2,---,5}.

Then, logical network with inputs S , is as follow:

When (1) = 65,

Xp(t+ 1) = Lt (0x,(0),

where

L,=6u33445556 6 7 7
44556667 7 8 8
55667778 8 9 9
66778889 9 1010
77889991010 11 11].

When x.(7) = 6%,

Xp(t+ 1) = Lt (0%,(0),

where

D=6n4 4445556 6
55556667 7
66667778 8
77778889 9

1

888899910 0].

Step 6 : Based on the above logical network with inputs, the controller is designed as follow:
When x.(7) = 6;, the controller is ﬁ;](t) = I_(pl)‘cp(t), where

K,=0544332221111].

When x.(7) = 6%, the controller is ﬁ;z(t) = I_(pz)‘cp(t), where

Kp=065[33332221111].

Step 7 : Via Proposition 3.12, we can get controller K, of the cyber part of the CPS with inputs
corresponding to K. and controllers K »1 and K »2 of the physical part of CPS with inputs corresponding

K, and K 2. Via Theorem 3.19, controllers K,,; and K, are obtained.
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5. Conclusions

This paper has studied the robustness of CPSs with inputs under controller design and presented a
number of new results. First, the models of CPSs with inputs and their definitions of the robustness are
presented. Second, two algorithms have converted the given infinite systems and finite systems into
logical networks with inputs. Third, the robustness under the influence of the controller between them
has been analyzed. Eventually, an illustrative example has been given to show the process of controller
design rendering CPSs with inputs robust.

Actually, in the future work, we can consider how to reduce the high computational complexity for
large-scale CPS. However, it should be pointed out that there are still some trick problems in reducing
the high computational complexity for state-flipped control. This will be investigated in our future
work. This manuscript focused on the modeling and controller design for CPSs. Additional, many
scholars consider the problem of information security issues of CPSs. See more details in [20, 21].
This will also be considered in our future work.
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