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Abstract: Modern computational intelligence and data science applications frequently operate on
complex, non-Euclidean domains. Applying differential privacy (DP) to these structures requires
mechanisms that respect their underlying geometry. Instance-adaptive mechanisms in DP improve
utility over global worst-case bounds but often require heavy-tailed noise, leading to numerical instability
and unbounded variance. We introduced a geometric framework that lifted sensitivity analysis to the
tangent bundle of a Riemannian manifold. The proposed directional local sensitivity operator captured
maximal directional derivatives along minimizing geodesics, enabling our operator normed adaptive
Laplace mechanism (ON-ALM). By enforcing a 8-log-Lipschitz stability condition on the regularized
sensitivity, noise was precisely calibrated via directional operator norms. Under (g, 6)-DP, extracting a
typical set allowed the use of light-tailed Laplace noise, achieving strictly bounded variance, improved
numerical stability, and high utility for geometric and directional queries.

Keywords: differential privacy; geometric sensitivity; operator norm; manifold-based modelling;
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1. Introduction

Differential privacy (DP) [1] provides a rigorous probabilistic framework for safeguarding individual-
level information in statistical analyses. In the era of next-generation data science, computational
intelligence models (such as deep representation learning and natural language embeddings) frequently
operate on complex, non-Euclidean domains modeled as Riemannian manifolds. Securing these
advanced learning algorithms requires privacy mechanisms that respect the underlying geometry of the
data. By ensuring that the output distribution of a randomized algorithm remains nearly unchanged
when a single data record is modified, DP offers quantifiable protection against reconstruction and
inference attacks. The magnitude of noise required for privacy is determined by the sensitivity of the
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query, the maximal change in output between neighboring datasets.

Classically, noise is calibrated to the global sensitivity of a query [1]. While this worst-case approach
guarantees strong privacy, it often results in excessive noise, especially for queries exhibiting moderate
variation on typical datasets. To address this conservatism, data-dependent notions such as local
sensitivity have been proposed. However, directly using local sensitivity to calibrate noise can violate
differential privacy, as sensitivity itself may vary sharply across adjacent datasets. The smooth sensitivity
framework [2] mitigates this issue by regularizing local sensitivity over the data space. In the pure &-DP
setting, such constructions often require heavy-tailed noise to uniformly control privacy loss, which
may lead to infinite variance and numerical instability.

Recent work aims to integrate instance-adaptive calibration with light-tailed noise. Mechanisms such
as the piecewise Laplace [3] achieve pure DP through refined structural arguments, while Gaussian
DP [4] provides alternative (&, d)-style guarantees via hypothesis-testing characterizations. Geomet-
ric perspectives have also begun shaping mechanism design: for example, Reimherr and Awan [5]
introduced the K-norm gradient mechanism, aligning noise with query geometry through norm-based
constructions.

Recent studies have increasingly investigated differential privacy in non-Euclidean and manifold-
valued settings. Han et al. proposed a differentially private Riemannian optimization framework based
on intrinsic Gaussian perturbations on tangent spaces [6]. Long et al. combined manifold optimization
and differential privacy in mobile crowd sensing applications [7]. Huang et al. introduced a federated
learning framework on Riemannian manifolds with formal DP guarantees [8]. Moreover, privacy-
preserving mechanisms on manifolds have been investigated using Fréchet means and geodesic distance
structures [9]. Very recently, conformal transformations have been employed to improve privacy-utility
trade-offs on heterogeneous manifold data [10]. These developments indicate the growing importance
of geometry-aware privacy mechanisms and motivate the proposed operator normed adaptive Laplace
mechanism (ON-ALM) framework.

Motivated by these developments, we adopt a differential-geometric viewpoint and formulate sensi-
tivity intrinsically on a Riemannian manifold. We represent the dataset space via a smooth embedding
into a complete Riemannian manifold and interpret adjacency through bounded geodesic distance.
Within this setting, first-order query variation is captured by the differential of the mapping, and we
define the Directional Local Sensitivity Operator A* as the operator norm of df on the tangent space.
This formulation quantifies the maximal directional variation of the query and provides a geometrically
structured refinement of classical sensitivity.

Building on this operator-theoretic representation, we introduce the ON-ALM, which calibrates
multivariate Laplace noise to a regularized version of A* satisfying a $-log-Lipschitz stability condition.
Under this assumption, explicit noise scales are derived, and rigorous (&, 6)-DP guarantees are established
via a typical-set-based privacy-loss analysis. Unlike some pure e-DP adaptive schemes that require
heavy-tailed noise, our construction demonstrates that light-tailed Laplace perturbations with strictly
bounded variance suffice for stable, instance-adaptive calibration.

Beyond formal privacy guarantees, the framework reveals the geometric structure underlying sen-
sitivity variation. The stability parameter S can be interpreted in terms of the second-order regularity
of the query along geodesics, connecting privacy calibration to intrinsic smoothness properties. This
perspective provides a principled design rule: measure sensitivity via directional operator norms on the
tangent bundle, and align noise geometry with this structure through ¢, -calibrated Laplace perturbations.
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In summary, our contributions are twofold. First, we provide a geometrically grounded, operator-
theoretic formulation of local sensitivity on manifolds. Second, we show that, under mild regularity
conditions, this formulation enables stable, finite-variance, instance-adaptive mechanisms satisfying
(g,0)-DP. This approach establishes a transparent and mathematically rigorous pathway for geometry-
aware privacy mechanisms suitable for directional, structured, and manifold-valued queries.

Positioning relative to related work. Table 2 in Section 5 summarizes how ON-ALM relates to the
primary competing mechanisms. Briefly: the classical Laplace mechanism [1] uses global sensitivity
and is oblivious to local geometry; the smooth sensitivity framework [2] achieves instance-adaptivity
but requires heavy-tailed noise and a global optimization over the data space; the K-norm gradient
mechanism [5] aligns noise geometry with query structure via convex bodies but operates in Euclidean
output spaces without intrinsic manifold sensitivity; Gaussian DP [4] provides (g, §)-guarantees with
light-tailed noise but does not exploit local sensitivity variation. ON—ALM occupies the intersection
of instance-adaptivity, light-tailed Laplace noise, and intrinsic Riemannian geometry, at the cost of a
feasibility constraint on S that limits applicability to low- or moderate-dimensional outputs. The precise
regime of advantage is characterized in Section 5.

2. Preliminaries: Geometric embedding of datasets and DP

In this section, we briefly review the essential concepts of Riemannian geometry used throughout the
paper. For a comprehensive treatment and detailed proofs, we refer the reader to standard texts such
as [11,12].

2.1. Discrete dataset space and Hamming geometry

Let D = XV denote the space of datasets of size N, where each record lies in a data universe X. We
equip D with the Hamming metric

dy(D,D") =#{ie{l,...,N}: x; # x}}.
Two datasets D, D’ € D are said to be adjacent, denoted D ~ D', if dy(D,D’) = 1.

2.2. Geometric embedding into a Riemannian manifold

To enable differential analysis, we embed the discrete dataset space into a smooth ambient space. Let
D:D—>(M,g)

be an injective mapping into a smooth, complete Riemannian manifold (M, g).
Assumption 1 (Controlled Geometric Embedding). The embedding © satisfies the following properties:
1) Injectivity: @ is injective.

2) Adjacency Lipschitz Control: There exists a constant L > 0 such that for all adjacent datasets
D~D,
du(®(D), d(D")) < L.

Electronic Research Archive Volume 34, Issue 9, 6043-6071.



6046

3) Local Geodesic Regularity: The injectivity radius of M along ®(D) satisfies

. elg(fZ) ) inj(x) > L.

By rescaling the metric g — g/L?, we may assume without loss of generality that L = 1, hence:
dy(®(D),d(D’)) <1 whenever D ~ D'.

This normalization preserves geodesic structure and ensures that adjacency corresponds to a bounded
geodesic displacement.

For any two adjacent datasets x, x’ € M, we have dy;(x, x") < 1. By our assumption that the injectivity
radius satisfies inj(M) > 1, the point x” lies strictly inside the injectivity domain of x, and thus entirely
outside its cut locus. Consequently, x and x” are connected by a unique minimizing unit-speed geodesic
v that depends smoothly on its endpoints. This guarantees that the differential operations, integration
along 7y, and parallel transport are rigorously well-defined and free of singularities.

2.3. Canonical product-manifold construction

A fundamental example arises when X is itself a compact Riemannian manifold. Consider a dataset
D:(X],...,XN), xi€X9

and define
M=XN

equipped with the product Riemannian metric

N -
8m = Z gi?-
i=1

Lemma 1 (Product-Manifold Embedding). Let ®(D) = (xy,...,xy) € M. If D ~ D’ differ in exactly
one coordinate j, then

du(D(D), O(D)) = dx(x;, x}) < diam(X),
where diam(X) := sup, .y dx(x,y) < co.

Proof. Under the product metric,
N
dyy(x,3) = ) dx(xi, i),
i=1
If x; = y; for all i # j, only one term remains, yielding the result.
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2.4. Example: Product manifold on the sphere

A canonical example arises when individual records lie on the unit sphere X = S%!. A dataset of
size N is then embedded in
M = (SHY,
with the product Riemannian metric. For adjacent datasets differing in the i-th coordinate u; # u;, the

geodesic distance satisfies
du(®(D), ©(D")) = dsa-1(uj, u;).

If the angular variation is bounded, adjacency corresponds to a bounded geodesic displacement in M,
and discrete perturbations are naturally represented as unit-speed minimizing geodesics along the i-th
factor.

2.5. Practical construction of the embedding ®

A natural question arising in the application of the geometric framework is how to construct a
concrete embedding @ : D — (M, g) for a real dataset. We present two representative examples that
cover a broad range of practical scenarios.

Example 1 (Mean Embedding for Tabular Datasets). Let X = R? and consider datasets D =
(X1,...,x8) € RHYN. A canonical embedding is the empirical mean map

N

1
®(D) = A—]in e RY,

i=1

with the ambient space (M, g) = (R?, geuc) equipped with the standard Euclidean metric. For adjacent
datasets D ~ D' differing in one record x; — X/,

where B = sup, ..x |lx — X[l is the diameter of the data universe. Rescaling by N/B achieves L = 1 in
Assumption 1. Since R? is a flat, simply connected, complete Riemannian manifold with infinite injectivity
radius, all conditions of Assumption I are satisfied. For a scalar-valued query f(®(D)) = (w, (D)), one
obtains A*f = ||wl,, recovering the classical €,-sensitivity of the mean. This embedding is immediately
applicable to standard tabular datasets where each record is a d-dimensional feature vector, such as
census microdata or medical records.

Example 2 (Normalized Embedding into the Positive Orthant via the symmetric positive definite (SPD)
Manifold). Consider a setting where each record x; € R? is a unit-norm feature vector (||xll, = 1), and
the dataset summary of interest is the sample covariance matrix

1 &
O(D) = N xx] € 87,
i=1
where 8¢, denotes the manifold of d X d SPD matrices. We equip S¢, with the affine-invariant

Riemannian metric
gp(U, V) =tt(P'UP'V), U,V eTpS, =8,
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where 8¢ is the space of d X d symmetric matrices. This manifold is geodesically complete with
nonpositive sectional curvature, and the injectivity radius satisfies inj(P) = oo for all P. For adjacent
datasets D ~ D’ differing in the j-th record,

1
D(D) = (D) = (X)) = x:2)).

and the geodesic distance dS‘i+ (@(D), @(D")) is bounded uniformly in terms of 1/N and ||x;l|, = ||x;.||2 =1.
This embedding is directly applicable to covariance-based queries arising in brain-computer interface
(BCI) data analysis [11], diffusion tensor imaging, and portfolio-risk estimation, where the underlying
data naturally resides on the SPD manifold.

2.6. Differential structure and operator norm

Let f : M — R* be a C! function. For each x € M, the differential
df.: T.M — R

is a bounded linear operator. The tangent space T, M is equipped with the Riemannian norm || - ||, and
R¥ with the ¢, norm.
We define the operator norm

lld fillop == sup [ldf(W)l;.

lIvilg=1

This choice naturally reflects the ¢; geometry of multivariate Laplace perturbations.

Remark 1. The operator norm defined above is induced by the Riemannian norm on the tangent space
T M and the €, norm on R¥, hence it is a mixed operator norm.

For scalar-valued queries (k = 1), the codomain is equipped with the absolute value, and the
operator norm coincides with the dual norm on T;M. Using the metric-induced isometric isomorphism
between T, M and T;M, we obtain

ld fillop = lld fillgs = IIV.F ()l

For multivariate queries (k > 1), writing f = (fi,..., fv), we have

k
Idfllop = sup D AL

||V||g:1 i=1

By the triangle inequality and duality,

k
ldfdlop < > IVAG).
i=1

In general, this bound is not tight; the operator norm captures the maximal joint directional variation
across all components. This formulation provides a natural geometric generalization of gradient-based
sensitivity to vector-valued queries on manifolds.

Electronic Research Archive Volume 34, Issue 9, 6043-6071.



6049

2.7. Mechanisms and differential privacy

We consider mechanisms of the form
M(D) = f(P(D)) + Z,

where Z € R* is a random vector.

Definition 1 (DP). A mechanism M satisfies (g, 8)-DP if for all D ~ D' and all measurable sets S c R,

PIM(D) € S]1 < e’PIM(D’) € S]+ 6.

2.8. Geometric sensitivity via geodesic interpolation

The embedding enables a continuous interpolation between adjacent datasets. Let D ~ D’ and
let y : [0,{] - M be a minimizing unit-speed geodesic connecting ®(D) to O(D’), where { =
du(®(D), d(D)) < 1.

Proposition 1 (Geodesic Sensitivity Bound). Let f : M — R* be C'. Then for all adjacent D ~ D/,

{
1/(@(D)) = f(@D < ﬁ lld fyollop dt < € sup lid fillop-

xeM

In particular, under the normalized embedding (€ < 1),
Af < suplldfillop-
xeM

Proof. Applying the fundamental theorem of calculus along vy,

f(@(DY) - f(O(D)) = f; d fyo(y(2)) dt.
Taking £, norms and using |[y(1)ll, = 1 yields

ld fyoy (VDI < 1 fyllop

which proves the result.

Remark 2 (Global versus Local Sensitivity Regimes). The bound

Af < suplld fillop
xeM
provides a worst-case global sensitivity estimate. However, if M is non-compact or if ||d f:l|op is not
uniformly bounded, this supremum may be infinite.

In contrast, for each fixed x € M, the differential df, is a bounded linear operator, so the pointwise
quantity ||d fillop is always finite. This distinction motivates the transition from global to local sensitivity.

The framework developed in this work replaces the global supremum with a regularized, pointwise
sensitivity functional satisfying a log-Lipschitz stability condition. This allows finite noise calibration
even in settings where classical global sensitivity is not well-defined.

Electronic Research Archive Volume 34, Issue 9, 6043-6071.



6050

3. Directional local sensitivity operator

This section develops a fully intrinsic, coordinate-invariant formulation of local sensitivity on
Riemannian manifolds. All geometric assumptions are stated explicitly, and regularity properties of the
proposed sensitivity functional are established with complete analytical rigor.

Throughout this section we operate under the geometric embedding conditions introduced in As-
sumption 1.

Remark 3. Assumption 1 ensures that adjacent datasets are connected by a minimizing unit-speed
geodesic. The injectivity radius condition prevents cut-locus phenomena and guarantees smooth
dependence of geodesics on endpoints.

3.1. Definition and regularity of the sensitivity operator
Let f € C'(M,R¥). For each x € M, the differential

df.: T:M — R*

is a bounded linear operator.
We equip 7, M with the norm induced by the Riemannian metric g, and R* with the £, norm. The
induced operator norm is

lld fllop = sup lld fx(W)l1-

lIvilg=1

Definition 2 (Directional Local Sensitivity Operator). The directional local sensitivity operator of f is
the function
A'f: M — [0, c0), A" f(x) = lld fellop-

Proposition 2 (Continuity). If f € C'(M,R¥), then A* f is continuous on M.

Proof. Since f € C', the map x — df, is continuous as a section of the bundle Hom(T M, R¥). The
operator norm is continuous on the space of bounded linear maps. Therefore, x  ||d fllop 1S continuous
as the composition of continuous maps.

3.2. Geodesic sensitivity bound

Proposition 3 (Intrinsic Sensitivity Bound). Let f € C'(M,R¥). Let D, D’ € D be adjacent, and denote
x = O(D), x' = O(D’"). Lety : [0,£] - M be a minimizing unit-speed geodesic joining them, where
€ =dy(x,x"). Then,

{
1) = FQll < fo A FOy (1))

In particular,

1/ (x") = F(Oll < € sup A" f(y(2)).

t€[0,£]

Proof. Define h(f) = f(y(1)). Since f and y are smooth, i € C'([0, £], R¥). By the fundamental theorem
of calculus,

4
J‘(x')—f(x)Zf0 W (1) dt.
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By the chain rule,
h' () = dfy (VD).
Since |[y®ll; = 1,
I @Il < A" f(y(0)).
Taking norms and integrating yields the result.
Corollary 1 (Adjacency Sensitivity Bound). Under the normalized geometry (Assumption 1), let

D, D’ € D be adjacent datasets and denote x = ®(D), x’ = O(D’). Let y : [0,{] — M be a minimizing
unit-speed geodesic joining them, where £ = dy(x, x’) < 1. Then,

I/(@(D) = F(DD)Il < sup A f(y(1)).

te[0,¢]

Proof. From Proposition 2,

If(x") = fOll < € sup A" f(y()).

te[0,€]

By our normalized geometric embedding, we have £ = dy(x, x’) < 1. Substituting this bound immedi-
ately yields the result.

3.3. Log-Lipschitz stability

For & > 0, define the regularized sensitivity

ALf(x) = max{A” f(x), £).

Definition 3 (5-Log-Lipschitz Stability). A; f is B-log-Lipschitz if

IInAzf(x) = InAgf()| < Bdu(x,y) VYx,y € M.

Remark 4 (Practical Selection of the Regularization Parameter &). The regularization parameter & > 0
serves as a lower bound on the sensitivity, preventing degeneracy when A* f(x) = 0. Its choice has
direct consequences for the stability constant B < C/€&, the noise scale b(x), and the feasibility of the
mechanism. We provide three complementary strategies for selecting & in practice.

Strategy 1: Hessian-based analytic bound. If a global Hessian bound ||V*f(x)|lo, < C is available
analytically or by inspection, choose & to enforce a target stability By:

_¢
" Bo’

For example, with a linear query f(x) = (w, x) one has C = 0 and any & > 0 trivially satisfies = 0.

&

Strategy 2: Data-driven estimation. Evaluate A*f on a small held-out public dataset D, and set

&=a- min A" f(x),

xel)pub

for a safety factor a € (0.1,0.5). This ensures that the regularization floor lies below the empirically
observed sensitivity minimum, so the max in Ay f = max{A*f, &} is rarely active, preserving utility.
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Strategy 3: Feasibility-backward selection. Given target privacy parameters (&, 6) and output dimension
k, choose & to guarantee that the feasibility condition is satisfied. From B < C/¢ and € > 2kf3
(asymptotically), one requires & > 2kC/e. A practical choice is

2kC
&

for a small slackn > 0, e.g., n = 0.1.

Privacy-utility trade-off. Increasing & reduces 8 and thereby enlarges the feasible regime, but raises
the noise floor b(x) > eP¢/(e — kB — Ay.s(e® — 1)). Decreasing & tightens noise for points where A* f(x)
is large, but may push  above the feasibility threshold. The optimal ¢ trades off these effects and in
practice can be tuned via a grid search over ¢ € [1073, 107" with validation on a utility metric (e.g.,
mean squared error on a synthetic release).

Remark 5. For a C? mapping f : M — RX, the differential df is a section of T*M ® R*. Its covariant
derivative with respect to the Levi-Civita connection defines the Riemannian Hessian V?f, which is a
symmetric (0, 2)-tensor field taking values in R¥. We define its mixed tensor operator norm at x € M by
taking the supremum over unit tangent vectors:

IV f(Ollop :=  sup  [IV2f(x)(u, V)1

llllg=1,IIvllg=1
Proposition 4 (Hessian Control Implies Log-Lipschitz Stability). Let (M, g) be a complete Riemannian
manifold and let f € C*(M,R¥). Assume that
IV2f(Ollop < C Yx € M.
Then, for every & > 0, the regularized sensitivity
A¢f(x) := max{l|d fllop, &}

satisfies the log-Lipschitz estimate
. ) C
AL ) ~InAfO)| < Z du(xy) Yxy e M.

Proof. Let x,y € M. If dy(x,y) = 0, the result is trivial, so assume dy(x,y) > 0. By completeness
and the injectivity radius condition, there exists a minimizing unit-speed geodesic vy : [0, {] — M with
¥(0) = x, y(€) = y, where £ = dy(x,y) and [[y(Dll; = 1.

Step 1: Reduction to a fixed Banach space via parallel transport.
Let Py, : T\M — T,;)M denote parallel transport along y. By metric compatibility, Py, is a linear
isometry. Define
A(t) := dfy o Po, € L(T,M,R").
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Step 2: Derivative bound in operator norm.
Forv € T M with |v||, = 1, define v, := Py,(v), so |[[v/l, = 1. Then,

ADV) = d fyn(n).
Differentiating along y and using Vv, = 0, we obtain
d 2 .
A0 = VI O)F(@). vo).

Taking ¢'-norms and applying the operator norm bound (using the definition |[[Vf]lo, =
SUP| 1 =lvll=1 IV2f(u,v)||; from the preceding Remark):

d
“a_’tA(t)(v) = IV F NG @), vl < IV F@)lop 7@l [Ivillg = 1192 @)llop < C.

1

Taking the supremum over ||v||, = 1 yields

<C.

d

—A(t
[+,
Step 3: Mean value inequality in Banach space.

Since A(f) takes values in the Banach space £(T,.M,R¥), we apply the integral form of the mean
value inequality:

dt < C¢.
op

d
EAU)

£
IA(6) = A(O)llop < fo

Step 4: Lipschitz continuity of the operator norm.
We use the fact that the operator norm is 1-Lipschitz on £(T, M, R¥): for any linear operators T, S,

T llop = 11S llop| < 1T = STlop-

(This follows directly from the definition of the operator norm via the triangle inequality.)
Applying this with 7 = A({) and S = A(0) gives

NIA©)llop = IAO)]lop| < 1AE) — AO)llop < CEL.

Step S: Identification with differentials.
Since parallel transport is an isometry,

IADllop = lld fyllop,  [AOlop = lld fillop-

Thus,
< Cdy(x,y).

llld £yllop — 11d fillop

Step 6: Lipschitz property of the logarithmic regularization.
Define A(t) := In(max{t, £}) for t > 0. We show that / is globally Lipschitz with constant 1/&.
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Indeed, 4 is differentiable on (0, 00) \ {£} with

0, ;
h’(l):{l iig

75
Hence, |W'(f)] < 1/& for all ¢ # &. Since h is continuous and piecewise C!, the mean value theorem on
each region implies
1
|h(t) — h(s)| < Elt —s| V&, s>0.

Step 7: Conclusion.
Applying the Lipschitz property of 4 together with Step 5 yields

1
|0 A2 ) = AFO)| < Zlidfilop — Nl fillop

C
< EdM(x, y).
This completes the proof.

This intrinsic framework establishes a coordinate-free, geometrically controlled notion of sensitivity.
The operator A* encodes first-order variation of the query along admissible geodesics, while bounded
Hessian curvature ensures multiplicative stability of the local sensitivity profile.

4. Mechanism and privacy analysis

In this section, we establish a rigorous privacy analysis of the proposed ON-ALM. Throughout this
analysis, we operate under the geometric normalization introduced in Assumption 1.

4.1. Multivariate Laplace noise and tail bounds

To calibrate the mechanism, we utilize the k-dimensional Laplace distribution. For a scale parameter
b > 0, the multivariate Laplace density is defined as

1 llzll k
= ——exp|——— R*.
Pi(2) ) eXp( b, ) z€

If a random vector Z ~ Lap,(b), its coordinates are independent and identically distributed as Lap(b).

Consequently, the ¢;-norm of the noise vector scales according to a Gamma distribution:
IZ1ly
— ~T'(k, 1).
2 (k, 1)

This structural connection between the £; geometry of the Laplace noise and the Gamma distribution
allows us to establish the exact tail bounds required for the typical set extraction in (g, §)-differential
privacy.

Lemma 2 (Gamma Tail Bound). Let Z ~ Lap,(b) and let 6 € (0, 1). If Ay ;s denotes the (1 — )-quantile
of the standard Gamma distribution I'(k, 1), then

P(|ZIl; < bAs) =1-6.

Proof. Since the scaled norm ||Z||;/b ~ I'(k, 1) is an absolutely continuous random variable, the exact
tail probability follows directly from evaluating its cumulative distribution function at the defined
(1 — 6)-quantile [13].
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4.2. Mechanism definition

Definition 4 (ON-ALM Mechanism). Fix € > 0 and 6 € (0, 1). Define the scale
¥ AL ()

g—kB—Nps(ef — 1)

b(x) :=
Assume the feasibility condition
£> kB + Ars(e® — 1),

so that b(x) > 0.
The ON-ALM mechanism outputs

M) = f)+Z,  Z~ Lap(b(x)).

Remark 6 (Feasibility Condition: Parameter Guidance and Admissible Range of §8). The feasibility
condition € > k3 + Ay s(e® — 1) imposes a joint constraint on the stability parameter 3, the output
dimension k, and the privacy budget €. We provide explicit guidance for typical choices of privacy
parameters.

Admissible range for 5. Since é® — 1 > 0 for any B > 0, and A5 > k for 6 < 1/2 (as the (1 — 6)-quantile
of I'(k, 1) exceeds its mean k when & < 1/2), the condition requires

&> Bk + Ars) + OB),

so an explicit upper bound on 3 in the small-f3 regime is

E
< .
ﬁ k+ Ak’g

Using the asymptotic expansion Ays = k + O(VkIn(1/6)), this simplifies to
B

E
< 2k + O(VkIn(1/9))

Concrete numerical examples.

1) Low-dimensional, strong privacy: k = 1, £ = 1, § = 107. The quantile Ay 105 = 11.5. The feasibility
condition requires 8 < g/(1 + 11.5) = 0.08. Thus, B < 0.05 is safely admissible, corresponding to at
most 5% relative variation of A, f per unit geodesic distance.

2) Moderate dimension, standard privacy: k = 5, & = 1, 6 = 107>, Here, As 103 = 14.79 ((1-06)-quantile
of I'(5,1)). The linear bound gives 8 < 1/(5 + 14.79) = 0.051.

3) Relaxed privacy: k = 5, £ = 3, § = 1073, The bound gives B < 3/(5 + 14.79) ~ 0.152, allowing a
substantially wider range of sensitivity variation.

Design implication. In practice,  should be estimated from the data or bounded analytically using
the Hessian bound 3 < C/¢ (see the Geometric Interpretation subsection). If the estimated 3 does not
satisfy the feasibility condition, one may either (i) increase & by weakening the privacy requirement,
(ii) reduce k by aggregating query components, or (iii) increase & to tighten the regularization floor,
thereby reducing . The linear scaling B = O(g/k) highlights that ON-ALM is best suited for low- to
moderate-dimensional queries under standard privacy budgets (€ € [0.5, 3]), which is consistent with
current best practice in the differential privacy literature.
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Remark (Reduction to Global Sensitivity). If A; f(x) is constant on M, i.e.,
Azf(x) = A,

then the sensitivity is globally uniform and exhibits no spatial variation. In this case, the stability
parameter can be taken as 8 = 0, which implies ¢® — 1 = 0. The scale reduces to

A
b(x) = —.

recovering the classical Laplace mechanism.

For 3 > 0, the additional terms in the denominator and the factor % in the numerator quantify the
deviation from global uniformity and represent the cost of enforcing stability under spatially varying
sensitivity.

Lemma 3 (Privacy Loss Bound). Let x, x’ € M with dy(x,x") < 1. Let b = b(x) and b’ = b(x’). For any
y € RX, the privacy loss

Px(y)
L(y):=1
(y) ! px’(y)
satisfies
B Oy =Dy = fGll
L(y) = kln( 5 ) + ™ b .
Moreover,
b\ fC) = fGDIL I 1
uwskmtﬂ+ T - s - 5. @1

Proof. By definition, p,(y) = (2b)“exp(=lly = f(0)ll1/b) and p.(y) = (2b")* exp(=lly — f()l1/b").
Taking the ratio and its logarithm directly yields the identity.
For the upper bound, apply the triangle inequality

ly = FOOI < Mly = FOOll + 11 () = £,
solly = FOOI /Y < lly = FOl /B + 1f(x) — F(x)]1/b’. Substituting into the identity:

_ by Iy=fCD)lh ly—fOlh
L(y) = kInZ 4 L=/ _ st

b =D 1 1
< klnf + WOSI00 ypy — £l (5 - 7).

Since the last factor (1/b" — 1/b) may be negative (when b’ > b) or positive (when b’ < b), we bound it
from above by its absolute value |1/b" — 1/b|, obtaining (4.1).

4.3. Main privacy theorem

Theorem 1 ((g, 6)-Differential Privacy). Let M be the ON-ALM mechanism. Under Assumption 1, and
assuming the feasibility condition
&> kB + A€ - 1), (4.2)

M satisfies (g, 0)-differential privacy.
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Proof. Let D,D’ € D be adjacent datasets and set x = ®(D), x' = O(D’) € M for their respective
embeddings. By Assumption 1(ii),(iii), dy/(x, x") < 1. Denote b = b(x) and b’ = b(x") for their respective
scale parameters.

Symmetry and measurability. We must show that for every Borel measurable set S C R¥, both
inequalities

PM(x) € S) < e PIM(X')eS)+8 and PM(KX)eS) <efPIM(x)eS)+6

hold. We prove the first direction explicitly and then establish the second direction, showing that the
argument is fully symmetric.

Typical set and tail bound. Define the typical set around f(x) as
Te={y eR My = fWlli < b Ars),

where b = b(x) > 0 is determined by x. For each fixed x, 7, is a closed ¢,-ball of radius bA; s centered
at f(x) € R*; as a closed ball in R, it is a Borel set. Let Z ~ Lap,(b) so that M(x) = f(x) + Z. By
Lemma 2, P(||Z|l; < b Ays) =1 -6, so

PMx)eT,) =1-06, in particular, P(M(x) ¢ T) = 0.

Justification of the Gamma tail. To see why ||Z||;/b ~ I'(k, 1): since Z; i Lap(b), each |Z;|/b ~ Exp(1),
and the sum of k independent Exp(1) random variables is I'(k, 1) by the standard convolution formula
for exponential random variables. Lemma 2 formalizes this and provides the exact quantile Ay s.

Scale and sensitivity bounds. The scale b(x) is directly proportional to the regularized sensitivity
Azf(x). Since they differ by a positive multiplicative constant, their logarithms differ by an additive
constant, which cancels in differences. Therefore, the S-log-Lipschitz property of A;f implies that b is
also B-log-Lipschitz, yielding

’

b
B < < h
€_b_

In particular, we have In(b’/b) < 3, 1/b’ < € /b, and |1/b" — 1/b| < (¢’ — 1)/b.
Derivation of scale ratio bounds. By Definition 4, b(x) = C - A;Q f(x) where
e

C = 0
e KB~ Aa(eP — 1)

is a universal constant depending only on (&, 5, k, 6), not on x. Hence, b(x") = C - A;ﬁj f(x") with the same
C. Then,

’

b * 2 *
In—- = In AZf(x') = In ALf(x),

and the B-log-Lipschitz condition with dy(x, x') < 1 gives | In(b’/b)| < 5,50 e < b’ /b < €°. The bound
1/b" < é°/b follows directly from &’ > e?b. For the absolute-value bound |1/b" — 1/b| < (e® — 1)/b,
consider two cases. Case I (b’ < b): then1/b" > 1/b > 0,s01/b’ —1/b = (b —-b")/(bb") > 0 and
|11/b" —1/b| = 1/b’ — 1/b. Since 1/b’ < é#/b (from b’ > ePb), we get [1/b' = 1/b| = 1/b' — 1/b <
e’Ib—-1/b = (e# — 1)/b. Case 2 (b’ > b): then 1/b' — 1/b < 0, s0 |1/b" = 1/b| = 1/b - 1/b" <
1/b—1/(ePb) = (e — 1)/(e’b) < (é® — 1)/b. In both cases, |1/b" — 1/b| < (é® — 1)/b.
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To bound the deterministic variation of the query, lety : [0,{] — M be a minimizing unit-speed
geodesic connecting x and x’, where £ = dy(x, x") < 1. By the injectivity radius assumption, such a
minimizing geodesic exists. By the intrinsic sensitivity bound (Proposition 3) and using that A" f < A f,
we have

£
1/ (x) = DI < fo A"f(y(®)dr < € sup A, f(y(D)).

1€[0.0)
Applying the S-log-Lipschitz property to the pair (x, y(f)): since 7 is a unit-speed minimizing geodesic
and ¢ < ¢ < inj(x), we have dy(x, y(t)) = t (the arc length equals the geodesic distance). Hence

In Az f(y(1) = In Ay f(x) < Bdu(x, y(D) = B,

giving sup,co ;4 ALf(y(1) < eB[A;jZ J(x) < &AL f(x) (using £ < 1). We conclude

I1£ () = FQI < ALf(x).

Why sup, AL f(y(1)) < eﬁAg f(x). The log-Lipschitz condition states that for all ¢ € [0, €],

In A f(y(®) < InApf(x) + Bdu(y(1), x) = In Ay f(x) + ft,
since vy is a unit-speed geodesic and dy(y(?), x) = t. Exponentiating yields A:; f(y(®)) < eﬁ’Az f(x) <
eﬂ[A;f(x) < eﬂA;f(x) forall ¢ € [0, £], using £ < 1. ‘

Privacy loss bound. We now evaluate the privacy loss L(y) for any fixed output y € 7. Using the
privacy loss decomposition from Lemma 3, we obtain

lf ) = £
b -

1

1
b bl

b/
L) < kln(z) . Iy = fIl

Substituting (i) k In(b’ /b) < kB, (ii) lly — f(x)|ly < bAys with [1/b" — 1/b| < (¢ —1)/b, and (iii) the query
variation bound ||f(x) — f(x)|l; < eﬁAg f(x) together with 1/b" < €#/b:

_ &1 AL (x)
Ly) < kg + MW b,f(x M ) A, — < kﬁ+++1\k,5(eﬂ— 1.
—_— —_————
< eﬁA;f(x)/b’ < ezﬁAgf(x)/b = Aggs(ef-1)

By Definition 4, the scale is chosen so that

PN f(x)

e kB — Ags(e® = 1).

Substituting this identity into the previous bound perfectly cancels the terms involving kS and
Ars(€® = 1), giving

Ly <e forally € 7.

Since the Laplace density is strictly positive everywhere on R¥, we have p.(y) > 0 for all y, so the
inequality L(y) < e is equivalent to p,(y) < €°p,(y). Hence p.(y) < e’p(y) forall y € T,.
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Explicit cancellation. To see the cancellation in full detail, substituting ezﬁA* f (x)/b = e—kB— N 5(P—1)
into
e’zfjAz‘t X
L(y) < kB + —, Ars(@® = 1)

gives L(y) < kB +[e — kB — Ars(e® — )] + Ay 5(¢? — 1) = &, as claimed. The scale formula in Definition 4
is precisely reverse-engineered so that this cancellation occurs.

Final step (Measure-theoretic decomposition). Let S c R* be any Borel measurable set. We
decompose the probability measure:

PM(x) €S)=PM(x) e S NT,) +PM(x) €S \T,)

= f p<(y) dy + P(M(x) ¢ T)
SNTy

< f e pr () dy + POM(x) ¢ T5)
SNT

< e PM(x') e S) + 6,

where in the last step we used f - € ‘py()dy < €f f pr(y)dy = e P(M(x') € §) (valid since p, > 0),
and P(M(x) ¢ 7,) = 6 (by Lemma 2).

Reverse inequality. It remains to show P(M(x') € §) < e P(M(x) € S) + 6. Define the typical set
centered at x’:

To ={y € R 1 lly = I < b'Ass),

with b’ = b(x"). By Lemma 2, POM(x') ¢ T) =6
For y € 7 we bound the reverse privacy loss. From the lemma identity with roles of x and x’
interchanged:

P Ve (/T e 1G9 1§

L'(y) :==1n
Y 7y b b b

Applying the triangle inequality to [y — f(0)ll; < [ly = fODIL + [1f(x) = f(0)llr gives

Loy <k s PZION g, )||1(——1)

b b b

We bound each term fory € 7,.:

e Scale ratio: kIn(b/b") < kB (since |In(b’/b)| < ).
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e Query variation: Define o(t) = y({—t); then o is a unit-speed minimizing geodesic from x’ to x with
dy(x', (1)) = t. Applying Proposition 3 to o, we get || f(x') — f(x)||; < fof A; f(o (1)) dt. The B-log-
Lipschitz bound along o gives A f(o7(1)) < e’ ALf(X'), so sup, A f (o (1)) < e/”Az f(x) < eﬁAz £(x).
Hence: ‘ ‘ ' ' '

&) = @l AL P A
b h b - b ’

where the last step uses 1/b < €®/b’ (from b’ < €°b).

e Last term: Fory € T, |ly — f(X)|li < b’ Axs. The reversed coefficient satisfies [1/b — 1/b'| < (ef —
1)/b':inCase 1 (b > b"): 1/b < eP/b’ (from b’ > ePb),s0 1/b—1/b" <Pb' —1/b" = (e’ —1)/b;
inCase2 (b<b'): 1/b-1/b" <0< (e —1)/b’. Hence:

P —1
b/

I 1
b b

= As(é = 1).

lly = DI <D Ags -

e Cancellation: By Definition 4, ezﬁA;Z F(X)/b(x") = & — kB — Ars(ef — 1), s0
L'(y) <kB+[e—kB— Ars(é® — D]+ Ars(e® = 1) = &.

Since p,(y) > 0 for all y, L'(y) < € implies p,(y) < e’p,(y) for all y € 7,.. Applying the measure-
theoretic decomposition with 7. in place of 7, and P(M(x") ¢ T,/) = ¢ yields

PM(') e S) <eP(M(x) e S) +0,

completing the proof of (g, 6)-differential privacy.

Correctness of the final inequality. The key step is meT p:(y)dy < €° meT px(y)dy. This follows
because p,(y) < e°p.(y) holds pointwise for every y € 7, as established above. Extending the

integration from S N 7, to S is valid because all integrands are nonnegative, so fsw e py(y)dy <
e [ pr(y)dy = eP(M(X) € 5).

We summarize the proposed ON-ALM mechanism in Algorithm 1. The procedure highlights
that, despite the rigorous geometric formulation, the mechanism admits a closed-form and highly
implementable calibration rule.
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Algorithm 1 Operator normed adaptive Laplace mechanism (ON-ALM)

Input: Dataset D € D, query f : M — R, privacy parameters (&, §), regularization parameters 3, & > 0.
Output: Private estimate f € RX.

1: Compute the embedded point x « (D) € M.

2: Compute (or estimate) the differential d f..

3: Set

Azf(x) = max{|ld fllop, £}
4: Compute the (1 — 6)-quantile Ay s of the I'(k, 1) distribution.
5. Set
FALf()
o e—kB - As(@P - 1)
6: Sample Z ~ Lap,(b) with density p(z) oc e K/%,
7. Set

f=fx)+Z

8: return f

Remark 7 (Computational Tractability and Dataset-Size Independence). Calibrating noise in the

classical smooth sensitivity framework [2] requires computing a global supremum over the data
manifold,

S (x) = sup A(y)e PMCD,
yeM
For high-dimensional or complex datasets, solving this global optimization problem is computationally
prohibitive.

The ON-ALM framework bypasses this global search. By Proposition 4, a bounded Riemannian
Hessian implies that the regularized local sensitivity A;f(x) is intrinsically B-log-Lipschitz. Thus,
Algorithm 1 relies solely on the local evaluation of the operator norm ||d fillop at the given point x.

This geometric reduction shifts the calibration step from a global optimization task to a local
differential computation. Because the complexity of evaluating ||d f:llop is independent of the dataset
size, the mechanism provides a scalable approach to instance-adaptive privacy.

Remark 8 (Implementation Strategies and Complexity of the Operator Norm). While Algorithm 1
avoids a global optimization, the local computation of ||d fillop = SUP|yj, =1 lld f:(WIl; can be nontrivial
for general nonlinear queries. We characterize the cost and provide concrete implementation strategies.

Closed-form cases. For many practically relevant queries, the operator norm reduces to a closed-form
expression:

e Linear queries f(x) = Wx (where W € R®™): The differential is constant, df, = W, and the
(€, — €)) operator norm is

Wil = max [IW]]; = max Z Wi,

ll2=1 ll2=1
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This is not simply max; [|W;.|l»; the correct value can be up to Vk times larger (e.g., for W = [,
Wlloo1 = Vk while max; |[|W;.ll, = 1). In general, ||W|,-; can be computed exactly as the
maximum €; norm of Wv over the unit sphere, which equals the maximum column norm of
W' in the {-to-; sense. For diagonal W = diag(wi,...,wy), it reduces to |wl|l, (Cauchy-
Schwarz achievable by v = w/||wl|»), computable in O(k). For general W, a tight upper bound
IWll,—1 < |IW||F (Frobenius norm) is computable in O(km).

e Scalar quadratic queries f(x) = x"Ax: |ldfillop = l|Axll, requiring one matrix-vector product in
o(m?).

e Neural network queries with smooth activations: The differential df, is the Jacobian matrix
Jp(x) € R¥m - The mixed (€, — €)) operator norm equals maxj,,= I/l < Zf;l 1 £ (0)i:l2-
The Jacobian can be computed via automatic differentiation in O(k) backward passes, each of cost
O(P) where P is the number of parameters.

Numerical approximation via power iteration. For general differentiable queries, ||dfllo, can be
approximated using the following iterative procedure. Note that since €, and {, norms are equivalent on
R* up to dimension-dependent constants (||v||; < \/Ellvllg ), one may instead compute the spectral norm
I/l and apply the inequality:

175Gl < lldfillop < VATl

The spectral norm ||J¢(x)|l» equals the largest singular value of the Jacobian and can be estimated
via a randomized power iteration in O(T - JVP) time, where T is the number of iterations (typically
T = 10-20) and JVP is the cost of a Jacobian-vector product via automatic differentiation. This yields
a privacy-valid upper bound when the Vk factor is absorbed into the noise scale.

Complexity summary. Let m = dim(M) and k be the output dimension. The dominant costs per dataset
point are:

1) Embedding evaluation ®(D): O(Nm) for tabular mean embeddings.

2) Jacobian computation: O(k - backward_pass) via automatic differentiation.

3) Operator norm estimation: O(T - k - m) via power iteration, with T < min(k, m).
4) Noise sampling: O(k).

Total per-query cost is therefore O(k - m + T - k - m) = O(Tkm), which is independent of dataset size N
and linear in both manifold and output dimension. This is substantially cheaper than smooth sensitivity
computation, which requires O(N) evaluations over neighboring datasets in its discrete approximation.

SPD manifold case. When M = 8 and f(P) = tt(WP) for a fixed symmetric matrix W, the Riemannian
differential under the affine-invariant metric gp(U, V) = tr(P~'UP~'V) satisfies dfp(V) = tt(WV). The
operator norm with respect to the Riemannian tangent-space norm ||V||p = [|[P~2V P12 is

lld fllop = sup e (WV)| = ||P'2WP'?||,

P12V P12 =1

where the last equality follows by substituting U = P~'2VP~Y2 and applying Cauchy-Schwarz on
(P'?WP'2, U)p. Note that this is ||P'>WP'?||, not ||WP'?||p; these coincide only when W and P
commute (e.g., both diagonal). The correct formula is computable in O(d?) via the symmetric matrix
square root.
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4.4. Examples

Example 3 (Anisotropic Queries on a Flat Manifold). 7o build intuition before applying our framework
to highly curved spaces, consider M C R" as the open unit ball equipped with the induced Euclidean
metric (which is a flat Riemannian manifold), and consider scalar-valued queries (k = 1).

Linear query. If f(x) = (w, x), then the differential corresponds to the standard gradient. The
operator norm from (T M, || - ||,) to (R, | - |) yields the dual norm

A" f(x) = Wl

Since the sensitivity is constant across M, ON-ALM seamlessly reduces to the classical global Laplace
mechanism.

Quadratic query. Let A € R™" be a symmetric matrix. If g(x) = %xTAx, then
Vg(x) = Ax, A”g(x) = l|Ax]l.

In this case, the sensitivity is strictly position-dependent. ON-ALM adapts to the local geometry by
injecting significantly less noise in regions where ||Ax||, is small, providing higher utility than a global
worst-case bound (which would pessimistically depend on the maximum singular value of A). As
illustrated in Figure 1, ON-ALM seamlessly adapts to this directional variability.

Classical DP (Global Sensitivity) ON-ALM (Adaptive Sensitivity)
Constant Noise Scale Geometry-Aware Noise Scale

=) -
© [N
Local Sensitivity [|Ax]|2

o
=)

Figure 1. Visualizing instance-adaptivity on the unit disk (n = 2). Left: Linear query with
constant sensitivity; the required Laplace noise scale (red circles) is uniform across the domain.
Right: Quadratic query g(x) = %xTAx with an anisotropic matrix A. The background contour
maps the local sensitivity ||Ax||,. ON-ALM dynamically calibrates the noise scale to the local
geometry, injecting significantly less noise near the origin.

4.5. Dimensionality and stability considerations

The feasibility condition
£> kB + Ars(e® — 1)
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explicitly connects the output dimension k, the stability parameter 5, and the privacy level €.

Recall that A, is the (1 — )-quantile of the I'(k, 1) distribution. For typical privacy applications
(0 < 0.5), this quantile lies strictly in the right tail. Standard concentration results for gamma random
variables (e.g., Laurent-Massart bounds) yield

Nps =k + 0( \/kln(l/é)) as k — oo,

To maintain feasibility, the mechanism operates in the small-8 regime (8 — 0), where the expansion
e® — 1 ~ B holds. Substituting the asymptotic expansion of the quantile into the feasibility condition
gives

kB + Ars(e? = 1) = kB + k(¢” = 1) + O((¢” = 1) kIn(1/5)).

For fixed ¢ and small g, the residual error term is dominated by the linear growth in k. Thus, the privacy
constraint behaves asymptotically as

ex k(B+e —1).
Using the approximation €® — 1 ~ g, this threshold simplifies to

g 2 2kp.

This scaling highlights a structural limit: for high-dimensional outputs, instance-adaptive mechanisms
must compensate for both the dimensional growth in the Laplace tail and the spatial variability of the
sensitivity encoded by . Consequently, ON—ALM is well-suited for low- or moderate-dimensional
geometric queries, or settings where 8 is small. This linear-in-dimension behavior is consistent with
known dimensional dependencies in (&, 6)-differential privacy for ¢,-calibrated mechanisms.

4.5.1. Numerical sensitivity analysis

To quantify the feasible operating regime of ON-ALM, Table 1 reports the maximum admissible 8
across a range of output dimensions k, privacy budgets &, and failure probability 6 = 107>, Values in the
table are computed from the exact feasibility condition using standard I'(k, 1) quantiles.

Table 1. Maximum admissible stability parameter S, satisfying the feasibility condition
&> kB+As(eP—1), foro = 1073, Values are computed exactly by bisection on the closed-form
condition. Bold entries indicate settings where S,x > 0.05, regarded as practically useful.
The quantile values are A = 11.51, A, = 14.24, A5 = 20.65, Ao = 29.52, Ayy = 45.04 (with
5 =107).

Output dimension k

e k=1 k=2 k=5 k=10 k=20
0.5 0.039 0.030 0.019 0.013 0.008
1.0 0.077 0.060 0.038 0.025 0.015
20 0.149 0.117 0.076 0.050 0.030
3.0 0217 0.171 0.112 0.074 0.045

The table reveals a clear pattern: for scalar or low-dimensional outputs (k < 5) and moderate privacy
budgets (¢ > 1), ON-ALM admits meaningful sensitivity variation (B.x = 0.02-0.06), sufficient for
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most smooth queries on compact manifolds. For k > 10, the feasible 5 range becomes very small
(Bmax < 0.02), effectively limiting the mechanism to nearly globally uniform sensitivity.

Tension with high-dimensional motivation. The Introduction positions ON-ALM as relevant to
complex representations such as deep learning embeddings and natural language models. These
typically operate at high output dimensions (k > 10). In these regimes, the feasibility constraint
becomes restrictive. However, we emphasize that ON-ALM is primarily designed for query outputs
rather than intermediate representations. In practice, final statistical queries of interest (e.g., mean
embedding norms, covariance traces, principal angles) are often low-dimensional (k < 10), even when
the underlying data lives in high-dimensional ambient space.

Remedies for high-dimensional settings. We discuss three approaches for extending the effective
operating range of ON-ALM to higher output dimensions.

1) Dimensionality reduction via random projection. Apply a Johnson-Lindenstrauss projection IT € R™*
(r < k) to the query output before privatization. For a scaled Gaussian matrix IT = r~'/2G with
G X N(O, 1), the spectral norm satisfies ||TI||o, < (1+7) Vk/r with probability at least 1 — 2e7"12 (by
a standard random matrix concentration argument). Taking r = /2 1n(2/n)/r yields a deterministic
bound holding with probability 1 — 7. Under this event:

AT o /Ot < Hllop - 1A f Ol = [THlop - A”f(X),

where the factorization holds because d(ITo f), = ITodf,, so [[ITod fillh—1 < [Hllop - lld fill—1. Privacy
is preserved with the reduced output dimension r and sensitivity inflated by [|I1]|,,. The representation
error is bounded by the Johnson-Lindenstrauss (JL) distortion, which satisfies ||[ILf(x) — f(x)||* <
(21n(2k/1)/7)|f(x)||> for an appropriate projection [14].

2) Component-wise privatization with composition. For separable query outputs f = (fi, ..., fi) with ko-
dimensional sub-blocks, apply ON—ALM independently to each block of size ky < ki.x and compose
using advanced composition theorems. Under (&', 6")-DP per block and [k/kq| blocks, the composed
mechanism satisfies (g, 5)-DP with & = O(¢’ V[k/ko]In(1/6)) by advanced composition [15].

3) Alternative noise geometries. For high-dimensional outputs, the £,-calibrated multivariate Gaus-
sian mechanism may be preferable: it replaces the ¢; Laplace tail with £, Gaussian tails, where
dimensional growth is O( Vk) rather than O(k). The geometric sensitivity operator A*f defined
in this work translates directly to the Gaussian setting by replacing the £, operator norm with the
spectral (Frobenius) norm of the Jacobian. Combining our Riemannian sensitivity framework with
Gaussian-DP calibration [4] is an immediate direction for future work.

4.6. Geometric interpretation of the stability parameter 3

The stability constant 5 has a direct geometric interpretation based on the second-order regularity of
the query and the curvature of the underlying manifold.
Recall that if f € C*(M, RF) satisfies

IV2f(x)llop <C  forall xe M,
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and A;f(x) > & > 0, then A_f is B-log-Lipschitz with

C
Bs7

Thus, g is bounded by the ratio of the maximal operator norm of the Riemannian Hessian to the minimal
admissible sensitivity. In geometric terms:

e The Hessian bound C quantifies the second-order variation (acceleration) of the query along
geodesics.

e The denominator ¢ prevents the degeneration of the scale, ensuring that logarithmic derivatives
remain bounded.

e [f the sectional curvature of (M, g) is uniformly bounded, geodesic deviation is controlled. Via the
Jacobi equations, this stabilizes the evolution of V f along minimizing geodesics.

Accordingly, B acts as a curvature-sensitive nonlinearity parameter. A small 8 corresponds to queries
that are nearly affine along geodesics, while a large £ indicates strong second-order variation relative to
the local sensitivity magnitude.

This perspective shows that the stability parameter is an intrinsic geometric property defining how
the query interacts with the Riemannian structure, rather than an abstract analytic artifact.

5. Comparison with related mechanisms

Recent developments in DP have increasingly focused on geometry-aware and manifold-based
approaches. Examples include differentially private Riemannian optimization [6], privacy-preserving
manifold learning and crowd sensing [7], hybrid privacy mechanisms based on Fréchet means [9], and
recent manifold-oriented privacy frameworks [8, 10]. While these studies demonstrate the growing
importance of geometric structures in privacy-preserving data analysis, they address substantially
different objectives from the present work. The purpose of this section is therefore to position ON—
ALM relative to the most closely related privacy mechanisms in terms of sensitivity adaptation, noise
calibration, privacy guarantees, and geometric awareness.

We situate ON—ALM within the landscape of existing DP mechanisms, focusing on five dimensions:
(1) sensitivity type used for noise calibration, (ii) noise distribution and tail behavior, (iii) DP guarantee
type, (iv) whether intrinsic Riemannian geometry is exploited, and (v) computational cost. Table 2
summarizes these comparisons.

5.1. When ON-ALM outperforms competing mechanisms

vs. Classical Laplace. ON—ALM strictly dominates the classical Laplace mechanism whenever the
local sensitivity A" f(x) is significantly smaller than the global sensitivity sup, A" f(x). Formally, the
noise reduction factor at point x is

bON—ALM(x) _ eZBA;f(x)/(s - kﬁ - Ak,é(eﬁ - 1))
bLap - sup, Agrf(x)/g

whenever A; f(x) < sup, Az f(x) and B is small. In the quadratic query example (f(x) = %xTAx), this
ratio is ||Ax||2/||Allop, which approaches zero near the origin.

<1
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Table 2. Comparison of ON-ALM with related differential privacy mechanisms. GS = global
sensitivity; LS = local sensitivity; SS = smooth sensitivity. “Light-tailed” means finite noise
variance; “Heavy-tailed” denotes Cauchy or Student-¢ distributions with infinite variance. v/
= supported; X = not supported; ~ = partially supported. The SS+Gaussian row refers to the
(&, 0)-variant of smooth sensitivity using Gaussian noise calibrated to the smooth sensitivity
upper bound.

Mechanism Sensitivity  Noise tail DP type Riem. geom. Instance-adaptive
Laplace [1] GS Light (&,0) X X
SS+Cauchy [2] SS (global) Heavy (&,0) X vV
SS+Gaussian [2] SS (global) Light (g,0) X v
K-Norm Gradient [5] GS (geom.) Light (g,0) ~ X
Gaussian DP [4] GS Light (g,0) X X
Piecewise Laplace [3] LS Light (&,0) X v
ON-ALM (ours) LS (tang.)  Light (g,0) v v

vs. Smooth Sensitivity. The smooth sensitivity framework [2] achieves instance-adaptivity but requires
heavy-tailed noise (Student-f or Cauchy) for pure &-DP, resulting in infinite variance. ON-ALM uses
light-tailed Laplace noise under (&, 6)-DP with bounded variance, at the cost of a small additive ¢ and
the feasibility constraint on .

vs. K-Norm Gradient. The K-norm mechanism [5] aligns noise with a convex body derived from
the query geometry but calibrates to a fixed global sensitivity and does not exploit spatial variation.
ON-ALM additionally tracks how sensitivity varies across the manifold via the log-Lipschitz condition,
providing strictly finer calibration for queries with non-uniform sensitivity.

vs. Gaussian DP. Gaussian DP [4] uses a global £,-sensitivity calibration and does not exploit the
Riemannian structure. For queries on curved manifolds (e.g., covariance matrices on S, ), the geodesic
distance induced by the affine-invariant metric can be significantly smaller than the Euclidean distance,
so Gaussian DP overestimates the required noise. ON-ALM uses intrinsic geodesic sensitivity, yielding
a tighter noise calibration in these settings.

5.2. When ON-ALM is less suitable

ON-ALM is less suitable than competing mechanisms in three regimes: (1) high output dimension
(k > 10), where the feasibility constraint becomes restrictive (see Section 5 and Table 1); (ii) pure e-DP
requirements, where the (g, §) relaxation is unacceptable; and (iii) queries with unbounded Hessian,
where the log-Lipschitz condition cannot be verified and the stability parameter § may be difficult to
estimate. In these cases, the smooth sensitivity framework or the piecewise Laplace mechanism [3] may
be more appropriate.

Electronic Research Archive Volume 34, Issue 9, 6043-6071.



6068

6. Analytical illustration

To ground the theoretical framework in concrete computations, we provide two closed-form illus-
trations of ON—ALM that directly connect the mechanism parameters to the privacy-utility trade-off.
These illustrations are exact and fully reproducible from the mechanism formula; empirical evaluation
on real datasets is identified as a priority direction for future work (Section 7).

6.1. Illustration 1: Quadratic query on the euclidean disk

Let M = {x e R? : ||x], < 1}, f(x) = %xTAx, A = diag(3, 0.5). The local sensitivity is A*f(x) =
|Ax|, and the global sensitivity is GS = [|Allo, = 3. With parameters k = 1, 8 = 0.03,& = 0.01,06 = 1073,
the mechanism overhead factor is

¥ e
g—kB— Aps(ef — 1)

overhead(g) =

which equals 1.714 at € = 1. The mechanism outperforms Lap-GS pointwise whenever A*(x) <
GS/overhead(g); at € = 1 this threshold is 1.750, holding over 69.3% of the unit disk (computed analyt-
ically). Table 3 reports exact noise scales and mean squared error (MSE) = 2b? at three representative
points.

Table 3. Illustration 1: exact noise scale b and MSE = 2b? at three points of the unit disk.
x; = (0.1,0), x,, = (0.5,0), x, = (0.9,0); A* values 0.300, 1.500, 2.700. Parameters: k = 1,
B =0.03,&=0.01,6 = 1073. All values computed analytically from the mechanism formula.

e=10 e=20 e=30
Query point b MSE b MSE b MSE
Lap-GS (all x) 3.000 18.00 1.500 4.500 1.000 2.000
ON-ALM at x, 0.514 0.529 0.197 0.078 0.122 0.030
ON-ALM at x,, 2572 1323 0984 1.936 0.608 0.740
ON-ALM at x;, 4.629 4285 1.770 6.269 1.095 2.396
ON-ALM mean (disk) 2.265 13.60 0.866 1.990 0.536 0.761
Win fraction 69.3% 86.4% 91.1%

The table shows that ON-ALM provides large pointwise gains in low-sensitivity regions (x,: 97%
MSE reduction at € = 1) while behaving as expected near the worst-case boundary (x;: noise exceeds
Lap-GS because A*(x;) ~ GS). The win fraction grows monotonically with &, consistent with the
overhead analysis.

6.2. Illustration 2: Trace query on the SPD manifold

Let M = S, with the affine-invariant metric gp(U, V) = t(P'UP™'V), f(P) = t(WP), W =
diag(1,0.5,0.1). For unit-trace diagonal P = diag(d;, d», d3) (normalized sample covariance constraint
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tr(P) = 1), the local sensitivity reduces analytically to

3
A'f(P) = |PPWP 2y = | Y (diwi)?,
i=1

and the global sensitivity is GS = ||W||,, = 1.0. Table 4 reports exact values at three diagonal unit-trace
test points with parameters k = 1, 8= 0.02, £ = 5x 107, 6 = 107,

Table 4. Illustration 2: trace query on 83, . Points: P, = diag(0.1,0.2,0.7) (A* = 0.158),
P,, = diag(0.5,0.3,0.2) (A* = 0.522), P, = diag(0.9,0.08,0.02) (A* = 0.901). GS = 1.0. All
values computed analytically.

c=10 =20 =30

Query point b MSE b MSE b MSE
Lap-GS (GS =1.0) 1.000 2.000 0.500 0.500 0.333 0.222
ON-ALM at P, 0.220 0.097 0.094 0.018 0.060 0.007
ON-ALM at P, 0.727 1.058 0.311 0.194 0.198 0.078
ON-ALM at P, 1.255 3.148 0.537 0.576 0.341 0.233

At P, (weight concentrated on the low-w dimension), ON-ALM achieves 95.2% MSE reduction
relative to Lap-GS at € = 1. At P, (near the worst-case configuration), ON-ALM is 57% worse than
Lap-GS, consistent with the overhead exceeding the local-to-global sensitivity ratio. Both illustrations
are exact consequences of the mechanism formula and serve to validate the theoretical predictions of
Section 5.

7. Conclusions

We introduced a differential-geometric framework for privacy-preserving data analysis based on
the directional local sensitivity operator A*, defined on the tangent bundle of a Riemannian data
manifold. Unlike classical global sensitivity, A* isolates maximal directional derivatives, providing an
instance-adaptive noise calibration that reflects local variability.

Using this operator, we developed the ON-ALM and proved its (&, 6)-differential privacy guarantees.
Because the regularized sensitivity satisfies a log-Lipschitz stability condition, finite-variance Laplace
noise is sufficient under a typical-set analysis. This avoids the heavy-tailed noise required in pure e-DP
and couples the noise geometry directly to the £; operator norm of A*.

The structured comparison in Section 5 and the analytical illustrations in Section 6 demonstrate that
ON-ALM achieves strictly lower noise scales than the global Laplace mechanism in regions of low local
sensitivity, and maintains finite variance in contrast to smooth sensitivity constructions with Cauchy
noise. The feasibility analysis in Section 5 (Table 1) delineates the regime of applicability: ON-ALM is
best suited for scalar or low-dimensional outputs (k < 5-10) under moderate privacy budgets (¢ > 1),
and the three remedies discussed therein (dimensionality reduction, block composition, alternative noise
geometry) provide a roadmap for extending its applicability to higher-dimensional settings.

Overall, this framework demonstrates how local geometric regularity yields stable, instance-adaptive
privacy mechanisms. By establishing a mathematically rigorous foundation for noise calibration on

Electronic Research Archive Volume 34, Issue 9, 6043-6071.



6070

manifolds, ON-ALM bridges the gap between theoretical differential privacy and the practical demands
of privacy-preserving computational intelligence. For next-generation data science applications, where
complex representations often naturally reside on non-Euclidean spaces, aligning the privacy mechanism
with the underlying data geometry is essential for maintaining analytical utility without sacrificing
formal guarantees.

Future work will pursue four directions. Theoretical extensions: (i) sharper dimension-dependent
bounds via Rényi-DP composition; (ii) hybrid Riemannian—Gaussian mechanisms that inherit the
light-tailed properties of ON—ALM while admitting higher output dimensions; (iii) fully data-driven
estimation of 8 and ¢ via differentially private Hessian approximation. Empirical validation: (iv)
systematic experimental evaluation on real manifold-valued datasets, including SPD covariance streams
in neuroimaging (diffusion tensor imaging, electroencephalogram-based brain-computer interface (EEG-
BC)), graph neural network embeddings on citation networks, and hyperbolic word embeddings in
natural language processing (NLP). For such tasks, the present framework provides the theoretical
foundations; the empirical evaluation requires careful protocol design (adjacency definition, sensitivity
estimation, baseline implementation) that we identify as a dedicated research program. The analytical
illustrations in Section 6 provide the quantitative predictions that such experiments should aim to
validate or falsify.

Future work will include a detailed experimental comparison between the proposed ON-ALM
mechanism and recent manifold-aware differential privacy approaches, including differentially private
Riemannian optimization [6], private federated manifold learning [8], and conformal differential privacy
mechanisms [10].
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