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Abstract: Chaotic systems confer distinct advantages for image encryption due to their
remarkable responsiveness to initial parameters, inherent unpredictability, and characteristics of
pseudo-randomness. However, many existing chaos-based image encryption schemes still suffer
from limitations such as narrow chaotic parameter intervals, insufficient trajectory uniformity, and
inadequate diffusion depth, which may weaken the randomness of generated sequences and reduce
encryption robustness. To address these issues, a square-term enhanced four-dimensional chaotic
system was constructed, and a color image encryption scheme integrating hierarchical scrambling
and symmetric bidirectional diffusion was developed. Dynamic analyses, including phase portraits,
bifurcation diagrams, maximum Lyapunov exponents, time-series distribution, and complexity
evaluation, indicate that the proposed system exhibits a broad chaotic interval, strong initial-value
sensitivity, and improved trajectory uniformity. It can well-adapt to the image encryption requirements
of different categories. Simulation experiments conducted using a variety of test images indicate that
the encryption scheme offers an adequately large key space, with pixel correlation measured at less
than 0.03, information entropy exceeding 7.9974, and robust resistance to differential attacks. The
computed mean values for number of pixels change rate (NPCR) and unified average changing intensity
(UACI) were found to be 99.6073% and 33.4626%, respectively, demonstrating a strong alignment
with the optimal benchmarks. The algorithm achieves competitive performance in terms of efficiency
and security, can effectively resist common attacks, and is suitable for the secure transmission and
storage of sensitive images.
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1. Introduction

Amidst the swift advancement of digital communication technologies, digital imagery has
emerged as the primary means for conveying information [1]. However, unapproved access to image
content can result in violations of individual privacy and pose risks to both commercial confidentiality
and national security [2, 3]. Consequently, the field of image encryption has emerged as an essential
focus of research in today’s information security landscape. In large-scale data image encryption
scenarios, traditional standards like the advanced encryption standard (AES) and the data encryption
standard (DES) exhibit low efficiency, leading to their gradual replacement by emerging encryption
methods [4]. Emerging image encryption methods include DNA coding [5–8], cellular automata [9],
RNA coding [10], neural networks [11–13], S-box techniques [14, 15], compressed sensing [16–18],
chaotic systems [19, 20], the fractional Fourier transform [21], and compliance matrix methods [22].
Similar to the idea of dynamically balancing access efficiency and update overhead in data replication
in distributed systems, image encryption also requires a balance between security and computational
efficiency [23].

Chaos-based systems possess a substantial capability to improve encryption techniques due to their
sensitivity to initial conditions, unpredictable dynamics, and intrinsic randomness [24, 25]. As such,
they hold promising application potential across multiple domains, including image cryptography,
secure communications, and interdisciplinary fields like economics and physics [26–30]. The
majority of initial investigations were grounded in one-dimensional and two-dimensional chaotic
systems. While they offer benefits such as a straightforward structure and ease of implementation,
they also present limitations, including a restricted key space, and a lack of dynamic diversity. When
confronted with brute force and statistical attacks, the level of security is inadequate. Conversely,
high-dimensional chaotic systems augment the quantity of state variables while enhancing the
nonlinear coupling interactions among them. They show more complex dynamic behavior, richer
parameter space, and stronger anti-cracking ability, thus offering some viable approaches to boost
encryption scheme security.

Recently, a wide array of chaotic systems in high-dimensional space have been thoroughly
explored and utilized for image encryption purposes. Adaptive unequal protection and fuzzy logic
control have been widely used in wireless multimedia transmission to achieve dynamic service quality
assurance, which provides important inspiration for the adaptive design of image encryption [31].
Liang et al. [32] proposed a newly developed image encryption method that utilizes a unique
four-wing hyperchaotic system combined with dynamic DNA coding, effectively addressing the
limitations of previous techniques that depend on static DNA rules and keys independent of plaintext.
Chen et al. [33] introduced a symmetric encryption approach for images that leverages a
three-dimensional chaotic cat mapping, effectively tackling the challenges faced by traditional
encryption algorithms in managing extensive volumes of highly redundant image data. Mehdi [34]
developed an image encryption strategy utilizing an innovative four-dimensional hyperchaotic system,
enhancing the resilience of the encryption mechanism against a range of possible attacks. Wu et
al. [35] put forward an innovative 5D fractional-order complex chaotic system, alongside a dynamic
Arnold scrambling technique. By tying the scrambling parameters to the pixel information of each
image channel, this approach enhances the algorithm’s sensitivity to plaintext content. Panwar et
al. [36] proposed a six-dimensional hyperchaotic system with four positive Lyapunov exponents
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(LEs), delivering complex dynamics and secure chaotic sequences for encryption. Tong et al. [37]
developed an improved five-dimensional chaotic system, which achieved efficient encryption and
improved security through 10 rounds of iteration. Gong et al. [38] proposed a four-dimensional
dissipative chaotic system based on a continuous Hopfield neural network, which has excellent
dynamic characteristics. Through the image compression algorithm of chaotic encryption, the pixel
position is efficiently scrambled to enhance the diffusion effect. In addition to conventional full-image
encryption schemes, recent studies have also explored several extended application scenarios of
image encryption. For example, Song et al. [39] proposed a batch image encryption method based on
cross-image permutation and diffusion, which supports the efficient protection of multiple images
with different sizes in a unified framework. Liu et al. [40] introduced a semantically enhanced
selective image encryption scheme with parallel computing, where sensitive regions are detected and
encrypted in a targeted manner to improve efficiency and practicality. Meanwhile, Yu et al. [41]
developed discrete cascaded memristive neuron maps and applied the generated hyperchaotic
sequences to color image encryption. These studies indicate that recent image encryption research has
gradually expanded from traditional whole-image protection to more flexible and task-oriented
encryption frameworks. Nevertheless, for chaos-based full-image encryption schemes, it remains
important to design an encryption framework that simultaneously maintains strong security, clear
algorithmic structure, and high sensitivity to plaintext changes.

Although many existing high-dimensional chaotic systems have been applied to image encryption,
some of them still exhibit limited chaotic parameter ranges, uneven trajectory distributions, or
insufficient dynamic complexity. These drawbacks may reduce the randomness and uniformity of the
generated chaotic sequence, thereby weakening the effectiveness of scrambling and diffusion
operations. Therefore, constructing new chaotic systems with richer nonlinear coupling and improved
dynamic behavior is still of great significance for secure image encryption applications.

This study proposes an innovative four-dimensional chaotic system characterized by the
introduction of a squared nonlinear term, which can enhance the coupling between state variables,
enrich the dynamic characteristics of the system, and potentially improve the complexity and
distribution characteristics of the generated chaotic sequence. By examining the phase diagram,
complexity measure, and bifurcation diagram, it is evident that the proposed system exhibits more
extensive chaotic behavior and higher complexity. Adopting two-stage scrambling and
multi-directional random diffusion to enhances the randomness of the encryption process and
minimizes pixel correlation to the greatest extent possible. The experimental results show that the
developed algorithm has robust security features, which can be demonstrated by evaluating key space,
histogram characteristics, pixel correlation, information entropy, and its robustness to
differential attacks.

In conclusion, the main contributions of this study are presented below.
(i) A novel four-dimensional chaotic system has been developed, which is capable of producing

chaotic sequences characterized by a high degree of randomness and a uniform distribution.
(ii) The four-dimensional system’s performance is assessed using bifurcation diagrams, LEs, time

series distribution, and so on. Results demonstrate a wide chaotic interval, excellent randomness, and
superior chaotic performance.

(iii) A color image encryption framework driven by the proposed chaotic system is developed.
Instead of relying on a single permutation or a conventional one-way diffusion process, the scheme
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combines hierarchical two-stage scrambling with symmetric bidirectional diffusion to enhance pixel-
position randomness, diffusion depth, and overall resistance to statistical and differential attacks.

The organization of this manuscript is outlined as follows. Section 2 presents a full examination
of the creation and evaluation of the novel four-dimensional chaotic system. Section 3 elaborates on
the scrambling and diffusion mechanisms integrated into the proposed encryption scheme. Section 4
encompasses the simulation experiments and the security evaluations related to the proposed approach.
Finally, Section 5 summarizes the core conclusions drawn from this research.

2. A four-dimensional chaotic system

In the exploration of complex dynamical systems, this study integrates established chaos theory
and methodologies based on the concept of nonlinear interactions in multidimensional space to
establish relationships among variables. In order to overcome the constraints observed in current
chaos maps, which include restricted chaotic ranges and uneven distributions of trajectories, we
introduce an innovative four-dimensional chaotic system that includes quadratic terms, as delineated
in Eq (2.1). 

ẋ = a(x + z) − yz,

ẏ = x2 − by,

ż = c(x − z),
ẇ = c(y − w),

(2.1)

where a = 10, b = 5.5, c = 17.5, and (x, y, z,w) denote the state variables. To clarify the dynamical
role of the introduced square term, we analyze its influence on the equilibrium structure and local
linearization of system (2.1). The equilibrium points are determined by

ẋ = ẏ = ż = ẇ = 0.

By solving these algebraic equations, the equilibrium points are obtained as
E0 = (0, 0, 0, 0),
E1 = (

√
2ab, 2a,

√
2ab, 2a),

E2 = (−
√

2ab, 2a,−
√

2ab, 2a).

The introduction of the square term changes the nonlinear feedback structure of the system and
consequently modifies the distribution and local stability of the equilibrium points. Compared with
the original system, the modified system exhibits a richer equilibrium structure, which implies that
trajectories are affected by more complex local attraction-repulsion interactions in phase space. Such
changes are beneficial for enhancing stretching and folding behaviors, increasing phase-space
complexity, and improving sensitivity to initial conditions. Therefore, the square term does not
merely increase the algebraic nonlinearity of the model, but also contributes to more complex
dynamical evolution, which is desirable for chaotic sequence generation in image encryption.

The Jacobian matrix and the Lyapunov exponents are used below to further characterize the local
and global dynamical behavior of system (2.1). The calculation method for LEs is as follows. Let Ẋ =
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F(X), where X = (x, y, z,w)T and F(X) = (F1, F2, F3, F4)T . The Jacobian matrix J(X) of system (2.1),
which describes the local linearization around the state X, is given by Eq (2.2).

J(x, y, z,w) =


∂F1
∂x

∂F1
∂y

∂F1
∂z

∂F1
∂w

∂F2
∂x

∂F2
∂y

∂F2
∂z

∂F2
∂w

∂F3
∂x

∂F3
∂y

∂F3
∂z

∂F3
∂w

∂F4
∂x

∂F4
∂y

∂F4
∂z

∂F4
∂w

 =


a −z a − y 0
2x −b 0 0
c 0 −c 0
0 c 0 −c

 . (2.2)

It can be seen from Eq (2.2) that the entry ∂ẏ/∂x = 2x is explicitly state-dependent. This feature
distinguishes the proposed system from models with only constant or weakly varying linear gains,
and confirms that the square term directly affects the local expansion/contraction mechanism of the
flow field.

Suppose that the Jacobian matrix J has eigenvalues λ1(J), λ2(J), λ3(J), and λ4(J). Then, the
Lyapunov exponents can be calculated according to Eq (2.3).

LE = lim
n→∞

1
n

n−1∑
i=0

ln |λi(J)|. (2.3)

Let n be sufficiently large to make the LEs of system (2.1) converge, and the LEs of the system are
LE1 = 1.39, LE2 = 0, LE3 = −14.51, LE4 = −17.6, respectively. Among the four LEs of system (2.1),
one of them is positive and satisfies the law of (+, 0,−,−), which verifies that system (2.1) is a chaotic
system. Combined with the above equilibrium and Jacobian analyses, this result indicates that the
introduced square term does not merely add nonlinearity formally, but substantively alters the local
instability structure and the global evolution pattern of the system.

In addition, the geometric complexity of the attractor can be further quantified by the Kaplan-Yorke
dimension. The Kaplan-Yorke dimension is defined as

DKY = j +
∑ j

i=1 LEi

|LE j+1|
,

where j is the largest integer satisfying
∑ j

i=1 LEi ≥ 0 and
∑ j+1

i=1 LEi < 0. For system (2.1), since
LE1 + LE2 = 1.39 > 0 and LE1 + LE2 + LE3 < 0, one has j = 2. Therefore,

DKY = 2 +
LE1 + LE2

|LE3|
= 2 +

1.39 + 0
14.51

≈ 2.096.

The obtained fractional dimension indicates that the attractor of system (2.1) possesses a
non-integer geometric structure and considerable dynamical complexity. For further quantitative
evaluation, the Kaplan-Yorke dimension of the proposed system was compared with that of a
representative recent 4D chaotic system reported in the literature. Wang et al. [42] reported that the
Kaplan-York dimension of the proposed 4D chaotic system is 2.052, while the value of system (2.1) is
slightly higher. This same-class comparison suggests that the proposed attractor has competitive
geometric complexity. It should be noted that some recent 4D hyperchaotic systems may exhibit
larger Kaplan-Yorke dimensions because they belong to a different dynamical regime with multiple
positive Lyapunov exponents. Therefore, the comparison here is intended as a quantitative reference
within the category of recent 4D chaotic systems.
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Although the chaotic characteristics of system (2.1) have been verified, mere chaos is insufficient
for its application in scenarios such as image encryption. The effectiveness of chaotic performance
has a direct impact on the randomness and uniformity of the sequences produced, which in turn exerts
a pivotal influence on the encryption security and resilience against diverse attack methods.
Therefore, a rigorous analysis of the core dynamical properties of this system is imperative for its
practical application. In the subsequent research, the dissipativity, invariance, phase diagram,
bifurcation diagram, maximum LE, time series, and complexity of system (2.1) will be examined.
These analyses aim to comprehensively assess whether the system meets the stringent
high-performance chaos criteria required for image encryption.

2.1. Dissipativity and invariance

Dissipativity is the basis for chaotic systems to generate complex and stable chaotic behaviors,
which guarantees the pseudo-randomness of sequences. Invariance ensures that the chaotic system
can still maintain the core chaotic characteristics under interference. It guarantees the stability and
repeatability of sequence generation.

It is not difficult to find that

∇F =
∂ẋ
∂x
+
∂ẏ
∂y
+
∂ż
∂z
+
∂ẇ
∂w
= a − b − 2c < 0. (2.4)

When a < b + 2c, the system is dissipative and the volume element V(t) in the phase space satisfies
V(t) = V0e(a−b−2c)t. When t → ∞,

lim
t→∞

V(t) = V0 lim
t→∞

e(a−b−2c)t = 0. (2.5)

In the end, all trajectories are restricted to a subset of zero volume, and the continuous motion
approaches an attractor. Moreover, changing the variables (x, y, z,w) to (−x, y,−z,w), system (2.1)
remains invariant.

2.2. Phase diagram

As the fundamental visual analysis tool for representing the behavior of chaotic systems, the
distinctive value of phase diagrams lies in their ability to intuitively illustrate the system’s motion
dynamics. The trajectory representation of chaotic dynamics exhibits distinctive open characteristics,
which is prominently illustrated in the phase plane diagram. For systems with significant chaotic
characteristics, there are often attractors with wide coverage in the phase diagram. The trajectory
distribution of these attractors is intertwined, which profoundly reveals the complex and orderly
dynamic structure inside the system. The following Figure 1 is a three-dimensional axial phase
diagram of system (2.1).

Electronic Research Archive Volume 34, Issue 7, 4577–4610.



4583

(a) (b) (c)

Figure 1. Three-dimensional axial phase diagrams of system (2.1): (a) xyz phase diagram,
(b) xyw phase diagram, and (c) yzw phase diagram.

The three-dimensional phase diagrams discussed above all exhibit characteristic complex
trajectory patterns, which directly confirm the chaotic nature of the proposed system. In a bounded
space, the trajectories exhibit persistent entanglement and folding without any observable repeating
patterns or divergent dispersion. This phenomenon indicates that the system demonstrates a high
degree of sensitivity to variations in initial conditions.

The following Figure 2 is a two-dimensional axial phase diagram of system (2.1). The
two-dimensional phase diagram further reveals the chaotic nature of the system from the combined
dimension of different variables. The trajectory distribution of each phase diagram shows the
characteristics of high nonlinearity and strong randomness. The system has been validated to exhibit
outstanding chaotic behavior.

(a) (b) (c) (d)

Figure 2. Two-dimensional axial phase diagrams of system (2.1): (a) xy phase diagram, (b)
xz phase diagram, (c) yz phase diagram, and (d) zw phase diagram.

2.3. Bifurcation diagram

The bifurcation diagram functions as a crucial tool for analyzing chaotic systems, providing a clear
visualization of how the dynamic behavior of a system changes in response to variations in
parameters. It effectively delineates the chaotic parameter range to the system and offers a foundation
for the encryption algorithm to select parameters characterized by high randomness and sensitivity.
Simultaneously, assessing the intricacies of the bifurcation diagram allows for a rapid evaluation of
the system’s dynamic richness, facilitating the identification of chaotic systems with robust anti-attack
capabilities. To investigate the dynamic behavior of system (2.1), a numerical simulation was
conducted to generate and analyze its bifurcation diagram, which is presented in Figure 3.
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(a)
(b)

Figure 3. Bifurcation diagrams for comparison: (a) the proposed system and (b) the system
in [43].

Observing the bifurcation diagram, the chaotic region is wide and continuous, covering a broad
range of state values. This indicates that the system remains in a chaotic state over a relatively wide
parameter interval, and the chaotic persistence is strong. Moreover, only a few narrow periodic
windows can be observed, suggesting that the system possesses rich and disordered nonlinear
dynamics. The bifurcation diagram reveals that the proposed system has a wide and continuous
chaotic interval with few periodic windows. In contrast, the 4D system from Elsadany et al. [43]
displays more periodic windows and chaotic discontinuities. Thus, our system shows better chaos
robustness under parameter variations.

2.4. Maximum Lyapunov exponent

The exponential divergence speed of the system trajectory is quantified, which determines the
randomness and unpredictability of the chaotic sequence. The maximum Lyapunov exponent (MLE)
is a fundamental quantitative metric employed to assess the behavior of a system, with a positive
value serving as a definitive indicator of its chaotic characteristics. Higher MLE values correspond to
greater complexity in encrypted key streams. Figure 4 presents the system’s maximum Lyapunov
exponent, and it can be found that the system exhibits excellent chaotic performance. Figure 4
demonstrates that the MLE remains consistently positive over an extended time interval, with notable
peaks in certain regions indicating elevated index values. It means that the system state shows a trend
of rapid separation over time, and has a strong sensitivity to initial conditions.
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Figure 4. Maximum Lyapunov exponent.

The maximum Lyapunov exponent remains positive over most of the corresponding parameter
range, which further confirms the existence of sustained chaotic dynamics.

2.5. Time series

The distribution of a chaotic time series is an intuitive basis for evaluating chaotic performance. Its
irregular, non-periodic patterns embody the system’s pseudo-random properties. It can reveal the value
coverage and uniformity of chaotic sequences. The more dispersed the distribution is, the more local
aggregation of sequences can be avoided, and the diversity of key streams can be guaranteed.

Analysis of Figure 5 reveals strong chaotic performance in system (2.1). The four variable curves
show continuous and irregular large-scale oscillations on the time axis. Furthermore, the extensive
amplitude range combined with the absence of periodic repetition illustrates the system’s pronounced
sensitivity to initial conditions. The curves are interspersed and entangled with each other, reflecting
the strong nonlinear coupling between variables, which further strengthens the complexity of
chaotic motion.

Figure 5. Time series distribution diagram.
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2.6. Complexity analysis

Complexity is the core dimension to measure the performance of chaos, which directly determines
the behavior richness and unpredictability of chaotic systems. The higher the complexity, the more
difficult the system is to be modeled or cracked. High complexity systems can generate more irregular
sequences, effectively improve the randomness of the key stream, and enhance the anti-statistical attack
ability of the algorithm.

From the two complexity curves in Figure 6, the structural complexity and spectral entropy
complexity maintain a high level within a certain parameter range. This indicates the system has rich
dynamic behavior, complex structure, and high disorder. Although there is a brief decline, it can
rebound quickly, reflecting the robustness of chaotic characteristics. The high and stable complexity
distribution reflects the strong unpredictability and diversity of system states over time, which is a
quantitative confirmation of the complex dynamic behavior of chaotic systems.

(a) (b)

Figure 6. Complexity analysis of system (2.1): (a) C0 structural complexity, and (b) spectral
entropy complexity.

The complexity analysis indicates that the proposed system produces sequences with high
irregularity and strong pseudo-random characteristics, which are desirable for image encryption.

3. Image encryption algorithm

This section encompasses a thorough examination of the foundational principles and key design
elements of the image encryption scheme. The aforementioned system (2.1) exhibits several notable
advantages, including a broad chaotic range, significant unpredictability, and intricate chaotic
dynamics. This lays a robust groundwork for the advancement of high-security encryption
methodologies. Leveraging chaotic systems, an innovative image encryption approach has been
introduced. The overall process is illustrated in Figure 7, which encompasses three core stages. (1)
The external secret key is used to initialize the chaotic system and generate the chaotic sequences
required for encryption. (2) The plaintext image is processed by multi-level scrambling operations to
destroy pixel position correlation. (3) Forward and reverse diffusion are performed to modify pixel
values and enhance resistance to statistical and differential attacks.
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Figure 7. Framework of the proposed color image encryption scheme.

3.1. Key initialization

The key initialization mechanism of this scheme is based on external keys. The external key is
used to deterministically generate the initial state and control parameters of the proposed
four-dimensional chaotic system, so that the same chaotic sequence can be reproduced during
encryption and decryption processes. Specifically, user-defined external keys are first converted into
binary sequences and then divided into several sub blocks. These sub blocks are further normalized
and mapped to initial conditions (x0, y0, z0,w0) and corresponding control parameters within
predefined intervals. In this way, the generated chaotic trajectory is completely determined by the
external key, ensuring the reversibility and practical feasibility of the encryption scheme. In order to
improve the sensitivity of the scheme to plaintext changes, the SHA-512 hash value of the plaintext
image is introduced as an auxiliary perturbation factor during the encryption process. Due to the
avalanche effect of SHA-512, small modifications in plaintext images will cause significant changes
in the generated perturbations, thereby improving plaintext sensitivity. The factor that relies on
plaintext is not the key itself, nor does it affect the reversibility of the decryption process. After
determining the initial state and parameters, the four-dimensional chaotic system is iterated to
generate chaotic sequences for scrambling and diffusion. Since the initialization process is driven by
an external key in a deterministic manner, the same key can regenerate the same chaotic sequence,
providing a foundation for accurate decryption.

3.2. Chaotic two-stage scrambling

The purpose of scrambling is to destroy the spatial correlation among plaintext pixels. Driven by
chaotic sequences, the proposed two-stage scrambling strategy combines row-column permutation,
zigzag transformation, segmented rearrangement, and global shuffling to enhance pixel-position
randomness and prepare for the subsequent diffusion process. The detailed procedure for the chaotic
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two-stage scrambling is outlined as follows.
Step 1. Chaotic row-column exchange of the original image pixel matrix. The pixel matrix of the

original image is subjected to chaotic row and column exchange. The four-dimensional chaotic
sequence, derived from the four-dimensional chaotic system, entails the selection of the initial N
elements and the final N elements of the x-dimension sequence, which are then organized in
ascending order. Initially, the pixel matrix of the original image undergoes a transformation in the row
dimension, followed by a subsequent transformation in the column dimension. This operation
preliminarily breaks the local spatial structure of the image and weakens the direct adjacency
relationship among neighboring pixels.

Step 2. Zigzag transformation. The pixel matrix, after undergoing chaotic row and column
permutation, is subjected to a zigzag transformation and subsequently flattened into a
one-dimensional array, denoted as a. The zigzag transformation further converts the two-dimensional
spatial arrangement into a one-dimensional sequence, which facilitates subsequent nonlocal
rearrangement.

Step 3. Segmented rearrangement. The elements of the second and fourth segments of the four-
dimensional chaotic sequence y are selected in ascending order. Then the elements of the first and third
segments in the sequence z are arranged in ascending order. The flattened one-dimensional array a is
divided into four groups from beginning to end, and the generated four indexes are used to rearrange
it four times to obtain a new one-dimensional array b. The segmented rearrangement enhances the
disruption of local continuity by performing multiple index-driven permutations on different parts of
the sequence.

Step 4. Global shuffling. The w-dimensional sequence in the four-dimensional chaotic sequence is
sorted according to numerical ascending order, and the obtained index is globally shuffled on the array
b to obtain the scrambled array c. The global shuffling operation further improves the global mixing
effect and makes the pixel positions more difficult to trace.

Step 5. Inverse zigzag transformation. The one-dimensional array c undergoes an inverse zigzag
transformation to derive the final scrambled matrix.

Through the above hierarchical operations, both local adjacency and global positional regularity of
the plaintext image are effectively destroyed, providing a suitable basis for the subsequent diffusion
stage, and a quantitative comparison between the single-level scrambling counterpart and the proposed
two-stage scrambling scheme is provided in Section 4.1.

The scrambling process for the 4 × 4 original image is depicted in Figure 8.

Electronic Research Archive Volume 34, Issue 7, 4577–4610.



4589

 15.008, 12.292, 0.199, 0.697, 8.405, 3.807, -12.931, 9.849,

22.291, 8.232, 6.900,10.482, 19.913, 5.840, 7.791, 4.197, 6.286, 16.316, 21.035, 13.001, 14.224, 27.376, 5.374, 23.649

19.891, 11.671, 9.881, 14.421, 15.394, 3.298, 11.083, 6.070, 6.554, 19.600, 17.713, 13.651, 14.252, 19.053,  4.698, 26.630

Row Column

Zigzag
 -12.253, 0.669, -0.342, -0.656, 12.439, 7.336, 0.614, 0.474, 5.288, 6.499, -12.377, 7.899, -8.748, -15.509, -5.731,  5.874                                                                                                                   

Segmented rearrangement

Global shuffle

I-Zigzag

Original matrix

Post-scrambling matrix

1x

1y

1z

1w

a

b

c

Figure 8. Scrambling process.

3.3. Diffusion process

Diffusion is implemented by adjusting image pixel values, essentially serving as a key step to
encrypt image data and enhance security. The core idea is that it can spread the change of a pixel to
other pixels, so that any pixel can affect the surrounding, or even farther away pixels after
modification. Through this operation, the original content of the image becomes uncertain, and it also
makes it more difficult for the attacker to crack. Diffusion usually uses a modulo operation, XOR, to
ensure that the result is always within the effective gray value range. This additionally complicates the
statistical connection between plaintext and ciphertext, thereby hindering attackers from deducing the
original information from the ciphertext.

The forward diffusion and backward diffusion exhibit symmetrical features in both their structural
design and operational mechanisms. This diffusion algorithm facilitates multi-directional synchronous
adjustments for each pixel. As a result, it effectively enhances both the coverage and the depth of
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influence during the diffusion process, thereby augmenting the overall efficacy of the algorithm. The
subsequent sections elaborate on the comprehensive methodology for both the forward and reverse
processes of random multi-directional diffusion.

Let the single-channel scrambled image matrix be X ∈ ZH×W , where H is the image height and W
is the width. The forward diffusion factor matrix generated by system (2.1) is K1, the reverse diffusion
factor is K2, the forward diffusion output matrix is Y , the reverse diffusion output matrix is Z, the
one-dimensional sequence is k1, k2, Ỹ , Z̃, and the final diffusion output matrix is C.

The iterative equations that define the forward random multi-directional diffusion process are
provided by Eq (3.1).

Y(m, n) =



(
X(m, n) ⊕ K1(m, n)

)
mod 256, m = 0, n = 0;(

X(m, n) ⊕ K1(m, n) ⊕ Y(m, n − 1)
)

mod 256, m = 0, 1 ≤ n ≤ W − 1;(
X(m, n) ⊕ K1(m, n) ⊕ Y(m − 1, n)

)
mod 256, 1 ≤ m ≤ H − 1, n = 0;(

X(m, n) ⊕ K1(m, n) ⊕ Y(m − 1, n − 1)
⊕ Y(m, n − 1) ⊕ Y(m − 1, n)

)
mod 256,

1 ≤ m ≤ H − 1, 1 ≤ n ≤ W − 1.

(3.1)

The iterative equations characterizing the backward random multi-directional diffusion process are
delineated as Eq (3.2).

Z(m, n) =



(
Y(m, n) ⊕ K2(m, n)

)
mod 256, m = H − 1, n = W − 1;(

Y(m, n) ⊕ K2(m, n) ⊕ Z(m, n + 1)
)

mod 256, m = H − 1, 0 ≤ n ≤ W − 2;(
Y(m, n) ⊕ K2(m, n) ⊕ Z(m + 1, n)

)
mod 256, 0 ≤ m ≤ H − 2, n = W − 1;(

Y(m, n) ⊕ K2(m, n) ⊕ Z(m + 1, n + 1)
⊕ Z(m, n + 1) ⊕ Z(m + 1, n)

)
mod 256,

0 ≤ m ≤ H − 2, 0 ≤ n ≤ W − 2.

(3.2)

The following are the specific steps of chaotic forward diffusion.
Step 1. Generate diffusion sequences. Using the generated second chaotic sequence, first select any

two variable chaotic sequences. Then it is divided into four segments according to the same length.
The first and third segments of one are selected, and the second and fourth segments of the other are
selected to form a one-dimensional chaotic sequence.

Step 2. Quantize the sequence. Quantize the new two-dimensional chaotic sequence to obtain a
one-dimensional array k1 with a value of [0, 255]. k1 is a one-dimensional array of matrix K1 expanded
by rows. The specific quantitative equation is shown in Eq (3.3).

k1 = mod
(
floor

[(
sin(πk1i) · cos(2πk1i) +

(k1i)3

3

)
× 103

]
, 256

)
, i = 0, 1, . . . , L − 1. (3.3)

Step 3. Execute forward diffusion. The matrix X obtained by the scrambling process is expanded
into a one-dimensional array according to the zigzag change. Then the one-dimensional array and k1

are iterated according to the forward diffusion equation. The forward diffusion image sequence Y1

is obtained.
The main difference between chaotic reverse diffusion and forward diffusion is actually the opposite

direction. The detailed procedures are outlined below.
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Step 1. Generate the reverse diffusion sequence. Among the four-dimensional chaotic sequences
used in the diffusion process, the remaining two one-dimensional sequences are selected to generate a
new one-dimensional chaotic sequence in the same way.

Step 2. Chaotic sequence quantization. By quantifying the new chaotic one-dimensional sequence,
a one-dimensional array k2 with a value of [0, 255] is obtained. k2 is a one-dimensional array of row-
wise expansions of matrix K2, with the quantization equation defined as Eq (3.4).

k2 = mod
(
floor

[(
sin(πk2i) · cos(2πk2i) +

(k2i)3

3

)
× 103

]
, 256

)
, i = 0, 1, . . . , L − 1. (3.4)

To justify the adopted nonlinear quantization strategy, a brief comparative analysis with two
commonly used quantization methods is provided below.

To evaluate whether the adopted quantization formulas in Eqs (3.3) and (3.4) provide better
randomness for the diffusion factors, a comparative experiment was conducted using the same raw
chaotic sequence. For fairness, all compared methods were implemented under the same initial
condition, the same chaotic source, and the same sequence length.

In addition to the proposed nonlinear quantization strategy, two commonly used quantization
methods were considered. The first is a simple modulo-based mapping, defined as

k(1)
i = mod

(⌊
|si| × 1014

⌋
, 256

)
,

where si denotes the raw chaotic sequence. The second is a linear scaling method, defined as

k(2)
i =

⌊
255 ·

si − smin

smax − smin + ε

⌋
,

where smin and smax are the minimum and maximum values of the sequence, respectively, and ε is a
small positive constant.

Three indicators were employed for evaluation, namely, information entropy, adjacent-element
correlation, and the chi-square statistic of the histogram distribution. The comparison results are listed
in Table 1. It can be observed that the proposed quantization strategy yields entropy values closer to
the ideal value, lower adjacent-element correlation, and better histogram uniformity than the other two
methods. This indicates that the adopted nonlinear quantization method provides better randomness
and is more suitable for constructing diffusion factors in the proposed encryption framework.

Table 1. Comparison of different chaotic-sequence quantization methods.

Quantization method Entropy Pixel correlation Chi-square

Simple modulo mapping 7.9988 0.0753 1745.58
Linear scaling 7.7698 0.0988 1203.84
Proposed nonlinear quantization 7.9998 0.0006 236.14

Step 3. Diffusion iteration and matrix conversion. The sequence Ỹ obtained by forward diffusion
and the sequence k2 obtained by quantization are iterated according to the iterative equation to obtain
the sequence Z̃. This Z̃ is then converted into a matrix according to the row priority, and the diffused
image C is obtained.
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The entire diffusion process of the original image, taking a 4× 4 matrix as an example, is illustrated
in Figure 9.
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Figure 9. Diffusion process.

The proposed image encryption scheme is fully reversible. During decryption, the same external
secret key is used to regenerate the initial states and chaotic sequences required by the encryption
process. The inverse reverse-diffusion operation is first performed, followed by the inverse
forward-diffusion operation. Then, inverse global shuffling, inverse segmented rearrangement, inverse
zigzag transformation, and inverse chaotic row-column exchange are applied successively. Since all
operations are deterministic and invertible, the plaintext image can be accurately reconstructed when
the correct secret key is provided.
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4. Simulation and evaluation

This section provides a thorough evaluation of the performance and security features of the proposed
algorithm. Encryption tests are conducted on color images of varying sizes. Simulations were run on
a computer compatible with the Windows-11 operating system (16.00 GB memory and 13th Gen Intel
(R) Core (TM) i5-13500H (2.60 GHz), on MATLAB 2020a and PyCharm 2025.2. All experimental
images are from four well-known benchmark databases: USC-SIPI, CVIT, IPP, and MIT VisTex. The
selected test images include a 256 × 256 × 3 House image, a 512 × 512 × 3 Airplane image, a Texture
image, a 1024 × 1024 × 3 Barbara image, and a 768 × 512 × 3 Aeroview image. Figure 10 presents
simulation results, where the generated ciphertext images effectively obscure the original plaintext’s
information characteristics.

Following image testing, multi-dimensional security evaluations of the encryption scheme are
conducted. These include key space analysis, information entropy calculation, pixel histogram
distribution characteristics analysis, pixel correlation analysis, and anti-differential attack analysis.
The research results indicate that this encryption technology provides robust security for color images
of various sizes and resolutions.

4.1. Quantitative evaluation of the scrambling effect

To quantitatively verify the effectiveness of the proposed two-stage scrambling scheme, a
comparative experiment was conducted between a single-level scrambling counterpart and the
complete proposed two-stage scrambling scheme. The adjacent-pixel correlation coefficients of the
scrambled image in the horizontal, vertical, and diagonal directions were employed for evaluation,
since they directly reflect the extent to which local positional dependence is destroyed.

Table 2 summarizes the quantitative comparison results. It can be observed that the single-level
scrambling counterpart still retains relatively strong adjacent-pixel correlation, whereas the proposed
two-stage scrambling scheme reduces the corresponding correlation coefficients to values very close
to zero in all three directions.

These results indicate that the single-level scrambling counterpart can only provide limited
positional disruption, especially in the horizontal direction, where strong local dependence is still
preserved. In contrast, the proposed two-stage scrambling scheme more effectively destroys local
spatial adjacency and provides a better foundation for the subsequent diffusion stage.

Table 2. Comparison of scrambling effectiveness between the single-level scrambling
counterpart and the proposed two-stage scrambling scheme.

Method Horizontal Vertical Diagonal

Single-step scrambling 0.6748 0.0946 0.0917
Proposed scrambling -0.0001 -0.0004 -0.0014

4.2. Key space analysis

The key space of a cryptosystem refers to the entire collection of unique keys that can be produced,
and it is an essential factor in evaluating the system’s resilience to brute-force attacks. This section
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evaluates the key space associated with the proposed encryption framework in order to analyze its
security levels. The key space of the proposed scheme is mainly determined by the external secret key
and the precision used for mapping the initial states and control parameters of the chaotic system. The
specific calculation is as follows.

(i) Initial states and control parameters of system (2.1). The external secret key is mapped to the
initial states (x0, y0, z0,w0) and the corresponding control parameters within predefined intervals.
Assuming a floating-point precision of 10−15, the contribution of these parameters to the key space
can be estimated accordingly. Each parameter is mapped to the range [−1, 1) with a floating-point
precision of 10−15. The number of possible values for a single parameter is 2 × 1015. For the four
parameters, the key space contribution is about 2203.

(ii) External user-defined key. In order to ensure consistently high security performance and
compatibility with the proposed encryption framework, the external key is normalized to 256-bit
integers. This length is selected to balance computational efficiency and resist exhaustive attacks. The
key space corresponding to the 256-bit key is 2256, which far exceeds the computational feasibility
threshold of exhaustive cracking under current and foreseeable computing resources.

The overall key space is characterized as the multiplicative combination of the contributions from
the parameters of the chaotic system and the external keys. It reaches 2459, giving the scheme strong
key space performance and enhancing its ability to resist brute-force attacks.

To further evaluate the effectiveness of the proposed key generation strategy, the key space of the
proposed scheme is compared with those of several representative chaos-based image encryption
algorithms reported in the literature. The selected schemes cover different chaotic dimensions and key
construction mechanisms, providing a fair and comprehensive comparison. The comparison results
are summarized in Table 3.

Table 3. Comparison of key space sizes for different algorithms.

Algorithms Proposed [26] [27] [32] [33] [37]

Key space ≥ 2459 2298 2186 2409 2164 2340

As shown in Table 3, the proposed scheme achieves a larger key space than the compared methods,
which significantly enhances its resistance to exhaustive key search attacks.

From a cryptographic perspective, a sufficiently large key space is the basic prerequisite for
resisting exhaustive search attacks. Therefore, the large key space of the proposed scheme provides
the theoretical foundation for brute-force resistance.

4.3. Key sensitivity analysis

To further verify the security of the proposed key system, key sensitivity experiments were
conducted by introducing minimal perturbations into the secret key, including a one-bit change in the
external key and a tiny perturbation in one chaotic initial parameter.

Let K and K′ denote the original and perturbed keys, respectively. The same plaintext image was
encrypted using both keys, and the resulting ciphertext images were compared in terms of the NPCR,
UACI, and correlation coefficient. As shown in Table 4, even an extremely small key perturbation leads
to a drastic change in the ciphertext image. The NPCR and UACI values remain close to their desirable
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ranges, while the correlation coefficient remains close to zero. These results confirm the strong key
avalanche effect of the proposed scheme.

Table 4. Results of encryption key sensitivity analysis.

Key perturbation NPCR (%) UACI (%) Corr

K → K ⊕ 1 99.5992 33.5127 0.001357
x0 → x0 + 10−15 99.6109 33.3842 0.004205

To further verify the sensitivity of the decryption process to the secret key, the ciphertext generated
by the original key was decrypted using the perturbed key. The corresponding results are shown in
Figure 10. It can be seen that the decrypted image under the wrong key is completely noise-like and
contains no visually recognizable plaintext information. This indicates that the proposed encryption
scheme is highly sensitive to key mismatch and can effectively resist brute-force and key
guessing attacks.

(a) (b) (c) (d)

Figure 10. Key sensitivity results of the House image: (a) plaintext image, (b) decrypted
image with a perturbed initial parameter x0 + 10−15, (c) decrypted image with a one-bit
changed external key, and (d) correctly decrypted image.

4.4. Histogram analysis

A histogram is an effective tool for describing the distribution of pixel intensity values in an image.
In general, a visually meaningful plaintext image exhibits a non-uniform histogram, whereas the
histogram of a secure ciphertext image should ideally be uniform.

As shown in Figure 11, the histogram of the original image is continuous and highly concentrated,
preserving clear statistical characteristics. In contrast, the histogram of the encrypted image is much
more uniform and differs significantly from that of the plaintext image. This indicates that the proposed
encryption scheme effectively conceals the statistical features of the original image, thereby enhancing
its resistance to statistical attacks.
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(a1)
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(c4)

(d1)

(d2) (d3)

(d4)

(e1) (e2) (e3) (e4)

Figure 11. Histogram analysis results. Rows (a)–(e) correspond to House, Airplane, Texture,
Barbara, and Aeroview, respectively.
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In Figure 11, the first four columns sequentially display the original image, its associated histogram,
the encrypted image, and the histogram corresponding to the encrypted image.

A nearly uniform ciphertext histogram indicates that the original gray-level distribution has been
effectively flattened by the proposed encryption process. From a theoretical perspective, this reduces
the exploitable statistical redundancy of the plaintext image and weakens the feasibility of histogram-
based statistical attacks.

4.5. Correlation analysis

Correlation serves as an essential parameter utilized to assess the degree of interdependence
between neighboring pixels. In a secure image encryption scheme, the encrypted image should have a
correlation of adjacent pixels close to 0. This indicates nearly no linear relationship between pixels.
Let x and y denote two adjacent pixels, with their correlation calculated as indicated in Eq (4.1).

µ = 1
N

∑N
i=1 xi,

σ2 = 1
N

∑N
i=1(xi − µ)2,

cov(x, y) = 1
N

∑N
i=1(xi − µx)(yi − µy),

ρxy =
cov(x,y)√
σ2

xσ
2
y
,

(4.1)

where N is the total number of pixel pairs selected for calculation, µx and µy are the means of x and y,
respectively, σ2

x and σ2
y are the variances of x and y, cov(x, y) is the covariance between x and y, and

ρxy is the correlation coefficient.
This section presents scatter plots of adjacent pixels in five color images and their encrypted

versions, highlighting horizontal, vertical, and diagonal correlations. Original images show strong
correlation along the line y = x, suggesting pixel dependency that could facilitate attacks. In contrast,
encrypted images exhibit uniform scatter across orientations, indicating a significant reduction in
correlation. This randomness disrupts the original image patterns, demonstrating the proposed
scheme’s effectiveness against statistical attacks. The pixel correlation distributions for five sets of
experimental images are shown in Figure 12, with correlation coefficients detailed in Table 5.

In natural images, adjacent pixels usually exhibit strong local dependence due to spatial continuity.
The proposed hierarchical scrambling destroys the positional adjacency of pixels, while the
subsequent bidirectional diffusion further disturbs their intensity relationship. Therefore, the
correlation coefficients approaching zero indicate that both spatial and value-level dependencies have
been effectively suppressed, which improves resistance to statistical analysis.
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(a)

(b)

(c)

Continued on next page
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(d)

(e)

Figure 12. Correlation scatter plots of color images: (a) house, (b) airplane,
(c) texture, (d) barbara, and (e) aeroview.
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Table 5. Correlation coefficients of adjacent pixels in the image.

Plaintext image Ciphertext image

Images Channels H V D H V D

House
R 0.9403 0.9742 0.9255 -0.0072 0.0048 0.0050
G 0.9500 0.9669 0.9279 0.0178 0.0045 0.0209
B 0.9431 0.9634 0.9203 -0.0067 -0.0087 -0.0010

Airplane
R 0.9686 0.9733 0.9447 0.0072 -0.0074 -0.0113
G 0.9646 0.9722 0.9458 0.0184 0.0059 0.0063
B 0.9591 0.9570 0.9274 -0.0001 -0.0102 0.0072

Texture
R 0.9803 0.9797 0.9616 0.0013 -0.0091 -0.0027
G 0.9798 0.9789 0.9606 -0.0119 -0.0015 0.0119
B 0.9764 0.9753 0.9541 0.0129 -0.0036 0.0175

Barbara
R 0.9686 0.9733 0.9447 -0.0284 0.0025 0.0236
G 0.9646 0.9722 0.9458 0.0147 0.0207 0.0013
B 0.9591 0.9570 0.9274 -0.0097 -0.0098 -0.0076

Aeroview
R 0.9686 0.9733 0.9447 -0.0127 -0.0097 -0.0026
G 0.9646 0.9722 0.9458 0.0095 0.0036 -0.0194
B 0.9591 0.9570 0.9274 0.0137 0.0012 -0.0025

4.6. Information entropy analysis

Information entropy functions as an essential parameter for evaluating the uncertainty attributes
of an image, conveying the depth and intricacy of the information embedded within it. In a secure
encryption framework, it is essential to ensure that the information entropy of the encrypted image
closely matches its theoretical expectation. For an 8-bit image channel, the theoretical maximum
information entropy is 8 bits. Therefore, the entropy of an encrypted image is expected to be close
to 8. This suggests that the pixel values in the image demonstrate a considerable level of randomness
and lack of predictability.

Table 6 below summarizes the results of the information entropy assessments conducted for both
the original and the encrypted images generated through the proposed methodology discussed in this
section. The results indicate that the information entropy of the encrypted images closely aligns with
the theoretical maximum value of 8. This result not only confirms the effectiveness of the proposed
method in improving data security but also underscores the inherent uncertainty attributes of the
information present within the encrypted images. A higher level of information entropy indicates an
increased uncertainty in the image, thereby obstructing an attackers ability to reconstruct the original
data using elementary statistical analyses or pattern recognition techniques. Therefore, the difficulty
faced by the attacker when trying to crack also increases, which provides an additional line of defense
for data protection.
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Table 6. Information entropy analysis.

Images Size
Original images Encrypted images

R G B R G B

House 256 × 256 × 3 7.2353 7.5683 6.9176 7.9974 7.9977 7.9977
Airplane 512 × 512 × 3 6.7229 6.8105 6.2240 7.9995 7.9993 7.9993
Texture 512 × 512 × 3 7.6855 7.5227 7.2953 7.9994 7.9993 7.9994
Barbara 1024 × 1024 × 3 7.5908 7.4377 7.5126 7.9998 7.9998 7.9998
Aeroview 768 × 512 × 3 6.4983 6.0562 6.0788 7.9996 7.9995 7.9997

Although the above results demonstrate that the proposed scheme achieves information entropy
values close to the theoretical maximum, a comparative analysis with existing methods is necessary to
further evaluate its relative performance. Therefore, the information entropy of the proposed scheme is
compared with several representative chaos-based image encryption algorithms under identical image
resolutions. The comparison results are summarized in Table 7.

Table 7. Comparison of information entropy for different image sizes.

Scheme
256 × 256 512 × 512

R G B R G B

[32] (2023) 7.9973 7.9972 7.9972 7.9994 7.9993 7.9993
[34] (2021) - - - 7.9853 7.9630 7.9976
[36] (2024) - - - 7.9992 7.9992 7.9992
[38] (2024) - - - 7.9987 7.9985 7.9984
Proposed 7.9975 7.9976 7.9977 7.9995 7.9993 7.9993

Note: The symbol “-” indicates that the corresponding channel information entropy values of R, G, and B for a given original image
size are not listed in the cited literature.

It should be noted that slight differences in entropy values may result from variations in test images,
image resolutions, and evaluation methods adopted in different studies.

4.7. Anti-differential attack analysis

Differential attacks represent a common cryptographic threat, where slight modifications to
plaintext can result in corresponding changes in ciphertext. An effective encryption scheme should
ensure that minor variations in the input lead to significant discrepancies in the output, thereby
complicating the efforts of an attacker. To evaluate the capability of the encryption algorithm based on
system (2.1) in resisting differential attacks, we utilize two metrics: the number of pixels change rate
(NPCR) and the unified average change intensity (UACI). These metrics quantify the ciphertext’s
response to perturbations in plaintext from the perspectives of spatial distribution and
intensity variation.

Assume two plaintext images P1 and P2 with size W × H, where P2 is obtained by introducing a
1-pixel perturbation to P1, and their corresponding ciphertexts after encryption are C1 and C2 (size
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W × H). The NPCR measures the proportion of pixel positions of different values between C1 and
C2, reflecting the degree of diffusion of local plaintext perturbation in ciphertext. The formula for
calculation is presented as Eq (4.2).

NPCR =
∑W

m=1
∑H

n=1 D(m, n)
W × H

× 100%, (4.2)

where the binary indicator D(m, n) is defined as Eq (4.3).

D(m, n) =

1, if C1(m, n) , C2(m, n),
0, if C1(m, n) = C2(m, n).

(4.3)

The ideal value of the NPCR (for 256-level grayscale images) is 99.6094%. The UACI quantifies the
average intensity difference of the changed pixels between C1 and C2, reflecting the severity of the
ciphertext change caused by the plaintext perturbation. The formula for calculation is presented as
Eq (4.4).

UACI =
1

W × H

 W∑
m=1

H∑
n=1

|C1(m, n) −C2(m, n)|
255

 × 100%, (4.4)

where |C1(m, n)−C2(m, n)| represents the absolute difference of pixel intensity, and 255 is the maximum
intensity value of an 8-bit grayscale image. The optimal value for the UACI is 33.4635%.

Table 8 presents the quantitative outcomes of the NPCR and UACI metrics evaluated on test
images of various sizes. The results obtained from the proposed algorithm across different types of
images align closely with the theoretical ideal values, with deviations remaining minimal. This
finding confirms the strong diffusion capability of the proposed algorithm with respect to
pixel-level perturbations.

Table 8. Results of NPCR and UACI performance.

Images
NPCR (%) UACI (%)

R G B R G B

House 99.6124 99.6131 99.6063 33.4563 33.4639 33.4766
Airplane 99.6059 99.6067 99.6078 33.4630 33.4608 33.4643
Texture 99.6064 99.6034 99.6181 33.4657 33.4719 33.4609
Barbara 99.6076 99.5987 99.5989 33.4419 33.5068 33.5038
Aeroview 99.6094 99.6071 99.6094 33.4644 33.4744 33.4623

Although the above results demonstrate that the proposed scheme achieves NPCR and UACI
values close to the theoretical optima, a comparative analysis with existing methods is conducted to
further assess its relative performance. Accordingly, the NPCR and UACI results are compared with
several representative chaos-based image encryption schemes under identical image resolutions, as
summarized in Tables 9 and 10.

It should be noted that minor differences in NPCR and UACI values may arise from variations in
test images, image resolutions, and experimental settings adopted in different studies.
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Table 9. Comparison of NPCR (%) values for different algorithms under identical image
resolutions.

Image size Algorithm R G B Average

256 × 256
Proposed 99.6124 99.6131 99.6063 99.6106
[27] (2022) 99.6213 99.6000 99.6147 99.6120
[32] (2023) - - - 99.6338

512 × 512
Proposed 99.6075 99.6098 99.6075 99.6083
[27] (2022) 99.6215 99.6064 99.6110 99.6130
[32] (2023) - - - 99.6155
[36] (2024) - - - 99.5956
[37] (2025) - - - 99.6005

Note: The symbol “-” indicates that the corresponding channel-wise NPCR values of the R, G, and B channels are not reported in the
cited literature, only the average value over the three channels is provided.

Table 10. Comparison of UACI (%) values for different algorithms under identical image
resolutions.

Image size Algorithm R G B Average

256 × 256
Proposed 33.4563 33.4639 33.4766 33.4656
[27] (2022) 33.4931 33.4763 33.4421 33.4705
[32] (2023) - - - 33.4589

512 × 512
Proposed 33.4653 33.4594 33.4756 33.4667
[27] (2022) 33.4546 33.4681 33.4502 33.4576
[32] (2023) - - - 33.4779
[36] (2024) - - - 33.4061
[37] (2025) - - - 33.4789

Note: The symbol “-” indicates that the corresponding channel-wise UACI values of the R, G, and B channels are not reported in the
cited literature, only the average value over the three channels is provided.

It should be noted that the NPCR and UACI are saturation-type indicators. When different
algorithms all approach the theoretical values, small numerical differences should not be regarded as
the sole evidence of superiority. In this work, the NPCR and UACI mainly verify that the proposed
scheme reaches the desired anti-differential level. The main advantages of the proposed method lie in
the design of the square-term enhanced 4D chaotic system, quantization of the nonlinear chaotic
sequence, hierarchical two-stage scrambling, a large key space, and strong sensitivity of the key.

4.8. Computational complexity and efficiency analysis

The computational complexity of the proposed encryption algorithm is analyzed according to its
main operations. For a color plaintext image of size H×W×3, let L = H×W denote the number of pixels
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in each channel. The algorithm mainly consists of key initialization, chaotic sequence generation, two-
stage scrambling, and symmetric bidirectional diffusion.

The key initialization and chaotic sequence generation stage requires one plaintext scan and
generates chaotic sequences with lengths proportional to the image size. In the two-stage scrambling
stage, row-column permutation, segmented rearrangement, and global shuffling involve sorting
chaotic index sequences and performing index-based pixel rearrangement, while the zigzag and
inverse zigzag transforms are implemented by sequential scanning and reconstruction. Therefore, the
sorting-based scrambling operations constitute the main computational burden of the algorithm.

In the bidirectional diffusion stage, forward and reverse diffusion traverse all pixels successively
and mainly involve XOR, a modular operation, and pixel-wise assignment. Hence, the diffusion cost
increases approximately linearly with the number of pixels. Overall, the computational cost is mainly
affected by the image size, sorting-based scrambling, and the number of permutation-diffusion
rounds. The memory consumption mainly comes from chaotic sequences, permutation indexes, and
intermediate images, and increases linearly with the image size.

To further evaluate the trade-off between security and computational efficiency, additional
experiments were conducted by varying the number of permutation-diffusion rounds r. Specifically,
r = 1, r = 2, and r = 3 were considered, and the corresponding encryption time, information entropy,
NPCR, and UACI were recorded, as listed in Table 11.

Table 11. Computational efficiency and security performance under different iteration
numbers.

Rounds r Time (s) Entropy NPCR (%) UACI (%)

1 0.89 7.9992 99.6062 33.4554
2 2.04 7.9993 99.6120 33.4573
3 4.62 7.9993 99.5972 33.4578

It can be observed that increasing the iteration number inevitably leads to a higher computational
cost. However, the corresponding security indicators remain in the same desirable range and do not
show a consistent or significant improvement as r increases. In particular, the entropy values remain
very close to the ideal value, while the NPCR and UACI values stay close to their theoretical
expectations. Therefore, additional permutation–diffusion rounds mainly increase the computational
burden, while providing only marginal security gain. For this reason, the adopted fixed-iteration
setting is considered a reasonable trade-off between security and efficiency, and one round is sufficient
in the proposed scheme.

4.9. Noise robustness analysis

Although the proposed image encryption scheme is fully reversible under noise-free conditions,
practical transmission channels may introduce disturbances into the ciphertext. To evaluate the
decryption stability of the proposed algorithm under such conditions, noise robustness experiments
were conducted by adding Gaussian noise and salt-and-pepper noise to the ciphertext image
before decryption.

Specifically, Gaussian noise with variances of 1 × 10−5, 3 × 10−5, and 5 × 10−5, and salt-and-pepper
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noise with densities of 0.001, 0.003, and 0.005, were imposed on the ciphertext image. The noisy
ciphertext images were then decrypted using the correct secret key. The quality of the recovered images
was evaluated by the peak signal-to-noise ratio (PSNR) and the structural similarity index (SSIM). The
corresponding results are listed in Table 12.

Table 12. Noise robustness evaluation of the proposed encryption scheme.

Noise type Noise level PSNR (dB) SSIM

Noise-free 0 ∞ 1.0000
Gaussian noise 1 × 10−5 23.5348 0.7580
Gaussian noise 3 × 10−5 21.0871 0.6581
Gaussian noise 5 × 10−5 20.0370 0.6094
Salt-and-pepper noise 0.001 32.6150 0.9668
Salt-and-pepper noise 0.003 28.0590 0.9108
Salt-and-pepper noise 0.005 25.7710 0.8586

It can be observed that, although the injected noise inevitably degrades the recovered image
quality, the main visual content and structural information of the plaintext image can still be preserved
under low-intensity noise contamination. In particular, the decrypted results under low-intensity
Gaussian noise and low-density salt-and-pepper noise remain visually recognizable. These results
indicate that the proposed scheme has certain robustness against channel noise and can maintain
acceptable decryption stability in the presence of low-level transmission disturbances.

5. Conclusions and outlook

To prevent the leakage of sensitive image information, this study proposed a square-term enhanced
four-dimensional chaotic system and developed a color image encryption scheme based on
hierarchical scrambling and symmetric bidirectional diffusion. Compared with representative existing
four-dimensional chaotic systems, the proposed system exhibits a broader chaotic interval, stronger
randomness, and improved attractor complexity. By combining the SHA-512 hash mechanism with
the parameter characteristics of the proposed chaotic system, the encryption framework generates
chaotic sequences for scrambling and diffusion, thereby producing secure ciphertext images.
Experimental results show that the ciphertext histogram is approximately uniform, the adjacent-pixel
correlation coefficients are close to zero, the information entropy is close to 8, and the NPCR and
UACI values are close to their theoretical expectations. Moreover, the plaintext image can be
accurately reconstructed during decryption with the correct key. These results demonstrate that the
proposed scheme achieves good performance in security and reversibility, and has potential
application value for secure image transmission and storage.

Nevertheless, the proposed scheme still has certain limitations from the perspective of practical
engineering applications. The current validation is mainly based on numerical simulations and
software experiments, while further investigation is still needed for real-time deployment,
hardware-oriented implementation, and computational optimization under practical transmission
environments. In addition, the robustness of the proposed framework under more complex
communication conditions and large-scale image processing scenarios deserves further study.
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In future work, several directions deserve further investigation. Adaptive parameter switching
mechanisms may be introduced to improve the flexibility and efficiency of high-dimensional chaotic
systems. Dynamic DNA operations can also be incorporated into the present framework to enhance
the data-dependent nonlinear transformation capability. In addition, combining memristor computing
or memristive neuron-map-based sequence generation may help develop more complex and
hardware-friendly encryption architectures. A cross-layer secure image encryption framework that
jointly considers spatial scrambling, transform-domain processing, and physical-layer protection may
further provide a promising direction for practical secure multimedia communication.
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