
Electronic  
Research Archive

https://www.aimspress.com/journal/era

ERA, 34(3): 1857–1884.
DOI: 10.3934/era.2026083
Received: 16 December 2025
Revised: 31 January 2026
Accepted: 10 February 2026
Published: 02 March 2026

Research article

Adaptive tracking control for multi-agent systems with deception attacks
and DoS attacks

Wan Yu1,2 and Hui Yu1,2,*

1 Three Gorges Mathematical Research Center, China Three Gorges University, Yichang 443002,
China

2 College of Mathematics and Physics, China Three Gorges University, Yichang 443002, China

* Correspondence: Email: yuhui@ctgu.edu.cn.

Abstract: This paper investigates the adaptive tracking control problem for a class of strict-feedback
uncertain nonlinear multi-agent systems (MASs) with input dead zones under the simultaneous
presence of deception attacks and denial-of-service (DoS) attacks. A distributed leader-state estimator
based on sampled data with time delays is proposed to estimate the leader’s state under DoS attacks.
To overcome the nonexistence of higher-order derivatives of the leader’s estimated state, a filter is
proposed and implemented. Based on the attacked output signals, a fuzzy state observer is constructed
to reconstruct the unmeasurable states of the system. A fuzzy adaptive dead-zone control scheme is
designed based on the backstepping method to mitigate the adverse effects of DoS attacks, deception
attacks, dead zones, and uncertain nonlinear dynamics, while enabling the system to achieve the
tracking control objective. Through Lyapunov stability analysis, the proposed control scheme is proven
to guarantee that all signals in the closed-loop system are bounded and the tracking error converges to
a neighborhood around the origin. Finally, simulations are conducted to verify the effectiveness of the
theoretical results.
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1. Introduction

With the rapid advancement of cyber-physical system technologies, multi-agent systems (MASs)
have garnered extensive attention from both academic and industrial communities [1–3], owing to
their inherent advantages such as distributed collaboration, high operational efficiency, and strong
adaptability. The distributed nature of MASs enables coordinated behaviors among multiple agents
through local information exchange, making them particularly suitable for a variety of practical
applications, including multi-unmanned aerial vehicle (UAV) formation control, autonomous robot
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swarm coordination, and distributed satellite attitude synchronization [4]. Among the core challenges
in MAS control, tracking control stands out as especially critical, as it requires all follower agents to
converge to the trajectory generated by a leader agent while ensuring the stability and boundedness of
the overall closed-loop system [5]. However, in real-world implementations, MASs often operate in
complex network environments, where various uncertainties and adversarial factors pose severe
threats to control reliability.

One of the major threats in such environments comes from network attacks, among which two
typical types are especially prominent: deception attacks and denial-of-service (DoS) attacks [6, 7].
Deception attacks involve tampering with sensor measurements or control commands, leading to
distorted state feedback and degraded control accuracy [8]. In contrast, DoS attacks disrupt
communication channels by consuming limited bandwidth or blocking data transmission, causing
temporary or persistent loss of leader information and inter-agent interaction signals [9, 10]. Although
several studies have investigated fault-tolerant control for MASs under a single type of attack, few
have addressed the combined impact of both deception and DoS attacks [11]. This represents a
critical gap, since real-world cyber environments are often subject to mixed adversarial threats that
simultaneously exploit multiple system vulnerabilities.

In addition to external attacks, input nonlinearities further complicate the controller design. A
common issue arises from physical actuators in MASs exhibiting dead-zone nonlinearity—an inherent
phenomenon where the actuator output remains zero when the input lies within a specific range [11,12].
Unlike input saturation, which has been studied in prior works, a dead zone introduces asymmetric
input–output relationships and disturbance-like terms, which can easily induce oscillations or even
destabilize the system if not adequately compensated [13, 14]. Although adaptive control schemes
have been proposed to handle dead zones in single-agent nonlinear systems [15, 16], extending these
methods to MASs under network attacks remains largely underexplored, especially given the complex
coupling between attack-induced state distortion and actuator nonlinearity [17, 18].

The coexistence of deception attacks, DoS attacks, and input dead zones gives rise to a coupled
challenge that drastically elevates the complexity of controller design. Deception attacks falsify
measurement outputs, which not only degrades the accuracy of state observation but also impairs the
effect of adaptive compensation for the nonlinear characteristics of dead zones. DoS attacks
intermittently disrupt the communication topology, preventing follower agents from acquiring the
state information of neighboring agents and thus necessitating the design of a resilient distributed
estimator for the leader’s state. When the aforementioned factors coexist, the controller is required to
achieve favorable tracking control performance under the conditions of falsified measurement
information, intermittent communication interruptions, and unknown input nonlinearities—a problem
that has not been fully addressed in existing research.

Further challenges are posed by system uncertainties and unmeasurable states. Practical MASs
often exhibit unknown nonlinear dynamics and external disturbances [19, 20], which are difficult to
capture using traditional linear control approaches. To approximate such uncertainties, techniques such
as fuzzy logic systems (FLSs) and neural networks are commonly employed [21]. However, integrating
these tools with attack-resilient control is not straightforward. Moreover, in many real applications,
only system outputs are measurable, necessitating the design of state observers to reconstruct the full
state vector [22, 23]. Unfortunately, most existing observers do not adequately account for the impact
of deception attacks on measurement data.
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Another key bottleneck lies in distributed information acquisition under DoS attacks. When a DoS
attack occurs, the communication topology of the MAS changes dynamically, and the leader’s
trajectory information may become unavailable to many followers [24, 25]. Conventional consensus
protocols, which rely on continuous information exchange, become ineffective under intermittent
communication interruptions [26]. Although distributed estimators have been proposed in the
literature [25, 27], it remains challenging to ensure exponential stability of the estimation error while
also addressing attack-induced time delays, such as an artificial delay [28, 29].

To address the challenges outlined above, this paper proposes an integrated adaptive tracking control
scheme for nonlinear MASs subject to deception attacks, DoS attacks, and input dead zones. The main
contributions of this work are summarized as follows:

1) This study investigates the tracking control problem for MASs with DoS attacks, deception
attacks, uncertain nonlinear dynamics, and dead zones. A novel observer-based adaptive fuzzy
tracking control scheme is proposed to enable follower agents to track a high-order leader. Unlike
existing studies that only consider a single type of attack [25, 27], this paper investigates MASs
subject to both DoS attacks and deception attacks. Furthermore, a more general high-order leader
model is adopted herein, which is more suitable for practical application requirements compared with
existing works [24, 30].

2) Based on sampled data with time delays, a distributed state estimator is proposed to estimate
the leader’s state. By introducing an artificial delay, the estimator ensures that the estimation error
converges to zero exponentially even in the presence of DoS attacks. To address the problem that the
high-order derivatives of the leader’s estimated state do not exist due to DoS attacks, a filter similar
to [24] is proposed herein to resolve the computational challenge of these high-order derivatives.

3) Based on the backstepping design method, the dead-zone input is well designed via a
fuzzy adaptive method, and no dead-zone parameters need to be known. Unlike some existing
studies [13, 14], the proposed approach does not require prior knowledge of the exact minimum of the
dead-zone boundary parameters. By stability analysis, the proposed control scheme guarantees that
all closed-loop system signals are bounded, and the tracking errors converge to a neighborhood
around the origin.

The remainder of this paper is organized as follows: Section 2 presents preliminary knowledge,
encompassing graph theory fundamentals and necessary lemmas; Section 3 formulates the problem,
providing the system model to be studied and essential assumptions; Section 4 designs the leader state
estimator and the filter; Section 5 constructs the observer; Section 6 develops the adaptive controller
using the backstepping method; Section 7 presents the main results of this paper along with stability
analysis; Section 8 validates the effectiveness of the proposed scheme through numerical simulations;
finally, conclusions are drawn for the entire paper.

2. Preliminaries

Notations: R,R+,Rn,Rn×m, and N denote the sets of real numbers, non-negative real numbers, n-
dimensional real vectors, n × m real matrices, and positive integer numbers, respectively. ∥ · ∥ denotes
the 2-norm of a matrix or vector. Matrix Q > 0 means that Q is positive definite. λmin(·) and λmax(·)
represent the minimum and maximum eigenvalues, respectively. f (i)(x) represents the ith derivative of
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function f (x). 1N = [1, 1, . . . , 1︸      ︷︷      ︸
N

]T and In denotes the n-th order identity matrix.

Definition 1. Consider the system ẋ(t) = f (x(t)), x(t) ∈ Rn. The equilibrium point x = 0 is said to be
exponentially stable if there exist positive constants k and λ such that for initial condition x(t0) ∈ Rn,
the solution satisfies

∥x(t)∥ ≤ ke−λ(t−t0)∥x(t0)∥, ∀t ≥ t0.

Definition 2. x(t) ∈ Rn is said to be bounded if there exists a constant B > 0 such that

∥x(t)∥ ≤ B, ∀t ≥ t0.

2.1. Graph theory

An undirected graph G = (V,E,A) is applied to present the interactions among agents, in which
V = {1, . . . ,N}, E ⊆ V × V, and A = [ai j] ∈ RN×N are the node set, the edge set, and the weighted
adjacency matrix, respectively. An edge (i, j) ∈ E is an unordered pair presenting the information flow
between agent i and j. In this case, ai j > 0; otherwise, ai j = 0. It is assumed that aii = 0 in this paper.
If agent i can sense the information of the leader agent, then bi > 0. The leader adjacency matrix is
defined as B = diag{b1, . . . , bN}. Let the degree matrix D = diag{d1, . . . , dN} with di =

∑N
j=1 ai j, the

Laplacian matrixL = D−A, andH = L+B. The graphG is said to be connected if there exists a path
between any two agents. If graph G is connected, then matrixH is symmetric positive definite [31].

2.2. Required lemmas

In this subsection, the required lemmas for theoretical analysis are given.

Lemma 2.1. [32] For a continuous function f (x) on a compact set Ω and a specified accuracy
threshold ε > 0, there exists an FLS θTϕ(x) such that

sup
x∈Ω
| f (x) − θTϕ(x)| ≤ ε, (2.1)

where θ = [θ1, . . . , θl]T is the ideal weight vector and ϕ(x) =
[
ϕ1(x), . . . , ϕl(x)

]T /
∑l

i=1 ϕi is the basis
function vector with ϕi(x) defined as

ϕi(x) = exp
(
− (x − ȳi)T (x − ȳi)

m2
i

)
, (2.2)

where ȳi =
[
ȳi1, . . . , ȳil

]T and mi are the center vector and the width, respectively.
From Lemma 2.1, a continuous function f (x) can be approximated by an FLS θ∗Tϕ(x) as f (x) =

θ∗Tϕ(x) + ϵ, in which θ∗ = arg minx∈Ω[supx∈Ω | f (x) − θTϕ(x)|] is the optimal parameter vector and ϵ is
the approximation error satisfying |ϵ | ≤ ϵ̄ with ϵ̄ > 0 being a constant.

Lemma 2.2. [28] For any x ∈ R and c > 0, one has

0 ≤ |x| − x tanh
( x
c

)
≤ 0.2785c. (2.3)
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Lemma 2.3. [33](Young’s inequality) For any x, y ∈ R, one has

xy ≤
qc1

c1
|x|c1 +

1
c2qc2

|y|c2 , (2.4)

where c1 > 1, c2 > 1, q > 0, and (c1 − 1)(c2 − 1) = 1.

Lemma 2.4. [34] Given an n-dimensional matrix W > 0, a vector function φ(t) ∈ Rn, and a scalar
τ > 0, one has

−τ

∫ t

t−τ
φ̇T (s)Wφ̇(s)ds ⩽ −[φ(t) − φ(t − τ)]T W[φ(t) − φ(t − τ)]. (2.5)

Lemma 2.5. [35] Given matrices W > 0, W1 and W2 with appropriate dimension, a scalar µ ∈ (0, 1),
and a function f (W) satisfying

f (W) =
1
µ
φT (t)WT

1 WW1φ(t) +
1

1 − µ
φT (t)WT

2 WW2φ(t), (2.6)

where φ(t) ∈ Rn is a vector function composed of matrix blocks along with appropriate dimensional
matrix S such that [W∗; S W] ≥ 0, one has

min
δ∈(0,1)

f (δ,W) ⩾ φT (t)
[

W1

W2

]T [
W ∗

S W

] [
W1

W2

]
φ(t). (2.7)

3. Problem statement

3.1. Problem description

Consider an MAS with N following agents and a leader, in which agent i is modeled by


ẋiq = xi,q+1 + giq

(
x̄iq

)
+ diq (t) ,

ẋin = uiD + gin (x̄in) + din (t) ,
yi = xi1,

(3.1)

where x̄iq = [xi1, . . . , xiq]T ∈ Rq, q = 1, 2, ..., n, and let xi = [xi1, . . . , xin]T ∈ Rn be the full state vector.
yi ∈ R is the system output. giq(x̄iq) is the uncertain nonlinear dynamics, and diq(t) ∈ R is the external
disturbance satisfying diq(t) ≤ d̄iq with d̄iq > 0 being a constant. uiD ∈ R is the systems input with
asymmetric dead-zone nonlinearity expressed as

uiD =


qir(ui − bir), if ui ≥ bir,

0, if − bil < ui < bir,

qil(ui + bil), if ui ≤ −bil,

(3.2)
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where qir, qil, bil, and bir are unknown positive dead-zone parameters. According to [28] and [36], the
dead-zone nonlinear operator (3.2) can be rewritten as

uiD = qi(t)ui(t) + pi(t) (3.3)

with

qi(t) =
{

qir, ui > 0,
qil, ui ≤ 0,

and pi(t) =


−qirbir, ui ≥ bir,

−qi(t)ui(t), −bil < ui < bir,

qilbil, ui ≤ −bi,l,

(3.4)

where |pi(t)| ≤ p̄i with p̄i = max{qilbil, qirbir} being a constant. Let qi = min{qil, qir} and
q̄i = max{qil, qir}, thus qi(t)

qi
= 1 + ρi(t), where ρi(t) > 0 is some bounded piecewise function. It can be

obtained that 0 < ρi ≤
q̄i
qi
− 1 and uiD = qi(1 + ρi(t))ui(t) + pi(t).

The dynamics of the leader agent is given by{
η̇0 = Aη0,

y0 = Cη0,
(3.5)

where A ∈ Rm×m and C ∈ R1×m; η0 ∈ R
m and y0 ∈ R are the state and the output of the leader

dynamics, respectively.

Remark 1. In previous research on backstepping-based tracking control, the leader agent is typically
specified as a reference signal y(t) with high-order derivatives. In recent years, some scholars have
extended the leader dynamics to a linear system with high-order dynamic characteristics [9, 24, 25],
namely the system given by (3.5), and carried out relevant research on its output tracking problem.
For subsequent research, the tracking control problem where the leader has more complex nonlinear
dynamics can be further investigated.

Due to the deception attack, the actual measurement output x̆i1 is given by

x̆i1 = xi1 + ω(t, xi1) = wi1(t)xi1, (3.6)

where ω(t, xi1) = si1(t)xi1 and wi1(t) = 1 + si1(t) with si1(t) being a time-varying sensor attack signal.
To facilitate the theory analysis, the following assumptions are required.

Assumption 3.1. The graph G is connected, and the leader can transmit information to at least
one agent.

Assumption 3.2. The state η0 of the leader is bounded.

Assumption 3.3. [8] The attack signal si1 , −1, i.e., wi1 , 0. si1,wi1, and ẇi1 are bounded, that is,
there exist positive constants s̄i1, w̄i1,wi1, and w̄i2 such that si1 ≤ s̄i1, wi1 ≤ |wi1| ≤ w̄i1, and |ẇi1| ≤ w̄i2.

Assumption 3.4. [28] There exists an unknown constant ūi > 0 such that |ui| ≤ ūi.
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3.2. DoS attack

Let {tp, p ∈ N} be the time sequence of DoS attacks, where tp is the start instant of the DoS attack.
The pth DoS attack interval is defined as [tp, tp + ∆p) with ∆p being the duration of the DoS attack and
tp+1 > tp + ∆p. We assume that the intervals of DoS attacks are identical for all agents. The union of
DoS attack intervals in [t0, t) is denoted by ΓD(t0, t) = [t0, t] ∩

{⋃
p∈N[tp, tp + ∆p)

}
. The time intervals

without the DoS attack are denoted by ΓN(t0, t) = [t0, t]/ΓD(t0, t). If t ∈ ΓD(t0, t), then āi j = 0 and
b̄i = 0; otherwise, āi j = ai j and b̄i = bi.

Assumption 3.5. [24] There exist two constants Γ0 ≥ 0 and Γ1 ≥ 1 such that |ΓD(t0, t)| ⩽ Γ0 + t/Γ1,
where |ΓD(t0, t)| represents the total duration of DoS attacks on the communication network in [t0, t).

Assumption 3.6. [37] Let ΠD(t0, t) be the total number of DoS attacks on the communication network
in [t0, t]. The attack frequency ΠD(t0, t) satisfies |ΠD(t0, t)| ≤ Π0 + (t − t0)/Π1, where Π0 and Π1 are two
positive constants.

Assumption 3.5 indicates that attackers are unable to sustain an extended attack, whereas
Assumption 3.6 limits the frequency of DoS attacks within a specific time period. It is worth
emphasizing that an additional time interval ∆∗(∆∗ ≤ τp) is required to resume normal communication
following DoS attacks. As such, the effective duration of a DoS attack interval proves longer than the
duration that is reported. Consequently, the total actual duration of DoS attack intervals within [t0, t]
may be calculated as follows:

Γ̃D(t0, t) = [t0, t] ∩
{⋃

p∈N

[tp, tp + ∆p + ∆∗)
}
. (3.7)

4. Distributed leader state estimator and filter design

4.1. Distributed leader state estimator design

In this section, a distributed state estimator of the leader agent is designed. For agent i, let ηi be
the estimation of the leader state η0. In the presence of DoS attacks, a distributed state estimator is
constructed using sampling data with time delays as follows:

η̇i = Aηi − γKi

N∑
j=1

āi j[ηi(kh) − η j(kh)] − γKib̄i
[
ηi(kh) − η0(kh)

]
, (4.1)

where γ > 0 is a design parameter, Ki is the gain matrix, which will be designed later, h is the sampling
period, and k = 1, 2, · · · .

Let τ(t) = t − kh for t ∈ [τk + kh, τk+1 + (k + 1)h] be an artificial time delay, where τk is the kth
delay. Thus, ηi(kh) = ηi(t − τ(t)). It can be observed that τk ⩽ τ(t) ⩽ τk+1 + h. Let τ = mink=1,...,∞ τk,
τ̄ = h +maxk=1,...,∞ τk, and τ̃ = τ̄ − τ. Thus, 0 ⩽ τ ⩽ τ(t) ⩽ τ̄.

According to the above settings, (4.1) can be rewritten as

η̇i =Aηi − γKi

N∑
j=1

āi j[ηi(t − τ(t)) − η j(t − τ(t))]
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− γKib̄i (ηi(t − τ(t)) − η0(t − τ(t))) . (4.2)

Let η̄i = ηi − η0 be the estimation error for agent i, η = [η1, . . . , ηN]T , and η̄ = η − 1Nη0. The
dynamics of estimation error under the influence of DoS attacks and time delays can be rephrased as

˙̄η =
{

(IN ⊗ A)η̄(t) − γK (H ⊗ In) η̄(t − τ(t)), t ∈ ΓN(t0, t),
(IN ⊗ A)η̄(t), t ∈ ΓD(t0, t),

(4.3)

where K = diag{K1,K2, . . . ,KN}.

Theorem 4.1. Under Assumptions 3.1, 3.5, and 3.6, for given positive constants a and b, the error
system (4.3) is exponentially stable if there exist positive definite Nn × Nn matrices Q1, Q2, Z1, Z2 and
P and a matrix S ∈ RNn×Nn such that Φ < 0, Ψ < 0, and −a + a+b

Γ1
+

(a+b)∆∗
Π1
< 0 hold, where Φ and Ψ

are given in Appendix A.

Proof: Construct the Lyapunov functional candidate as

V1 =η̄
T (t)Pη̄(t) +

∫ t

t−τ
ea(s−t)η̄T (s)Q1η̄(s)ds

+

∫ t−τ

t−τ̄
ea(s−t)η̄T (s)Q2η̄(s)ds

+ τ

∫ 0

−τ

∫ t

t+θ
ea(s−t) ˙̄ηT (s)Z1 ˙̄η(s)dsdθ

+ τ̃

∫ −τ

−τ̄

∫ t

t+θ
ea(s−t) ˙̄ηT (s)Z2 ˙̄η(s)dsdθ. (4.4)

The proof is divided into the following three cases:
Case 1: For t ∈ ΓN(t0, t), the derivative of V1(t) is calculated as

V̇1 = − aV1 + η̄
T (t)

{
P(IN ⊗ A) + (IN ⊗ A)T P + aP

}
η̄(t)

+ η̄T (t)Q1η̄(t) − 2γη̄T (t)PK(H ⊗ In)η̄(t − τ(t))
+ e−aτη̄T (t − τ)(Q2 − Q1)η̄T (t − τ) − e−aτ̄η̄T (t − τ̄)Q2η̄(t − τ̄)

+ ˙̄ηT (t)(τ2Z1 + τ̃
2Z2) ˙̄η(t) − τ

∫ t

t−τ
ea(s−t) ˙̄ηT (s)Z1 ˙̄η(s)ds

− τ̃

∫ t−τ

t−τ̄
ea(s−t) ˙̄ηT (s)Z2 ˙̄η(s)ds

= − aV1 + η̃
T (t)δT

1

{
P(IN ⊗ A) + (IN ⊗ A)T P + aP

}
δ1η̃(t)

+ η̃T (t)δT
1 Q1δ1η̃(t) − 2γη̃T (t)δT

1 PK(H ⊗ In)δ2η̃(t)
+ e−aτη̃T (t)δT

3 (Q2 − Q1)δ3η̃(t) − e−aτ̄η̃T (t)δT
4 Q2δ4η̃(t)

− τ

∫ t

t−τ
ea(s−t) ˙̄ηT (s)Z1 ˙̄η(s)ds − τ̃

∫ t−τ

t−τ̄
ea(s−t) ˙̄ηT (s)Z2 ˙̄η(s)ds

+ ˙̄ηT (t)(τ2Z1 + τ̃
2Z2) ˙̄η(t), (4.5)
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where η̃(t) =
[
η̄T (t), η̄T (t − τ(t)), η̄T (t − τ), η̄T (t − τ̄)

]T
. δi (i = 1, . . . , 4) is defined as a block entry

matrix, and δi j = δi − δ j, for instance, δ1 = [INn, 0, 0, 0], δ2 = [0, INn, 0, 0], and δ12 = [INn,−INn, 0, 0].
Based on Lemmas 2.4 and 2.5, one obtains that

−τ

∫ t

t−τ
ea(s−t) ˙̄ηT

i (s)Z1 ˙̄ηi(s)ds ≤ −e−aτη̃T (t)δT
13Z1δ13η̃(t) (4.6)

and

−τ̃

∫ t−τ

t−τ̄
ea(s−t) ˙̄ηT

i (s)Z2 ˙̄ηi(s)ds

≤ −
τ̃e−aτ̄

τ̄ − τ(t)
η̃T (t)δT

24Z2δ24η̃(t) −
τ̃e−aτ̄

τ(t) − τ
η̃T (t)δT

32Z2δ32η̃(t)

≤ − e−aτ̄η̃T (t)
[
δ24

δ32

]T [
Z2 S
S T Z2

] [
δ24

δ32

]
η̃(t). (4.7)

From (4.5)–(4.7), applying the Schur complement lemma derives that

V̇1(t) ≤ −aV1(t) + η̃T (t)Φη̃(t). (4.8)

It is clear that if Φ < 0, then V1(t) ⩽ e−a(t−t0)V1(t0).
Case 2: For t ∈ ΓD(t0, t), similar to the case without DoS attacks in (4.5), substituting −b for a

yields that

V̇1 =bV1 + η̃
T (t)δT

1

[
P(IN ⊗ A) + (IN ⊗ A)T P − bP

]
δ1η̃(t) + η̃T (t)δT

1 Q1δ1η̃(t)

+ ebτη̃T (t)δT
3 (Q2 − Q1)δ3η̃(t) − ebτ̄η̃(t)TδT

4 Q2δ4η̃(t)

− τ

∫ t

t−τ
e−b(s−t) ˙̄ηT (s)Z1 ˙̄η(s)ds − τ̃

∫ t−τ

t−τ̄
e−b(s−t) ˙̄ηT (s)Z2 ˙̄η(s)ds

+ ˙̄ηT (t)(τ2Z1 + τ̃
2Z2) ˙̄η(t). (4.9)

Applying the Schur complement lemma yields that

V̇1(t) ≤ bV1(t) + η̃T (t)Ψη̃(t). (4.10)

It is clear that if Ψ < 0, then V1(t) ⩽ eb(t−t0)V1(t0) .
Case 3: We take into account two potential scenarios of DoS attacks in the time domain. Defining

[tn−1 + ∆n−1, tn) ≜ Tn1 and [tn, tn + ∆n] ≜ Tn2, and according to (4.8) and (4.10), one obtains thatV1(t) ⩽ e−a(t−tn−1−∆n−1)V1 (tn−1 + ∆n−1) , t ∈ Tn1,

V1(t) ⩽ eb(t−tn)V1 (tn) , t ∈ Tn2.
(4.11)

From (4.11) and Assumption 3.5, if t ∈ Tn1, we get

V1(t) ≤ e−a|Γ̃N (t0,t)|eb|Γ̃D(t0,t)|V1(t0). (4.12)
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Similarly, if t ∈ Tn2, one has

V1(t) ≤ eb(t−tn)V1 (tn)

≤ eb(t−tn)e−a(tn−tn−1−∆n−1)V1 (tn−1 + ∆n−1)

≤ · · · ⩽ e−a|Γ̃N (t0,t)|eb|Γ̃D(t0,t)|V1(t0). (4.13)

Based on (4.12) and (4.13), under Assumption 3.5 and 3.6, we have

e−a|Γ̃N (t0,t)|eb|Γ̃D(t0,t)|

= e−a(t−t0−|Γ̃D(t0,t)|)eb|Γ̃D(t0,t)|

⩽ e−a(t−t0)e(a+b)
(
Γ0+

t−t0
Γ1
+(Π0+

t−t0
Π1
+1)∆∗

)

⩽ e(a+b)(Γ0+(1+Π0)∆∗)e(t−t0)
(
−a+ a+b

Γ1
+

(a+b)∆∗
Π1

)
. (4.14)

From (4.12)–(4.14), we can deduce that limt→∞ V1(t) = 0 under the aforementioned DoS attack
scenarios, which implies that η̄i converges exponentially to zero. This completes the proof.

Remark 2. The quantitative relationship between the attack intensity and the linear matrix inequality
(LMI) feasibility is characterized by the condition −a + a+b

Γ1
+

(a+b)∆∗
Π1
< 0 given in Theorem 4.1. Here,

the attack intensity is captured by two DoS attack parameters Γ1 and Π1. The design parameters a
and b correspond to the convergence rates of the Lyapunov function during attack-free periods and
under DoS attacks, respectively. When the combined attack duration and frequency—which are
inversely related to Γ1 and Π1 —exceed a certain level, the inequality condition fails and the LMIs in
Theorems 4.1 and 4.2 become infeasible. Due to the coupling relationship between parameters Γ1 and
Π1 in the inequality, it is difficult to obtain the maximum tolerable attack intensity. However, the
inequality condition offers an effective design guideline: For given attack parameters Γ1 and Π1, one
can adjust the convergence rate parameters a and b such that the inequality condition holds.

In Theorem 4.1, due to the existence of matrices PK, α2Z1 + τ̃
2Z2, and its inverse matrix, the matrix

inequalities Φ < 0 and Ψ < 0 do not have linear forms. By multiplying both sides of matrices Φ and Ψ
by X = diag{INn, INn, INn, INn, P}, setting P = K−1, and applying the inequality −P(τ2Z1 + τ̃

2Z2)−1P ≤
µ2(τ2Z1 + τ̃

2Z2) − 2µP with µ > 0 being a constant, the matrix inequalities Φ < 0 and Ψ < 0 can be
converted into LMIs, as stated in the following theorem.

Theorem 4.2. Suppose that Theorem 4.1 is satisfied. For a given positive constant µ, one has Φ̃ < 0
and Ψ̃ < 0, where Φ̃ and Ψ̃ are given in Appendix B.

4.2. Filter design

Affected by the combined influence of DoS attacks and sampled data, the high-order derivatives
of ηi(t) do not exist at switching instants, and this problem hinders the smooth implementation of the
backstepping method. Drawing on the idea of [37], this paper proposes the following filter to estimate
the 2nd to nth derivatives of ηi(t).

Define a variable ξi1 to represent the estimation of ηi, where ξi1 admits derivatives up to the nth
order, specified as

ξ̇i1 = Aξi1 − σ(ξi1 − ξi2),
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ξ̇i2 = Aξi2 − σ(ξi2 − ξi3),
. . .

ξ̇i,n−1 = Aξi,n−1 − σξ̄i,n−1, (4.15)

where ξ̄i,n−1 = ξi,n−1 − ηi and σ > 0 is a design parameter satisfying A − σI < 0.
From (4.2) and (4.15), one obtains that

˙̄ξi,n−1 = (A − σI)ξ̄i,n−1 + γKi

N∑
j=1

āi j[η̄i(t − τ(t)) − η̄ j(t − τ(t))]

+ γKib̄iη̄i(t − τ(t)). (4.16)

It follows from A − σI < 0 and the exponential convergence of η̄i that ξ̄i,n−1 converges to
zero exponentially.

Let ξ̃i1 = ξi1 − ξi2, ξ̃i2 = ξi2 − ξi3, . . ., ξ̃i,n−2 = ξi,n−2 − ξi,n−1. From (4.15), we have
˙̃ξi1 = (A − σI)ξ̃i1 + σξ̃i2,
˙̃ξi2 = (A − σI)ξ̃i2 + σξ̃i3,
. . .

˙̃ξi,n−2 = (A − σI)ξ̃i,n−2 + σξ̄i,n−1. (4.17)

It follows from the exponential convergence of ξ̄i,n−1 that ξ̃i1, ξ̃i2, . . . , and ξ̃i,n−2 also converge to
zero exponentially.

Remark 3. The design idea of filter (4.17) is borrowed from [25], where the filter parameters are
required to be Hurwitz coefficients. Unlike [25], the filter parameter in this paper only needs to be set
as a positive design parameter.

5. State observer design

A state observer is constructed as follows:
˙̂xiq = x̂i,q+1 + liq (x̆i1 − x̂i1) q = 1, . . . , n − 1,
˙̂xin = uiD + lin (x̆i1 − x̂i1) ,
ŷi = x̂i1,

(5.1)

where x̂iq, q = 1, 2, . . . , n are the states of the observer for agent i and liq > 0, q = 1, 2, . . . , n are design
parameters. Let ˆ̄xiq = [x̂i1, . . . , x̂iq]T and x̂i = [x̂i1, . . . , x̂in]T be the full state vector.

Define the observer error ei = xi − x̂i = [ei1, . . . , ein]T , and one has

ėi = Aiei + gi + di − liωs, (5.2)

where Ai =



−li1 1 0 · · · 0
−li2 0 1 · · · 0
...

...
... · · ·

...

−li,n−1 0 0 · · · 1
−lin 0 0 · · · 0


, gi =


gi1(xi1)
gi2(x̄i2)
...

gin(x̄in)

 , li =


li1

li2
...

lin

, di =


di1

di2
...

din

, and ∥di∥ ≤ d̄i with d̄i

being a constant.
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Select the vector li to ensure that Ai is Hurwitz, so for a given matrix Qi > 0, there exists a positive
definite matrix Pi such that AT

i Pi + PiAi = −Qi.
Define the Lyapunov function V0 as

V0 =

n∑
i=1

Vi0 =

n∑
i=1

1
ai

eT
i Piei, (5.3)

where ai = ∥Pi∥∥li∥s̄i1w−1
i1 .

Its time derivative is

V̇i0 = −
1
ai

eT
i Qiei +

2
ai

eT
i Pi (gi + di − liωs)

= −
1
ai

eT
i Qiei +

2
ai

eT
i Pi (gi + di) −

2
ai

eT
i Piliωs. (5.4)

According to Lemma 2.3, it derives that

2
ai

eT
i Pi(gi + di) ≤ 2τ(1)

i0 ∥ei∥
2 +

w2
i1

τ(1)
i0 ∥li∥

2 s̄2
i1

∥gi∥
2 +

w2
i1

τ(1)
i0 ∥li∥

2 s̄2
i1

d̄2
i , (5.5)

where τ(1)
i0 > 0 is a constant.

For the unknown nonlinear term w2
i1

∥li∥2 s̄2
i1
∥gi∥

2 in (5.5), according to Lemma 2.1, an FLS θTi0φi0 is

utilized such that w2
i1

∥li∥2 s̄2
i1
∥gi∥

2 = θTi0ϕi0(x̄in) + ϵi0, where x̄in = [xi1, . . . , xin]T and ϵi0 is the approximation

error satisfying |ϵi0| ≤ ϵ̄i0. With the fact that 0 < ϕT
i0ϕi0 ≤ 1, one has w2

i1
∥li∥2 s̄2

i1
∥gi∥

2 ≤ ∥θi0∥∥ϕi0∥ + |ϵi0| ≤

ϑi0 + ϵ̄i0, where ϑi0 = ∥θi0∥.
Thus,

V̇i0 ≤ −
1
ai

eT
i Qiei + 2τ(1)

i0 ∥ei∥
2 +

w2
i1

τ(1)
i0 ∥li∥

2 s̄2
i1

d̄2
i +

1

τ(1)
i0

(ϑi0 + ϵ̄i0)

−
2
ai

eT
i Piliωs

≤ − c(0)
i0 eT

i ei −
2
ai

eT
i Piliωs + Mi0, (5.6)

where c(0)
i0 =

1
ai
λmin(Qi) − 2τ(1)

i0 and Mi0 =
1
τ(1)

i0
(ϑi0 + ϵ̄i0) + w2

i1

τ(1)
i0 ∥li∥

2 s̄2
i1

d̄2
i .

6. Adaptive control design

Define the following coordinate transformation:

zi1 = x̆i1 −Cξi1,

ziq = x̂iq − αi,q−1, q = 2, . . . , n, (6.1)

where αi,q−1 is the virtual controller.
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The adaptive backstepping design procedure is presented as follows:
Step 1: From (3.1) and (3.6), one gets

żi1 = ˙̆xi1 −Cξ̇i1
=ẇi1xi1 + wi1 (zi2 + αi1 + ei2 + gi1(x̄i1) + di1) −Cξ̇i1. (6.2)

Construct the Lyapunov function Vi1 as

Vi1 = Vi0 +
1
2

z2
i1 +

1
2wi1

ϑ̃2
i1, (6.3)

where ϑ̃i1 = ϑi1 − wi1ϑ̂i1 and ϑ̂i1 is the estimation of ϑi1. The definition of ϑi1 will be given later.
Its time derivative is calculated as

V̇i1 =V̇i0 + zi1żi1 − ϑ̃i1
˙̂ϑi1

= − c(0)
i0 eT

i ei −
2
ai

eT
i Piliωs + zi1

[
ẇi1xi1 + wi1 (zi2 + αi1 + ei2 + gi1(x̄i1)

+di1) −Cξ̇i1
]
− ϑ̃i1

˙̂ϑi1 + Mi0

= − c(0)
i0 eT

i ei + zi1ẇi1 (ei1 + x̂i1) + zi1

[
wi1 (zi2 + αi1 + ei2 + gi1(x̄i1)

+di1) −Cξ̇i1
]
− ϑ̃i1

˙̂ϑi1 −
2
ai

eT
i Pilisi1w−1

i1 (zi1 +Cξi1) + Mi0. (6.4)

Using Lemma 2.3, one has

zi1ẇi1ei1 ≤ τ
(1)
i1 ∥ei∥

2 +
1

4τ(1)
i1

w̄2
i2z2

i1, (6.5)

zi1ẇi1 x̂i1 ≤ zi1w̄i2 x̂i1 tanh(
zi1w̄i2 x̂i1

τ(2)
i1

) + 0.2785τ(2)
i1 , (6.6)

−
2
ai

eT
i Pilisi1w−1

i1 (zi1 +Cξi1) ≤ 2∥ei∥
2 +

1

τ(2)
i1

z2
i1 +

1

τ(2)
i1

εi1, (6.7)

zi1wi1 (zi2 + ei2) ≤τ(3)
i1 ∥ei∥

2 + τ(3)
i1 z2

i2 +
1

2τ(3)
i1

w̄2
i1z2

i1, (6.8)

and

zi1wi1di1 ≤ τ
(4)
i1 d̄2

i1 +
1

2τ(4)
i1

w̄2
i1z2

i1, (6.9)

where ∥Cξi1∥2 ≤ εi1, and εi1 and τ(l)
i1 for l = 1, 2, . . . , 4 are positive constants.
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Let

Gi1(Xi1) =
( 1

4τ(1)
i1

w̄2
i2 +

1

τ(2)
i1

+
1

2τ(3)
i1

w̄2
i1 +

1

2τ(4)
i1

w̄2
i1

)
zi1 −Cξ̇i1

+ w̄i2 x̂i1 tanh(
zi1w̄i2 x̂i1

τ(2)
i1

) + gi1(x̄i1), (6.10)

where Xi1 = [x̆i1, x̂i1, ξi1, ξ̇i1]T .
Thus,

V̇i1 ≤ − c(1)
i0 eT

i ei + zi1wi1αi1 + zi1Gi1(Xi1) − ϑ̃i1
˙̂ϑi1 + τ

(3)
i1 z2

i2

+ Mi0 + τ
(4)
i1 d̄2

i1 +
1

τ(2)
i1

εi1 + 0.2785τ(2)
i1 , (6.11)

where c(1)
i0 = c(0)

i0 − τ
(1)
i1 − τ

(3)
i1 − 2.

Using an FLS θTi1ϕi1 to approximate the unknown function Gi1, one gets Gi1 = θ
T
i1ϕi1 + ϵi1, where ϵi1

is the estimation error satisfying |ϵi1| ≤ ϵ̄i1 with ϵ̄i1 being a constant. Thus,

zi1Gi1 =zi1(θTi1ϕi1 + ϵi1)

≤ϑi1φi1zi1 tanh(
zi1φi1

γ(3)
i1

) + 0.2875γ(3)
i1 ϑi1, (6.12)

where ϑi1 = max{ϵ̄i1, ∥θi1∥}, φi1 = 1 + ∥ϕi1∥, and γ(3)
i1 > 0 is a design parameter.

The virtual controller αi1 and the adaptive law ˙̂ϑi1 are designed as

αi1 = −γ
(1)
i1 zi1 − ϑ̂i1φi1 tanh(

zi1φi1

γ(3)
i1

) (6.13)

and

˙̂ϑi1 = −γ
(2)
i1 ϑ̂i1 + zi1φi1 tanh(

zi1φi1

γ(3)
i1

), (6.14)

where γ(1)
i1 , γ

(2)
i1 are positive design parameters.

In accordance with (6.11)–(6.14), it can be obtained that

V̇i1 ≤ −c(1)
i0 eT

i ei − γ
(1)
i1 z2

i1 + γi1ϑ̃i1ϑ̂i1 + τ
(3)
i1 z2

i2 + Mi1, (6.15)

where Mi1 = Mi0 +
1
τ(2)

i1
εi1 + 0.2785γ(3)

i1 ϑi1 + 0.2785τ(2)
i1 + τ

(4)
i1 d̄2

i1.
Step p (2 ⩽ p ⩽ n − 1): From (6.1), we have

żip = ˙̂xi1 − α̇i,p−1

=zi,p+1 + αip + lip (x̆i1 − x̂i1) − α̇i,p−1. (6.16)

Define the Lyapunov function Vip as

Vip = Vi,p−1 +
1
2

z2
ip +

1
2
ϑ̃2

ip, (6.17)

Electronic Research Archive Volume 34, Issue 3, 1857–1884.



1871

where ϑ̃ip = ϑip − ϑ̂ip and ϑ̂ip is the estimation of ϑip. The definition of ϑip will be given later.
The derivative of Vip is calculated as

V̇ip =V̇i,p−1 + zipżip − ϑ̃ip
˙̂ϑip

= − c(1)
i0 eT

i ei −

p−1∑
j=1

γ(1)
i j z2

i j +

p−1∑
j=1

γ(2)
i j ϑ̃i jϑ̂i j + τ

(3)
i,p−1z2

ip + Mi,p−1

+ zip

[
zi,p+1 + αip + lip

(
w−1

i1 + 1
)

(zi1 +Cξi) − α̇i,p−1

]
− ϑ̃ip

˙̂ϑip. (6.18)

Using Lemma 2.3, one has

lip(w−1
i1 + 1)zipzi1 ≤ lipw−1

i1 zipzi1 tanh(
ziplipw−1

i1 zi1

τ(1)
ip

) + 0.2785τ(1)
ip , (6.19)

lip(w−1
i1 + 1)zipCξi ≤ lipw−1

i1 zipCξi1 tanh(
ziplipw−1

i1 Cξi1

τ(2)
ip

) + 0.2785τ(2)
ip , (6.20)

and

zipzi,p+1 ≤
1

4τ(3) z2
ip + τ

(3)
ip z2

i,p+1, (6.21)

where τ(l)
ip for l = 1, 2, 3 are positive constants.

Let

Gip(Xip) =lipw−1
i1 zi1 tanh(

ziplipw−1
i1 zi1

τ(1)
ip

) + lipw−1
i1 Cξi1 tanh(

ziplipw−1
i1 Cξi1

τ(1)
ip

)

+
(
τ(3)

i,p−1 +
1

4τ(3)

)
zip −

p−1∑
j=1

∂αi,p−1

∂x̂i j

[
x̂i, j+1 + li j (x̆i1 − x̂i1)

]
−

p−1∑
j=0

∂αi,p−1

∂ξ
( j)
i1

ξ
( j+1)
i1 −

p−1∑
j=1

∂αi,p−1

∂ϑ̂i j

˙̂ϑi j, (6.22)

where Xip = [x̆i1, ˆ̄xip, ξi1, ξ̇i1, . . . , ξ
(p)
i1 , ϑ̂i1, . . . , ϑ̂i,p−1]T .

Thus,

Vip ≤ − c(1)
i0 eT

i ei −

p−1∑
j=1

γ(1)
i j z2

i j +

p−1∑
j=1

γ(2)
i j ϑ̃i jϑ̂i j + zipαip + zipGip(Xip)

− ϑ̃ip
˙̂ϑip + τ

(3)
ip z2

i,p+1 + Mi,p−1 + 0.2785τ(1)
ip + 0.2785τ(2)

ip . (6.23)

Utilizing an FLS θTipϕip to approximate the unknown function Gip, one gets Gip = θ
T
ipϕip + ϵip, where

ϵip is the estimation error satisfying |ϵip| ≤ ϵ̄ip with ϵ̄ip being a constant. Thus,

zipGip =zip(θTipϕip + ϵip)
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≤ϑipφipzip tanh(
zipφip

γ(3)
ip

) + 0.2875γ(3)
ip ϑip, (6.24)

where ϑip = max{ϵ̄ip, ∥θip∥}, φip = 1 + ∥ϕip∥, and γ(3)
ip > 0 is a design parameter.

The virtual controller αip and the adaptive law ˙̂ϑip are designed as

αip = −γ
(1)
ip zip − ϑ̂ipφip tanh(

zipφip

γ(3)
ip

) (6.25)

and

˙̂ϑip = −γ
(2)
ip ϑ̂ip + zipφip tanh(

zipφip

γ(3)
ip

), (6.26)

where γ(1)
ip , γ

(2)
ip are positive design parameters.

In accordance with (6.24)–(6.26), it can be obtained that

V̇ip ≤ − c(1)
i0 eT

i ei −

p∑
j=1

γ(1)
i j z2

i j +

p∑
j=1

γi jϑ̃i jϑ̂i j + τ
(3)
ip z2

i,p+1 + Mip, (6.27)

where Mip = Mi,p−1 + 0.2785τ(1)
ip + 0.2785τ(2)

ip + 0.2785γ(3)
ip ϑip.

Step n: From (5.1) and (6.1), one gets that

żin = ˙̂xin − α̇i,n−1

=uiD + lin (x̆i1 − x̂i1) − α̇i,n−1. (6.28)

Construct the following Lyapunov function candidate Vin as

Vin = Vi,n−1 +
1
2

z2
in +

1
2
ϑ̃2

in, (6.29)

where ϑ̃in = ϑin − ϑ̂in and ϑ̂in is the estimation of ϑin. The definition of ϑin will be given later.
Its time derivative can be calculated as

V̇in = − c(1)
i0 eT

i ei −

n−1∑
j=1

γ(1)
i j z2

i j +

n−1∑
j=1

γi jϑ̃i jϑ̂i j + τ
(3)
i,n−1zin + Mi,n−1

+ zin

[
qi(1 + ρi)ui + pi + lin(w−1

i1 + 1) (zi1 +Cξi1) − α̇i,n−1

)
]

− ϑ̃in
˙̂ϑin. (6.30)

From Lemma 2.3, one has

lin(w−1
i1 + 1)zinzi1 ≤ linw−1

i1 zinzi1 tanh(
zinlinw−1

i1 zi1

τ(1)
in

) + 0.2785τ(1)
in , (6.31)

lin(w−1
i1 + 1)zinCξi ≤ linw−1

i1 zinCξi1 tanh(
zinlinw−1

i1 Cξi1

τ(2)
in

) + 0.2785τ(2)
in , (6.32)
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zin

[
qi (ρi + 1) ui − ui

]
≤zin(q̄i + 1)ūi tanh

zin(q̄i + 1)ūi

τ(3)
in


+ 0.2785τ(3)

in , (6.33)

and

zin pi ≤ zin p̄i tanh(
zin p̄i

τ(4)
in

) + 0.2785τ(4)
in , (6.34)

where τ(l)
in for l = 1, 2, 3, 4 are positive constants.

Let

Gin(Xin) =linw−1
i1 zi1 tanh(

zinlinw−1
i1 zi1

τ(1)
in

) + linw−1
i1 Cξi1 tanh(

zinlinw−1
i1 Cξi1

τ(2)
in

)

+
(
τ(3)

i,n−1 + p̄i tanh(
zin p̄i

τ(4)
in

)
)
zin −

n−1∑
j=0

∂αi,n−1

∂ξ
( j)
i1

ξ
( j+1)
i1

−

n−1∑
j=1

∂αi,n−1

∂ϑ̂i j

˙̂ϑi j −

n−1∑
j=1

∂αi,n−1

∂x̂i j

[
x̂i, j+1 + li j (x̆i1 − x̂i1)

]
+ (q̄i + 1)ūi tanh

zin(q̄i + 1)ūi

τ(3)
in

 + p̄i tanh(
zin p̄i

τ(4)
in

), (6.35)

where Xin = [x̆i1, ˆ̄xin, ξi1, ξ̇i1, . . . , ξ̇
(n)
i1 , ϑ̂i1, . . . , ϑ̂i,n−1]T .

Thus,

Vin ≤ − c(1)
i0 eT

i ei −

n−1∑
j=1

γ(1)
i j z2

i j +

n−1∑
j=1

γi jϑ̃i jϑ̂i j + zinui + zinGin(Xin)

− ϑ̃in
˙̂ϑin + Mi,n−1 + 0.2785τ(1)

in + 0.2785τ(2)
in + 0.2785τ(3)

in

+ 0.2785τ(4)
in . (6.36)

Applying an FLS θTinϕin to approximate the unknown function Gin, one gets Gin = θ
T
inϕin + ϵin, where

ϵin is the estimation error satisfying |ϵin| ≤ ϵ̄in with ϵ̄in being a positive constant.
Thus,

zinGin =zin(θTinϕin + ϵin)

≤ϑinφinzin tanh(
zinφin

γ(3)
in

) + 0.2875γ(3)
in ϑin, (6.37)

where ϑin = max{ϵ̄in, ∥θin∥}, φin = 1 + ∥ϕin∥, and γ(3)
in > 0 is a design parameter.

The dead-zone input ui and the adaptive law ˙̂ϑin are designed as

ui = −γ
(1)
in zin − ϑ̂inφin tanh(

zinφin

γ(3)
in

) (6.38)
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and

˙̂ϑin = −γ
(2)
in ϑ̂in + zinφin tanh(

zinφin

γ(3)
in

), (6.39)

where γ(1)
in , γ

(2)
in are positive design parameters.

In accordance with (6.35)–(6.39), it can be obtained that

V̇in ≤ − c(1)
i0 eT

i ei −

n∑
j=1

γ(1)
i j z2

i j +

n∑
j=1

γi jϑ̃i jϑ̂i j + Min, (6.40)

where Min = Mi,n−1 + 0.2785τ(1)
in + 0.2785τ(2)

in + 0.2785τ(3)
in + 0.2785τ(4)

in + 0.2785γ(3)
in ϑin.

7. Main results

Theorem 7.1. Consider the MAS (3.1) with the deception attacks, the DoS attacks, and the dead
zone. Under Assumptions 3.1–3.6, provided that the conditions in Theorems 4.1 and 4.2 are satisfied,
by employing adaptive laws (6.14), (6.26), (6.39) and virtual controllers (6.13), (6.25), (6.38), the
following properties are ensured:

1) All variables in the controlled MAS are bounded;
2) Tracking error yi − y0 (i = 1, 2, . . . ,N) converges to a neighborhood of the origin.

Proof: Construct the Lyapunov function V as

V =
N∑

i=1

Vin. (7.1)

From (6.40), one obtains that

V̇ ≤ −
N∑

i=1

c(1)
i0 eT

i ei −

n∑
j=1

γ(1)
i j z2

i j +

n∑
j=1

γ(2)
i j ϑ̃i jϑ̂i j + Min. (7.2)

Using Young’s inequality, one has

ϑ̃i jϑ̂i j ≤ −
ϑ̃2

i j

2
+
ϑ2

i j

2
. (7.3)

Substituting (7.3) into (7.2), we have

V̇ ≤ −
n∑

i=1

c(1)
i0 eT

i ei −

n∑
j=1

γ(1)
i j z2

i j −

n∑
j=1

γ(2)
i j

2
ϑ̃2

i j +

n∑
j=1

γ(2)
i j

2
ϑ2

i j + Min

≤ − cV + M, (7.4)

where c = min{c(1)
i0 , γ

(1)
i j ,

γ(2)
i j

2 } and M = Min +
∑n

j=1
γ(2)

i j

2 ϑ
2
i j.
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Integrating both sides of (7.4) from 0 to t results in

0 ≤ V ≤ V(0)e−ct +
M
c
. (7.5)

Hence, we obtain that ∥ei∥ ≤

√
ai M

cλmin(Pi)
, ∥zi∥ ≤

√
2M
c with zi = [zi1, ..., zin]T , ∥ϑ̃i1∥ ≤

√
2w̄i1 M

c ,

and ∥ϑ̃iq∥ ≤

√
2M
c , q = 2, . . . , n, as t → +∞. Therefore, all variables in the controlled MAS are

bounded. Since

|yi − y0| =|xi1 −Cη0| = |
zi1 +Cξi1 −Cη0 +Cη0

wi1
−Cη0|

=|
zi1 +C(ξi1 − η0)

wi1
+

(
1

wi1
− 1

)
Cη0|

≤
1

wi1

|zi1| + ∥C∥∥ξi1 − η0∥ + (
1

wi1

+ 1)∥C∥∥η0∥,

along with the boundedness of zi1 and η0 and the exponential convergence of ξi1, it follows that |yi − y0|

converges to a neighborhood containing the origin. This completes the proof.

Remark 4. The computational complexity of the algorithm can be analyzed from the following
aspects: First, high-dimensional LMIs can be solved via offline computation without occupying online
computing resources. Second, for large-scale MASs, the proposed algorithm features a distributed
property, where each agent only involves the local information of neighboring agents through
distributed computation, thus greatly reducing the computational burden. Third, for high-dimensional
estimated parameter vectors such as those in FLSs, the 2-norm is introduced to convert the
high-dimensional estimated parameter vectors into scalars, which significantly lowers the
computational complexity of the algorithm.

Remark 5. Even under milder conditions, e.g., in the absence of external disturbances, it is difficult
to achieve asymptotic tracking performance. This is due to the difficulty in accurately estimating the
uncertain nonlinear dynamics existing in the system. However, we can adjust the design parameters to
minimize the neighborhood around the origin as much as possible.

8. Simulation

In this section, the effectiveness of the proposed method is illustrated through computer simulation.
Consider an MAS including a leader and four one-link manipulators. The interconnected

relationship among these five agents is depicted in Figure 1. The four manipulators are described by

τ(1)
i p̈i + τ

(2)
i ṗi + τ

(3)
i sin(pi) = ui +ϖi, i = 1, 2, 3, 4, (8.1)

where τ(1)
i , τ

(2)
i , and τ(3)

i are unknown constants. p̈i, ṗi, and pi are the link acceleration, the angular
velocity and the angle of the rigid link, respectively. ϖi is the torque disturbance.

Letting xi1 = pi and xi2 = ṗ1, from (8.1), one has
ẋi1 = xi2,

ẋi2 =
1
τ(1)

i
ui(t) −

τ(2)
i

τ(1)
i

xi2 −
τ(3)

i

τ(1)
i

sin(xi1) + 1
τ(1)

i
ϖi,

yi = xi1, i = 1, 2, 3, 4.

(8.2)
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Here, as an example, let τ(1)
i = 1, τ(2)

i = 1, τ(3)
i = 0.01, and ϖi = 0.1 cos(t).

The fuzzy membership functions are selected as µFl
p
(xp) = exp(−(xp + 2.5 − 0.5l)2/8) for l =

1, 2, ..., 9. Thus, the fuzzy basis functions can be obtained as

φ(l)
i1 (Xi1) =

∏4
p=1 µFl

p
(Xp

11)∑9
l=1

(∏4
p=1 µFl

p
(Xp

11)
) , i = 1, 2, 3, 4, l = 1, 2, . . . , 9 (8.3)

and

φ(l)
i2 (Xi2) =

∏7
p=1 µFl

p
(Xp

i2)∑9
l=1

(∏7
p=1 µFl

p
(Xp

i2)
) , i = 1, 2, 3, 4, l = 1, 2, . . . , 9, (8.4)

where

X11 = [X1
11, X

2
11, X

3
11, X

4
11]T = [x̆11, x̂11, ξ11, ξ̇11]T ,

X21 = [X1
21, X

2
21, X

3
21, X

4
21]T = [x̆21, x̂21, ξ21, ξ̇21]T ,

X31 = [X1
31, X

2
31, X

3
31, X

4
31]T = [x̆31, x̂31, ξ31, ξ̇31]T ,

X41 = [X1
41, X

2
41, X

3
41, X

4
41]T = [x̆41, x̂41, ξ41, ξ̇41]T ,

X12 = [X1
12, X

2
12, . . . , X

7
12]T = [x̆11, x̂11, x̂12, ξ11, ξ̇11, ξ

(2)
11 , ϑ̂11]T ,

X22 = [X1
22, X

2
22, . . . , X

7
22]T = [x̆21, x̂21, x̂22, ξ21, ξ̇21, ξ

(2)
21 , ϑ̂21]T ,

X32 = [X1
32, X

2
32, . . . , X

7
32]T = [x̆31, x̂31, x̂32, ξ31, ξ̇31, ξ

(2)
31 , ϑ̂31]T ,

X42 = [X1
42, X

2
42, . . . , X

7
42]T = [x̆41, x̂41, x̂42, ξ41, ξ̇41, ξ

(2)
41 , ϑ̂41]T ,

and the fuzzy basis function vectors are given by φi j = [φ(1)
i j (Xi j), . . . , φ

(9)
i j (Xi j)]T for i = 1, . . . , 4 and

j = 1, 2.
The leader agent is described by the following dynamical equation:η̇0 = Aη0,

y0 = Cη0,

with A =
[

0 0.1
−0.1 0

]
and C =

[
1 0

]
.

The time-delay τp is randomly generated within the time interval [0.001, 0.1], thus τ = 0.001 and
τ̄ = 0.2 by setting the sampling period h = 0.1. Solving the LMIs (B.1) and (B.2) in Theorem 7.1
with a = 0.5, b = 5, and µ = 10, we obtain the gain matrix K in (4.3). The DoS attack intervals
are selected as {[0.01, 0.21) ∪ [0.9, 1.2) ∪ [2.2, 2.4) ∪ [3.1, 3.4) ∪ [3.7, 3.8) ∪ [4.9, 5.1) ∪ [6.9, 7.1) ∪
[7.5, 7.8) ∪ [8.9, 9.1) ∪ [10.5, 10.7) ∪ [11.1, 11.3)}. The main parameters are selected as li1 = li2 = 5,
γ(1)

i1 = γ
(1)
i2 = 50, γ(2)

i1 = γ
(2)
i2 = 50, γ(3)

i1 = γ
(3)
i2 = 5, bil = 0.1, bir = 0.1, qir = 0.2, and qil = 0.2 for

i = 1, 2, 3, 4, and σ = 2.5.

Figure 1. Interconnected graph.
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The simulation is conducted within 10 seconds, and the simulation results are presented in
Figures 2–7 to validate the effectiveness of the proposed control scheme in the presence of deception
attacks and DoS attacks. The tracking performances of the system outputs and the observer outputs
with respect to the leader signal are shown in Figures 2 and 3, respectively. It can be observed that the
output signals track the leader signal well. Figure 4 depicts the curves of the state estimation errors η̄i,
i = 1, . . . , 4. As shown in Figure 4, the estimation errors quickly converge to a small neighborhood of
the origin, demonstrating the effectiveness of the proposed distributed estimator. Figure 5 shows the
evolution of the adaptive parameters ϑ̂i j. These parameters are updated online via the designed
adaptive laws and eventually converge to bounded values, demonstrating the effectiveness of the
adaptive mechanism in compensating for system uncertainties and attack-induced disturbances.
Figure 6 presents the curves of dead-zone controller uiD and the control input ui. The control signal
remains zero within the dead-zone range and varies continuously outside of it, conforming to the
physical characteristics of the actuator, with no significant chattering observed. Figure 7 displays the
curves of observer errors for four agents. The observer errors converge rapidly in the initial phase and
exhibit minor fluctuations during attack periods, which further demonstrates the effectiveness of the
observer design.

Figure 2. The trajectories of y0 and yi with DoS attacks.

Remark 6. Unlike [25, 27] that only target a single type of attack and neglect deception attacks and
input dead zones, the method proposed in this paper can simultaneously suppress the adverse effects
caused by deception attacks, DoS attacks, and asymmetric input dead zones; different from [13,14] that
rely on prior knowledge such as dead-zone boundary parameters to achieve compensation, the fuzzy
adaptive scheme proposed in this paper can accomplish effective dead-zone compensation without
any parameter calibration. In contrast to the designs of [24, 30], which adopt simple leader models,
this paper introduces a more general high-order leader dynamic model that is more consistent with
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practical application scenarios; unlike the methods [34] using continuous state feedback, this paper
processes sampled data by introducing artificial time delay and then constructs a distributed leader-
state estimator, which is more in line with the requirements of practical engineering applications.

Figure 3. The trajectories of y0 and ŷi with DoS attacks.

Figure 4. The curves of estimation error η̄i with DoS attacks.
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Figure 5. The curves of adaptive parameter ϑ̂i j .
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Figure 6. The curves of controller uiD and control input ui.
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Figure 7. The curves of observer errors.

9. Conclusions

This study proposes an adaptive tracking scheme for nonlinear MASs subject to deception attacks,
DoS attacks, and input dead zones. The scheme integrates a distributed state estimator, a fuzzy state
observer, and adaptive backstepping control and employs FLSs to approximate unknown nonlinear
dynamics. This method enables the estimation of the leader’s state, compensates for the effects
induced by attacks and disturbances, and ensures the boundedness of all signals in the closed-loop
system as well as the convergence of tracking errors to a small neighborhood of the origin. Simulation
results verify the effectiveness of the proposed method. Future work will extend this research to
constrained scenarios and investigate the fixed-time stability and predefined-time stability of the
closed-loop system.
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Appendix A

Φ =


Φ11 Φ12 Φ13 0 Φ15

⋆ Φ22 Φ23 Φ24 Φ25

⋆ ⋆ Φ33 Φ34 0
⋆ ⋆ ⋆ Φ44 0
⋆ ⋆ ⋆ ⋆ Φ55


(A.1)
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and

Ψ =


Ψ11 0 Ψ13 0 Ψ15

⋆ Ψ22 Ψ23 Ψ24 0
⋆ ⋆ Ψ33 Ψ34 0
⋆ ⋆ ⋆ Ψ44 0
⋆ ⋆ ⋆ ⋆ Ψ55


(A.2)

with Φ11 = P(IN ⊗A)+ (IN ⊗A)T P+ aP+Q1 − e−aτZ1,Φ12 = −γPK(H ⊗ In),Φ13 = e−aτZ1,Φ15 = (IN ⊗

A)T ,Φ22 = e−aτ̄(S T +S )−2e−aτ̄Z2,Φ23 = e−aτ̄(Z2−S ),Φ24 = e−aτ̄(Z2−S T ),Φ25 = −γiK(H⊗ In)T ,Φ33 =

e−aτ(Q2 − Q1 − Z1) − e−aτ̄Z2,Φ34 = e−aτ̄S T ,Φ44 = −e−aτ̄(Z2 + Q2),Φ55 = −(τ2Z1 + τ̃
2Z2)−1,Ψ11 =

P(IN ⊗ A) + (IN ⊗ A)T P − bP + Q1 − ebτR1,Ψ13 = ebτZ1,Ψ15 = (IN ⊗ A)T ,Ψ22 = ebτ̄(S T + S ) −
2ebτ̄Z2,Ψ23 = ebτ̄(Z2 − S ),Ψ24 = ebτ̄(Z2 − S T ),Ψ33 = ebτ(Q2 − Q1 − Z1) − ebτ̄Z2,Ψ34 = ebτ̄S T ,Ψ44 =

−ebτ̄(Z2 + Q2), and Ψ55 = −(τ2Z1 + τ̃
2Z2)−1.

Appendix B

Φ̃ =


Φ̃11 Φ̃12 Φ̃13 0 Φ̃15

⋆ Φ̃22 Φ̃23 Φ̃24 Φ̃25

⋆ ⋆ Φ̃33 Φ̃34 0
⋆ ⋆ ⋆ Φ̃44 0
⋆ ⋆ ⋆ ⋆ Φ̃55


< 0 (B.1)

and

Ψ̃ =


Ψ̃11 0 Ψ̃13 0 Ψ̃15

⋆ Ψ̃22 Ψ̃23 Ψ̃24 0
⋆ ⋆ Ψ̃33 Ψ̃34 0
⋆ ⋆ ⋆ Ψ̃44 0
⋆ ⋆ ⋆ ⋆ Ψ̃55


< 0 (B.2)

with Φ̃11 = P(IN ⊗ A) + (IN ⊗ A)T P + aP + Q1 − e−aτZ1, Φ̃12 = −γ(H ⊗ In), Φ̃13 = e−aτZ1, Φ̃15 = (IN ⊗

A)T P, Φ̃22 = e−aτ̄(S T +S )−2e−aτ̄Z2, Φ̃23 = e−aτ̄(Z2−S ), Φ̃24 = e−aτ̄(Z2−S T ), Φ̃25 = −γ(H⊗ In)T P, Φ̃33 =

e−aτ(Q2 − Q1 − Z1) − e−aτ̄Z2, Φ̃34 = e−aτ̄S T , Φ̃44 = −e−aτ̄(Z2 + Q2), Φ̃55 = µ
2(τ2Z1 + τ̃

2Z2) − 2µP, Ψ̃11 =

P(IN ⊗ A) + (IN ⊗ A)T P − bP + Q1 − ebτR1, Ψ̃13 = ebτZ1, Ψ̃15 = (IN ⊗ A)T P, Ψ̃22 = ebτ̄(S T + S ) −
2ebτ̄Z2, Ψ̃23 = ebτ̄(Z2 − S ), Ψ̃24 = ebτ̄(Z2 − S T ), Ψ̃33 = ebτ(Q2 − Q1 − Z1) − ebτ̄Z2, Ψ̃34 = ebτ̄S T , Ψ̃44 =

−ebτ̄(Z2 + Q2), and Ψ̃55 = µ
2(τ2Z1 + τ̃

2Z2) − 2µP.
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