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Abstract: This work investigated the decentralized load frequency control (LFC) problem for multi-
area power systems with renewable energy sources under aperiodic denial-of-service (DoS) attacks.
A decentralized resilient event-triggered mechanism (DRETM) was proposed, in which a standard
output-based ETM governs transmissions during DoS-free intervals and a forced recovery transmission
is introduced after each DoS-active interval, enabling prompt closed-loop recovery while explicitly
accounting for network transmission delays. A decentralized dynamic output-feedback (DOF) switched
controller was developed without centralized state collection. Sufficient conditions are derived for local
exponential stability and weighted H., attenuation under aperiodic DoS attacks. The neighboring-area
frequency terms were recognised as internal physical interconnection inputs rather than independent
disturbances. After the decentralized controller gains were recovered, the original physical feedback
was explicitly restored and the complete two-area closed loop was verified by a fixed-gain joint stability
condition with two independent equivalent-delay channels.

Keywords: dynamic output-feedback control; aperiodic DoS attacks; resilient event-triggered
mechanism; decentralized load frequency control

1. Introduction

The frequency of a power system is a key indicator of secure and stable operation. With the growth
of electricity demand and renewable generation, modern power systems have become increasingly
interconnected across multiple control areas [1], which improves power-balancing flexibility but also
increases regulation complexity. Load frequency control (LFC) regulates active power generation
to restore system frequency and tie-line power following disturbances [2]. Accordingly, robust H,,
control [3], model predictive control [4], fault-tolerant control [5], and data-driven control [6] have been
investigated for frequency regulation.

Modern LFC increasingly relies on communication networks for real-time information exchange,
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which also exposes frequency regulation to network delays, packet loss, and cyber attacks [7, 8]. Denial-
of-service (DoS) attacks [9], in particular, may interrupt sensor-to-controller measurement transmission
and degrade closed-loop performance. During prolonged DoS-active intervals, controllers may receive
no fresh measurements, which can be particularly detrimental during large load changes [10]. Existing
resilient LFC studies have described communication disruptions using random packet-loss models [11],
periodic DoS attacks [12, 13], and energy-limited DoS processes [14, 15].

To reduce communication burden while maintaining closed-loop regulation under network con-
straints, event-triggered mechanisms have subsequently been widely investigated in networked and
resilient control systems. Event-triggered frequency regulation has also been investigated from de-
centralized, secure, and output-feedback perspectives, including decentralised LFC schemes [16, 17],
secure event-triggered regulation under DoS attacks [2], and observer-based output-feedback control
with communication delays [18]. Among these studies, periodic event-triggered consensus under
switching topology was studied for stochastic multi-agent systems in [19], while a memory-based
adaptive ETM was developed for secure synchronization of Markovian jump neural networks under
DoS attacks in [20]. For networked LFC, Shen et al. [21] proposed a switching-like event-triggered
sliding-mode strategy under energy-limited DoS attacks. These studies demonstrate periodic, adaptive,
and switching-like triggering strategies, but address different subsets of the present problem. In particu-
lar, they do not simultaneously incorporate decentralized output-feedback LFC, bounded time-varying
sampled-data delays, aperiodic DoS frequency/duration constraints, and explicit post-DoS recovery
within one switched framework. The present DRETM therefore combines local output-based triggering
during DoS-free intervals with a forced recovery transmission after each DoS-active interval, while
the associated mode-dependent Lyapunov—Krasovskii functional (LKF) separately characterizes the
DoS-free and DoS-active dynamics.

Table 1. Comparison of representative event-triggered mechanisms, control structures, and
Lyapunov frameworks.

Reference Event-triggering mechanism Controller / control structure Forced recovery =~ LKF construction
Periodic event-triggering Lyapunov-based analysis
[19] Observed-error criterion Consensus control protocol  N/A Mean-square consensus framework
Memory-based adaptive triggering Unified LKF
[20] Adaptive threshold Synchronization controller ~ No explicit Loop functional
recovery
Switching-like event-triggering
acknowledgment character (ACK) Lyapunov-based analysis
[21] -based dual-threshold logic Sliding-mode controller No explicit Conventional framework
recovery
Decentralized output-based DRETM Mode-dependent piecewise LKF
This paper Local output-error criterion Decentralized dynamic Post-DoS forced Independent dual-delay joint LKF

output-feedback controller ~ recovery

Among the closely related studies, Zhong et al. [22] investigated adaptive event-triggered proportional-
integral-derivative (PID) load frequency control under aperiodic DoS attacks, whereas Liu et al. [23]
developed event-triggered H,, load frequency control under hybrid cyber attacks, while resilient dis-
tributed coordination of multi-area power systems under hybrid attacks was studied in [24]. More
recently, Liu et al. developed a data-driven resilient predictive-control framework based on pre-collected
input—output trajectories under DoS attacks [25]. In a separate study, a deadbeat controller and re-
silient transmission protocol were co-designed for quantized communication under DoS attacks [26].
Compared with these studies, the present framework differs in five aspects. First, the attack model
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focuses on DoS-induced switching of the sensor-to-controller (S-C) channel while explicitly retaining
bounded physical and sampled-data delays. Second, the communication architecture is decentralized
and output-based, with a forced measurement transmission introduced immediately after DoS recovery.
Third, the proposed controller is a switched dynamic output-feedback controller, rather than the PID,
data-driven predictive, or deadbeat-based structures considered in the above studies. Fourth, the proposed
synthesis is model-based and requires the subsystem matrices at the design stage, in contrast to the
trajectory-based data-driven formulation in [25], while the deadbeat-based transmission protocol in [26]
addresses a different controller/communication architecture. Finally, the analysis establishes local
exponential stability and weighted H, disturbance attenuation for each subsystem with the inter-area
coupling retained as an open physical interconnection port, followed by fixed-gain exponential-stability
verification of the restored physical two-area closed loop.

Against this background, the above observations motivate a resilient decentralized LFC framework
integrating communication recovery, delayed output feedback, and interconnection-aware stability
analysis. The main contributions are summarized as follows.

1) A unified decentralized resilient event-triggered framework is developed for delayed S-C commu-
nication under aperiodic DoS attacks, integrating local output-based triggering and post-DoS forced
recovery transmission within the same communication model.

2) A decentralized switched dynamic output-feedback controller is designed with a mode-dependent
piecewise Lyapunov—Krasovskii functional, yielding sufficient conditions for local exponential stability
and weighted H,, attenuation under bounded sampled-data delays.

3) The physical inter-area coupling is explicitly retained in the stability analysis. After controller
synthesis, the complete two-area closed loop is restored and verified through a fixed-gain joint stability
condition with two independent equivalent-delay channels.

Notations. N and Ny = {0, 1, 2, .. .} denote the sets of positive and nonnegative integers, respectively.
I and 0 denote identity and zero matrices of compatible dimensions. The symbol * denotes the symmetric
counterpart in a block matrix, diag{-} denotes a block-diagonal matrix, and He(X) = X + X”. The
notation col{xy, ..., x,} denotes vertical stacking and Im(R,,) denotes the range of R,,.

2. Model description and preliminaries

2.1. System framework

The structure of the i-th area networked LFC system is presented in Figure 1, where the commu-
nication network is affected by aperiodic DoS attacks. The variables and parameters of the i-th area
LFC system are defined in Table 2. The dynamic model of a multi-area power system considering the
decentralized LFC problem can be expressed as follows [27]:

{)'Ci(l) = A;xi(t) + Bju(t) + Fiw(1) 1)

yi(t) = Cixi(1),
where

T
’

3i(0) = [ AF®O APuci(t) APsit) AP,i(t) AP(t) APy |
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Table 2. Definitions of the variables and parameters.

Notation Name

Afi(t) Frequency deviation

AP,,i(t) Generator mechanical-power deviation
AP,(1) Valve-position deviation

AP (1) Load-power deviation

APy;i(1) Wind-power deviation

APg;(t) Solar-power deviation

AP,;,_i(1) Tie-line power deviation
AP,y,—i(t) Solar disturbance

AP, ina-i(t)  Wind disturbance

M; Rotational inertia of generators
D, Damping factor for generators

T, Governor time constant

T i Turbine time constant

Twi Wind-turbine time constant

Tsr; Solar-power time constant

R; Speed droop coefficient

Bi Frequency bias factor

T Tie-line synchronizing coefficient

vi(t) |

T
s
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Figure 1. The framework of the i-th decentralized LFC system with the DRETM under
aperiodic DoS attacks.

The vector d,(t) collects the exogenous load and renewable-generation disturbances acting on
Area i. Following the standard multi-area tie-line model in [16], v;(?) = 27:1, i LijAfj(2) 1s generated
by the neighboring-area frequency states. Accordingly, in the present analysis, v;(¢) is treated as an
internal physical interconnection input rather than an independent exogenous disturbance. For compact
local analysis,

w;(t) = col{d;(1), vi(1)}

is termed the generalized local input. The physical feedback relation associated with v; is restored after
the decentralized controller gains have been recovered.
The complete tie-line dynamics are

N
APiei(t) =21 Y Tif(Aft) = Af(0).

Jj=1,j#i

Thus, v; is only the neighboring-frequency component of the complete tie-line equation and cannot be in-
terpreted independently of the neighboring-area dynamics when stability of the complete interconnection
is considered.

2.2. DRETM under aperiodic DoS attacks

Following [28], an aperiodic DoS model is adopted to describe intermittent interruptions of the

communication channel:

0’ t € [dl’l’ d}’l + Sl’l)»
Wpos (1) = (2.2)
1,t € [dn + Sy dn+l)'
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Figure 2. Sampled data transfer timing diagram under aperiodic DoS attacks.

Let {d,}.c1, be the sequence of cycle start times, and let s, denote the DoS-free duration of the n-th
cycle, satisfying 0 = dyp and d,, < d,, + s, < d,;4; for n € Ny. The interval [d,,d, + s,) is DoS-free,
whereas [d, + s, d,+1) is DoS-active.

The DoS attacks considered in this paper are assumed to affect only the remote sensor-to-controller
(S-C) measurement channel, consistent with channel-specific DoS models in the literature [29]. The
local controller-to-actuator (C-A) link is assumed to remain available during DoS-active intervals.
Hence, when the S-C channel is blocked, no fresh measurement is received by the controller, while the
DOF controller continues to evolve according to its internal state and the resulting control input u;(?)
can still be applied through the local C-A link.

Fort > s, > 0, let d(s,, t) denote the number of DoS attack initiations within [s,, t), and let I_“(s*, t)
denote the set of DoS-active instants over the same interval. Following [30], the attack frequency and
cumulative DoS-active duration are constrained as follows.

Assumption 1 (DoS frequency): There exist k; > 0 and 7p; > 0 such that

t—s.

O(s,,t) <k + .
(8., 1) < kg T,

Assumption 2 (DoS duration): There exist k; > 0 and 7T, > 1 such that

t—s.

IC(s., )] < Ky +
D2

Here |1:(s*, t)| denotes the total duration (Lebesgue measure) of DoS-attack active intervals within [s,, t),
1.e., the cumulative time during which communication is blocked.

To reduce unnecessary transmissions, a standard ETM is used to determine when the most recently
sampled output measurement y;(/i ) is transmitted to the controller. Let # > 0 denote the sampling
period. Define 7, € N as the index of the k-th event-triggered transmission instant for the i-th area, so
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that the actual transmission time is £,/ (seconds). Let /; € N denote the index of the current sampling
instant satisfying 7, < I <1, so that the current sampled output is y;(/; ). The general decentralized
event-triggering conditions are as follows:

t. h = tih + min{lRF;[yi(£ih), ei(1)] > 0}, (2.3)

with
Filyitih), e0)] = el (DTiei(t) — 6y (L) Tiyi(tih),
eit) = yilLh) — yi(t.h), L h=t,h+ Ih,

where T; > 0 for the i-th area; ¢; is the local event-triggering threshold; and [ € N, lih € (t:h, 1., h],
f,>0,and 7, € N.

Due to the aperiodic DoS attack (2.2), intermittent interruptions occur in the data transmission within
the communication network. Therefore, the event-triggering condition (2.3) alone cannot describe the
complete transmission sequence over alternating DoS-free and DoS-active intervals. To address this

issue, we propose a DRETM, which leads to the following triggered conditions:

+1

Tin={th:Fi[120, the H,,, . e NJUU,,, (2.4)
where H,, = [d,,d, + s,) denotes the n-th DoS-free interval, and
(Lli,O = {dO}’ ﬂi,n = {trec,n}’ trec,n = dna n>1.

Here, the packet released at d initializes the controller-side held measurement, while 7., denotes the
forced-recovery transmission issued when the S-C channel becomes available at the beginning of the
n-th DoS-free interval. Let 7; = (J,ay, 77, and let o, denote its k-th element in chronological order.
Both ordinary event-triggered packets and forced-recovery packets are transmitted through the same
physical S-C delay channel before updating the controller-side held measurement. Figure 2 illustrates
the resulting transmission sequence under aperiodic DoS attacks.

Whenever a forced-recovery packet is released at 7. ,, its sampled output becomes the sensor-side
reference for subsequent ordinary event-trigger evaluations. The triggering error is therefore reset for the
subsequent tests, while the controller-side held measurement is updated only after the packet’s physical
transmission delay. Accordingly, the most recent element o™, € 77 serves as the reference release instant
in the sampled-data representation below.

2.3. Design of decentralized dynamic output feedback controllers and the formulation of switched systems

A decentralized switched dynamic output-feedback controller is adopted in the following form [27]:

Kei(t) = Alxa(D) + Blxa(si )+ Clyi(), 1€ QNH,,,
xci(t) = ﬂ,‘szi(t)a re 7{Z,n’ (25)
ui(t) = Dlxi(r), jell,2),

where ﬂ{ and Z){ , J € {1,2}, denote the mode-dependent controller matrices, while B} and C’} appear

only in the DoS-free mode. For ¢ € Q;, s;'{p denotes the corresponding local sampling instant and
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xc,»(sj(’p) is locally available without transmission through the S-C channel. During DoS-active intervals,
the controller receives no fresh measurement and evolves only according to its internal state. The
subintervals Qi, and the associated sampling instants s}'{’p are defined explicitly in (2.9) and (2.10).

Let y?(¢) denote the controller-side measurement signal, distinguished from the physical plant output
vi(t) = C;x;(t). During DoS-free intervals, it is updated upon successful packet arrivals and held between
consecutive arrivals, whereas no S-C measurement is available to the controller during DoS-active
intervals. Thus,

¥ = {y (0h, 1€ N T (2.6)
0, te 7’(2’,1.

Before the initialization packet first arrives, i.e., for 0 < ¢ < o) + Myi with o, = dy = 0, the controller
uses a prescribed initial held value y{,. In the reported simulations, y;, = 0; the packet released at
dy replaces this value after its physical transmission delay. The successfully transmitted packets are
assumed to preserve their arrival order,

i . i ;
Tpy +Myi > T+ My, 2.7)

so that
Q= [0} + Mgl Ty + Mg ) (2.8)
is well-defined. A forced-recovery packet released at d,, updates y{(¢) only after its physical transmission
delay; until then, the preceding successfully received sample remains held.
o} and o7, denote two consecutive successful packet-release instants of Area i. Let py be the
number of ordinary sampling instants strictly between them, and denote these instants in chronological
order by s;'(’p. Hence,

P i o i _ i
Tk = Sko < Skt < < Stpy < Stpwtl = Thsts 0 < S pr1 = Skp < h (2.9)

To obtain the sampled-data time-delay representation, the interval between the two consecutive success-
ful packet arrivals is partitioned as

m
Q;{ - UQI ’ Q; = [S;C,[J + A;C,p’ S;c,p+l + A;c,p+1)’ (210)
p=0

where the arrival offsets are defined by

i
Ak,p -

. p=0,1....pu
{m% P pu 2.11)

my , p=pu+l.

Tkl

Here m,; denotes the physical transmission delay of the packet released at o. The partition associates
each subinterval pr with one sampling or release instant sjcp, allowing the held measurement to be
expressed as a delayed sampled output plus the event-triggering error. Define

() =t—5, e = yi(s;,) =y} te Q). (2.12)
Assume that the physical packet delay satisfies

0 <m, <my <. (2.13)
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The partition boundaries are assumed to preserve their chronological order,

Skpt Ny < Sipr +Aipes =01, pu, (2.14)

so that every Q; is well-defined. For t € Qﬁ,,

i i i i i
m; < Ak,p <7 () < (sk,p+1 - Sk,p) + Ak,P“

<h+m,. (2.15)

The above construction also gives an intuitive interpretation of the subintervals and the resulting
delay bounds. Within each subinterval an, the reference sampling instant s;;’p remains fixed, so that
T (1) = 1 - s, represents the age of the corresponding sampled information at time 7. As indicated
by (2.15), this equivalent sampled-data delay is jointly determined by the sampling interval and the
physical packet-transmission delay. Hence, common bounds ¢,, and ¢,, are introduced to cover all
admissible values of 7}(¢) over the subintervals and areas; they are not the bounds of the physical packet

delay My itself. Specifically,

0< ¢ <7(t) <y, 1€ Q NH,. (2.16)
Therefore, during the DoS-free mode,
Vi) =yi(t-7i0) - €0, te Qi NH,,. (2.17)
By the definition in (2.12), the locally sampled controller state satisfies
Xei(S). ) = Xeit = 7)) (2.18)

Hence, in the augmented switched model, the delayed blocks C;C; and B; originate from the held plant
measurement and the locally sampled controller state, respectively.
Accordingly, define the augmented state

2t — Ti(1) = col{x;(t — Ti(1)), xei(t — Ti(D))}. (2.19)

Combining the plant, DRETM, and decentralized DOF controller yields the following switched system,
where the mode is determined by the DoS state and the equivalent sampled-data delay appears only in
the DoS-free subsystem:

) £:(1) = A1) + Agi kit — ch(f)) + A3i€2(t) + Agiwi(t)
. {)’i(l) = GEi%(1),t € Q, N H,,,

[ £:(0) = Byfi(t) + Bywi(1) (2.20)
. {ym = CE£1),1 € Ho,
xi(1) = :(2), 1 € [~¢um. 0],

where 9,(-) € C([—¢u, 0], R'?) is a prescribed continuous initial function specifying the state history of
the augmented system over the delay interval. The system matrices are

~ _ x;(0) _ A; B,Z)ll _ 0 0 _ 0 _ F;
xi(t)_[xd(t)]’A“_[ 0o A ]’AZ’_[C}C,- B! ],Am—[_cil ],Am—[ 0 ],
T
I A; BD? F;
Ei:[o],BliZ[o ﬂgl],B4i:[0]-

Since the S-C channel is blocked in the DoS-active mode, no delayed or live S-C measurement term is
present in X,.

Electronic Research Archive Volume 34, Issue 11, 7880-7913.



7889

3. Main results

In this section, exponential stability and weighted H,, attenuation are first established for the
area-wise switched subsystems with the neighboring-area interaction retained as an open physical
interconnection port. An linear matrix inequality (LMI)-based synthesis and recovery procedure is
then developed for the decentralized DOF controller gains. Finally, the physical inter-area feedback
is restored, and the complete two-area closed loop with the recovered fixed gains is verified through a
joint stability condition.

3.1. Local stability and weighted attenuation

Motivated by weighted L,-gain and H., performance formulations for switched time-delay sys-
tems [31, 32], the following local weighted attenuation notion is adopted.

Definition 1. For the positive mode-dependent weight p;(t) specified in Theorem 1, the local subsystem
of Area i is said to achieve a weighted H, attenuation level y; > 0 if, under zero initial conditions,

T T
f pi(Oy; (it dt < y7 f pi(Ow] DwiHdt, VT >0, (3.1
0 0

for every generalized local input satisfying

f ) pi(Dw! (Ow;(t)dt < oo.
0

Here, w;(t) = col{di(t), vi(t)} is the generalized local input defined in Section 2.1. This performance
statement applies only to the local subsystem with v,(t) retained as an open physical interconnection
port; it does not constitute an H., performance guarantee for the complete interconnected system.

Theorem 1. Consider the local switched closed-loop subsystem of Area i. Let y; > 0 be the pre-
scribed weighted attenuation level. The positive mode-dependent weight p;(t) satisfies p; = 2ay,0;
during DoS-free intervals and p; = —2a,,p; during DoS-active intervals, with the switching updates
pit") = pi(t7) /[ @it at DoS-free-to-DoS-active transitions and pi(t7) = pi(t”)/u at the
reverse transitions.

Forscalars 0 < 6; <1, ¢py > ¢, >0, 0 >0, Tp1 >0, Tpo > 1, @jy > 0, uj; > 1(j = 1,2), suppose that

2 + @)y + In(uuipa)) — 2(aii + @)

/1,' =2 i
: T o1 T2

> 0. (3.2)

Here, ay; and a,; denote the DoS-free decay rate and the admissible DoS-active growth rate, respectively,
while p,; and p; are the switching comparison factors. The exponential factor e+ ¥)® gccounts for
the worst-case kernel ratio over the history interval [t — ¢y, t], so no condition ¢y < h is required.

Suppose there exist positive-definite matrices T;, Pj;, Q i, Rji, Zji, W;; and matrices S j; of appropriate
dimensions such that, for j = 1,2,

Pii < oiP;, Py < py et @itenup, (3.3)
$1i X M2l Oi < i, {€{W,0Q,R,Z}, (3.4)
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Zji Sji :
[ o > 0, Jel{l,2}, (3.5)
| My Iy

T Ty
Tli:[ 11i 12i

£ Ty ] <0, (3.7

where the explicit block entries of Tlyy;, T2, oy, Yh1i; Tioi and Yy, together with the definitions
of Epmis Y emi» and kg, are given in Appendix A. Then the local disturbance-free switched closed-loop
system (2.20), with di(t) = 0 and v;(t) = 0, is exponentially stable. Moreover, every generalized local
input with finite weighted energy satisfies the local weighted H., attenuation level y; in the sense of
Definition 1. This theorem establishes only the local open-port properties; stability of the complete
interconnected system is addressed separately in Theorem 3.

Proof. Define

Vi, te Q. NH,,,
Vi = {018 0T (3.8)
Voi(t),t € Hyp,
where
! . t_¢m .
Vit) = 2T (6)Pjiki(t) + f &7 (5)eV 2 OW % (s)ds + f &7 (5)eV2 0 0 L zi(s)ds + H (D),
t=¢m 1=om

0 ! i . _¢m ! . i .
Hi(t) = ¢ f f X7 (5)eTV 2R L 3i(5)d sdO + (Pas — D) f f 2 (5)eD20707,:%:(5)d sdb.
—Om t+6 oM t+60

+

Differentiating (3.8), applying the event-triggering condition, as well as Jensen’s and reciprocally
convex inequalities to the two delay intervals, and using the Schur complement give the DoS-free
dissipation inequality

Vi) < =201, Vii0) + EOTLén(0) — Y] @Oy + yiw! (Hw(?), (3.9
where . ‘
ELWD = [2:(D), 2t — P, Kilt — T (D)), it — ), €, (D), wilD)].

The same calculation for the DoS-active mode gives

Vai(t) < 2a0;Vai(t) + EDT 164D — y! O)yi) + viw] Owi(t), (3.10)
where
sz,-(f) = [Xi(D), Xi(t = @), Xi(t — 0,(1)), Xi(t — dm), wi(D)],  0,(2) € [P, Pu].

Here, 6,(¢) € [¢n, ¢u] 1s an auxiliary history point used only in the LKF estimate and does not represent
an S-C communication delay. For w; = 0, the two inequalities provide phase-wise decay/growth rates
—2ay; and 2a,;. Combining them with the jump bounds (3.3) and (3.4) over all completed phases gives

Vi(t) < (ﬂliﬂzl.)@((),l‘)e—h1i(t—lr(OJ)l)eZ(mIF(OJ)I

X ez(ali+02i)¢M @(0,1) Vl(o)' (3. 1 1)
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Applying Assumptions 1 and 2 gives

t — t
0,1 <kj + —, I'O,0) <k +—.
0,1 <k T I, )| < k2 T

Substituting these bounds into (3.11) yields
Vi(t) < Cie"'Vy(0), (3.12)

for some C; > 0. Since Pj; > 0 and 4; > 0, this proves the exponential stability of the local disturbance-
free subsystem.
For w; # 0, define the weighted storage function

Vi) := pi@®Vi(0),
where V; = V}; in the DoS-free mode and V; = V5; in the DoS-active mode. The local weight satisfies
0i = 2ay;p; in the DoS-free mode. Hence, using (3.9),
d ) )
E[pivli] = piVii + piVii
< 2a1,0iVi; + pil 20 Vi — ] yi + yiw! wi
= —piy! yi + Vipiw] w;.

In the DoS-active mode, choose p; = —2a,;0;. Equation (3.10) gives

%[inZi] = piVai + piVai
< =22V + pil 22 Vai = ¥ yi + viw] wi]
= —py| yi + Vi piw] wi.
At a DoS-free-to-DoS-active transition, the storage comparison inequalities imply
Vai(t*) < pye® @y (0),
Set

pi(t7)

+ NS
pl(t ) - lJlieZ(a/”‘*'(YZiWM,

so that V(") < V(7). At a DoS-active-to-DoS-free transition,
Vii(t") < poiVai(£7), pi(t") = ——,

which again gives V;(t") < V,(t"). Integrating the flow inequalities over all mode intervals and summing
them with these nonincreasing jump relations yields

T

T
(Vi(T)_(Vi(O)"‘f pi(t)yiT(t)yi(t)dtS%'zf piDw] (Nw(1) dr.
0 0

Under zero initial conditions, V;(0) = 0; since V;(T) > 0, dropping the terminal term gives exactly the
weighted attenuation inequality in Definition 1. O
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Remark 1. Condition (3.2) characterizes the net Lyapunov decay margin over alternating DoS-free
and DoS-active intervals. The term 2a,; represents the Lyapunov decay rate available during DoS-
free operation. The term [2(ay; + @2)$u + In(uiuo)]/Tpy accounts for the penalty associated with
repeated DoS activations, including the worst-case history-kernel effect and the cross-mode Lyapunov
comparisons, while 2(ay; + a;)/Tp, reflects the cumulative effect of the admissible Lyapunov growth
during DoS-active intervals. Hence, A; > O requires the decay accumulated during DoS-free operation to
dominate the combined frequency- and duration-related DoS penalties, thereby guaranteeing a strictly
decreasing exponential envelope for the Lyapunov functional. Moreover, larger Tpy and Tp, correspond
to less-frequent DoS activations and a smaller admissible fraction of DoS-active time, respectively, and
therefore increase the available stability margin.

3.2. Decentralized DOF controller synthesis

Theorem 2. Let the weighted attenuation level y; > 0 be given. For prescribed scalars 0 < ¢, < ¢y,
€6>06>00<06;,<1L,h>0Tp >0, Tp>1,a;; >0, and u; > 1, j € {1,2}, consider the
switched augmented system (2.20).

Suppose there exist positive-definite matrices T;, Q i R i V4 i, and V_Vﬁ, symmetric matrices X j; = Xﬁ
and Y = YJTZ and matrices S ii» Mii, My, M3, My;, Upyi, and Uy of appropriate dimensions such that,
for j=1,2,

N,-,»:[le"' YI] >0, (3.13)
[Z*‘ Z >0, (3.14)
[Z: “Z > 0, (3.15)
Hl,:[ﬁi” gz <0, (3.16)
T, = [ 'T:i ?222 ]<0. (3.17)

Here, X and Y j; are mode-dependent decision variables, and no common-X/Y restriction is imposed.
The explicit entries of I1;; and (\;, together with the auxiliary matrices used in their compact represen-
tation, are given in Appendix B.

For any feasible solution of (3.13)—(3.17), choose nonsingular algebraic recovery factors G;; of
compatible dimensions. The DoS-free controller matrices are recovered as

»7{,! = Q‘iT(M4,~ - Y, AiXy — YiuBiM ) — YliXIi)_lngi
B} = G, (M3 — My,C:X,)I - Y1, X,)"'GT,
C,l = gl_l'TMZi

Z)il = My(I - Yi;X1)™! IT,-,

(3.18)
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whereas the DoS-active controller matrices are recovered as

{ﬂ? = G, (Upsi — Y2iAiXoi — YoiBiUp ) — Y2:X0)) "' G, (3.19)

Z),-z = UpiiI - Yzini)‘lgg,--

No B? or C? is recovered, because the DoS-active subsystem contains no delayed or live S-C measure-
ment input. Using the same nonsingular algebraic recovery factors G j;, construct

X;; I

L'i = _ .
gﬁT([ - inin) 0

J

The original-coordinate Lyapunov matrices are then reconstructed through

Pj,' = L;iTNj,'LJ_'il

and
Li=L; Ly, (€{W.Q.R,ZS).
The following original-coordinate inequalities are checked after controller and matrix recovery:
Py < poiPa, Py < py e @it ebupy, (3.20)
$1i 2 2idis &i = il L e{W,0,R,Z}. (3.21)

Only (3.13)—(3.17) constitute the convex synthesis problem. Conditions (3.20) and (3.21), together
with the controller-recovery identities and the DoS balance condition A; > 0 in (3.2), are verified after
reconstruction. If these conditions are satisfied, the recovered decentralized DOF controller fulfils the
local stability and weighted attenuation conditions of Theorem 1. Stability of the complete physical
interconnection is subsequently verified in Theorem 3.

Proof. Define the congruence-transformed Lyapunov matrices Q;; = L} QLji, Wi = LEW;iLji, Zj; =
LJTI.Z L, Rji = L]TiR iLji, S ji = L]TiS jiLji, j = 1,2, and define the block-diagonal congruence matrices
-=in = diag{Lli9 Lli’ Llia Lli’ 19 17 V1i7 Vlia ]a 1}9 %i = diag{LZh L2i7 L2ia ]a I’ VZia V2i9 I}

Here, we define, for j =1, 2,

Y; G" X; I I v, X; I
Pi=| : Li=| oy Vi = "IN = ,
T Gr GiYi - XDTGh ] ! [ G d-Y;Xp) 0 ] ’ [0 Qﬁ] ’ [ [ Yj]
(3.22)

where G j; is an arbitrary nonsingular algebraic recovery factor of suitable dimension and may be selected

independently for each mode. The recovered matrices A, B}, C}, Z)il, ﬂf, 1)1.2 are nevertheless defined

1
in the single fixed controller-state ordering x.; of (2.5). The factors G ;; do not represent online coordinate
changes and introduce neither a state reset nor a mode-dependent rescaling at switching instants.

Since Nj; > 0, the Schur complement gives X;; > O and Y;; — Xj‘l.1 > 0. Hence

YiXji—1=(;— X,T,-I)in
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is nonsingular, and therefore I — Y ;;X; is nonsingular. Thus, the recovery formulas (3.18) and (3.19) are
well-defined.
Direct block multiplication gives
PjiLji = Vji9 LJT-;PﬁLJ’,’ = Nﬁ.
Equivalently, P;; = V jiLJ‘.l.l = LJ‘.I.TVJT.I. and P]Til =L ﬁVJ‘.l.l = V]TiTLJT.l.. Since Nj; > 0 and L;; is nonsingular,
Pj = LJ‘.l.TN jiL]Tl.l > 0 and is symmetric.
The controller-dependent bilinear products are replaced by the following transformed decision variables:

My = D;GT I - Y1:Xy)

M2i = lTlCll

M5 = My,C:Xy; + G1.B1GT (I - YiX1)

My = YiAlXy + YiuBM, + G AIGT (T - Y1,Xy)

and
Upii = D:G5] (I - YaiXo:)
Upsi = Y2iAiXoi + YoiBiUpii + G2 ATGS (I = YaiXo)).

Solving these identities for the controller matrices gives the recovery formulas (3.18) and (3.19). In
particular, the definition of U,; gives exactly the recovery formula for D?, so the two expressions are
algebraically consistent.

Premultiplying and postmultiplying the original inequalities of Theorem 1 by the corresponding
congruence matrices and applying the above substitutions remove the controller-dependent bilinear
products. The auxiliary matrices [';; and Q; used to write the transformed blocks compactly are defined
in Appendix B.

The inverse-matrix blocks are bounded using the following affine inequalities:

n—1 2D 2D
—NﬁRﬁ le‘ < —2€1Nji + € Rj,‘ < _elei + € Rj,‘,
——1 277 277
_NjiZji Nj,' < —2€2Nj,' + €2Zji < _€2Nji + EZZji’
~T7' < T, -2l

The first chain follows from
(N — EIRji)TRJ_'il (N; —&Rj;) = 0,

and the second follows analogously with (e, Z ii). Since N j; > 0, replacing the coeflicient —2¢,Nj; by
—€,N; gives the valid but more conservative affine upper bounds used in I1,5; and T»y;.

The third bound follows from (7; — )" T;'(T; — I) > 0, which is equivalent to T7; + T; ' — 21 > 0.
Multiplication by the nonnegative scalar §; transforms the original block —§,7;" in Theorem 1 into the
conservative affine upper bound 6;(T; — 21) used in I1y;.

Substituting these affine upper bounds into the congruence-transformed inequalities yields the
convex LMIs (3.16)—(3.17), whose explicit block entries are given in Appendix B. Hence, feasibility
of (3.13)—(3.17), followed by successful controller reconstruction and verification of (3.20) and (3.21),

and A; > 0, yields the controller stated in the theorem. O
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3.3. Stability verification of the physically interconnected system

After the local decentralized controller gains have been recovered and verified by Theorem 2, the
physical inter-area feedback is restored as

vi() = T12A fr(1), V(1) = To A fi ().

Hence, the neighboring-area frequency deviations become internal states of the complete closed loop
rather than independent exogenous inputs.

For the reciprocal single tie-line model, AP,;,_»(¢t) = —AP,;,—1(¢). Thus, the 12 local plant coordinates
are restricted to the physical invariant manifold

M= {Xlz S Rlz APy + APjjp_y = O} .
For joint verification, we introduce the 11-dimensional minimal physical coordinate

x, = CO{Af1, APyic 12, APg1, APy, AP, 1, APy, Af>,
APgsy, AP, APy, APy} € R“,

such that
X2 = R,x,, Im(R,) = M,

where R, is given explicitly in Appendix C. With the two six-dimensional controller states, define
X(t) = COl{xp(t)’ Xel (t)’ ch(t)} € RB-

The delay system is supplied with a continuous initial history

Xx(0) = ¢,(0), 6 € [=du, 01,

whose plant component satisfies R,x,(6) € M throughout the history interval. The two areas retain
independent equivalent sampled-data delays,

7(t) € [m> pul, r=12,

and no equality constraint between 7(f) and 7,(#) is imposed. For compactness in the joint model, e,(¢)
denotes the active local error e (¢) on the current DoS-free subinterval of Area r, r = 1, 2. The fixed-gain
joint closed-loop model is

T X@) = Apx (@) + Asaax(t — 1) + Azaox(t — T2(1))
+ Eje(t) + Epey(t) + By,w(t),

20 x(t) = Apx (@) + Brw(D),

where w(t) = col{d,(¢), d»(¢)} contains all exogenous disturbance channels, while the physical inter-area
feedback is embedded in A;; and A,. The recovered decentralized controller gains are kept fixed in
the joint model, and no controller variable is re-optimized at this stage. In 2, no delayed or live S-C
measurement channel or event-error term is present. The complete fixed-gain matrices are given in
Appendix C.
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Theorem 3. Consider the fixed-gain joint closed-loop system Z}—Z% defined above, with two independent
equivalent delays 7,.(t) € [}, du], ¥ = 1,2. Suppose there exist scalars ay;,az; > 0, pyy, oy > 1,
matrices

PJq > Oa qu,r’ QJq,r’ RJq,ra ZJq,r > 0’

and § j,, such that

Z
[’q’” S Ja.r >0, g, re{1,2}.

T
S Jq.r ZJ‘I»’

The strict joint LMIs _ _
@]1 <0, @_12 <0

hold, where their explicit block entries are given in Appendix D. The cross-mode comparisons satisfy
Py 2 2P, Py < py @@t p
and, for X e {W,Q,R,Z}and r = 1,2,
Xy 2 21X Xpr 21X
If Assumptions 1 and 2 hold and

2wy + a)pu + In(uiypny) — 2y + az)) S
T o1 T2

/lj = 2&’1] - O, (323)
then, for w(t) = 0, the complete physical two-area interconnected closed-loop system is exponentially
stable for every continuous physically admissible initial history whose plant component lies in M on

[=¢m, 0]

Proof. For the reciprocal tie-line model,

APje-1(t) = 27T (Afi (1) — A1),
APor(t) = 27T21 (AS() — AFi(D).

Since le = T21»
AP (1) + AP o(t) = 0.

Hence, M is invariant and x,, provides an equivalent parameterization of every physically admissible
trajectory through xi, = R,x,.

Substituting vi = T1,Af; and v, = T, Af; into the two local closed-loop models yields E} and
¥2. Therefore, the neighboring-area frequency deviations are internal components of x(¢), whereas
w(t) = col{d, (), d>(¢)} contains all exogenous disturbance channels.

To establish stability of the fixed-gain joint system, consider the mode-dependent, sum-separable,
two-delay Lyapunov—Krasovskii functional

2
Vig®) = x" OPsx (1) + Y Vi), qe(1,2),
r=1
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where

!
Vi, (1) = f 72 N (YW, x () ds
t_¢m

t_¢m
+ f 71N ()Qqrx(5) ds
t—pm

0 t
+ ¢mf f ef’qz%f(t—S))‘(T(s)RJq,r)'((s) dsdf
—Om t+6
_¢m

!
+ (dy — P f e YT ()7, x(5) ds db,
oM t+6

with oy = —1 and 0, = 1. The sum over r = 1, 2 assigns an independent delay-dependent functional to
each equivalent-delay channel, so no common-delay assumption is introduced.

Differentiating V;, along the two joint modes, applying the reciprocally convex estimates to the two
delay channels, and incorporating the two local event-triggering inequalities through the S-procedure give

V() < =201, V() + 50810 (2),

Va(t) < 200, Vin(0) + L5108 10l 1o 1),

where the exact stacked vectors and complete block entries are given in Appendix D. The strict joint
LMIs therefore imply, for w = 0,

Vi) £ =2a1, Vi (o), V(1) < 200, Vi (0).
The cross-mode comparisons in the theorem imply the Lyapunov jump bounds
V(") < pagVin(t)
at a DoS-active-to-DoS-free transition, and
Vip(t™) < py @0y, ()

at a DoS-free-to-DoS-active transition. Let V,(¢) denote the active mode-dependent functional. Iterating
the phase-wise flow and jump estimates gives

V(1) < (IJ1JIMZJ)CD(OJ)e—2au(t—lr(0.t)l)6202J|F(0J)|

x eX@1+a2)u®0.0) V,(0).
By Assumptions 1 and 2,

t - t
®00,7) <kj + —, 'O, <k +—.
0,1 <« T [0, DI < &2 T

Substitution into the preceding inequality and the use of (3.23) yield
V(1) < CreV'Vy(0),  C;>0.

Since Pj;, > 0 and 4; > 0, x(7) converges to zero exponentially. Since x;» = R,x, on the invariant
manifold M, the original physical two-area interconnected closed loop is exponentially stable. O
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4. Numerical simulation

4.1. Performance evaluation of the proposed method

Numerical simulations are conducted on a two-area interconnected power system whose parameters
are adopted from [18, 24].

Table 3. System parameters for the two-area interconnected power system simulation.

Parameter Description Areal Area2 Unit

M, Generator inertia constant 10 8 S

D, Load damping coeflicient 0.6 0.9 p.u./Hz

Ty Governor time constant 0.2 0.3 S

T .1i Turbine time constant 0.5 0.6 S

Twi Wind turbine time constant 1.5 1.5 S

Tsri Solar photovoltaic time constant 1.3 1.3 S

R; Speed droop coefficient 0.05 0.0625 Hz/p.u.MW
Bi Frequency bias factor (D; + 1/R;) 20.6 16.9 p.uMW/Hz
T\, =T, Tie-line synchronizing coefficient 0.1968 p.uMW/Hz

For each reported scenario, a fixed realization of the aperiodic DoS sequence is generated using the
specified DoS-free and DoS-active duration ranges and is verified to satisfy Assumptions 1 and 2 over the
corresponding simulation horizon. The DoS-free and DoS-active durations are sampled independently
and uniformly from [1.2,2.8] s and [0.35, 1.00] s, respectively, with H,,, = [d, + $,,d,+1).- The local
design parameters are a;; = a1, = 0.009, ay; = @z = 0.0015, ¢ = ¢ = 0.10, 6; = 6, = 0.1, yu;; =
M1z = 1.01,/121 = U = 102, TD] = TDQ = 3, K1 = Ky = 8, h =0.02 S, and [(bm,(bM] = [001,004] S.
The physical packet delay is sampled in [0.01,0.019]s, so that & + m; = 0.039 < ¢,,. Substitution
into (3.2) gives A; = A, = 8.023473 x 10~* > 0. The fixed-gain joint verification uses a;; = 0.0087,
@y = 0.0003, p;; = 1.01, and uy; = 1.02, giving A; = 1.242347 x 107 > 0. The local synthesis
conditions and the fixed-gain joint-stability conditions are feasible for the reported parameter set, and
the recovered controller gains are listed in Appendix E.

The standard simulation is conducted over 50 s with an integration step of 0.001 s. The physical
S-C packet delays of the two areas are independently sampled from [0.01,0.019] s. The corresponding
attack sequence is shown in Figure 3.

T T T T T T T
[ r—— — — 0 - - — — = _ — |——DoS-active interval

DoS attack state

(1] i ——— e —_—

0 5 10 15 20 25 30 35 40 45 50
Running time (s)

Figure 3. Aperiodic DoS attack signal.
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The quantitative performance measures considered are A fye; = max, |Afi(7)|; the settling time,
defined as the first time after which |Afi(f)] < 5 x 10~* Hz remains satisfied; and the mean successful
transmission count Ny = (Ni; + Ni2)/2, including forced recovery packets and excluding initialization
and DoS-blocked trigger intents. The peak frequency deviations are 0.028203 and 0.030657 Hz, the
settling times are 16.48 and 10.94 s, and the transmission counts are 148 and 104, giving N, = 126.

For the simulation results, the area control error is defined as

ACE(1) = BiAfi(D) + APyie—i(D).

Figure 4 reports the first component y7, (7) of the controller-side held measurement vector for the two areas.
Figures 5-7 show the physical responses, Figure 4 shows the controller-side held measurements, and
Figures 8 and 9 show successful transmission intervals. The frequency deviations, tie-line power devia-
tion, and area control errors exhibit damped transient responses and converge toward their equilibrium
values despite the intermittent loss of S-C measurements, indicating that the recovered decentral-
ized controller maintains closed-loop regulation under the prescribed DoS and delay conditions. The
opposite directional tie-line responses in Figure 6 also remain consistent with the physical relation
AP, = —AP;.—1. Successful transmissions are more frequent during the initial transient state and
become less frequent as the closed-loop response settles, apart from forced-recovery transmissions.

< 06 ] ] T —T —T —T
= c
o —y,,®
=) L
g — ¥, ®
2 041 DoS-active interval[]
Q
=)
el
< 02F _
=
[}
2
E 0
E
£ .02 |
© 1 1 I a1 [ 1 1
0 5 10 15 20 25 30 35 40 45 50

Running time (s)

Figure 4. Controller-side held measurements y{ 1 () and yg’] (#) under aperiodic DoS attacks.

I
—A f](t)
0.03 —Af,OH

Frequency deviation (Hz)
- =)
2
T
1

70.02 1 1 1 1 1 1 1 1 1
0 5 10 15 20 25 30 35 40 45 50

Running time (s)

Figure 5. Frequency deviation A f under the DRETM.

Electronic Research Archive Volume 34, Issue 11, 7880-7913.



7900

0.015 T T
- —A Pue.lz(‘)
2 0.01 - = AP O=AP O
=
2
.§ 0.005 b
>
S .y Yy o T
gy C - -
2
2.-0.005 T
o
R
5 001 .
F

70.015 1 1 1 1 1 1 1 1 1

0 5 10 15 20 25 30 35 40 45 50

Running time (s)

Figure 6. Two directional representations of the single physical tie-line power deviation on M.
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Figure 7. Area control errors ACE; under the DRETM.
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Figure 8. Successful transmission intervals in Area 1 under the DRETM.

A 100-s multi-step load-disturbance test is further conducted to examine the closed-loop response
over a longer horizon. Load changes are applied to the two areas under both DoS-active and DoS-
free communication conditions. As shown in Figure 10, the frequency deviations remain bounded
after each load variation and gradually recover toward the equilibrium after the disturbances are
removed, demonstrating sustained regulation capability under repeated load changes and intermittent
communication interruptions.
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Figure 9. Successful transmission intervals in Area 2 under the DRETM.
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Figure 10. Load-step schedule and frequency responses over 100 s; shaded bands denote
DoS-active intervals.

4.2. Comparison with an adapted ET-SMC baseline

A representative event-triggered sliding-mode control (ET-SMC) method adapted from Shen et
al. [21] is selected as the numerical baseline. Its original switching-like event-triggering and sliding-
mode control structure is retained, while the controller gains are redesigned for the common two-area
benchmark. For a fair comparison, both methods are evaluated under the same physical plant, initial
conditions, disturbance profile, DoS sequence, and packet-delay environment. The proposed method
employs decentralized dynamic output feedback with post-DoS forced recovery, whereas the adapted
baseline retains its original event-triggered sliding-mode architecture.

As shown in Figure 11 and Table 4, the proposed method reduces the maximum frequency deviations
from 0.065982 Hz to 0.028203 Hz in Area 1 and from 0.055533 Hz to 0.030657 Hz in Area 2. The
corresponding settling times decrease from 21.80 s to 16.48 s and from 12.28 s to 10.94 s, respectively.
The comparison therefore demonstrates improved frequency-regulation performance of the proposed
method under the considered common attack-and-delay environment, as reflected by the reduced peak
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frequency deviations and settling times.

—— Proposed DRETM-DOF

— — -Adapted Shen ET-SMC

1 1 1 1 1 1 1 1 1
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Running time (s)
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Figure 11. Frequency responses of the proposed method and the adapted ET-SMC baseline
under the common S-C DoS and packet-delay environment.

Table 4. Quantitative comparison with the adapted ET-SMC baseline.

Method Area Maximum |Af| (Hz) Settling time (s)
Proposed DRETM-DOF Areal 0.028203 16.48
Proposed DRETM-DOF Area2 0.030657 10.94
Adapted Shen ET-SMC  Areal 0.065982 21.80
Adapted Shen ET-SMC  Area2 0.055533 12.28

5. Conclusions

This paper developed a DRETM and decentralized DOF switched controller for multi-area LFC
under aperiodic DoS attacks and bounded sampled-data delays. The local mode-dependent Lyapunov—
Krasovskii analysis established exponential stability and weighted H,, attenuation. An LMI-based
synthesis and recovery procedure separated the convex synthesis conditions from controller recovery and
the subsequent algebraic, switching and DoS-balance checks. After gain recovery, the neighboring-area
feedback was restored explicitly, and fixed-gain joint Lyapunov—Krasovskii conditions verified the
stability of the considered physical two-area interconnected system with two independent equivalent-
delay channels. Numerical studies, including the longer-horizon multi-step test and the adapted ET-SMC
comparison, further demonstrated effective frequency regulation under the considered DoS and packet-
delay conditions.

The method remains model-based, was developed for the linearized LFC setting, and assumes a
common global DoS pattern. The present joint verification was developed for the considered two-area
system with a single physical tie-line; extension to larger heterogeneous multi-area networks will
increase the dimension and offline computational burden of the joint verification LMIs. Future work
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will consider scalable synthesis for unknown dynamics, asynchronous or regional DoS processes, and
combined DoS/false-data-injection attacks.
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Appendix

Appendix A: Explicit LMI blocks for Theorem 1

The explicit entries of the compact LMIs in Theorem 1 are collected below.
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Appendix B: Explicit transformed LMI blocks for Theorem 2

For compact representation of the congruence-transformed LMIs, we define
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0 My; YiiA; . My MG
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| o | Fi _| @xw”
in—[_MZi], Fsi—[YUFi],Fm—[ cr
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AiXoi + BiUi A,
Qo = =
Uy Y2iA;
F, Ccx)' |
Q; =0, Q3i:[Y2'F.]a-Q-4i:[( C%) ] .

The complete transformed LMI entries are listed below. They contain no additional decision variables
beyond those introduced in Theorem 2.
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Appendix C: Physical-coordinate reconstruction and fixed-gain joint matrices

C.1 Physical-coordinate reconstruction

Let
x; = col{Af;, APyjo_iy APg;, AP, AP,;, APy;} € R®.

The local area-wise stack is
X120 = COl{Xl,Xz} S RIZ.

Under the reciprocal single-tie-line relation
APjie—y = =APjje_y,
we introduce the 11-dimensional physical coordinate

Xp = COl{Afi, APic 12, APg1, APy, APy, APy, Af>,
APsy, AP, APy, APy} € R,

The area-wise stack is reconstructed through

E
X2 = Rpxp, Rp = [ 1] .

E,
where
1 000000000 0 0 0 0 0 0
01 00000O0UO0GOO 0 -1 000
5 00100000000 g -0 0000
“looo1000000 0 2710 0 000
00001000UO0GO0O0 0 0 000
0000010000 0 0 0 000

The reconstruction matrix R, parameterizes the physical tie-line manifold:

S O OO OO

Im(R,) = M, M={xp € R?: AP,;,_| + AP,,_» = O}.
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C.2 Fixed-gain joint matrices

Let aZk denote row k of the local plant matrix A;, and let eim be column k of /;;. The physical
11-state plant matrix is

_ T a1y (ADNT T T T T T T T T T
A —001{a171E1,27TT12(61 —e, ) ,a1,3E1,a174E1,a1’5E1,a1’6E1,az,lEz,a2,3E2,a2,4E2,a2’5E2,a2’6E2}.

Define the remaining reduced plant blocks by

eI an

5 €10
bpl = > pr = Cpl = CIE]’ Cp2 = CZEZ,

Ty

11 11 11
Fp = [—6(1 'IM, 6(3 ' Tspy 8(6 )/TW1],
11 11 11
Fp= [—6(7 )M 6; Ts1a el )/TW2]~
With the two six-dimensional controller states, we set
X = col{x,, X.1, X2} € R?, w = col{d,,d,} € RS,

where
di = COI{APdia APsolar—i’ APwind—i}

contains the three exogenous disturbance components of Area i.
With the controller gains recovered from Theorem 2 kept fixed, we define

Ap bplD} prD; Ap bpli)f bpgﬂg
Ap=l0 @A o0 |, Ap=l0 & 0 |
0 0 A, 0 0 A
0 0 O] 0 0 O
A1 =|CiCp B 0], Ajur=| 0 0 0,
0 0 o ClCy 0 B
Ej1 = col{011x2, —C}, Osx2) Ej, = col{0;1x2, Osx2, =C5 },

EJ:[EJI EJz], BJW:[Fpl sz].

O12x3  O12x3
Here E;; and E;; embed the two local triggering-error channels into the joint coordinate. The fixed-gain
joint-switched realization is

2o () = Apx (@) + Ay x(t — 11(0) + Agaax(t — 12(1))

+ Ejei(t) + Epesx(r) + By,w(1),

550 X0 = Apx(®) + Bpuw(@),

with independent channels 7,.(¢) € (¢, dp], r = 1,2.
For the event-error embedding used in Appendix D, define

Cer=[Cn 0 0.  Ca=[Cpn 0 0.

The joint S-procedure uses V, = 0,7, > 0 with o, > 0 and r = 1,2. The joint matrices and event-
error definitions above are used directly in the independent two-delay Lyapunov—Krasovskii stability
conditions of Appendix D.
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Appendix D: Explicit independent dual-delay joint LMI conditions

The joint Lyapunov—Krasovskii functional is defined in the proof of Theorem 3. This appendix
collects the stacked vectors, auxiliary matrices, reciprocally convex terms, event-error embeddings, and
explicit LMI blocks used in the joint derivative inequalities.

D.1 Stacked-vector ordering and auxiliary matrices

For the DoS-free mode, we define

Xmr = X = b)), Xar =Xt —1,(0), Xmr =X = dy), e = colfey, e,}.

For the DoS-active mode, we introduce

Xor =Xt =0:0),  0:(0) € [m, Pul,

where 6,(f) is an auxiliary history point used only in the LKF estimate and does not represent an S-C
communication delay. Define the stacked vectors

{n = COI{X’Xm,laXd,laXM,I,Xm,Z’Xd,Z’XM,Z’ e},

L2 = Ol Xm1> X015 X M s Xm2> X025 X M2)-

The block label d, below continues to denote the middle historical position of channel r: it corresponds
to x4, in mode 1 and )4, in mode 2. Thus, this notation change does not alter the block ordering or
LMI dimensions. Define

— e—Zfllmm’ —2(211¢M, Ay = e 21 @y =¢m)

Aim aipmy =€

’

2 2 2 -
021¢m’ (1/2!¢M’ (g = e @2 (Pm—fm)

ayy = € ary = €

Letm,=2+3(r-1),d, =m,+1,and M, = m, + 2.

D.2 Explicit joint LMI blocks

Under the positivity and reciprocally convex conditions stated in Theorem 3, we write @9 .= [@8’4"1’]
in the corresponding block order; omitted blocks are zero and lower-triangular blocks are transposes.
The complete nonzero DoS-free base blocks are

2
0,11 _
®,, =He(PnAn)+2a1;Pn + Z(Wn,r — a1mR 1),
r=1
odm, 0,1d, _
®J1 "= Cl]ijl’r, ®]1 "= PJIAJd,ra
0,m,m, __
O, = a1 Q= Wi, —amRp, — aaZy,,
Omydy _ O M _
@11 = ald(Zjl,, - S]l,r), ®]1 = aldSJI,r,
0.dyd, _ T
0" =a(=2Zp, + S+ S,
0.d M, _ 0.M-M; _
O, =a1Zn,—Sn, O, =l — am Qi
O,le _ 0,66 _ :
@Y% = P Ey, O, = —diag(Vy, V).
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The complete nonzero DoS-active base blocks are

2
0% = He(PpAp) — 2a0,Pp + Z(WJZ,r — @R p2,r),

r=1

0,m m, __
O, = am(Qpr— Wi, — @Ry — a2aZ i,

0,md, _ 0,m M, _
@12 = azd(ng,r - sz,,), ®12 = aZdSJ2,r,
0.d,d, _ T
O, =au(-2Zp,+Sn+Sp,),
0.d:M, _ 0. MM, _
O, =auZpn,—Sn), Oy = —aulp, — amQn,r.

In the same block orders, define
D, = col{A};,0,A7,,,0,0,A],,,0,E}},

D, = col{A],,0,0,0,0,0,0}.

Define
Ee,1 = col{ly, 0252}, Een = col{0ax2, I}

For each r, the event-embedding matrix G, has only two nonzero block rows,

[gr]d, = 6rC£r, [gr]e = _6}’86,7"

Here V, = o, T, > 0 with o, > 0, as defined in Appendix C. The complete joint stability LMIs are
_ 2
0, =0) + Z [¢5¢DlRfl,rD1T + (Pm — ¢m)2912J1,rD1T]
r=1

2
+>.8'6,v.6! <0,
r=1

2
®]2 = @92 + Z [QS?"DZR]Z’rZ)g + (¢M - ¢m)21)22]2,r1)g] <0.

r=1

These block definitions yield the derivative inequalities used in the proof of Theorem 3.
Appendix E: Controller gains

The recovered controller parameters are given below. The synthesis and online trigger use the
common threshold 6; = 0.10.

_10.54287844 0.3151161
103151161 1.0344951

_10.53947608 0.34452678
1034452678 0.97821568
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5.8967769 5.1520234 6.2000489 5.0628145]
112.22416 -290.14737 84.111795 66.6241 83.440206 64.905014
7.1347863 —18.376715 4.5697807 4.219526 5.3203217 4.1330312
146.23991 —-376.92834 109.36216 85.369619 110.93649 85.888683
240.94986 —620.13478 180.21151 141.81616 175.41618 136.64932
| 7.683407 —19.796783 5.7507255 4.5399138 5.7167911 3.7725241]

[7.0664365 —20.009875

0.0029888535  0.0026669524 |
—-0.0044526938 —0.0046441375
0.00054875844 0.00043108532

[ 0.0044990655 —0.011428989  0.0034589877

0.00014103076 0.020136114 —-0.0060363606
0.0013351752 -0.0018425039 0.00055907768
0.060640594  —0.059449343  0.018119657  0.0087296385  0.019559791  0.013981269
0.095311107 -0.076153614  0.023318727  0.0073463129  0.026864753  0.018009727

| 0.001658128 —0.0021523957 0.00065371762 0.00043816552 0.00065116153 0.0005041552 |

0.0033367054
—-0.007593978
0.0003934065

[ -0.022163066  —0.0090035879 |
0.071658175  —0.044838923
-0.00026119719 —0.00019897959
0.07704803 0.047276962
0.16763825 0.11129951
| 8.4801759¢ — 05 2.9149588¢ — 05|

D) = [—5.7171966 14.294227 —-4.142705 -3.2375454 —4.1816576 —3.222234]

7.0603191
111.83126
7.114471
145.81686
240.23765

|7.6615693

-20.041216
—290.20416
—18.386487
—377.11868
-620.42164
—19.807345

5.9058564 5.1639774
84.122568 66.71543
4.5723353 4.2265972
109.41152 85.512443
180.2848 142.04505
5.7534883 4.5475351

D} = [—5.7()01937 14.300197 —4.1441975 -3.2427038

[14.157102
516.77069
19.98403
566.38459
754.43593

6.2071489 5.0699993]

83.423283 64.915943
5.3211026 4.1351663

110.94955
175.43008
5.7176445

85.930154
136.71145
3.7748326]

—4.1817762 —3.2235133]

B2, C% are structurally absent.

—28.558546
-991.61085
—38.342401
—-1086.6126
—1445.9608

12.130946 4.9506401
417.58835 146.16724
15.386286 5.6608051

457.77033
609.33069
17.651849

159.05094
212.38697
6.1745981

15.103341
531.05057
20.594293
583.78162
774.04736
22.499379

11.484766]
390.1891
15.132149
428.58996
568.77051

121.836318 —41.897244 15.860193

[0.0012089651 —0.0087166216 0.0036931121  0.0025133965 0.0038689788 0.0034270492 |
0.043467123  —0.022949248  0.010421591 —0.0022595521 0.016046834  0.00948353
0.0015552522 —0.0021727248 0.00094041916 0.00033874311 0.0011541571 0.00086773322
0.10858159  —0.10982308  0.048070382  0.010614298  0.062636984  0.044211282
0.1453033 —-0.13449409  0.059099301  0.010387197  0.078434096  0.054291135
10.0020991006 —-0.0027728525 0.0012023529 0.00040832524 0.0014888163  0.00110882 |

Electronic Research Archive Volume 34, Issue 11, 7880-7913.



7913

[ -0.029104507  —0.014069321 |

—0.00048383114 —-0.00041762772

|—0.00011769652 —0.00015754221 |

0.12622185 0.010169186

0.12378692 0.084683061
0.20617366 0.14782558

Di= [—15.533336 29.484748 —12.415627 —4.2998993 —-15.879195 —11.634522]

[14.164645 —28.608833 12.151863 4.9628886 15.127333 11.504507
516.23001 —992.32538 417.86643 146.44202 531.32867 390.4615
19.966921 —38.375271 15.399304 5.6722117 20.607852 15.144773
565.88792 —1087.5239 458.13062 159.37097 584.15523 428.93973
753.7598 —1447.1489 609.79959 212.8088 774.53162 569.2262
121.817779 —41.933338 17.666151 6.1870857 22.514293 15.874059]

Z)%= [—15.518728 29.508126 —12.424814 —4.3083937 —15.888601 —11.643471]

B3 and C3 are structurally absent.
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