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Abstract: This paper investigated the identifiability of attack frequency and the parameter estimation
problem in binary quantized finite impulse response (FIR) systems under Poisson-distributed replay
attacks. First, the replay attack is modeled as a Poisson stochastic process, and the convergence
properties of the attack frequency in the long-term statistical sense were analyzed, along with definitions
and criteria for attack frequency identifiability. Under the assumption that the attack frequency is
known, a compensated identification algorithm was established for parameter estimation, and the strong
consistency and asymptotic normality of the estimators were established. Furthermore, for the case
of unknown attack frequency, a joint estimation algorithm based on empirical statistics was proposed
to achieve simultaneous identification of the attack frequency and system parameters. In addition, the
optimal design criterion for the compensation ratio parameter was derived to reduce estimation errors.
The proposed framework falls within the scope of resilient identification, where the estimator continues
to recover system parameters from long-term statistics even under intermittent replay corruptions of
the communication channel. Finally, numerical simulations under various attack frequencies, delay
distributions, and noise levels were conducted to verify the effectiveness and robustness of the attack
frequency identifiability analysis and the proposed algorithms.
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1. Introduction

With the rapid development of a new wave of industrial revolution, Industry 4.0 has gradually
become an important direction for modern manufacturing. The continuous integration of technologies
such as smart manufacturing, industrial Internet, and artificial intelligence has driven industrial systems
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toward digitalization, networking, and intelligence [1]. Meanwhile, digital transformation also provides
new opportunities for the sustainable development and resource optimization of industrial systems [2].
However, under the context of Industry 4.0, the extensive interconnection of large-scale equipment and
widespread network communication also exposes industrial systems to increasingly complex security
challenges [3,4].

As a crucial framework that tightly couples computation, communication, and control, cyber-physical
systems (CPSs) have found extensive applications in smart grids, industrial automation, autonomous
vehicles, intelligent healthcare, and other critical domains [5]. CPSs collect physical environment
information in real time through sensing devices and utilize networks to transmit data and make control
decisions, thereby achieving closed-loop interactions between the information space and the physical
space [6]. As the scale of these systems continues to expand, data quality, communication reliability,
and system security have gradually become critical factors affecting the stable operation of CPSs [7, 8].

In practical engineering, quantization techniques are widely employed in networked control systems
and system identification to reduce communication bandwidth consumption and data storage pressure. In
particular, binary quantization mechanisms are of significant value in resource-constrained environments
due to their simplicity, low communication cost, and ease of hardware implementation [9, 10]. However,
the quantization process results in partial information loss, thereby increasing the difficulty of system
parameter identification and state estimation. For the identification of quantized observation systems,
various identification frameworks based on probabilistic statistics and kernel function methods have
been proposed [11]. In addition, under bandwidth-limited conditions, the co-design of communication
mechanisms and control strategies has also attracted widespread attention [12].

With the increasing reliance of cyber-physical systems (CPSs) on network communication, network
security has gradually become a research hotspot. Among various attack types, denial-of-service (DoS)
attacks and replay attacks are the most typical forms [13]. Compared with DoS attacks, which directly
interrupt communication, replay attacks intercept historical normal data and resend it at later times,
thereby misleading system controllers or identifiers to make incorrect decisions, which makes them
more covert [14]. In recent years, extensive research has been conducted on the detection of replay
attacks. For example, Zhao et al. proposed a detection method based on dynamic delay estimation [15];
Mo et al. introduced physical watermark signals in control inputs to detect forged sensor data [16]; Guo
et al. developed a replay attack detection mechanism based on output encoding [17]. In addition, for the
problem of optimal control under replay attacks, related studies have proposed solutions based on delay
estimation [18].

Beyond attack detection, a large body of work has also addressed state estimation and secure control
under network attack environments. For instance, Li et al. proposed an improved Kalman filtering
strategy under replay attacks with attack-detection-based compensation [19]. Ahmed et al. further
studied physically implementable watermark-based detection schemes [20]. Meanwhile, replay attacks
are not limited to industrial control systems; they have also received attention in voice and multimedia
systems. Veesa et al. employed linear prediction residuals to detect voice replay attacks [21], while
Hamadouche et al. proposed a replay-attack detection method based on perceptual image hashing [22].

Moreover, secure state estimation and resilient control under attacks have been extensively investi-
gated in the literature. Related studies have addressed secure state estimation for CPSs under sensor
attacks [23] and resilient control strategies for nonlinear systems under cyber threats [24]. These works
provide important perspectives on maintaining system performance in adversarial environments and
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complement the parameter identification framework developed in this paper.

In recent years, the development of artificial intelligence and data-driven methods has further
promoted research in system identification and secure control [25]. Regarding the identification of
quantized systems under network attacks, several important results have been achieved. Guo et al.
studied parameter identification of binary-observed FIR systems under DoS attacks and proposed a
consistent estimation algorithm [26]. Cui et al. further investigated identification under event-triggered
communication mechanisms [27]. Additionally, for secure control of multi-agent systems under network
attacks, Yu et al. developed an optimal consensus control strategy based on Stackelberg game theory [28],
and Jia et al. studied multi-timescale consensus algorithms in the presence of data tampering, using
only binary measurement signals [29].

Despite these advances, studies addressing parameter estimation in quantized systems affected by
replay attacks are still relatively scarce. Guo et al. studied parameter identification for binary-observed
FIR systems subject to replay attacks and designed a consistent defensive identification algorithm [30].
Subsequently, Liu et al. investigated joint estimation for multi-level quantized observation systems
under data tampering attacks [31], and Zhang et al. proposed a compensation-based anti-replay-attack
parameter-estimation method for quantized nonlinear Hammerstein systems [32].

However, several limitations remain. On one hand, most studies assume that all data are subject to
attacks, whereas in practice, attackers often target only part of the data to reduce resource consumption
and increase stealthiness. On the other hand, existing research typically assumes that the attack
probability or model is known, whereas in real systems, the attack frequency is often difficult to obtain
in advance. Moreover, when the attack frequency is unknown, whether the attack sequence itself is
identifiable and how to achieve joint estimation of attack and system parameters still lack systematic
theoretical investigation.

Compared with existing studies, the main differences and contributions of this work are as follows: (1)
A stochastic replay-attack model based on the Poisson distribution is established, providing a principled
framework for characterizing the randomness and intermittency of attack behaviors, in contrast to
traditional models that assume all data are attacked. (ii) All defense scenarios are systematically
categorized according to whether the attack frequency is known or unknown, and tailored algorithms are
developed for each case. For the unknown-frequency case, the concept of attack frequency identifiability
is introduced with rigorous theoretical conditions, bridging the gap between attack detectability and
parameter estimability. (iii) A joint estimation framework with optimal data allocation is proposed,
where the optimal ratio o* is derived to minimize the asymptotic estimation variance.

This work investigates asymptotically consistent parameter estimation for binary quantized finite
impulse response (FIR) models subject to Poisson-distributed replay attacks within the CPS framework.
Considering that the attacker implements replay attacks randomly according to a Poisson distribution, the
parameter identification problem is investigated for both known and unknown attack frequency scenarios,
and the convergence and asymptotic properties of the proposed estimation algorithms are analyzed.

The main contributions of this paper are summarized as follows:

1) A stochastic replay-attack model based on the Poisson distribution is established. Compared with
traditional replay-attack models in which all data are assumed to be attacked, the proposed model better
captures the randomness and intermittency of attack behaviors in practical network attack scenarios.

2) For scenarios with a known attack frequency, we propose a parameter identification algorithm
that incorporates an attack compensation mechanism, and we prove the asymptotic consistency of the
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resulting estimator. When the attack frequency is unknown, we further examine the identifiability of
the attack frequency itself. Building on this foundation, a joint estimation algorithm is subsequently
constructed to enable the simultaneous estimation of system and attack parameters.

3) A theoretical analysis of the convergence and asymptotic characteristics is performed for the
identification algorithms developed herein, and numerical simulations under various attack frequencies,
delay distributions, and noise levels are performed to confirm their effectiveness and robustness under
replay attacks.

The remainder of this paper is organized as follows. Section 2 introduces the system model and
problem formulation. Section 3 investigates the parameter identification problem when the attack
frequency is known. Section 4 studies the joint estimation problem when the attack frequency is
unknown. Section 5 presents numerical simulation results. Finally, Section 6 concludes the paper and
discusses future research directions.

2. Problem formulation

Consider a single-input single-output FIR system described by

Vi = aiug +ax_y + -+ ullg_pyy + di
= m0+d, 2.1
where d; denotes the system noise, m, = [ug, ..., u_ns1]' represents the system input vector, § =
lay,...,a,]" is the unknown system parameter vector, and y; is the system output.

The output is measured by a binary sensor with threshold C, which can be represented by the
indicator function
I, w=<C,

_, _ 2.2
Sk = fwsC) {0, otherwise. o

Figure 1 depicts that the original data sg are conveyed via a communication network to the estimation
center, although they may be vulnerable to replay attacks along the way.

Replay attack
m "™
. AN
Vi

Communication
network

Uy

FIR

Binary sensor [~ ==

Estimation center

Figure 1. Schematic diagram of the system structure.

The data received by the estimation center at time instant k are denoted by sy, which satisfy

0
~ {sk_,k,k €,
=

2.3
s,?, k¢, 2.3)
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where T denotes the set of attack instants {y;,y,...}, and sg_Tk denotes the measurement sample
obtained at instant k — 7, and replayed at time k. The variable 7; characterizes the replay lag associated
with the attack.

The set Y = {yy, 7>, ...} represents the collection of time instants when replay attacks occur, while
p = [pi,..., pm]" describes the probability distribution of the replay delay intensity 7; at each attack
instant. Thus, the combination of sequential attack instants and random replay intensities reflects that
the attacker, while selecting the attack time points, can randomly choose different replay delays at each
chosen point to mislead the detector. Together, (', p) constitutes a sequence-type replay-attack strategy
with random replay intensity at given attack times.

Whenever an attack occurs, i.e., k € Y, the attacker randomly selects the replay intensity 7, €
{1,...,m} according to the probability distribution p = [py, ..., p.], namely,

Pr(ry =) =p;, i=1,....,m. 2.4)

Equations (2.3) and (2.4) characterize the data tampering mechanism caused by the attacks. To facilitate
further theoretical analysis, the attack instants and attack intensities are modeled in a unified framework.

Remark 2.1. Throughout this paper; the following information is assumed to be known to the legitimate
estimator: the system input sequence {u}, the binary sensor threshold C, the noise distribution function
@(-), the density function ¢(-), the maximum replay delay m, and the replay delay distribution p =
[p1,..., pmlT. The attack instant set Y is always unknown. Two scenarios are distinguished regarding
the attack frequency € (i) the attack frequency is known; (ii) the attack frequency is unknown and
must be estimated from data. The assumption that p is known is motivated by practical engineering
considerations: the maximum replay lag m is typically determined by the communication protocol buffer
size, which is known to the defender. The case where p is also unknown constitutes a more challenging
problem and is left as a direction for future work.

Assume that the attack instant set " = {yy, ¥, ...} 1s generated by a Poisson process with intensity
A > 0. Let N(¢) denote the number of attacks occurring within a time interval of length 7. Then,

N(t) ~ Poisson(At),

that is,

Ar)”
wy

PN() = 1) = < -e ™,

r=0,1,2,...,

and the numbers of attacks occurring in different intervals are mutually independent, where A represents
the average number of attacks per unit time.

To connect the continuous-time Poisson process with the discrete-time identification framework,
define the discrete-time attack indicator as

A = Lings)-Nwy21)s (2.5)
so that Pr(A; = 1) = 1 — e™*. The attack set in discrete time is then formally given by
Ty={keTy:A =1} (2.6)

This explicitly relates the Poisson intensity A to the per-sample attack probability.
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Define 7y = {1,2,...,N}and Yy = T N T y. Let #(-) denote the cardinality of a set. Then, the total
number of attacks occurring within the interval 7 is #7y.
For the periodic positioni = 1,...,n, define

Ty =1k € Ty : k=i (modn)},

where #Y'y; denotes the frequency of attacks associated with the i-th position.
Under the above model, the attack process can be uniformly represented as A = (Y, 1) or simply
denoted by (7, p).

Remark 2.2. In the considered CPS setting, the legitimate remote estimator observes the known periodic
input sequence and the received (possibly corrupted) binary-valued data {s;}, and aims to consistently
identify the FIR system parameter 0 despite replay-corrupted observations. The attacker, on the other
hand, intercepts legitimate past sensor measurements and replays them at later time instants. The
attacker’s objectives may include: (i) causing systematic bias in the identified model parameters; (ii)
hiding abnormal plant behavior by replaying normal historical data, (iii) evading detection mechanisms.
The motivation for the estimator to continue identification under attack conditions is that the plant must
remain operational and the communication channel is inherently vulnerable. Rather than attempting to
perfectly detect every attacked sample, the proposed resilient identification framework leverages long-
term statistical compensation to recover consistent parameter estimates from corrupted observations.

The objective of the estimation center is to design compensation algorithms based on the system input
and the received attacked data, so as to recover the true data or improve the parameter estimation accuracy.

Consider system (2.1) with a periodic input signal. Denote ¢, = m;. If the input period n equals
the parameter dimension, then u; = u;,, (k > 1), and consequently ¢, = ¥;.,. The input matrix is
constructed as

Y=Y, 0l 2.7

Remark 2.3. When the input period equals the number of system parameters, the persistent excitation
condition is guaranteed to hold, thereby ensuring the invertibility of the regression matrix and the
identifiability of the system. This specific case provides an analytically tractable framework for
theoretical derivation and has been widely recognized in the system identification literature. In addition,
related studies on quantized inputs have shown that periodic or quantized excitation can be naturally
extended to more general classes of inputs. Therefore, this assumption can be regarded both as a
condition of practical relevance and as a fundamental theoretical condition.

For a given integer N, define Ly = | N/n]. The algorithm employed to estimate the parameter 6 is
given by

—

On = \P_l[gN,l’---’gN,n]T,
1 &
_ _ -1 . -
ini = C—¢ (_LN ;:] S(L—l)n+t)a i=1,...,n, (2.8)

where C is the threshold and 6y denotes the parameter estimate.

Assumption 2.1. d, is a sequence of independent and identically distributed Gaussian random variables
with mean 0 and variance 6%, whose distribution function and density function are denoted by ¢(-) and
(), respectively.
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3. Defense algorithm design based on attack frequency

In Section 2, the attack instant set I’ is modeled as a Poisson process with intensity 4 > 0. This
section first establishes the relationship between the Poisson process and the attack frequency, and then
designs the corresponding defense algorithms based on the attack frequency.

3.1. Definition and properties of attack frequency

Theorem 3.1. Suppose that the attack instant set (' is generated by a Poisson process with intensity
A > 0. Then, for any periodic position i = 1,...,n, it holds that

L & wpl, N—o oo, (3.1

where €; € [0, 1] denotes the attack frequency at periodic position i. Moreover,
e=1-¢', i=1,...,n (3.2)

Proof. Since the attack instant set Y’ is generated by a Poisson process with intensity A > 0, for any unit
sampling interval, we have N(k + 1) — N(k) ~ Poisson(A).
Therefore, the probability that at least one attack occurs within a unit interval is

Pr{N(k+ 1)~ N(k) > 1} =1 -=Pr{N(k + 1) = N(k) =0} = 1 — ™.

Hence, the attack event in discrete time can be equivalently represented as a Bernoulli random variable
with success probability ¢ = 1 — e™.

For a fixed periodic position i, #Yy; denotes the number of attacks occurring at that position.

Since the attack events at different sampling instants are mutually independent in discrete time,
and the probability of attack occurrence at each instant is ¢;, #Y'y,; can be regarded as the sum of Ly
Bernoulli random variables.

By the strong law of large numbers,

The proof is complete. O

According to the Poisson attack model, under discrete sampling conditions, the attack behavior of
the system can be equivalently represented as a Bernoulli-type stochastic process.

According to the knowledge of the attack frequency, the problem considered in this paper is divided
into the following two cases:

e The attack frequency is known;
e The attack frequency is unknown.
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3.2. Known attack frequency case

When the attack frequency vector € = (¢, .. ., €,) is known, although the attack instant set I’ cannot
be directly observed, the expectation of the observed data can still be accurately decomposed and
analytically characterized due to the stable statistical structure of Poisson replay attacks.

For the periodic positioni = 1, 2,...,n, define the statistic

i = B(S-1yn+i)- (3.3)

For the scenario in which the attack frequency is known, the received data s; still follow the replay-
attack model introduced in Section 2, where the attack instant set Y is generated by a Poisson process,
and the corresponding frequency parameter ¢; is available to the estimator. Therefore, s; can be
regarded as a randomly mixed observation sequence composed of unattacked samples s,? and replayed
samples s, __.

Theorem 3.2. Under the conditions of Assumption 2.1 and Theorem 3.1, the observation statistic n;
satisfies

ni=(-e)¢(C-m)+& y pid(C—m), (3.4)
=1
where ¢(C — n;_;0) denotes the value of the distribution function of the random noise di at the point
C - 7Tl‘_j9, i.e.,
¢(C - 7T,'_j0) = Pr(dk <C- 7T,'_j0), (35)
which characterizes the probability that the system output y; = m;_;0 + dy is less than the threshold C
when the replay attack delay is j.

Proof. According to the law of total probability, 1; can be decomposed as
n; = E(silk ¢ 0)Pr(k ¢ 1) + E(silk € ) Pr(k € Y). (3.6)

First, consider the unattacked case k ¢ Y. In this case, sx = s = Ij,<c). From the system model
Vi =m0 + di, we have
E(silk € 1) = Pr(m0 + dy < C) = ¢(C — m;0).

0

Next, consider the attacked case k € Y, where s, = Stz

respect to 7, yields

. Taking the conditional expectation with

E(sidk € ) = )" pjB(s)._).
j=1
Since the input satisfies the periodicity condition ¥, = ¥y, it follows that
E(Sg_j) = ¢(C — 7 ;0).

Substituting the above result gives

B(sidk € 1) = ) pio(C - mi_j6).
=1
Finally, combining
PrkeY)=¢, Prk¢™)=1-¢,

and substituting them into (3.6), the conclusion follows directly. The proof is complete. O

Electronic Research Archive Volume 34, Issue 10, 7118-7151.



7126

Define the sample statistic
Ly

. 1
NN = [y Z (L-D)n+i

L=1

and construct the lagged mixture term

m
VN,i = E PilN,i-j-
J=1

Based on the above structure, define the compensated statistic

— _ NNi— €VN,i
N = ——F——
1- €;

Theorem 3.3. Under the condition of known attack frequency, it holds that
v = ¢(C —m0), wp.l, N — oo

Proof. By the strong law of large numbers, we have

n w.p.1
IINGg — T

Furthermore, according to the definition of the empirical compensation term,

m
R " wp.l _
VN, = E PiliNi-j — Vi,
J=1

where

Vi = Zm: P ini-j-
=1

(3.7)

(3.8)

(3.9)

(3.10)

(3.11)

According to Theorem 3.2, the expectation of the received binary observation can be expressed as

ni =1 - )¢p(C —mf) + gv;.

Therefore,

,T_], w.p.1 ni— €V
N,i ?

1- €
(I =&)¢(C—mb) + &V — €,
- 1- €;
= ¢(C —mb).

The proof is complete.

(3.12)

O
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Remark 3.1. The quantity v; represents the limiting value of the empirical compensation term vy, since
V. Is constructed from the received data that may contain replay-corrupted samples. Therefore,

V= Zml D ini-j-
=1

It should be distinguished from the theoretical replay contribution term
vi= ) pio(C - mi_ o), (3.13)
=1

which characterizes the contribution of replayed historical observations in the expectation model of
Theorem 3.2. The two quantities have different roles in the analysis, and the compensation proof in
Theorem 3.3 only requires the convergence of Vi to ;.

3.3. Convergence analysis

Given prior knowledge of the attack frequencies ¢;, the remote estimator constructs the parameter
estimate from the compensated statistics 77, after obtaining the observation sequence s;. The estimation
algorithm for the parameter 6 is given by

6y = Y onas e s Cval’s
lvi = C—¢7'Gva), i=1,....n, (3.14)
where 77y is given by (3.9):
NN = —UN’;_ AN (3.15)

Theorem 3.4. Under the assumption that the attack frequencies are known, the parameter estimator is

strongly consistent, i.e.,

e NS . (3.16)

Proof. By Theorem 3.3, it follows that

— w.p.1
v — ¢(C —m0), N — oo.

Since ¢~!(+) is continuous on its domain, the continuous mapping theorem yields

w.p.1
Ini=C— ¢ () =5 mf, N — oo,

Therefore,

— w.p.1
Oy =¥ oy ~25 6, N — o

This completes the proof. O

Electronic Research Archive Volume 34, Issue 10, 7118-7151.



7128

3.4. Asymptotic normality analysis

Theorem 3.5. Under Assumption 2.1 and assuming that the attack frequencies €; are known, the
parameter estimator Oy satisfies

VN@y - 0) -5 N(0,%;), N — oo, (3.17)

where
T, = ¥ 'diag(oq,...,00)¥ T, (3.18)

with
, nVar(Rp;)
Or =75
¥i

, and v; is given by Eq (3.13).

(3.19)

S(L-Dn+i—€Vi
1-¢

where ¢; = (C — 1;0), Ry ; =

Proof. From the attack model described earlier and Theorem 3.2, at the i-th periodic position, we have
E(s-1yn+i) = (1 — €)@(C — 7;0) + €v;.

To characterize the effects of Poisson attacks and replay delays on the observations, we define the
standardized random variable
S(L-Dn+i — €Vi
RL,i - >
1- €;

whose expectation is

E(S(L—l)n+i) — €V

B(R.) = T—<
_ - €ii¢_((;— 7i0) _ 6(C = 1),

On the other hand, since s 1)+ € {0, 1}, its second moment can be computed directly as

ni = - €)d(C —mb) + gv;,

so that
Var(S(L—l)n+i) =ni(1 —m).
Hence,
ni(1 —m)
Var(R; ;) = ————.
ar(Ry ;) (1—e)

Since the attack process Y is modeled as a Poisson process, it possesses independent increments over
different time windows. Moreover, the replay delays 7; are independent and identically distributed.
Therefore, the sequence {R; ;};>; forms an independent and identically distributed (i.i.d.) sequence with
finite second moments. Let 5

_ 1 &

Ry; = +— Z Ry

L

N T

By the central limit theorem,
VIn(Ry; = $(C = m6)) = N(O, Var(Ry))).
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On the other hand, define the empirical statistic

1 &
NN = 7 Z S(L-Dn+i»
Ly =1

which satisfies

Hence,
_ d
VLy(ni — ¢(C — m;60)) — N (0, Var(R,;)) .
Since Ly = |[N/n] and N/Ly — n as N — oo, it follows that
VNG - (C = 76) — N (0,n Var(Ry,) .

Define the inverse-function estimator

Evi=C—¢7' (v,

and note that
¢~ ($(C —m0)) = C — m.

Since 7y 2 #(C — m;0) and ¢~ (-) is differentiable at ¢(C — 7;6), a first-order Taylor expansion of ¢~!(-)
around this point yields

1
¢~ Giv) = ¢ () + a(ﬁN,i — ¢i) + o([nvi — ¢il) .

Therefore,

1
Ini—mf=C—¢ ' Gn) — (C—mf) = _a(ﬁN,i = ¢) + o[ — ¢il) -

Multiplying both sides by VN gives
1
VN - mi6) = = VNG — ¢1) + 0,(1).

Since it is known that y
VNG, — 1) — N(0,n Var(R.,)),

applying the continuous mapping theorem and Slutsky’s theorem yields

2
i

\/N(éVN,i - 7T,-9) i) N(O, M) .
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Moreover, from the asymptotic normality of 77y; and the first-order Taylor expansion of ¢~!(-), the
asymptotic variance is determined jointly by the linearization coefficient and the variance of the original

statistic, giving
2 nVar(RL,,-)

i 2
¥;

Finally, using the linear estimator

Oy = I FAYR PO v L

we obtain ;
VN - 6) — N(O,Z)),
where
¥ = ¥ ldiag(ol, ..., )P,
This completes the proof. O

4. Unknown attack frequencies

When the attack frequencies are unknown, the estimation center cannot directly obtain the attack
frequency parameters ¢. Therefore, it is necessary to determine from long-term observation data
whether the attacks exhibit a stable pattern and, furthermore, whether the corresponding frequencies
can be estimated.

Let Y denote the set of attack instants, and let N(f) represent the number of attacks occurring over
the time interval [0, 7].

Intuitively, the estimability of the attack frequency depends on whether the number of attacks per
unit time exhibits a stable asymptotic behavior.

Since the construction of the compensation term in the subsequent parameter estimation procedure
relies on a statistical estimate of the attack frequency, it is essential to first ensure that the attack
frequency can be consistently recovered from long-term observations. Motivated by this consideration,
we next introduce the notion of attack frequency identifiability.

4.1. Identifiability of attack frequencies

In the field of cybersecurity, the detectability of an attack sequence is typically subject to the following
conditions: (i) Regularity and persistence: the occurrence pattern should display sufficient repetitiveness
and predictability. (ii) Distributional stability: the sequence should preserve consistent statistical
properties across temporal or spatial dimensions. Only when the attack sequence simultaneously meets
the basic requirements of regularity, persistence, and distribution consistency can its characteristic
patterns be reliably extracted. These conditions together constitute the theoretical foundation for the
detectability of attack sequences.

In practical systems, attack processes are often modeled as random point processes. In the classical
setting, the attack arrival process can be further described by a Poisson-type stochastic process, whose
statistical characteristics are mainly determined by its arrival intensity. Depending on whether the intensity
function remains stable, the attack process typically exhibits the following two representative scenarios:
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e One scenario is that the attack process possesses a stable arrival intensity, meaning that the average
number of attacks per unit time remains constant.

e The other scenario is that the attack intensity varies significantly over time, causing attack events
to exhibit pronounced clustering within certain local time intervals.

In the former case, since the attack process has a stable average arrival rate, its statistical frequency
can be consistently recovered through long-term observations. In contrast, in the latter case, the
attack intensity exhibits significant time-varying characteristics, and the statistical behavior may differ
substantially across different time intervals, thereby reducing the stability of attack frequency estimation.

The identifiability of the attack frequency serves as a fundamental prerequisite for the subsequent
parameter estimation procedure. Since both the compensated statistics and the parameter estimators are
constructed based on empirical averages, it is essential that the attack frequency can be consistently
recovered from long-term observations. If the attack frequency is not identifiable, the empirical
statistics may fail to converge to stable limits, leading to systematic bias. The asymptotic normality of
unidentifiable sequences is likewise unidentifiable.

Definition 4.1 (Identifiability of attack frequencies). If there exists a constant € € (0, 1) such that
N ()

— €, wplast— oo, “4.1)

then the attack process is said to be globally identifiable, and € is referred to as the attack frequency.
Furthermore, if for any deterministic time interval [Ty, T,] with T, — T; — oo it holds that

Ny(T2) — Nx(T)
H
T, -T

€, wp.last— oo, 4.2)

then the attack process is said to satisfy local uniform identifiability.

The above definition indicates that an attack frequency is not only required to have a stable limit
over the entire time scale but also to maintain consistent statistical behavior over any sufficiently
long local time interval. Only under this dual condition—global identifiability and local uniform
identifiability—can the attack frequency be reliably estimated from long-term statistical observations.

Further discussion

The identifiability of the attack frequency serves as a fundamental prerequisite for the subsequent
parameter-estimation procedure. Since both the compensated statistics and the parameter estimators are
constructed based on empirical averages, it is essential that the attack frequency can be consistently
recovered from long-term observations.

If the attack frequency is not identifiable, the statistical characteristics observed over different
time intervals may differ significantly. As a result, the corresponding empirical statistics may fail to
converge to stable limits, leading to systematic bias in estimators constructed from sample-average
approximations. Therefore, identifiability essentially guarantees that time averages accurately reflect
the underlying statistical properties of the attack process.

Example 1: Non-stationary Poisson attack (Non-identifiable case)

Consider a class of non-homogeneous Poisson attack processes whose arrival intensity function is
given by
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1, telk K +Kk?,
A1) = .
0, otherwise.

That is, attacks occur only within local time windows, while no attacks occur at other times.
Consequently, the attack process exhibits pronounced local clustering along the time axis.

Since the length of the k-th clustering interval is only k'/?, whereas its corresponding time position is
approximately k*, the proportion of the clustering interval relative to the overall timeline approaches
zero as time increases. Therefore, we have

Nv(2)

-0, t—o o

This indicates that, in terms of the global average, the long-term attack frequency tends to zero.
However, within each local clustering interval, the attack intensity per unit time satisfies

NT(k3 + kl/z) — NT(kz) w.p.1
k12
Hence, there is a clear discrepancy between the global and local statistics: the global average tends
to zero, while the local time intervals still exhibit high attack intensity. As a result, it is impossible to
describe the long-term statistical behavior with a single stable parameter, and the attack frequency does
not satisfy the identifiability condition.

Example 2: Stationary Poisson attack (Identifiable case)

Consider another class of attack processes, where the number of attacks satisfies

N+(t) ~ Poisson(Af), A> 0.

That is, the attack process follows a homogeneous Poisson process with intensity A.
By the law of large numbers for Poisson processes, we have

Ny(1) wpil 2

I —

b 9

indicating that the average number of attacks per unit time converges stably to the constant A.
Furthermore, for any deterministic time interval [T, T, ], since a Poisson process has stationary and
independent increments, its increment satisfies

N+y(T,) — Ny(Ty) ~ Poisson(A(T, — Ty)).
Thus, we have

Ny(T2) = Ny(Ty) wpil
T,-T,
This indicates that, regardless of which sufficiently long time interval is observed, the statistical
frequency remains consistent.

/l, T2—T1—>00.
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Moreover, let the inter-arrival time between consecutive attacks be defined as Dy = y;,1 — &, then,
for a homogeneous Poisson process,

Dy ~ Exp(4),
with :
E(Dk) = /_l

By the law of large numbers, it further follows that

1 « wpl 1
— Dy — —.
m ; A

Therefore, this attack process not only has a stable limit in terms of overall frequency, but its local
statistical behavior and inter-attack interval structure are also consistent. Consequently, the long-term
statistical behavior can be characterized using the single parameter A, and the attack process satisfies the
identifiability condition for attack frequency.

When the attack process meets the identifiability condition, the attack frequency can be regarded as
having a stable statistical limit €;. Accordingly, an attack frequency estimator can be constructed using
empirical statistics:

. #Ty,
€N, = Ln >
where #7'y,; denotes the number of times the i-th position is attacked within the first Ly periodic blocks.
If the attack process satisfies the identifiability condition, then

. wpl
ev; — €, N — oo,

These results indicate that the true attack frequency can be stably recovered from long-term observa-
tions, which provides a theoretical foundation for the construction of compensated statistics and the
analysis of parameter consistency in subsequent sections.

4.2. Design of the compensation algorithm

When the attack frequencies are unknown, the estimation center cannot directly obtain the attack
frequency parameters ¢;, and therefore cannot directly use the previously defined compensated statistics
to perform parameter identification.

To address this issue, this paper proposes an empirical-statistics-based compensation-identification
algorithm. The core idea is as follows: All observation data are divided into two parts, where one part
is specifically used for attack frequency estimation, and the other part is used for system parameter
identification. By constructing attack-event statistics from specially selected data points, an initial
estimate of the attack frequency is obtained. This estimate is then used to construct compensated
statistics, which in turn allows consistent identification of the system parameters.

The compensation mechanism in the unknown attack-frequency case involves two key components.
(1) Attack frequency estimation via probing: The data set Z)g\],) consists of specially constructed positions
where the transmitter sends a fixed symbol “1”. Since the attacker can only replace the current data
with historical data, receiving s; # 1 at these positions provides definitive evidence of an attack. By
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counting such events, the attack frequency ¢; can be consistently estimated. (i) Parameter estimation via
compensated statistics: using the estimated attack frequency €y, a compensated statistic is constructed
that mirrors the known-frequency case. The consistency of €y; ensures convergence to the true value.

‘ni Replay attack

dk 0 3;0 . . KY
Uy Vi . Sk & ("Communication Ak oo
FIR Binary sensorf- = = *
network
= ==

Compensation Estimation center
module

Figure 2. System structure with compensation module.

Let the maximum attack lag length be m, and define Z = m + 1. Furthermore, introduce a proportion
parameter

a€(0,1), (4.3)

where «a represents the proportion of data used for attack frequency estimation, and 1 — « represents the

proportion of data used for system parameter identification. Let the total sample length be N, and denote

by My the number of positions used for attack frequency estimation, satisfying 2211\‘,“ —a, N — oo.

Let the original quantized output be sg, and denote the transmitted data after compensation as E‘,i
First, select My positions ry, 7, ..., 1y, from the set Ty = {1,2,..., N}, satisfying

Yes1 — Fe > 22, €=1,2,... , My, (44)

with My+1 = N.
Based on the above positions, construct the set

My
Dy = lezsf,

whereBg = {I’g,l"g+ 1,...,rg+2Z— 1}
Further, define the transmitted data Eg as follows:

0, kelry,...,rp+7Z—2}for some ¢,
1, k=r,+Z -1 forsome ¢,

=1 5 4.5)
Se, k=re+Z,...,rg+27Z -1 for some ¢,

Sg, k ¢ DN.

=l

After the defense processing module is introduced, the attacker targets the modified sequence '52, and
the received data for k € Y satisfy s, = ’s"g_rk.
The above procedure is illustrated in Figure 3.
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Figure 3. Schematic of the compensation procedure.
Let the number of elements in the set Dy be Dy = 2MyZ. Since % = ZZ% — @, asymptotically,

approximately a/N data points are used for attack frequency estimation, while the remaining (1 — )N
data points are used for system parameter identification.

The core purpose of this construction is to establish a statistical relationship between the attack
frequency and the received data.

Since attacks can only replace historical data, the transmitter sends a fixed “1” atk =r, +Z — 1. If
the estimation center ultimately receives s; # 1, this indicates that an attack must have occurred at that
moment. Therefore, the proportion of attacks can be statistically estimated using these special positions,
allowing estimation of the attack frequency.

On the other hand, for the interval k = r, + Z, ..., r, + 2Z — 1, the data are not subjected to additional
processing, so that the normal statistical structure is preserved as much as possible.

Based on the above construction, define the set of positions for attack frequency estimation as

DY ={re+Z - 11" (4.6)
and the set of data used for system identification as
DY =Ty \ Dy. 4.7

Using the sets ngl) and Dﬁ), the following parameter-estimation algorithm can be obtained:

—

Oy = \P_I[XN,I, S

— ()
0i =€ ) P,
J=1

-1
xni = C—¢ ( = ),
— €N,
] &
o1 = a;I{(L—l)n+iei)§3)}S(L—l)n+i’
L
_ 2255 I{(L—l)n+ieD§\1,)}(l = S(L-1n+i)
€N = D . (48)
N

Here, €y, represents the estimated attack frequency. Since the positions in the set Z)E\}) are fixed to
transmit “1”, the term 1 — s;_1),+; precisely indicates whether an attack occurred at that position.
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/ﬁ(zé)i denotes the empirical statistic corresponding to an attack lag of j steps, and its definition

coincides with that adopted for the known attack frequency scenario. Since ﬁl\j,)l is constructed directly
from historical received data, the above compensated statistic depends solely on observable data.

The above algorithm first estimates the attack frequency using approximately aN specially selected
data points, then performs system parameter identification using the remaining approximately (1 — )N
data points. Through the compensation mechanism, the true statistical structure is restored, thereby
achieving asymptotically consistent identification of the parameters of the binary quantized system

when the attack frequency is unknown.

Remark 4.1. In the present framework, the replay delay distribution p is assumed to be known. If p
is also unknown, jointly estimating p, €, and 0 would require additional structural assumptions or a
multi-stage identification procedure. This extension is left as a promising direction for future work.

4.3. Convergence analysis

Theorem 4.1. Suppose that Assumption 2.1 holds and that the attack frequencies satisfy the identifiability
condition. Then, the parameter estimator 6y obtained from the above compensation algorithm satisfies

’Q\N -0, wpl, N — oo 4.9)

Proof. We first establish the strong consistency of the attack frequency estimator ey;.

For

(L-Dn+ie D,
according to the construction of the compensation algorithm, the transmitter sends the fixed symbol “17,
0 —

namely, s; ., = 1.

Since an attack can only replace the transmitted data with historical data, the received data sy,
satisfies the following:

e If no attack occurs, then sq_1y,1; = 1;
e If an attack occurs, then s 1)+ # 1.

Therefore, by the law of total probability,

Pr{si-1yn+i = 1}
30 =
= Pr{S(L—l)rH—i = lls(L—l)n+i = 1}Pr{s(L—1)n+i =1}
30 )
+ Pri{s-nn+i = sy 1y = O Prisg_yy,,, = O)

Since E?L—l)n .; = 1, it follows that

Pr{E?L—l)nH =1=1

and
Pr{E?L—l)nH’ =0} =0.

Hence, we have

Pr{sq-ty+i = 1} = Pr{sg—in+i = 1|‘§?L_1),,+i =1}
= 1- €.

Electronic Research Archive Volume 34, Issue 10, 7118-7151.



7137

Therefore, € = 1 — Pr{sq_1),+; = 1}. On the other hand, according to the definition of the attack
frequency estimator, we have

L
2Z 3% L vnrien) (1 = S@-1n+i)
Dy '

Since 1 —s(.-1),+: 1s an independent and identically distributed Bernoulli random variable, its expectation
is given by

N, =

E[1 = s@-1yn+il = &,
thus, by the strong law of large numbers, we have
2Z 3%, L vnrien)(1 = Sa-tn+i)
Dy

— €, w.p.l, N — oo

That is,
evi — €, w.p.l, N - .

Next, consider the compensated statistic 77y,;. Define

m

- =)

Oi — EN.i Z Pily,
J=1

1- ?N,i

NN =

From the consistency results under the known attack frequency case, the empirical statistics satisfy
o —>n, wpl, N-— oo

and .
e = ¢(C -0, w.pl, N— o

Combining this with
?N,i — €, Wpl, N — oo,

we obtain
ni— € Z pip(C — m; ;6)
ﬁN,i - s
1 — €
= ¢(C-mb), w.pl, N— co.
Therefore,

C—-¢'Gni)) » mb, w.pl, N — co.
Finally, from the definition of the parameter estimator
Oy =P Dyws ekl
and by the continuous mapping theorem, we have
EN -6, wpl, N — oo

This completes the proof of the theorem. O
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4.4. Demonstration of asymptotic normality

Theorem 4.2. For the compensated estimation method introduced, the estimator@v exhibits the following
asymptotic normal behavior:

VN@y - 6) — N(0,%(@)), N — o, (4.10)
where the covariance matrix is given by
Y(a) = ¥ 'diag(ci(a),...,oX(a)¥ ", 4.11)

and foreachi=1,2,...,n,

1 (1 —m i—v)e(l — g
(@) = — nd—n) i-viyed-e)| 4.12)
o;(l-€)P| 1-«a a
Proof. For each channel i = 1,2, ..., n, consider the following two-part sample splitting:

The number of samples used for attack frequency estimation is Dy ~ aN, while the number of
samples used for system identification is (1 — @)N.

At the specially constructed positions, 1 — s.-1),+; 1s an independent and identically distributed
Bernoulli random variable with

E[1 - S(L—l)n+i] = €.

Since the attack frequency estimator is based on Dy samples, by the central limit theorem we obtain:

Dy @i — &) — N0, &(1 — &)).

Since Dy /N — a, an equivalent form is
(1 — ¢
‘/I_V@N,i - €) i’ N(O, u)
a

The system identification part uses (1 — a)N samples, hence by the law of large numbers and the central
limit theorem,
i(1—mi
VN =) -5 N(o, u) .

-«

The compensated statistic is defined as

NN — ENVi

NN, = =
1 — €N,

. vi= ) pi#(C —mij0).
j=1

By a first-order Taylor expansion, we obtain

_ NN — i + (?N,i - &) —v)

1y, — $(C — m6) - 1=

+0,(N7'?).

By independence and Slutsky’s theorem, the two error terms jointly determine the asymptotic distribu-
tion, and thus

VNG — ¢(C — 76)) —> N(0,72),
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where )
2= ni(1 —m;) + (mi —v) &l — )
-6l -a (1-€?a
Expanding ¢~'(-) at ¢(C — 7;0) yields

1
VN(yw, — 76) = . VNG, — ¢(C — 1)) + 0,(1).

Therefore,
2

T-
VN(ew; - 1) — N(©0,07), o2 = —.
Finally, from the linear transformation
Oy =P Dews okl s

and by the Cramér—Wold theorem, we obtain

VN@y - 0) -5 N(0,2(a)).

This completes the proof. O

4.5. Optimality of the parameter «

To characterize the data allocation between attack frequency estimation and system parameter
identification, we introduce a proportion parameter a € (0, 1). Here, a represents the proportion of data
used for attack frequency estimation, while 1 — « represents the proportion of data used for system
parameter identification.

Theorem 4.3. Under the conditions that the attack frequency is identifiable and satisfies the uniform
convergence condition, the asymptotic covariance matrix of the compensated estimator Oy can be
expressed as

() = ¥ diag(ci(a),...,ox(a)¥ ", (4.13)
where
@) = ———— (fﬁ ; L) 4.14)
gil-e)\a 1-a
Here,
Ai=&(l-€&)(vi—m)’, Bi=nn(l-m), (4.15)

and the optimal weight «* that minimizes the overall error tr(XZ(a@)) is

. VA

=Y (4.16)

VA + VB

with n 2

y (1 —2 &) (v —zm) , 4.17)

i=1 il —e)

- nn(1 —n)

B nail =) 4.18
; i (4.18)
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Proof. From the theorem conditions, the asymptotic covariance matrix of the compensated estimator is
given by
Y(a) = P 'diag(ci(a),...,c (a)P .

Hence, the overall estimation error can be characterized by the trace function:
n
_ 2 T
tr(X(@) = Y o)Vl v,
i=1

where v; denotes the i-th column of the matrix ¥~!. Substituting O'l-2(a’) yields

n

,-T i A; B;
r((a)) = ; 901.2(: - ) (E 1z a)'

Define

_Z": Aiv]v; _i Bivlv
90(1—6)2’ 90(1—6)2’

then we obtain

A B
trE(@)) = — +
a 1-
Taking the derivative with respect to « gives
d A B
—tr(X =+ ——.
da 12@) a2 (1-a)?

Setting the derivative to zero yields ﬁ = . Taking the positive square root (since @ € (0, 1)), we

_B

(1-a)?

obtain Y2 = Y8 Rearranging gives the optimal solution
a l-a

\a
 VA+ VB

On the other hand, the function g + % s strictly convex on « € (0, 1), hence this stationary point is the
global minimizer. This completes the proof. |

5. Numerical simulations

Consider a single-input single-output second-order discrete-time system:

Vi = 71{9 + dk,

S.D
Sk = I{ykSC}a k = 1,. . ,N,

where the vector of unknown parameters is defined as 6 = [3, —1]".

A deterministic periodic input with period length 3 is considered, whose values within each cycle are
Yo = 11,21, ¢o=1[2,1].

We set the threshold as C = 0, the data length as N = 10, 000, and the noise satisfies d; ~ N(O, 10%),
which is assumed to be i.i.d. as described in the previous sections.

The attack process is modeled as a Poisson point process. Let the attack event set T satisfy
N (1) ~ Poisson(Af), where A denotes the attack intensity parameter.
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5.1. Verification of attack frequency identifiability

According to Definition 4.1, we construct two types of Poisson attack processes that satisfy and
violate the identifiability condition, respectively.

First, consider a homogeneous Poisson attack process with constant intensity. The number of attack

events satisfies No(f) ~ Poisson (Af), A = % Since this process has a stable average arrival rate, it

N w.p.1 . .
follows that # —_— %, t — oo. Furthermore, consider a non-homogeneous Poisson attack process

1, tel[k K +k'?,
0, otherwise.
This attack process occurs only within local time windows, while being almost absent in other intervals,
leading to a clearly non-uniform clustering structure along the time axis. In numerical experiments, for
the purpose of comparison with the homogeneous Poisson attack process, the same average reference
attack frequency A = 1/3 is used as a baseline.

with local clustering behavior, whose intensity function is defined as A(t) =

Based on the proposed attack frequency compensation algorithm, the attack frequency estimate ey
is identified, and the simulation results are shown in Figures 4 and 5.

0.36 T

0.24 r: 8
0.22 1

0.2 ]

0‘ 18 . L L L L L L L L L
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
N

Figure 4. Attack frequency estimation results under a homogeneous Poisson attack process.

From Figure 4, it can be seen that under the homogeneous Poisson attack setting, the estimated
attack frequency gradually converges to the true value 1 — e~ = 0.284 as the data length increases. This
indicates that the attack process satisfies a stable statistical law, and its attack frequency can be reliably
recovered through long-term observations.

In contrast, Figure 5 shows that under the non-homogeneous Poisson attack setting, due to significant
variations in attack intensity across different time intervals, the estimated attack frequency exhibits large
fluctuations and fails to converge to a constant value. This demonstrates that the local statistical behavior
of the attack process is inconsistent with its global statistical behavior, thereby verifying the important
role of attack frequency identifiability in ensuring subsequent consistent parameter estimation.
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Figure S. Attack frequency estimation results under a non-homogeneous Poisson attack process.

5.2. Known attack frequency

Consider a discrete-time system subject to replay attacks during transmission. Assume that at
each sampling instant &, an attack occurs independently with known probabilities € = [¢], ], where
e = 03, & = 0.6. We set the data length as N = 10,000 and run the proposed compensated
identification algorithm under this setting. As the sample size increases, the estimator Oy gradually
stabilizes under stochastic perturbations and eventually converges to the true parameter 6 = [3, —1]7.

af i .

0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
N

Figure 6. Convergence behavior of the algorithm.

As shown in Figure 6, the parameter estimation trajectory exhibits noticeable fluctuations at the
initial stage due to the combined effect of finite-sample random attack disturbances and measurement
noise. As N increases, this effect gradually diminishes, the estimation error converges significantly, and
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eventually stabilizes. This demonstrates that the proposed algorithm has good convergence performance
and numerical stability under discrete attack environments.

To further verify the theoretical results, a Monte Carlo simulation with 5000 runs is performed for
statistical analysis to study the asymptotic distribution of the estimator 6.

0.02 ; ; ; ; ; 0.02 ; ;
0.018 | I v 0.018 ?;S -
0.016 *7!‘;* 1 0.016 z \
0.014 - / \ 1 0.014 - \
0.012 S 1 0.012
0.01 1 0.01
0.008 - 1 0.008 -
0.006 - 1 0.006 - H
0.004 - 1 0.004 -
0.002 1 0.002
0 : ‘ ‘ : 0 : ‘ :
-150 -100 -50 0 50 100 150 -150 -100 -50 0 50 100 150
(a) Asymptotic normality of the &, (b) Asymptotic normality of the a,

Figure 7. Asymptotic normality of .

As shown in Figure 7, the empirical histograms of the parameter components @, and a, are presented,
respectively. It can be observed that, under sufficiently large sample sizes, the distributions of all
components exhibit clear symmetry and gradually concentrate around zero mean.

Furthermore, the normalized estimation errors are analyzed, VN (@in—a;), i=1,2whoseempirical
distributions are highly consistent with the Gaussian distribution N (0, X,), where the covariance matrix
¥, is given by the theoretical result. This indicates that the estimator not only converges in probability,
but also its fluctuation structure satisfies asymptotic normality.

Therefore, the numerical results are consistent with the theoretical conclusion of Theorem 3.4, which
verifies the asymptotic properties of the proposed estimation method from a simulation perspective.

5.3. Robustness analysis under different conditions

To further verify the robustness and applicability of the proposed algorithm, additional simulations
are conducted under different attack frequencies, replay delay distributions, and noise levels.

Different attack frequencies e: Simulations with three attack frequency vectors are performed:
€ = [0.1, 0.1]" (light attacks), € = [0.3, 0.6]" (moderate attacks), and € = [0.7, 0.9]" (heavy attacks).
The results are shown in Figure 8. The parameter estimates Oy converge to the true value 6 = [3, —1]T
under all three attack intensities. The convergence speed decreases with increasing attack frequency as
expected, yet asymptotic consistency is preserved even under heavy attacks.
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Figure 8. Convergence of 6y under different attack frequencies e.
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Figure 9. Convergence of 6y under different replay delay distributions p.

Different replay delay distributions p: Simulations with three delay distributions are conducted: a
uniform distribution p = [0.5, 0.5]" and two skewed distributions p = [0.8, 0.2] and p = [0.2, 0.8]".
As shown in Figure 9, the algorithm maintains consistent convergence regardless of the delay distribution
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shape, confirming that the compensation mechanism correctly accounts for the replay lag structure.

Different noise levels 6: Simulations with noise standard deviations ¢ = 5, 10, and 20 are conducted.
As shown in Figure 10, the estimates converge to the true parameters under all three noise levels. The
asymptotic variance increases with ¢, consistent with the theoretical expression in Theorem 3.5.
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Figure 10. Convergence of 6y under different noise levels 6.

These additional simulation results confirm the robustness and wide applicability of the proposed
identification framework under a range of practical conditions.

5.4. Unknown attack frequency case

Consider a Poisson-type random attack process with unknown intensity in the attack sequence. Let
the attack frequency vector be € = [0.3,0.6]%, and the attack times are generated by a homogeneous
Poisson process. The proposed attack frequency compensation algorithm is then applied to estimate the
unknown parameters.

In the simulation, long-term observation data are first used to statistically identify the attack frequency
€, and then the parameter estimator 6y is constructed based on the compensated statistics.

Figure 11 shows the convergence process of the attack frequency estimator ‘€y;; Figure 12 presents
the convergence results of the parameter estimator 6y.

As shown in Figure 11, under a homogeneous Poisson attack, the estimated attack frequencies ey,
gradually converge to the true attack frequencies [0.3,0.6]".
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Figure 11. Convergence of attack frequency estimation under Poisson attacks.
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Figure 12. Convergence of parameter estimation under Poisson attacks.

Meanwhile, from Figure 12, the parameter estimates Oy gradually converge to the true parameters
6 = [3,—1]", indicating that the proposed compensation algorithm effectively eliminates the statistical
bias caused by unknown attack frequencies. These results are consistent with the strong consistency
conclusion stated in Theorem 4.1.

To further verify the asymptotic normality of the parameter estimator given in Theorem 4.2, 5000
Monte Carlo simulations were conducted. In Figure 13, panels (a) and (b) show the asymptotic
distributions of the two parameter components a; and a,, respectively.

As shown in Figure 13, the empirical distributions of VN@y —a;) and VN@y — an) gradually
approach the Gaussian distribution curves, indicating asymptotic normality of the estimation errors. The
observation aligns with Theorem 4.2.
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Figure 13. Asymptotic normality of the Oy.

Furthermore, employing the sampling ratio derived from Theorem 4.3, the optimal compensation
proportion is calculated as @* = 0.051. To verify the effectiveness of this optimal ratio, additional
simulations were conducted with @ = 0.2and @ = 0.8 as comparison groups, using the asymptotic
variance of VN (§N — 6) serving as the performance criterion. The outcomes of these simulations are

illustrated in Figure 14.
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Figure 14. Comparison of asymptotic variances under different compensation ratios.

It can be observed that when the theoretical optimal ratio @* = 0.051 is used, the asymptotic variance
of the parameter estimation error is minimized. This indicates that this ratio achieves an optimal balance
between the attack frequency estimation error and the parameter statistical error, thereby validating the

correctness of Theorem 4.3.
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6. Conclusions

This study addresses the problem of estimating parameters in multi-parameter FIR systems with
binary observations under replay attacks, framed within a system identification context. By modeling the
attack strategy through an equivalent attack frequency, the proposed algorithms’ convergence properties
and asymptotic normality are examined for scenarios with both known and unknown attack frequencies.

When the attack frequency is known, an enhanced parameter estimation method utilizing identifi-
cation error compensation is introduced, effectively correcting corrupted data and ensuring consistent
estimation. For situations where the attack frequency cannot be determined, the identifiability of the
replay attack sequence is thoroughly investigated, and a joint estimation method is proposed to achieve
effective system parameter estimation. In addition, a design criterion for achieving optimal estimation
performance under the compensation mechanism is provided. Theoretical analysis and numerical
simulations under various attack frequencies, delay distributions, and noise levels demonstrate the
effectiveness and robustness of the proposed methods under different attack conditions, providing a
theoretical foundation for parameter estimation of quantized systems in replay-attack environments.

The FIR (finite impulse response) system considered in this study is characterized by its simple
structure, ease of implementation, and high flexibility, and has therefore found extensive applications
in fields such as signal processing, control engineering, and communications. Its linear nature and
well-understood behavior make it a suitable benchmark for investigating system identification and
anti-attack mechanisms. In practice, however, many real systems exhibit more complicated dynamics,
including time-varying and nonlinear features. Furthermore, extending the proposed framework to
scenarios where the replay delay distribution is also unknown represents an important direction for
future investigation. Motivated by this, future work may extend the proposed framework to more general
system classes, such as time-varying and nonlinear systems, so as to further improve the applicability
and robustness of the developed methods in complex and realistic scenarios.
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