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Abstract: False data injection attacks (FDIAs) pose persistent threats to the security of modern power
systems by compromising data integrity through the manipulation of measurements. While data-
driven detection models can effectively identify these attacks under stable grid topologies, ensuring
accurate results, their performance significantly deteriorates when the grid topology changes due
to events like fault restoration, routine maintenance, or power flow redistribution. This lack of
adaptability in traditional data-driven methods leads to a substantial decline in detection accuracy
in such dynamic environments. Addressing this challenge, this study proposes a dynamic topology
change-aware FDIA detection method based on graph attention networks, named the AST-TGT
model. The model incorporates two key sub-modules: an attention mechanism module and a temporal
convolutional module, to address the spatial interference effects arising from dynamic topological
changes. First, a spatio-temporal attention mechanism was introduced to enhance the representational
capacity of network nodes by dynamically assigning attention weights, thereby improving the model’s
understanding of both the topological structure and measurement data. Subsequently, a spatio-temporal
convolutional block, composed of temporal convolutional layers and graph attention layers, was
proposed to capture the joint temporal and spatial dependencies of the power grid topology and
dynamic operational data. Extensive experiments conducted on the IEEE 14-bus and IEEE 118-bus
standard test systems demonstrate that, compared to other data-driven detection models, the proposed
model effectively improves the accuracy and stability of FDIA detection in the face of grid topology
changes and exhibits high robustness in complex interference environments.
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1. Introduction

The continuous advancement of information technology has led to the close integration of
traditional power systems with sophisticated information control equipment and communication
sensor networks. This convergence has given rise to cyber-physical systems (CPSs) in the power
grid [1]. These advanced systems can react in real time to various operational conditions and external
events, optimizing resource allocation and significantly enhancing system adaptability and resilience to
interference. However, this technological progress, while bringing numerous benefits, also introduces
new security challenges, particularly in the face of increasingly complex cyberattacks. Among these,
false data injection attacks (FDIAs) stand out as a primary security threat to smart grids [2]. Attackers
can jeopardize grid security by injecting carefully crafted false data into the power system through
information-sensing devices. This allows them to bypass bad data detection (BDD) mechanisms,
manipulate measurement results, and ultimately mislead the power system into making incorrect
decisions [3].

In response to false data injection attacks (FDIAs), researchers both domestically and internationally
have proposed numerous detection methods in recent years. Existing countermeasures can be broadly
categorized into two main classes: traditional model-based analytical methods and data-driven machine
learning approaches [4]. Model-based analytical methods, which generally do not require historical
datasets to train independent systems, rely on establishing system models based on the relationship
between measurements and system states. Liu et al. [5] proposed a detection mechanism that separates
the nominal grid state from anomalous data. Rashed et al. [6] proposed a model-driven estimation
method using the Kalman filter (KF) for FDIA detection in power grids. Furthermore, numerous
studies estimate system parameters for FDIA detection using techniques such as kernel density
estimation [7], the unscented Kalman filter (UKF) [8], Kullback-Leibler (KL) divergence [9], and
maximum likelihood estimation [10]. Chakhchoukh et al. [11] employed a statistical outlier approach
to remove FDIA based on a continuous batch-mode regression representation of the extended Kalman
filter (EKF). Abbaspour et al. [12] presented an anomaly detection scheme incorporating an observer
and the EKF, enhancing the capability of FDIA detection. Kurt et al. [13] utilized DKF in conjunction
with blockchain technology to protect network databases and network communication channels from
FDIAs. Wang et al. [14] proposed a method combining interval state estimation (ISE) with deep
learning to improve the detection accuracy of FDIAs. Yang et al. [15] employed the minimum
linear variance gain as the Kalman gain, while the optimal gain of the unknown input observer
(UIO) was obtained through pole placement, detecting attack signals by treating them as unknown
inputs. However, these model-based detection algorithms are highly susceptible to variations in system
parameters, and uncertain factors such as noise can easily affect the detection results.

In contrast to model-based detection algorithms, data-driven artificial intelligence detection
algorithms for FDIAs do not rely on complex system models or parameters [16]. Moreover, due
to the complexity and stealth of FDIAs, traditional model-based detection methods often struggle to
capture their traces, especially in the context of dynamic power system changes and massive data
flow. With the sharp increase in data volume and the significant improvement in hardware computing
capabilities within cyber-physical power systems, the application of artificial intelligence technologies
such as machine learning and deep learning in FDIA detection has a more robust foundation. For
example, Ding et al. [17] employed a conditional deep belief network (CDBN) to analyze the temporal
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dependencies between data in supervisory control and data acquisition (SCADA) systems’ time-
series measurements. This method not only leverages the powerful feature extraction capabilities of
deep learning but also effectively achieves FDIA detection by automatically searching for thresholds
based on the prediction differences with the test set data. Furthermore, Wang et al. [18] utilized the
advantages of recurrent neural networks (RNNs) in time-series prediction to identify compromised
measurements. Lin et al. [19] developed a federated learning framework leveraging edge computing.
This framework aims to utilize distributed data from various owners for attack detection. In a similar
vein, Shabbir et al. [20] proposed a fusion-enhanced federated learning framework to bolster security
against adversarial attacks.

However, these methods treat measurement data as Euclidean data and do not consider the inherent
spatial characteristics of the power grid. Therefore, to enhance the accuracy of FDIA detection,
some studies have begun to consider the power system’s inherent graph topology and the spatial
correlations of measurement data, employing graph neural network models to capture the spatio-
temporal relationship features between data. Zhang et al. [21] developed an FDIA detection model
based on a graph attention network, which introduces an attention mechanism to dynamically adjust
the connection weights between network nodes, thereby more accurately capturing and utilizing the
spatial features in the power grid. The principles of graph attention have also proven effective in
other domains, such as in knowledge graph-based recommendation systems [22]. Recent research
has explored using graph neural networks (GNNs) for detecting stealthy FDIAs in smart grids. For
instance, Boyaci et al. [23] leveraged GNNs to model FDIAs and detect them using spatial correlations
in measurement data. Similarly, Li et al. [24] designed an FDIA detection method based on gated
GNNs, extracting spatial features from power grid topology and measurement data to boost accuracy.
Additionally, Su et al. [25] introduced an interpretable deep learning-based FDIA detection approach
that enhances performance by combining node feature attention and spatial topology attention. Huang
et al. [26] proposed a GraphSAGE- and BiLSTM-SE-based model for smart grid FDIA detection.
To address insufficient spatial topology capture and poor interpretability, their model integrates
shapley additive explanations (SHAP) for spatio-temporal explainability and outperforms state-of-
the-art models on IEEE test systems. Li et al. [27] proposed a novel false data injection attack
detection method for power grids, utilizing a spatial-temporal transformer network with self-attention
and graph convolutional layers to effectively capture the complex spatio-temporal dependencies of
power grid topology and data, demonstrating superior accuracy and robustness. Qu et al. [28] proposed
a new dummy data injection attack (DDIA) localization method, which leverages temporal and spatial
attention matrices with gated stacked causal convolution and graph wavelet sparse convolution to
extract spatio-temporal features from power grid data and topology, enabling accurate, robust, and
generalizable detection and localization of attacks.

Nevertheless, the aforementioned methods rely on the assumption that the power grid topology
and system parameters are invariant. This poses a significant limitation, as power systems are
frequently adjusted in actual operation due to maintenance, upgrades, or emergency responses, and
these adjustments can lead to changes in the grid’s topological structure. When the power grid
topology changes, using traditional graph network models that solely consider operational data can
result in normal data being misclassified as anomalous, thus reducing detection accuracy. Therefore,
we propose a spatio-temporal convolutional block, composed of temporal convolutional layers and
graph attention layers, to capture the joint temporal and spatial dependencies of the power grid
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topology and dynamic operational data. Additionally, a spatio-temporal attention mechanism is
introduced to optimize the representational capacity of network nodes by assigning attention weights
to the topological structure and measurement data, effectively enhancing the model’s understanding
of the input data and further improving its robustness and detection accuracy. This approach
addresses the issue of reduced detection accuracy when the power grid topology changes. Simulation
experiments on the IEEE 14-bus and 118-bus systems demonstrate that this method effectively
improves FDIA detection accuracy during power grid topological changes, reduces the impact of
anomalous data changes in perturbed nodes, and enhances the robustness of the detection model in
complex environments.

Motivated by the aforementioned challenges, we have designed a dynamic topology change-aware
FDIA detection method based on graph attention convolutional networks, which primarily makes the
following novel contributions:

• We propose a spatio-temporal convolutional block that combines temporal convolutional layers
and graph attention layers to capture the joint temporal and spatial dependencies of the power
grid topology and dynamic operational data.

• We introduce a spatio-temporal attention mechanism to dynamically assign attention weights,
thereby optimizing the representational capacity of network nodes and enhancing the model’s
understanding of both the topological structure and measurement data. This approach
demonstrates superior detection performance compared to other data-driven methods when the
power grid topology changes.

• We conduct a comprehensive evaluation of our proposed model against several state-of-the-art
FDIA detection models on the IEEE 14-bus and IEEE 118-bus test systems. The results show
that our detection model achieves higher accuracy and greater robustness than other detection
models in complex environments such as topological changes.

The rest of this paper is organized as follows: Section 2 introduces background information on
smart grid state estimation, bad data detection, and false data injection attacks. Section 3 provides
a detailed description of the proposed FDIA detection framework. Comprehensive experiments were
conducted to evaluate the performance of the proposed scheme. Section 4 presents the experimental
results and corresponding discussions. Finally, Section 5 concludes this paper.

2. Related work

2.1. State estimation and bad data detection

Power system state estimation is a crucial technique that utilizes measurement information to
estimate the operating state of the power system, which is typically represented by the voltage
magnitudes and phase angles of all nodes. State estimation provides the fundamental data for the
secure, stable, and economic operation of the power system. However, due to factors like measurement
errors and communication failures, the measurement data may contain bad data. These bad data points
can severely impact the accuracy of state estimation and even lead to incorrect operational decisions.
Therefore, bad data detection and identification are essential components of state estimation.
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The measurement model describes the relationship between the measured values and the state
variables, and is typically represented as:

z = Hx + e (2.1)

where z is the measurement vector, x is the state vector, H is the Jacobian matrix representing the
network topology, and e is the measurement error vector.

The most commonly used state estimation algorithm is the weighted least squares (WLS) method.
Its objective is to find a state vector x̂ that minimizes the weighted sum of the squared differences
between the measured values and their estimates:

min F(x) = (z − Hx)T W(z − Hx) (2.2)

where W is the weight matrix, typically chosen as the inverse of the measurement error covariance
matrix R, i.e., W = R−1. In this way, measurements with higher accuracy have a greater weight in the
objective function.

By solving the aforementioned minimization problem, the estimated value of the state vector x̂ is
obtained as:

x̂ =
(
HT R−1H

)−1
HT R−1z (2.3)

After obtaining the state estimate x̂, bad data detection needs to be performed. A common method
for bad data detection is residual testing. The residual reflects the difference between the measured
values z and the estimated measured values ẑ = Hx̂, and its Euclidean norm is defined as:

r = ∥z − ẑ∥2 = ∥z − Hx̂∥2 (2.4)

The presence of bad data is determined by comparing the residual r with a predefined threshold τ.
If r > τ, it is considered that bad data exists. If r < τ, the data is considered normal.

2.2. False data injection attack

False data injection attacks (FDIAs) in power grids are a cybersecurity threat that targets the state
estimation process. Attackers manipulate a subset of the measurement data, causing the control center
to perform state estimation based on erroneous information. This can lead to incorrect decisions and
operations, jeopardizing the secure and stable operation of the grid. The core principle of FDIAs is to
inject specifically crafted attack vectors into the measurement data in a way that allows them to evade
detection by traditional bad data detection methods, thereby arbitrarily altering the state estimation
results.

An FDIA involves superimposing an attack vector a onto the true measurement data z, resulting in
the compromised measurement data z′:

z′ = z + a (2.5)

The attacker’s objective is to design an attack vector a such that the state estimate x̂′ computed
from the compromised data z′ deviates arbitrarily from the true state, while ensuring that the resulting
residual r′ passes traditional bad data detection tests. If the attack vector a lies within the column space
of the Jacobian matrix H, meaning there exists a non-zero vector c such that:

a = Hc (2.6)
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then, the attacked state estimate is obtained as:

x̂′ = x̂ + c (2.7)

In this scenario, the resulting residual after the attack is:

r′ = r (2.8)

The residual produced by the attack is identical to the normal residual. Therefore, traditional bad
data detection methods based on residual magnitude will fail to detect this type of attack.

3. Proposed method

3.1. Spatio-temporal attention network module

The model employs a temporal feature attention mechanism for the input power measurement data
and a spatial topology attention mechanism for the graph topology. The temporal feature attention layer
captures the significance of each feature at different time points, while the spatial topology attention
layer captures the contribution of different sensors within the spatial topology. This dual attention
mechanism effectively mitigates the impact of dynamic topological changes.

The temporal feature attention layer is designed to compute feature-wise attention scores, allowing
the model to dynamically re-calibrate feature responses by explicitly modeling the importance of each
feature channel. We assume the input data consists of node features X ∈ RB×N×F , where B is the
batch size, N is the number of nodes, and F is the feature dimension. To create a robust attention
mechanism, the input X is passed through three parallel linear transformations to generate three unique
score matrices:

S 1 = σ(XW1) S 2 = σ(XW2) S 3 = σ(XW3) (3.1)

where W1,W2,W3 ∈ R
F×F are learnable weight matrices for the three parallel layers, and σ is the

sigmoid activation function. The score matrices capture different aspects of feature importance and are
then fused by averaging and normalized to produce the final feature attention weights:

S f = softmax
(S 1 + S 2 + S 3

3

)
(3.2)

where the softmax operation is applied along the feature dimension (last dimension) to generate a
set of weights that sum to one for each node. Finally, the learned attention weights are applied
to the original feature matrix through element-wise multiplication to obtain the re-weighted feature
representation:

Xout = X ⊙ S f (3.3)

where ⊙ denotes the Hadamard (element-wise) product. This operation selectively amplifies
informative features and suppresses less relevant ones.

The spatial topology attention layer is designed to learn the relative importance of connections
between nodes directly from the graph structure. It operates on the adjacency matrix A ∈ RN×N (for
a single graph, applied batch-wise) to generate a re-weighted adjacency matrix that highlights more
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significant spatial dependencies. This is achieved using a multi-head attention mechanism. For each
attention head h (h = 1, . . . ,H), a unique set of attention coefficients is computed:

E(h) = softmax(AW (h)) (3.4)

where W (h) ∈ RN×N is a learnable weight matrix specific to head h. The softmax function is applied
to each row, normalizing the learned edge weights originating from each node. The resulting attention
coefficients are then used to re-weight the original adjacency matrix for each head:

A′(h) = A ⊙ E(h) (3.5)

This produces H different weighted adjacency matrices, each representing a distinct learned spatial
relationship. The outputs from all attention heads are then concatenated to aggregate the learned
information:

Amulti-head = concat(A′(1), A′(2), . . . , A′(H)) (3.6)

where the concatenation occurs along the last dimension, resulting in a tensor of shape RN×(N·H).
Finally, the aggregated representation is passed through a linear transformation to produce the final,
refined adjacency matrix:

Aout = Amulti-headWout (3.7)

where Wout ∈ R
(N·H)×N is a learnable weight matrix that combines the multi-head outputs into a single

final matrix of shape RN×N .

3.2. Temporal convolutional network module

The temporal convolutional module integrates gated temporal convolutional layers and graph
attention layers. The gated temporal convolutional layers adjust the convolutional outputs through
element-wise multiplication, automatically learning the importance of features at different time steps
to dynamically regulate the flow of topological information. This further enhances the model’s
adaptability to node information disturbances caused by topological changes. A temporal-graph-
temporal sandwich structure is employed to achieve cross-modal interaction: the first temporal
convolution extracts temporal patterns, the graph attention captures spatial dependencies, and the
second temporal convolution fuses spatio-temporal features. This cyclical iterative mechanism enables
the model to continuously perceive the effect of topological changes on node features in the topological
structure, improving its ability to model dynamic topologies. The input, after adjustment by the
attention network layers, is then fed into the temporal convolutional network module.

The temporal gated convolution module is designed to capture temporal dependencies from
sequence data. It uses one-dimensional convolutions combined with a gating mechanism, known as a
gated linear unit (GLU), to control the flow of information. An additional parallel convolutional path
is added to the output of the GLU, acting as a residual-like connection. Assuming the input data is a
tensor X ∈ RB×N×Cin , where B is the batch size, N is the number of nodes (or time steps), and Cin is the
input feature dimension.

First, the input tensor is transposed to align with the standard 1D convolution input format of (batch,
channels, length), resulting in X′ ∈ RB×Cin×N . The core of the module is a gated linear unit (GLU),
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which applies two parallel 1D convolutions to the input. The output of one path is passed through a
sigmoid function to act as a gate for the other:

XGLU = (X′ ⊛W1) ⊙ σ(X′ ⊛W2) (3.8)

where ⊛ denotes the 1D convolution operation, W1 and W2 are the kernels for the two convolutional
layers, σ is the sigmoid activation function, and ⊙ is the Hadamard (element-wise) product.

In parallel, a third 1D convolution is computed, which serves as a skip connection:

Xskip = X′ ⊛W3 (3.9)

where W3 is the kernel of the third convolutional layer. The final output within the temporal block is
the sum of the GLU output and the skip connection output:

X f = XGLU + Xskip (3.10)

The resulting tensor X f has a shape of RB×Cout×N , where Cout is the output feature dimension. Finally,
the tensor is transposed back to the original dimension order to produce the module’s final output:

Xout = XT
f (3.11)

The final output Xout has a shape of RB×N×Cout .

3.3. Detection algorithm overall process

The measurement data and power grid topology are processed by temporal feature attention and
spatial topology attention, respectively. They are then further processed by a sequence of gated
temporal convolution, graph attention, and another gated temporal convolution. Finally, a fully
connected layer is added to further extract effective features from a wider range of dynamic topologies
and to ensure that the final output has the same dimensions as the predicted target. The overall
framework of the proposed AST-TGT model is shown in Figure 1, and the specific steps for FDIA
detection are outlined in Algorithm 1.
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Figure 1. Proposed FDIA detection framework.
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Algorithm 1 Proposed FDIA Detection Algorithm

1: Input: X ∈ RB×N×F: input feature matrix, A ∈ RN×N: adjacency matrix, Lr: training labels, Lt: test
labels, E: number of training epochs, B: batch size, LOF: loss function

2: Output: Ŷ: model detection result
3: for i = 1 to E do
4: for j = 1 to B do
5: X′j ← Temporal feature attention(X j)
6: A′ ← Spatial topology attention(A)
7: Xt

j ← Temporal gated convolution(X′j, A
′)

8: Xg
j ← GAT(Xt

j, A
′)

9: X f
j ← Temporal gated convolution(Xg

j , A
′)

10: end for
11: Ŷ ← σ

(
FC(Flatten(X f

j ))
)

12: loss← LOF(Ŷ , Lr)
13: Update parameters
14: end for
15: for k = 1 to Nt do
16: X′k ← Temporal feature attention(Xk)
17: A′ ← Spatial topology attention(A)
18: Xt

k ← Temporal gated convolution(X′k, A
′)

19: Xg
k ← GAT(Xt

k, A
′)

20: X f
k ← Temporal gated convolution(Xg

k , A
′)

21: Ŷ ← σ
(
FC(Flatten(X f

k ))
)

22: if Ŷ = Lt then
23: Node Attacked
24: else
25: Node Normal
26: end if
27: end for

4. Experimental results and discussions

4.1. Experimental setup

In this experiment, two classic power system datasets, the IEEE 14-bus system data and the IEEE
118-bus system data, were used to evaluate the model’s performance. These datasets utilize load data
from different zones of the New York Independent System Operator (NYISO), which has been adjusted
and mapped onto the loads of the IEEE 14-bus and IEEE 118-bus systems. Power flow calculations
were performed to simulate power grid measurement data, and the Jacobian matrix and grid topology
were obtained using MATPOWER, based on which the FDIA dataset was constructed. For each
bus system, we generated 15,000 data samples, comprising 7500 normal samples and 7500 attack
samples. For ease of model detection, normal data were labeled as 0, and attack data were labeled as 1.
Correspondingly, all data samples were divided into training and testing sets, with 75% allocated for
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training and 25% for testing. Furthermore, to ensure the fairness of the experiments, all experiments
utilized a batch size of 32 and were trained for 100 epochs. All computations were conducted on a
machine equipped with an AMD Ryzen R9-7945HX CPU, 32GB RAM, and an NVIDIA GeForce
RTX 4060 GPU.

The proposed model was designed for offline training followed by online deployment. Initially,
the model was trained on a large historical dataset of power system data to learn to detect FDIAs.
Once trained, it was deployed to continuously monitor live data streams from the grid. In this online
phase, the model operated in a detection-only mode. For sub-synchronous or quasi-real-time systems,
the model processed new measurement data as it became available in batches, rather than needing to
process every single data point instantaneously. This allowed for slightly delayed but highly accurate
predictions about the presence of an attack. To maintain accuracy and adapt to evolving grid conditions
over time, the model could be periodically fine-tuned using a strategy of incremental learning. This
approach updated the model with new data in small batches, preventing performance degradation
from domain drift without requiring a full, time-consuming retraining cycle. This ensured the model
remained effective even as the grid’s operating patterns changed.

In addition, in order to quantify the impact of topological variations on power system performance,
we first modeled the grid’s topology as an undirected graph:

G = (V, E) (4.1)

where V represents the set of nodes (buses) and E represents the set of edges (lines). The graph
Laplacian matrix L is defined as:

L = D − A (4.2)

where A is the adjacency matrix and D is the diagonal degree matrix. The eigenvalues of the Laplacian
matrix provide critical insights into the graph’s structure and connectivity. To measure the severity
of a topological change, such as line disconnections, we propose the topology perturbation score
(TPS). This metric quantifies the Euclidean distance between the eigenvalue spectra of the original
and modified Laplacian matrices:

T PS =
N∑

i=1

(λi − λ
′
i)

2 (4.3)

where λi and λ′i are the i-th eigenvalues of the original and perturbed Laplacian matrices, respectively,
and N is the total number of nodes. Based on this quantitative score, we can classify topology changes
into three distinct categories. A weak topology change is characterized by a low TPS (T PS < T1),
typically corresponding to a single non-critical line tripping or the failure of a low-load bus. A moderate
topology change falls within a moderate TPS range (T1 ≤ T PS < T2), often associated with the loss
of a major transmission line or the simultaneous failure of a few buses. Finally, a strong topology
change is defined by a high TPS (T PS ≥ T2), which usually indicated a wide-area outage or the loss
of multiple critical buses, posing a serious threat to system stability and reliability.

4.2. Evaluation metrics

To comprehensively evaluate our model’s performance, we utilized four metrics: accuracy, recall,
precision, and the F1-score. True positive (TP) was the number of correctly detected attack samples;
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true negative (TN) was the number of normal samples correctly identified; false positive (FP) was the
number of normal samples incorrectly identified as attacks; and false negative (FN) was the number of
attack samples incorrectly identified as normal. These metrics were defined as follows:

Acc =
T P + T N

T P + FP + T N + FN
(4.4)

Pre =
T P

T P + FP
(4.5)

Rec =
T P

T P + FN
(4.6)

F1 =
2 × Pre × Rec

Pre + Rec
(4.7)

4.3. Performance comparison for static topology change

To confirm our model’s detection effectiveness and reliability in static topology environments,
we constructed simulation scenarios for both the IEEE 14-bus and IEEE 118-bus systems.
Subsequently, we conducted a comparative analysis between our proposed AST-TGT model and six
conventional FDIA detection models: GRU, GAT, GCN, GGNN-GAT, DAMGAT, and STTransformer.
Additionally, to isolate the impact of the attention mechanism, we performed an ablation study
contrasting the full AST-TGT model with a TGT-only variant that omitted this component. As shown
in Table 1, the proposed AST-TGT method demonstrated the best detection performance on both
datasets compared to other models. Specifically, in the IEEE 14-bus system, our model improved
the accuracy by 7.18% and 4.05%, the precision by 7.82% and 4.47%, the recall by 6.48% and
3.64%, and the F1-score by 7.15% and 4.06% compared to the DAMGAT model and STTransformer,
respectively. Similarly, in the more complex and larger IEEE 118-bus system, our model exhibited
higher improvements across all four metrics compared to the other models. In addition, the
proposed model demonstrated significant improvements in all four indicators compared to its TGT-
only variant that lacked the attention mechanism, which demonstrated the effectiveness of the attention
mechanism. These experimental results indicated that the proposed AST-TGT model demonstrated
superior detection performance on both small-scale and large-scale datasets. We attributed the superior
performance of AST-TGT to the synergistic combination of the spatio-temporal attention module and
the temporal convolutional module. Within the spatio-temporal attention module, the spatial topology
attention layer was designed to capture the contributions arising from the associations between different
sensors within the spatial topology by concentrating on processing the spatial topological structure.
Simultaneously, the temporal attention layer meticulously analyzed the data in the temporal dimension,
enabling the model to automatically focus on significant and effective nodes while disregarding those
that had become less important due to topological changes. The input, refined by the spatio-temporal
attention module, was then fed into the temporal convolutional module. This module employed a
structure where a graph attention layer acted as a bridge between two temporal gated convolutional
layers. The initial temporal convolution extracted temporal patterns, followed by the graph attention
capturing spatial dependencies, and finally, a secondary temporal convolution fused these spatio-
temporal features. This cyclical iterative mechanism allowed the model to continuously perceive the
perturbation of node features caused by topological structure changes, thereby enhancing its ability to
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model dynamic topologies. Furthermore, the temporal convolutional module leveraged the advantages
of temporal gated convolutional layers and introduced a dual dynamic regulation mechanism. By
applying element-wise multiplication to weight the convolutional outputs, this structure enabled the
model to adaptively learn temporal feature weights, automatically strengthening the information
propagation of critical time points and weakening noise interference.

Table 1. A comprehensive comparison of eight detection methods—GRU, GAT, GCN,
GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted in this study.
Their performance under a static topology was assessed using four critical metrics: accuracy,
precision, recall, and the F1-score, with all values reported as percentages. The experimental
evaluations were performed on two standard power systems: the IEEE 14-bus system and the
IEEE 118-bus system.

Methods
IEEE 14-Bus System IEEE 118-Bus System

Acc Pre Rec F1 Acc Pre Rec F1

GRU [29] 96.03 95.76 96.33 96.04 92.87 93.81 91.81 92.79
GAT [30] 91.97 92.33 91.53 91.97 89.63 89.56 89.74 89.65
GCN [23] 92.60 92.43 92.80 92.61 87.83 88.80 86.61 87.69
GGNN-GAT [24] 92.73 92.56 92.93 92.74 91.87 92.38 91.27 91.83
DAMGAT [25] 92.47 92.07 92.93 92.50 92.13 91.37 93.07 92.21
STTransformer [27] 95.60 95.42 95.77 95.59 93.84 94.40 93.27 93.83
TGT [32] 96.69 97.24 96.09 96.66 94.93 94.52 95.40 94.96
AST-TGT 99.65 99.89 99.41 99.65 96.50 96.16 96.87 96.52

4.4. Performance comparison for dynamic topology change
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Figure 2. A comparison of the accuracy and F1-score of seven detection methods—GAT,
GCN, GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted in this
study, considering different topology change intensities.
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Table 2. A comprehensive comparison of seven detection methods—GAT, GCN, GGNN-
GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted in this study. Their
performance under different topology change intensities was assessed using four critical
metrics: accuracy, precision, recall, and the F1-score, with all values reported as percentages.
The experimental evaluations were performed on two standard power systems: the IEEE 14-
bus system and the IEEE 118-bus system.

Intensity Method IEEE 14-Bus System IEEE 118-Bus System

Acc Pre Rec F1 Acc Pre Rec F1

Weak

GAT [30] 52.44 51.35 85.18 64.07 80.36 71.15 97.92 82.42
GCN [23] 53.51 52.04 84.29 64.35 82.04 90.77 68.81 78.28
GGNN-GAT [24] 62.67 60.17 73.93 66.35 67.02 58.92 98.68 73.78
DAMGAT [25] 53.42 51.67 99.64 68.05 87.38 85.25 88.47 86.83
STTransformer [27] 61.87 70.88 56.11 62.63 92.17 90.06 94.80 92.37
TGT [32] 77.36 68.78 79.95 73.95 90.03 91.22 88.60 89.90
AST-TGT 99.29 99.11 99.46 99.29 95.82 93.50 96.92 95.66

Moderate

GAT [30] 52.43 51.78 85.45 64.48 81.49 75.26 96.62 84.62
GCN [23] 53.14 52.32 82.16 63.93 86.36 91.02 82.21 86.39
GGNN-GAT [24] 58.84 58.96 61.03 59.98 77.94 71.22 97.52 82.32
DAMGAT [25] 54.45 52.60 99.77 68.88 58.84 56.18 99.32 71.77
STTransformer [27] 58.27 61.28 54.19 57.52 87.17 84.08 79.35 81.65
TGT [32] 68.56 72.36 63.24 67.61 86.40 88.30 83.94 86.07
AST-TGT 99.29 99.76 98.83 99.29 94.19 93.22 95.95 94.56

Strong

GAT [30] 51.82 50.10 85.95 63.30 61.14 54.88 96.63 70.00
GCN [23] 51.34 49.80 83.33 62.35 71.06 92.54 41.75 57.54
GGNN-GAT [24] 54.19 51.63 82.68 63.57 71.56 70.53 67.68 69.07
DAMGAT [25] 52.45 50.66 63.07 56.19 54.34 50.69 98.32 66.90
STTransformer [27] 52.85 52.64 53.93 53.28 66.33 78.60 68.14 73.00
TGT [32] 63.73 70.21 58.30 63.70 64.17 59.38 78.81 67.73
AST-TGT 99.05 99.02 99.02 99.02 94.63 93.11 95.62 94.35

In the actual operation of power systems, the grid topology changes dynamically as a result of
unforeseen events such as equipment failures and natural disasters. These dynamic changes pose a
major challenge to data-driven detection methods. For a rigorous analysis of the effects of power grid
topological variations on detection performance, we categorized these changes—stemming from node-
failure-induced line disconnections—into three levels based on the topology perturbation score (TPS),
where weak topology changes are defined as those with a TPS less than 1.0 (T PS < 1.0), moderate
changes are those with a TPS between 1.0 and 3.0 (1.0 ≤ T PS < 3.0), and strong changes are those
with a TPS of 3.0 or greater (T PS ≥ 3.0). We then compared our proposed AST-TGT model with
five mainstream FDIA detection models: GAT, GCN, GGNN-GAT, DAMGAT, and STTransformer.
Furthermore, an ablation study was performed to ascertain the efficacy of the attention modules by
contrasting the full AST-TGT model with its attention-free TGT-only counterpart. Table 2 and Figure 2
clearly demonstrate the superior performance of the proposed AST-TGT model in FDIA detection
under dynamic topology. In the weak topology change of the IEEE 14-bus system, the accuracy of the
AST-TGT model reached 99.29%, which was significantly higher than other comparison models, far
exceeding the 62.67% of GGNN-GAT and 61.87% of STTransformer. Similarly, in the more complex
strong topology change of the IEEE 118-bus system, the accuracy of AST-TGT reached 94.63%, which
was also better than other models. Moreover, the proposed model significantly outperformed its TGT-
only variant across all four indicators, highlighting the effectiveness of the attention mechanism. These
results show that AST-TGT had stronger detection capabilities when dealing with complex attack
scenarios. This was because traditional data-driven detection methods often had difficulty effectively
perceiving mutations in topology structures, causing the model to mistake normal data for abnormal
data, thereby reducing detection performance. The proposed AST-TGT model effectively mitigated the
impact of topology changes by assigning node weight values. In addition, the spatio-temporal attention
layer performed a detailed analysis of the measurement data and the power grid topology, allowing the
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model to automatically focus on important and valid nodes while ignoring those that had become
irrelevant due to topology changes. A unique temporal-graph-temporal design formed a hierarchical
representation for a controlled training process, effectively processing and strengthening dynamic
topology change information. This combination of spatio-temporal attention and the temporal-graph-
temporal structure enabled the model to continuously perceive the interference of node features caused
by topology changes, enhancing its ability to model dynamic topology.

4.5. Robustness test for attack intensity

Table 3. A comprehensive comparison of eight detection methods—GRU, GAT, GCN,
GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted in this study.
Their performance under different attack intensities was assessed using four critical metrics:
accuracy, precision, recall, and the F1-score, with all values reported as percentages. The
experimental evaluations were performed on two standard power systems: the IEEE 14-bus
system and the IEEE 118-bus system.

Intensity Method IEEE 14-Bus System IEEE 118-Bus System

Acc Pre Rec F1 Acc Pre Rec F1

Low

GRU [29] 89.37 89.81 88.79 89.30 89.73 89.53 90.01 89.77
GAT [30] 78.90 79.22 78.32 78.77 84.03 86.24 81.01 83.55
GCN [23] 79.20 81.91 74.92 78.26 83.93 84.22 83.54 83.88
GGNN-GAT [24] 79.43 80.21 78.12 79.15 88.63 88.82 88.41 88.61
DAMGAT [25] 84.63 87.18 81.19 84.08 90.23 88.57 92.41 90.45
STTransformer [27] 82.32 81.70 83.15 82.42 89.52 89.14 89.95 89.55
TGT [32] 95.01 94.50 95.56 95.03 91.92 92.20 91.56 91.87
AST-TGT 97.81 98.01 97.59 97.80 93.07 93.75 92.25 93.00

Middle

GRU [29] 92.07 92.69 91.33 92.00 91.47 91.25 91.74 91.50
GAT [30] 85.97 86.92 84.66 85.77 87.47 87.73 87.14 87.43
GCN [23] 85.83 86.19 85.32 85.75 85.13 85.67 84.41 85.03
GGNN-GAT [24] 86.43 85.87 87.19 86.53 89.87 90.47 89.14 89.80
DAMGAT [25] 88.17 89.12 86.92 88.01 91.27 91.11 91.47 91.29
STTransformer [27] 89.81 90.37 89.00 89.68 91.37 91.73 90.94 91.33
TGT [32] 96.04 95.45 96.69 96.06 93.30 93.80 92.74 93.27
AST-TGT 98.83 98.46 99.20 98.83 93.37 94.35 92.27 93.30

High

GRU [29] 96.03 95.76 96.33 96.04 92.87 93.81 91.81 92.79
GAT [30] 91.97 92.33 91.53 91.97 89.63 89.56 89.74 89.65
GCN [23] 92.60 92.43 92.80 92.61 87.83 88.80 86.61 87.69
GGNN-GAT [24] 92.73 92.56 92.93 92.74 91.87 92.38 91.27 91.83
DAMGAT [25] 92.47 92.07 92.93 92.50 92.13 91.37 93.07 92.21
STTransformer [27] 95.60 95.42 95.77 95.59 93.84 94.40 93.27 93.83
TGT [32] 96.69 97.24 96.09 96.66 94.93 94.52 95.40 94.96
AST-TGT 99.65 99.89 99.41 99.65 96.50 96.16 96.87 96.52

To validate the proposed model’s superior detection performance under varying attack intensities,
we categorized the generated FDIA samples into three levels: low, medium, and high intensity.
Specifically, low attack intensity referred to scenarios with an average injected power deviation of
less than 10% of the actual measured values, medium attack intensity corresponded to deviations
between 10% and 30%, and high attack intensity involved deviations exceeding 30% [31]. Then, we
compared our proposed AST-TGT model with six mainstream FDIA detection models: GRU, GAT,
GCN, GGNN-GAT, DAMGAT, and STTransformer. Additionally, we conducted an ablation study
comparing the full AST-TGT model with its TGT-only variant to verify the contribution of the attention
mechanism. As clearly depicted in Table 3 and Figure 3, the proposed AST-TGT model consistently
outperformed other models across all attack intensities in both bus systems. Specifically, under low-
intensity attacks on the IEEE 14-bus system, AST-TGT outperformed DAMGAT and STTransformer,
respectively, with improvements of 13.18% and 15.49% in accuracy, 10.83% and 16.31% in precision,
16.4% and 14.44% in recall, and 13.72% and 15.38% in F1-score. Similarly, comparable detection
results were observed in the IEEE 118-bus system. Additionally, the superior performance of the
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proposed model across all four indicators, when compared to the TGT-only variant, was attributed to
the inclusion of the attention mechanism. Indeed, this phenomenon was readily explained. The spatio-
temporal attention network module in our proposed model captured the importance of each node at
different time points and the contribution of different nodes within the spatial topology. Furthermore,
the temporal convolutional network module extracted features from the data adjusted by the spatio-
temporal attention module, enabling the identification of subtle anomalies that traditional detection
methods often fail to recognize.
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Figure 3. A comparison of the accuracy and F1-score of eight detection methods—GRU,
GAT, GCN, GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted
in this study, considering different attack intensities.

4.6. Robustness test for noise intensity

To further validate the proposed model’s anti-interference capability and robustness in complex
noisy environments, we employed the additive white Gaussian noise (AWGN) model to add noise to
the data samples. Based on the noise intensity, the generated FDIA samples were categorized into three
levels with noise variances of α = 0.1, α = 0.2, and α = 0.3. The proposed AST-TGT model was then
compared against six prominent FDIA detection models: GRU, GAT, GCN, GGNN-GAT, DAMGAT,
and STTransformer. Additionally, we conducted an ablation study comparing the full AST-TGT model
with its TGT-only variant to verify the contribution of the attention mechanism. As clearly observed
in Table 4 and Figure 4, the proposed AST-TGT model significantly outperformed other methods
across all noise levels and maintained a leading position in all four detection metrics. Specifically,
in the IEEE 14-bus system, when the noise variance was α = 0.3, the proposed AST-TGT model
achieved an accuracy of 89.43%, precision of 89.35%, recall of 89.53%, and F1-score of 89.44%,
while the other models were generally below 85%. Similar results were observed in the IEEE 118-bus

AIMS Energy Volume 13, Issue 5, 1219–1240.



1234

system. Moreover, the proposed model significantly outperformed its TGT-only variant across all four
indicators and highlighted the effectiveness of the attention mechanism. Furthermore, as the noise level
increased, the overall detection performance of all schemes declined. This decline was attributed to
the fact that higher noise levels can obscure the features of attack data, which makes it challenging
for detection models to distinguish between attack and normal data. However, under the same noise
conditions, the proposed scheme exhibited the smallest performance degradation. This robustness was
attributed to the model’s attention mechanism, which could dynamically adjust the focus on different
parts of the input data, and the temporal convolutional module, which combined the advantages
of temporal gated convolutional layers and introduced a dual dynamic regulation mechanism. By
weighting the convolutional outputs through element-wise multiplication, this enabled the model to
adaptively learn temporal feature weights and automatically strengthen the information propagation of
critical time points, which effectively reduced the interference of noise on the decision-making process.
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Figure 4. A comparison of the accuracy and F1-score of eight detection methods—GRU,
GAT, GCN, GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted
in this study, considering different noise intensities.
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Table 4. A comprehensive comparison of eight detection methods—GRU, GAT, GCN,
GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted in this study.
Their performance under different noise intensities was assessed using four critical metrics:
accuracy, precision, recall, and the F1-score, with all values reported as percentages. The
experimental evaluations were performed on two standard power systems: the IEEE 14-bus
system and the IEEE 118-bus system.

Intensity Method IEEE 14-Bus System IEEE 118-Bus System

Acc Pre Rec F1 Acc Pre Rec F1

α = 0.1

GRU [29] 96.03 95.76 96.33 96.04 92.87 93.81 91.81 92.79
GAT [30] 92.47 92.86 91.99 92.43 89.63 90.64 88.34 89.47
GCN [23] 92.60 92.43 92.80 92.61 87.83 88.80 86.61 87.69
GGNN-GAT [24] 92.73 92.56 92.93 92.74 91.87 92.38 91.27 91.83
DAMGAT [25] 92.47 92.07 92.93 92.50 92.13 91.37 93.07 92.21
STTransformer [27] 95.60 95.42 95.77 95.59 93.84 94.40 93.27 93.83
TGT [32] 96.69 97.24 96.09 96.66 94.93 94.52 95.40 94.96
AST-TGT 99.65 99.89 99.41 99.65 96.50 96.16 96.87 96.52

α = 0.2

GRU [29] 90.83 89.48 92.53 90.98 83.57 84.15 82.74 83.44
GAT [30] 85.83 85.70 85.99 85.86 79.17 79.32 78.95 79.13
GCN [23] 86.30 85.88 86.86 86.37 78.07 80.83 73.62 77.06
GGNN-GAT [24] 87.77 87.94 87.53 87.73 82.63 83.42 81.48 82.44
DAMGAT [25] 86.43 86.50 86.32 86.41 82.77 82.45 83.28 82.86
STTransformer [27] 91.80 92.25 91.26 91.75 85.47 83.98 87.67 85.79
TGT [32] 91.63 91.43 91.86 91.65 87.00 87.21 86.74 86.97
AST-TGT 94.83 94.50 95.20 94.85 89.03 88.20 90.14 89.16

α = 0.3

GRU [29] 86.30 84.69 88.59 86.60 78.73 78.48 79.21 78.85
GAT [30] 80.27 78.87 82.66 80.72 72.93 74.04 70.69 72.32
GCN [23] 80.43 81.75 78.32 80.00 71.03 71.94 69.02 70.45
GGNN-GAT [24] 82.67 82.74 82.52 82.63 76.60 75.82 78.15 76.97
DAMGAT [25] 81.00 80.66 81.52 81.09 79.30 82.02 75.08 78.40
STTransformer [27] 86.83 86.95 86.66 86.80 82.17 82.86 81.15 81.99
TGT [32] 87.20 86.18 88.59 87.37 79.90 80.05 79.68 79.87
AST-TGT 89.43 89.35 89.53 89.44 81.47 80.19 83.61 81.87

4.7. Comparison for a different number of attack nodes

Table 5. A comprehensive comparison of eight detection methods—GRU, GAT, GCN,
GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted in this study.
Their performance under single-node and multi-node attacks was assessed using four critical
metrics: accuracy, precision, recall, and the F1-score, with all values reported as percentages.
The experimental evaluations were performed on two standard power systems: the IEEE 14-
bus system and the IEEE 118-bus system.

Attack Nodes Method
IEEE 14-Bus System IEEE 118-Bus System

Acc Pre Rec F1 Acc Pre Rec F1

Single-Node

GRU [29] 93.73 93.38 94.13 93.75 92.33 92.45 92.21 92.33
GAT [30] 87.10 87.07 87.12 87.10 87.67 87.57 87.81 87.69
GCN [23] 85.70 85.06 86.59 85.82 87.03 87.62 86.28 86.94
GGNN-GAT [24] 87.37 86.22 88.93 87.55 91.57 91.66 91.47 91.56
DAMGAT [25] 87.67 86.49 89.26 87.85 90.40 89.98 90.94 90.46
STTransformer [27] 89.12 87.79 90.80 89.27 93.20 93.26 93.14 93.20
TGT [32] 96.69 97.24 96.09 96.66 93.37 94.12 93.54 93.82
AST-TGT 99.57 99.73 99.41 99.57 94.40 95.06 93.67 94.36

Multi-Node

GRU [29] 96.03 95.76 96.33 96.04 92.87 93.81 91.81 92.79
GAT [30] 92.47 92.86 91.99 92.43 89.63 89.56 89.74 89.65
GCN [23] 92.60 92.43 92.80 92.61 87.83 88.80 86.61 87.69
GGNN-GAT [24] 92.73 92.56 92.93 92.74 91.87 92.38 91.27 91.83
DAMGAT [25] 92.47 92.07 92.93 92.50 92.13 91.37 93.07 92.21
STTransformer [27] 95.60 95.42 95.77 95.59 93.84 94.40 93.27 93.83
TGT [32] 96.00 96.64 95.29 95.96 94.93 94.52 95.40 94.96
AST-TGT 99.65 99.89 99.41 99.65 96.50 96.16 96.87 96.52
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In real-world power grid systems, attackers often have limited resources, meaning they might only
possess local grid topology information and might consider attacking the fewest possible nodes to
achieve their objectives. Conversely, if attackers possessed comprehensive grid topology information,
exhibiting high stealth and destructive capabilities, they might target multiple nodes. To validate the
detection performance of the proposed model under varying numbers of attack nodes, we conducted
experiments involving both single-node and multi-node attacks. As shown in Table 5, the detection
efficiency of all models on the multi-node attack dataset was superior to that of the single-node attack
scenario in both the IEEE 14 and IEEE 118 bus systems. This was because multi-node attacks led
to more pronounced data perturbations in the attacked nodes, which made them easier for detection
models to identify. In both cases, the proposed AST-TGT model outperformed other models as well as
the TGT model without attention.

4.8. Complexity analysis

To demonstrate the superior performance of our proposed solution, we conducted a comprehensive
evaluation of its computational complexity. Although our AST-TGT model incurred increased
computational overhead due to its complex multi-head attention and multi-layer convolutional
structure—as shown in Table 6, its average training time on the IEEE 14-bus and 118-bus systems was
indeed longer than methods like GRU, GAT, GCN, STTransformer, GGNN-GAT, and the attention-
free TGT—this design achieved detection performance that far surpassed its rivals. We argue that this
modest trade-off in time complexity is entirely justified by the significant leap in performance. To
ensure fairness and stability, all complexity comparison experiments were conducted under identical
environmental conditions, with results being averaged over six runs.

Table 6. A comparison of the computational complexity of eight detection methods—GRU,
GAT, GCN, GGNN-GAT, DAMGAT, STTransformer, TGT, and AST-TGT—was conducted
in this study. Their performance was assessed based on three key metrics: training time,
testing time, and the number of parameters. These experimental evaluations were performed
on two standard power systems: the IEEE 14-bus system and the IEEE 118-bus system.

Method IEEE 14-Bus System IEEE 118-Bus System

Train(s) Test(s) Parameter(K) Train(s) Test(s) Parameter(K)

GRU [29] 22.03 0.03 0.54 25.53 0.04 2.41
GAT [30] 28.80 0.15 0.29 29.67 0.15 2.17
GCN [23] 23.96 0.11 0.28 25.47 0.11 2.15
GGNN-GAT [24] 31.89 0.16 0.81 32.03 0.16 2.47
DAMGAT [25] 56.38 0.17 0.93 82.54 0.19 43.25
STTransformer [27] 67.18 0.13 3.95 66.79 0.15 5.62
TGT [32] 54.31 0.26 1.17 59.60 0.27 3.45
AST-TGT 71.02 0.24 1.60 72.41 0.25 31.56

5. Conclusions

This paper proposed a false data injection attack (FDIA) detection method based on graph attention
convolutional networks for dynamic topological changes. It introduced a spatio-temporal attention
mechanism to optimize the representational capacity of network nodes by dynamically assigning
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attention weights, thereby enhancing the model’s understanding of both the topological structure
and measurement data. Furthermore, it established a temporal-graph-temporal (TGT) module,
which combines temporal gated convolutional layers and graph attention layers to achieve cross-
modal information interaction through a temporal-graph-temporal sandwich structure. This cyclical
iterative mechanism enabled the model to continuously perceive the perturbation of node features
due to changes in the topological structure, which improved its ability to model dynamic topologies.
Simulation verifications conducted on the IEEE 14-bus and IEEE 118-bus systems demonstrated that
the AST-TGT model exhibited superior accuracy, precision, recall, and F1-score compared to current
mainstream detection models, and possessed better FDIA detection capabilities in dynamic topological
environments. Additionally, ablation experiments showed that our attention mechanism was effective
and the proposed method demonstrated good anti-interference capability and robustness in complex
noisy environments. While our approach demonstrated robust FDIA detection performance in the face
of dynamic power grid topologies, our model currently lacked inherent interpretability. This led to
opacity in the model’s decision-making process, potentially reducing trust among users and operators.
Within the context of robust FDIA detection, this remained an open challenge, as repeatedly evidenced
in existing research. The future work aimed to explore the interpretability of the proposed model.
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