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Abstract: This paper applied a formal method based on timed automata and the Uppaal toolbox to the
specification and verification of mutual exclusion algorithms operating on anonymous memory.
Anonymous memory is a challenging variation of shared memory where common variables (registers)
do not have globally agreed-upon names. Instead, each process has its own view and naming for the
shared registers. In addition, the cooperating/competing processes are supposed to be symmetric, that
is, they execute the same code, and process identifiers are unknown. A recent proposal of Taubenfeld’s
mutual exclusion algorithm with m > 7 (m odd) shared anonymous registers was chosen as a concrete
case study. Such an algorithm was informally studied by the authors together with the establishment
of some possibility and impossibility results. This paper's first contribution was to confirm the
correctness of the algorithm for N = 2 processes when atomic registers are used. The solution no
longer holds for a smaller number of registers, e.g., m = 5, or when non-atomic registers are used. The
paper also showed that for N > 2, the algorithm violates the mutual exclusion. To extend the use of
the algorithm to N > 2 processes, this paper developed a novel organization where the basic solution
for two processes is used as the arbitration unit in a binary, standard state-of-the-art tournament tree.
Some timed variations of the model were considered, which permit the study of the algorithm under
model checking and/or statistical model checking, for various values of the number N of processes.
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1. Introduction

The work described in this paper develops a methodology for formal modeling and verification
of mutual exclusion algorithms [1-4]. The context is that of shared memory concurrent/parallel and
distributed systems. Mutual exclusion is the well-known fundamental problem of concurrent
programming [2,5], whose solution has to guarantee that multiple executing processes that share a
common data resource (e.g., a file in the context of an operating system) are constrained to coordinate
each other, according to a suitable protocol, to prevent the resource from being accessed
simultaneously by multiple processes. Concurrent access and modification of the resource would
impair its correct use and state evolution (think about a bank account balance with unconstrained
deposit and withdrawal operations). The instructions executed by a process for accessing the shared
resource constitute its critical section. The mutual exclusion protocol controls the critical section
executions. Starting from the basic solution for two processes proposed by Dekker [6—8], several
algorithms for N =2 and N > 2 processes have been proposed (see, e.g., [4,9-12]), each
distinguished from one another based on the simplicity, elegance, and sharpness of the protocol design,
which is based on, hopefully few, shared communication variables (registers). Besides the often
ingenious protocol design, to be correct, a mutual exclusion algorithm has to fulfill the following main
properties: (a) only one process at a time is allowed to use the resource (mutual exclusion property);
(b) absence of deadlock (the protocol never implies that the processes enter a lockout situation); and
(c) absence of starvation (a competing process eventually enters its critical section). An implicit further
assumption of classical mutual exclusion algorithms is that processes are assumed to be memoryless:
a process that tries to enter its critical section does not remember any information about its previous
attempts.

Correctness of a mutual exclusion algorithm should be checked both when atomic registers are
used [11,12] (read/write operations on the same memory register are mutually exclusive) and, more in
general, when non-atomic registers [13—16] are used (multiple read/write operations on the same
register can occur simultaneously). Non-atomic registers exist when concurrent/parallel processes are
allowed to execute in low-cost hardware devices like phone-cells and similar [17], that is, without
hardware control to deny simultaneous access to the registers of a multi-port memory [18].

As a significant variation of the classical shared memory model, the so-called shared anonymous
memory [19,20] emerged in the last few years as a new challenging scenario for designing and studying
mutual exclusion algorithms [21,22]. The fundamental difference from the classical shared model
consists of adopting anonymous registers to control process competition and coordination. Anonymous
registers mean that each process possesses its own names for the same set of shared registers. A register
named A for a given process can correspond to what another process refers to as register C, and so
forth. Stated in other terms, every process uses its permutation of the global available register names.
In addition, processes are assumed to be symmetric, that is, they execute the same code and have
unknown identifiers.

A representative mutual exclusion algorithm for N = 2 processes was recently proposed by
Taubenfeld in [22]. The author referred to the use of m > 7 anonymous registers, with m odd, as a
necessary condition for the correctness of the algorithm. In [22], the author presented some possibility
and impossibility results. Among the possibility results, the case N = 2 was proved to be correct
(including absence of deadlocks and starvation) for m not less than 7. An impossibility result concerns
the fact that the algorithm should not be starvation-free for N > 2 processes. The case N > 2 still
appears open and should be further investigated.
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The anonymous memory scenario has a twofold motivation. First of all, as stated in [22], it is of
interest from a computing theoretical point of view, that is, studying what can/cannot be done by
concurrent processes under this new memory model. The second motivation is practical and concerns
the development of bioinspired applications, particularly based on the ideas of molecular biology. In
[23], in fact, it was observed that in the process of genome-wide epigenetic modifications, cells utilize
their DNA as a shared anonymous memory system.

In the literature, the property assessment of mutual exclusion algorithms has often been based on
informal mathematical reasoning and the use of atomic registers only. For example, the algorithm in
[22] was studied this way. However, it is widely recognized that intuitive reasoning can be unable,
except in simple cases, to detect all the properties of a concurrent system due to the intrinsic difficulty
of completely predicting the non-deterministic order of actions (inferleaving) that characterizes the
process executions. Formal modeling and exhaustive verification are currently recognized as an
important contribution to the correctness assessment of a mutual exclusion solution. Two significant
formal methods have proven to be useful in many practical cases: the assertional method (e.g., [24])
and the model checking method (e.g., [25,26]). The assertional method builds a transition system from
a mathematical specification of the mutual exclusion solution. Assertions are, then, formulated and
systematically analyzed with the services of a theorem prover. Model checking methods rely on a
formal model of the mutual exclusion algorithm, e.g., based on the use of timed automata [27,28] or
process algebra [15,26]. A (hopefully finite) state graph of the model can then be derived, containing
all of the possible execution states and the execution paths admitted in the model. The state graph can,
finally, be systematically consulted with the help of queries expressed in a temporal logic language
(e.g., the Temporal Computational Tree Logic -TCTL- in [28]). The assertional method can be hard to
use in complex mutual exclusion algorithms. On the other hand, model checking can be limited by an
infinite state graph generated by state explosions [29] when the model relies on many data variables
or it has a high degree of non-determinism (partial-order or number of possible exit transitions in the
state graph nodes) in the navigation of the execution paths.

This paper is based on timed automata and the Uppaal model checker [28,30-33]. The approach
is motivated by the fact that graphical models of time-sensitive process automata can be more intuitive
to understand than, e.g., process algebra descriptions as in mCRL2 [26]. In addition, the Uppaal
toolbox, continually improved, is characterized by a state graph memory representation that uses
compact data structures and efficient navigation algorithms, as well as an easy-to-exploit TCTL subset
of queries for property checking.

The possible use of the time dimension in a Uppaal model deserves further discussion. It has been
observed that the correctness of certain mutual exclusion algorithms (see also later in this paper) may
depend on subtle time assumptions that are unexpected from the intuitive description of the algorithm.
On the other hand, theorem provers may be unable to model or reason about timing issues.

Finally, the Uppaal toolbox was also chosen for its support of a statistical model checker (SMC)
[34-36]. The SMC does not create the model state graph, requires a reduced amount of memory
footprint, and uses stochastic simulations to estimate model properties. Although simulation estimates
cannot replace the precise, exhaustive model checking results, they can be helpful to observe properties
of a mutual exclusion model for non-trivial values of the number N of processes.

This paper is devoted to the formal investigation of Taubenfeld’s mutual exclusion algorithm [20]
based on anonymous memory, using a transformation of the algorithm in Uppaal models. A refinement
of the formal modeling and verifying methodology based on Uppaal, introduced in [11,12], is applied
to Taubenfeld’s algorithm. The paper first shows that the algorithm is time-sensitive. It is required that
a process exiting the critical section should not immediately start a new competition. Model checking
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the case N = 2 confirms that the model satisfies all the correctness properties with m = 7 registers, as
informally assessed in [22]. For a smaller number of registers, e.g., m = 5, although ensuring that the
model continues to be deadlock-free, it violates the mutual exclusion. For N = 3, model checking
proves that the algorithm misses the fundamental property of mutual exclusion, regardless of the
starvation-free requirement. The paper continues by showing that Taubenfeld’s algorithm, even for
N = 2, is incorrect when anonymous and non-atomic registers are used. As a further original
contribution of this paper, Taubenfeld’s algorithm for N = 2 is then used as the arbitration unit in a
standard, state-of-the-art tournament tree (TT) [12,37,38] structure. This organization makes the basic
algorithm correct for N > 2 processes, using m = 7 anonymous registers at each arbitration stage of
the TT. This new result seems to overcome the impossibility result stated in [22] about the non-
existence of a symmetric solution for N > 3, whatever the number m of employed registers. The TT
model is thoroughly checked for different values of N by adapting it with time to be usable by both the
model checker (MC) and the statistical model checker (SMC) of Uppaal.

The paper is structured as follows: Section 2 describes the operation of Taubenfeld’s mutual
exclusion algorithm, and its possibility and impossibility results. Section 3 summarizes the modeling
and verification features of Uppaal. The model checker, its TCTL queries, and the statistical model
checker with some supported Metric Interval Temporal Language (MITL) queries are highlighted.
Section 4 proposes and applies some reduction rules for transforming Taubenfeld’s algorithm into
Uppaal models based on timed automata. The basic model is separately verified using atomic and non-
atomic registers. Then, a timed version model is introduced, which lends itself to being investigated
by exhaustive model checking and stochastic simulations. Section 5 proposes and verifies the
tournament binary tree—based solution that generalizes the basic algorithm to N > 2 processes. Finally,
conclusions are presented together with some indications of further work.

2. Taubenfeld’s mutual exclusion algorithm

In the following, concurrent processes participating in a mutual exclusion problem regulated by
a suitable protocol are assumed to be non-terminating, fault-free, and executing, e.g., on distinct cores
of a multiprocessor architecture. After exiting its critical section, a process re-enters, thus starting a
new competition. The overall structure of a process is shown in Algorithm 1.

Algorithm 1. Structure of a concurrent process involved in a mutual exclusion problem.
shared communication variables //with proper initialization
process(i) //i is the process identifier

local variables

loop

NCS // Non Critical Section

Entry part of the protocol

CS // Critical Section

Exit part of the protocol

end-loop
end-process

In the NCS section code, the process is not interested in entering the critical section. In the Entry
part of the protocol, the process competes with its peers to gain permission to enter the critical section.
Toward this, busy-waiting or spinlock loops can be executed. During a busy waiting period, the process
actively checks, although by wasting core cycles, shared variables until a condition is detected that
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permits it to go further. In the Exit part of the protocol, the process can be required to reset global
variables, possibly by busy-waiting, and local variables before reaching NCS.

Each particular mutual exclusion algorithm is characterized by the set of shared communication
variables (registers). An ingenious design of a mutual exclusion solution uses a minimal number of
shared registers. Some shared variables can be output or exterior [37] registers. An output register is
written by only one process (its owner) but can be read/consulted by all the remaining processes,
possibly concurrently. In the more general and challenging case, non-output shared registers can be
read/written by any process, also simultaneously.

In a memoryless algorithm, neither the Entry nor the Exit part depends on saved information from
previous process attempts.

Taubenfeld’s algorithm [22] rests on m shared and anonymous registers reg|[], e.g., selected by
the indexes from 1 to m. All these registers are non-output variables, and the most general pattern of
Multiple Writers Multiple Readers (MWMR) applies, because every register is allowed to be
read/written concurrently. Neither a process knows the identifiers of partners, nor can it make any
assumption about the state of a partner. In this paper, it will be assumed that processes have the
identifiers from 1 to N, and all of them execute the same code (symmetric processes). The values of an
anonymous register are the integers in the range [0.. W] where W = N + 1. Value 0 denotes a free
register. Value W indicates there is a waiting process. Values from 1 to N mirror that the register is
currently occupied by the corresponding process identifier.

Each process i accesses shared registers by using a (hidden) permutation perm;[] of the indexes
[1..m], unknown to the other processes. This way, accessing, e.g., the 0-th register by process i, will
result in access to the real register selected by the index in the O-th position of the permutation of
process i. To simplify the notation, the operations, which read/write the j-th register as viewed by a
given process i, will be expressed by r(j) and w(j,v), where r(j) = reg[perm;[j]] and w(j,v) =
reg[permi[j]] = v. It is evident that what a process considers as the j-th register can be completely
different from the j-th register viewed by a different process.

The pseudo-code of Taubenfeld’s algorithm executed by a generic process i is presented in
Algorithm 2, adapted from [22]. For simplicity, the index permutation of the process i over global
registers is not shown. Recall that all the processes are symmetric and execute the same code.

In Algorithm 2, busy-waiting loops are expressed using repeat-until structures (see line 1, lines
from 6 to 8, 24 to 26, and 10 to 29). For example, in line 1, for generality, busy-waiting is supposed to
be continued until a shared register, indexed by the local variable mycounter, is found with a value of
0. Implicitly, mycounter is reset to 0 at each repeat-until termination without finding a register with a
0 value.

Some intuitive notes about the behavior of Algorithm 2 are as follows. At each start of
competition (beginning of the Entry part of the protocol, see Algorithm 1) process i (see lines from 1
to 9 in Algorithm 2) gives priority to waiting processes. First, it waits for a register (indexed by the
local mycounter variable) with the value 0. If one is found, that register is tentatively occupied with
the process identifier. However, if at least one other process exists that is waiting (a register with the
W value), process i releases its commitment (line 5) and waits until no process exists with the waiting
status. Due to the frequent checks of the global registers, each process keeps a local copy of the global
registers in the myview[] array updated. For non-determinism, though, no guarantee is provided to the
process by the content of myview[]. Of course, on arriving at line 10, at most one occurrence of the
process identifier i can be present in the global registers.
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Algorithm 2. Pseudo-code of Taubenfeld’s mutual exclusion algorithm.
global constants:
int m; // number of shared anonymous registers. Assumed m = 7, m odd
int N, // number of processes, indexed from I to N
int W=N + 1 // waiting status
global variables:
int reg[1..m]; // all initialized to 0; admitted values are the integers from 0 to W
process(i) /i in [1..N]
local variables:
int myview[1..m]; // all initialized to 0
int j, k, mycounter; // all initialized to 0
boolean mygo; // initialized to false
loop
0) NCS;
1) repeat mycounter=mycounter+1; until r(mycounter)==0;
2) w(mycounter,i);
3) for j=1 to m do myview[j]=r(j); end-for
4) if 3 in [1..m] : myview|[j] == W then
5)  if r(mycounter)==i then w(mycounter,0); end-if

6) repeat

7) for j=1 to m do myview[j]=r(j); end-for

8) until Vjin [l.m] myview[j]#W

9) end-if

10) repeat

11) for /=1 to m do

12) if 7(k)==0 then

13) for j=1 to m do myview[j]=r(j); end-for

14) if i appears in less than m-2 entries of myview[1..m] then
15) w(k,i); end-if end-if

16) end-for

17) for j=1 to m do myview|j]=r(j); end-for

18) if i appears in less than | m/2 | entries of myview[1..m] then
19) mycounter=0;

20) for j=1 to m do if 7(j)==i then

21) if mycounter==2 then w(j,0);

22) else w(j,W); mycounter=mycounter+1; end-if end-if
23) end-for

24) repeat

25) for j=1 to m do myview[j]=r(j); end-for

26) until V j in [1..m] : myview[j] in {0,W};

27) mygo=true;

28) end-if

29) until i appears in m-2 entries of myview[1..m] or mygo==true;
30) CS;

31) if mygo==true then for j=1 to m do if »(j)==W then w(;,0); end-if end-for
32) else for j=1 to m do if (j)==i then w(;,0); end-if end-for

33) end-if
34) set all local variables to their initial values
end-loop

end-process

The core of the algorithm is expressed in the repeat-until loop from line 10 to line 29. Briefly, a
process is a winner and gets allowed to enter its critical section when it succeeds in occupying m-2
entries of the registers (as perceived by myview[]). The occupation attempt is carried out in the lines
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from 11 to 16, where free registers (which have the value 0) are set with the process identifier. If the
attempt fails, process i releases its previously occupied entries except for two. In particular, the first
two occupied registers are changed to the W value (i.e., the waiting status), and the remaining entries
are set to 0. Despite this release, the process can still be a winner in the case that all the register entries
contain either 0 or the W value, with the Boolean mygo variable that is set to true. A subtle point in
Algorithm 2 is the fact that the occupy attempt is considered to have failed when the number of
achieved entries is less than [m/2] (i.e., 4 when m = 7) and not m — 2 (i.e., 5 with m = 7). Using the
latter test, two processes p and g, which occupied three entries and four entries, respectively, would
both be considered losers and forced to release the occupied entries. In this case, for non-determinism,
both processes could become winners because registers are found to have only the values 0 or W (with
their mygo variables, which are set to true). Thus, both processes would enter their critical section
simultaneously and violate the mutual exclusion property.

The Exit part of the protocol in Algorithm 2 (lines from 31 to 33) resets the registers according
to the motivation that the process was a winner. In the case that mygo is found to be true, all the W
entries are turned to 0. Otherwise, (m — 2 entries were occupied by the process) all the entries with
the process id are changed to 0. Finally, the process resets all the local variables to their initial values.

Of course, from the preceding intuitive description, it is hard to fully infer that the algorithm is
correct, in the sense that it always fulfills the mutual exclusion property, and it is free of both deadlock
and starvation. What is difficult to assess are the subtle effects of non-determinism.

Correctness of Algorithm 2 was valuably discussed, by informal mathematical reasoning, by the
author in [22], also by investigating the critical value of the minimal number m of the required registers,
which should guarantee algorithm correctness. In Algorithm 2, m > 7 is assumed, with m odd. This
paper aims to provide correctness arguments about all the expected properties through formal analysis
and exhaustive verification (see Section 4). The analysis of the algorithm for larger values of the
number N of processes can be assisted by statistical model checking [34,35] techniques.

2.1. Possibility and impossibility results

The following possibility and impossibility results were stated in [22] about Algorithm 2:
1) A symmetric memoryless deadlock-free and starvation-free mutual exclusion solution exists for
N = 2 processes, provided a number m > 7 of anonymous registers are used, with m being an odd
number.
2) There cannot exist a symmetric memoryless starvation-free mutual exclusion solution for N > 3
processes, whatever the number m of anonymous registers. In particular, for N > 3 processes, there is
a separation between deadlock-free and starvation-free.

This paper will formally check these results and develop a possible workaround for the
impossibility result.

3. Uppaal modeling and verification

This section first reviews the basic formal modeling and verification methodology based on
Uppaal [11,12,16,28]. Then, the methodology is applied to reduce Taubenfeld’s algorithm [22] (see
Algorithm 2) in a Uppaal model, which is thoroughly analyzed.
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3.1. Model specification

Uppaal is a popular toolbox for specifying and analyzing real-time systems (see, e.g., [36]) that
supports a high-level modeling language based on timed automata (TA) [27]. Clock variables control
time. A clock can be reset; then, it automatically advances to measure the relative time elapsed from
its last reset. All the clocks of a model grow at the same rate. A system model consists of a network of
concurrent interacting processes. Each (template) process is a parameterized timed automaton, built of
locations and edges. Processes share a global data environment and can have local data declarations.
Elementary data types are int, bool, clock, and channel. Structs and arrays of basic types are also
admitted. C-like functions can be used, which can greatly contribute to model compactness and
readability. Process interactions can be based on global data variables or can exploit the exchange of
signals by channels, which carry no data. Channels can be unicast/rendezvous or broadcast. A
rendezvous channel can synchronize a sender (which executes the ! send operation) and a receiver
(which executes the ? receive operation). Only when both the sender and the receiver are ready does
the communication (signal exchange) occur. Otherwise, the first process that arrives will wait for the
partner to be ready. A broadcast channel has one sender and 0, 1, or multiple receivers. The sender of
a broadcast channel never waits. Broadcast channels are useful for asynchronous communications.

A process automaton stays, at any moment, in a location (local state). What can change is the
dwell time associated with the location. In a normal location (represented by a white circle), the
automaton can remain for an arbitrary time, from 0 to infinity. To constrain the duration, a normal
location can be equipped with an invariant, that is, a Boolean expression often based on a clock
constraint. The automaton can remain in the location, provided the invariant remains true. Otherwise,
the location has to be abandoned. There are also urgent (circle with an internal U) and committed
(circle with an internal C) locations. Both have to be immediately exited, without time passage. Uppaal,
though, gives precedence to committed locations, which are always exited before urgent locations.

Locations are linked to one another by arrowed edges. An edge comes with an (optional) guarded
command, that is, a triple <guard, synchronization, update>. The guard is a Boolean expression,
usually based on data and/or a clock constraint. A true valued guard denotes that the edge can be taken,
although it is not forced to be immediately taken. An omitted guard evaluates as true by default. A
synchronization expresses a channel send (!) or receive (?) operation. The update part of a command
is an ordered list of variable assignments and clock resets. It is worth noting that the guarded command
can be omitted. In this case, the spontaneous edge has no constraint on its execution. Any channel type
can be declared to be urgent. In this case, if the guard of the command is true, the edge has to be taken
without time passage.

3.2. Basic semantic issues

The Uppaal modeling language is both concurrent and time-sensitive. The evolution of a system
model can be described by a Timed Transition System TTS = {S, S,, =, now}, where S is a set of states,
Sy 1s the initial state, = is the transition relation that moves the TTS from a state to the next one, and
now is the current global time. A state logically consists of a data part and a time part. The data part
stores the values of the model data variables and maintains a vector of locations, with one item per
process storing its current location and a vector of clock valuations. The time part consists of an
inequality system (firing domain or zone) that captures the clock inequalities that hold for this state to
be entered.

Two kinds of transitions (atomic elementary events) can be distinguished: the action transition
-, and the delay transition — 4. Action transitions are instantaneous. All the actions that can occur at
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a given time are concurrent. They are executed one at a time and in a non-deterministic order.
Examples of action transitions are the guarded commands, in separate process automata, attached to
the edges exiting from urgent locations, or involved in enabled edges (the guard is true) with an urgent
synchronization, and so forth. All these events will occur non-deterministically.

When no more actions are enabled in the current state, a delay transition can occur that causes the
global time of the model to be advanced by the minimal amount compliant with all the active location
invariants. Such a minimal value A would cause no invariant to be falsified. Rather, the time increment
would make one or more constrained locations become candidates to be exited, and one or multiple
action transitions eligible for non-deterministic execution. Of course, all the clocks in the model will
be incremented by A.

The number of transitions exiting from a state s represents its partial order degree. Model
verification will consider, separately, what happens in the system evolution when each distinct
transition is taken. In the case that the number of exiting transitions from a state of the TTS is 0, the
state is a deadlocked one.

3.3.  Model verification

The Uppaal model checker (MC or verifyta) [28,30] builds an in-memory (hopefully finite)
compact representation (state graph) of the model TTS. The model state graph is then explored by
efficient algorithms by responding to queries prepared according to a subset of the Timed
Computational Tree Logic (TCTL) [28]. All the possible states and execution paths existing in the
state graph are systematically investigated for proving/disproving a given property. TCTL queries can
be based on the existential (E<>) or invariant (A[]) operator, applied to a given formula & built in
terms of state predicates (the fact that a process occupies a given location) and/or data or clock
constraints, combined with the usual Boolean operators, including the implication operator (imply).
Basic examples of TCTL queries are the following (the state graph is normally explored starting from
its initial state):

@QE<>9d

does at least one state exist in the state graph where @ is satisfied?

(b) A[] ®

is it always true that, invariantly, the ® holds in every state of the model state graph?
(¢) E[] @

does a state path exist where ® holds in every state of the path?

dA<>D

is it always true that a final state can be reached where @ holds?

() ——> ¥ (P leads — to W)

is it always true that starting from a state where ® holds, it inevitably follows that a next state, also
with a possible time constraint, will be reached where W is satisfied?

Two abbreviations of the A[] query, practically useful, are the inf(ima/sup(rema queries. For
instance:
(f) sup{ ® }: expression,
asks to find the maximum value of the expression (e.g., a single clock or a data variable) in all the
states where @ holds. It could equivalently be expressed by the repeated use of:

A[] @ imply expression <expected-maximal-value,
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by tentatively changing the expected maximum value toward finding its lower bound. In a similar
way, operates inf, which asks for finding the minimal value of the expression.

The default deadlock state predicate can be used for checking the existence of deadlocked states.
Two equivalent and alternative queries can be used:

E<> deadlock
A[] ! deadlock

The analysis of the first, existential query, would terminate as soon as a deadlocked state is
reached. The invariant version will check (and always generate) the full state graph to conclude that
no deadlocked state exists.

An important feature of MC is its capability of generating a counterexample (also called a
diagnostic trace), that is, a sequence of atomic events (state transitions) whose execution can
demonstrate why a given property gets violated in the model, or it can be satisfied. The modeler can
carefully inspect, step-by-step, the diagnostic trace in the so-called symbolic simulator [26,28], to
detect a possible modeling bug to be fixed. This is important during the early stages of modeling,
design, and debugging.

The critical aspect of MC is that the state graph can be practically enormous (even infinite) in its
memory requirements, thus impeding, for state explosions [29], the verification activities of the model.
Some provisions can, therefore, be of utmost importance in the attempt to avoid state explosions. First
of all, the modeler should always try to reduce the number of data variables needed by the model. In
addition, integer variable domains should purposely be reduced to the strict minimal range of values.
Sometimes, even dropping a single redundant variable can improve model verification. A second cause
of state explosion is directly related to the great amount of partial order in the states of the state graph.
For example, when modeling a mutual exclusion algorithm, the existence of busy-waiting loops can
easily generate a high degree of non-determinism by also often introducing zeno-cycles [39], that is,
the creation of possibly infinite event paths, which are executed in a finite, e.g., zero time.

3.4. The statistical model checker

Nowadays, Uppaal also admits a statistical model checker (SMC) [34,35], together with the use
of double variables, clocks (stopwatches)—which can be temporarily stopped (see, e.g., [36])—and a
generalized version of the so-called hybrid/stochastic timed automata, where location invariants can
include simple first-order differential equations. The SMC rests on simulation and probabilistic
behavior for investigating model properties.

The SMC cannot replace the efficacy and precision of the conclusions achieved through the
exhaustive verification of MC. However, it can be a practical help when the state graph suffers from
state explosions. As an example (see also later in this paper), the Uppaal model of a mutual exclusion
algorithm is normally impossible to scale in the number N of processes. The SMC can then be
exploited to achieve estimations of the model properties for not-so-small values of N.

Uppaal SMC does not build the state graph. Then, its memory consumption is linear with the
model size. Model explorations are then based on simulations. SMC naturally works with time-
dependent models. A zeno-cycle could easily give rise to a time-lock error, where time does not
advance starting from a given location. A recurrent use case of SMC is executing a given number of
simulations (Monte Carlo—like simulations [34]), each lasting a certain time duration, and counting the
number of simulations in which a given event occurs. All of this can estimate the occurrence
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probability of the event. The following are some useful Metric Interval Temporal Logic (MITL)
queries [35]:

(a) simulate [<=timeEnd] {expressionl “[, expression2, ..., expression]”}

launches a single simulation that lasts timeEnd time units and accumulates information about the
values of the observed expressions. At the simulation end, by right-clicking the query, Uppaal SMC
graphically displays the observed values of the expressions vs. time.

(b) Pr[<=timeEnd](“<>|[]” ®)

asks to quantify the occurrence probability, with associated confidence interval (default confidence
index of 95%), of the event: 1) <> ®: “exists a state in which @ holds”, 2) []P: “it always happens
that @ holds”.

(c) E[<=timeEnd;nr of simulations](“[min|max]:” expression)

executes a given number of simulations to estimate the minimum/maximum value of the specified
expression. It is worth noting that the Pr(...) query implicitly and automatically infers a required
number of simulation runs to estimate the event occurrence probability. For more details, the reader
is referred to [35].

4. Reducing Taubenfeld’s algorithm into Uppaal models

Algorithm 2 can be reduced to Uppaal by combining untimed and timed modeling features. In the
following, the modeling aspects of atomic registers will be first explored. As a consequence, the
read/write operations on the same register are assumed to be indivisible. Atomicity can be directly
achieved by realizing an operation as part of the guarded command attached to an edge. The operation
can concretely be specified in the guard or the update component of the command.

The reduction process of Algorithm 2 in the timed automata of Uppaal is guided by two
conflicting goals: 1) reproducing concurrency and non-determinism among the process actions, and 2)
controlling the non-determinism degree, together with a minimization of the memory footprint
corresponding to the number of data variables and their possible values used in the model, to possibly
improve the model checking activities.

A useful modeling abstraction assumes all the elementary process actions are instantaneous, that
is, they have a duration of 0 time units. Unlike [11,12,16], the critical section is also assumed to be
instantaneous. This adaptation was assumed to be more suited to reproduce the intrinsic concurrency
dynamics of a mutual exclusion algorithm. Instantaneous actions are purposely realized as edge
commands exiting from urgent locations. This way, the execution order of the elementary actions
becomes truly concurrent and non-deterministic. However, the modeling of busy-waiting loops is
critical. A cascade of urgent actions in a cycle can easily determine zeno-cycles [39] in the model.
Although a busy-waiting loop wastes CPU cycles on a physical core in the concrete implementation
of the algorithm, a continuous, also infinite, cycle of urgent actions can complicate the verification
activities of the model checker, for the increased, yet redundant, nondeterminism. Our solution is to
model a busy-waiting loop by a normal location, without the invariant, which should be abandoned as
soon as there is an indication that the spinlock can be broken. A Boolean try function can purposely
be introduced that checks, optimistically, if the termination condition of the busy-waiting can be true.
In this case, an immediate exit from the normal location is commanded, e.g., by generating a
synchronization signal over an urgent and broadcast channel that, purposely, has no receiver. The
synchronization only provides urgency to the exit from the normal location. In particular, the try
function can evaluate a complex expression based on multiple shared registers, without considering
the atomic accesses. However, following an attempted exit, the busy-waiting condition is effectively
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evaluated, component by component, with full compliance with the atomic accesses. The normal
location is immediately re-entered if any information emerges that the busy-waiting exit was
erroneously taken. The overall construction is aimed at reducing the amount of nondeterminism that
comes with the busy-waiting loops.

Because of the hypothesis, in Algorithm 2, of non-terminating and fault-free processes, the non-
critical section should not be modeled as a normal location where a process can also remain for infinite
time (to represent possible process termination). Practically, a normal location with a minimal duration
(e.g., 1 time unit) as the invariant can be used. It is worth noting, though, that the alternative of an
urgent location for the non-critical section can create problems for the model of Algorithm 2 (see later
in this paper).

4.1. Global declarations

After carefully analyzing Algorithm 2, a fundamental decision was taken concerning a possible
reduction of the adopted data variables. According to Algorithm 2, a process repeatedly copies, at
many points, the entries of the shared registers onto a local myview(] array, which is then checked to
assess a particular data configuration without the constraints of atomic accesses. Of course, for non-
determinism, the copied values in myview can be changed in the global registers just before they are
consulted. We then decided, with total compliance with the algorithm logic, to avoid the introduction
of myview[] and test directly, by atomic accesses, the entries of the global shared registers.

Although Algorithm 2 does not depend on the particular assigned process identifiers, and each
process does not assume the identifiers of partners, for modeling simplicity, the process identifiers
were kept in the range from 1 to N. In addition, the m shared registers are selected by indices from 1
to m. Some global declarations of the Uppaal model of Algorithm 2 are the following:

const int N=2; // number of processes

typedef int[1,N] pid; // type range of process identifiers

const int m=7; // number of anonymous registers

typedef int[1,m] indices; // type range of the entry indexes of the anonymous registers
const int W=N+1; // Waiting status

typedef int[0,W] values; // possible register values: 0 (default) free status, 1..N pid, W waiting status
urgent broadcast chan synch; // broadcast channel used for busy-waiting exits

/I shared communication variables

values reg[indices];

// process permutations

const indices perm[pid][indices]={

{1,2,4,3,7,5,6}

,14,3,2,6,5,7,1}

/*

,17,2,4,1,3,6,5}

*/
¥
As one can see, each process is assigned a permutation of the indexes over the anonymous shared

registers reg[]. Local declarations of each process automaton include the following (for brevity, the
mycounter local variable in Algorithm 2 was simply renamed as c):
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/' local declarations of each process instance
indices j, k; // 1 initially

int[0,m] c; // 0 initially

bool mygo; // false initially

clock x; // clock variable

The two local functions r(j) and w(j, v), shown in Algorithms 3 and 4, respectively, access the
value of the j-th entry of the global registers and write it with the v value. The j-th entry is accessed
according to the view (index permutation) of the process i.

Algorithm 3. The read function of a register.
values r(const indices j){

return reg[perm[i][j]];
it

Algorithm 4. The write function of a register.

void w(const indices j, const values v){
reg[perm[i][j]]=v;

Hiw

Each process template has only one parameter, const pid i. This way, at the system initialization,
the following configuration line

system Process;

will automatically create N Process instances, which can be distinguished from one another as
Process(1), ..., Process(N).

Figure 1 shows the Uppaal model of the generic process of Algorithm 2. To facilitate model
reading, the major line numbers of Algorithm 2 are recalled by using location names Lx. According to
the Uppaal graphical editor conventions, guards are shown in green, channel synchronizations are in
azure, and update actions are in blue.

r(c)==08&c<m J<m

L34 NCS L1 tryL1()\

x=0 @ x>0 _ @ synch!
) .
imngax%r‘eset(l ¢ c=1
@ i=n_A_i=n T

'mygo
j=1

©
LZT update(

-2 §& !'mygo
j=k=1,c=0

Figure 1. Uppaal Process automaton of Algorithm 2, with try functions indicated.
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In Algorithm 2, four busy-waiting loops start at line numbers 1, 6, 10, and 24. Such points are
indicated in the named locations L1, L6, L10, and L24 in Figure 1. The corresponding try functions
are detailed in Algorithms 5 and 6.

The built-in primitive functions exists(), forall(), and sum() are used. The expression
“exists(j:indices) r(j)==0;" returns true if an index exists (in the process permutation) where the
corresponding register is 0. Similarly, “forall(j:indices) r(j)!=W;” returns true if all register entries have
a value that differs from the W waiting status. Finally, “ci=sum(j:indices) r(j)==i;” assigns to ci the
number of register entries that contain the process identifier i.

Algorithm 5. The tryL1(), tryL6() and tryL.24() functions.
bool tryL1(){
return exists(j:indices) r(j)==0;
HiryL1
bool tryL6(){
return forall(j:indices) r(j)!=W;
HitryL6
bool tryL24(){
return forall(j:indices) (r(j)==0|r(G)==W);
HitryL24

Algorithm 6. The tryL.10() function.
bool tryL10(){
int ci=sum(j:indices) r(j)==i;
int cO=sum(j:indices) r(j)==0;
int cW=sum(j:indices) r(j)=—=W;
if( citc0>=m/2+1 ) return true;
ci=ci+c0; c0=0;
if( ci>=2){ ci=ci-2; cW=cW+2; cO=cO+ci; }
else if( ci==1 ){ ci=0; cW=cW+1; }
if( c0+cW==m ) return true;
return false;
HiryL10

The tryL10() function first tests if the number of empty (0) register entries, together with those
having the process identifier i, can reach the value of [m/2] = m/2 + 1. In this case, the busy-waiting
from L10 is tentatively exited (first reason to be a winner). Otherwise, the second condition to be a
winner (all the entries have a 0 or W value, and variable mygo will be set to true) is checked. Following
a true value of tryL10(), the exact situation of the register entries is assessed, and in the case the
process was in reality a loser, c # m — 2 && ! mygo, the L10 location is re-entered. For brevity, the
equivalences 0-false, 1-true for Booleans are used in Figure 1.

Provisions were taken in Figure 1 to detect the overtaking factor (OV), that is, the number of times
a competing process is bypassed by peers that precede it in entering their critical section. A bounded
value of the OV predicates about the starvation-free property of the mutual exclusion algorithm. The
following further global declarations were added together with the reset(i) and update(i) functions
shown in Algorithms 7 and 8:

const pid tp=1; // target process
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int ov=-1, OV=-1; //default values

Algorithm 7. The reset(i) function.
void reset(const pid 1){

if (i==tp) ov=0;
}// reset

Algorithm 8. The update(i) function.
void update (const pid 1){
if (i!=tp){
if (ov!=-1) ov=ov+1;
b

else{
if (ov>0OV) OV=ov;
ov=-1;
H
}//update

As one can see, a process instance tp (target process) is selected to be observed. The reset(i)
function is called when the process i exits the non-critical section (location NCS) to signal (when tp =
= i) the start of a new competition (ov = 0). The update(i) function is invoked when a process exits
its critical section (see the location CS_L30 in Figure 1). In the case that the target process is competing
(ov # —1), and a process distinct from tp is exiting its critical section, the overtaking count ov gets
incremented. When the target process abandons the critical section, the maximal value of the
overtaking is retained in the OV variable, and the ov is assigned the default value of —1.

4.2. Verification of the Taubenfeld basic model

The model in Figure 1 was thoroughly verified by initially using N =2 and m = 7. The
experiments were carried out by using Uppaal 5.0 on a Windows 11 Pro desktop platform with a Dell
XPS 8940, Intel 17-10700, CPU@?2.90 GHz, and 32 GB RAM. The following TCTL queries [28]
assess the absence of deadlocks (1), the mutual exclusion observance (2), the overtaking bound OV (3)
that verifies the starvation-freeness of the processes, and the liveness of processes (4):

A[]! deadlock, (1)

A[] (sum(i: pid) Process(i). CS_L30) < 1, (2)
sup{true} : OV, 3)

E <> Process(1).CS_L30 and so forth for the other processes. 4)

In particular, query (2) checks that it never happens, in the state graph, that more than one process
can be found, at the same time, in its critical section. Satisfaction of each query is ensured in less than
1 s (see the snapshot in Figure 2).

A few preliminary experiments revealed that when the NCS location is turned to be urgent, or the
guard x > 0 is dropped on the edge from NCS to L1, meaning that the non-critical section can be
abandoned in 0 time units (a process that exits its critical section immediately re-enters and starts
competing), the model of Figure 1 loses the mutual exclusion property with N = 2 processes.

Model checking also confirmed that when the number m of anonymous registers is smaller than
7, the model in Figure 1 (and Algorithm 2), while remaining deadlock-free, misses the fundamental
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mutual exclusion property. The model exhibited the same behavior when using m = 8 (absence of
deadlocks and mutual exclusion violation) but came back to be fully correct with the same results as
in Figure 2 when m = 9. Thus, the exhaustive verification confirmed the expectation formulated in
[22] that for the algorithm to be correct, the number m should be odd and m > 7.

P9, T-ARxml - UPPAAL - m] X
|
File Edit View Tools Options Help

¥

= e

X a4

]
= =

Editor Symbolic Simulator  Concrete Simulator  Verifier

Overview |
A[] 'deadlock :i
ALl (sum(i:pid)Process(i).C5_L3B) =1 D Check
4
)

sup{ true } : OV 1@
E< Process(1).CS_L30

Insert above

E< Process(2).C5_L30 ) Insert below
Remaove

Comments

Clear results

Query
E< Process(2).CS_L30

Comment

Status

Property is satisfied.

E<> Process(2).C5_L30

Verification kernel/elapsed time used: 0.11s [ 0s / 0. 1s.

Resident/virtual memory usage peaks: 55,508KE [ 137, 752KB. |
Property is satisfied.

Figure 2. Snapshot of the Uppaal model checker for the model in Figure 1, with
N = 2 and m = 7, which confirms that all property queries are met.

The next experiments were devoted to studying the model in Figure 1 for N = 3. Unfortunately,
checking for the absence of deadlocks incurs a state explosion, and it is inconclusive. However, the
query (2) about mutual exclusion terminates unsatisfactorily (multiple processes can simultaneously
enter their critical section) after 559 s with a peak of memory usage of 20 GB, as witnessed by the
snapshot of the symbolic simulator in Figure 3. A state can be reached where both process 1 and
process 3 are simultaneously winners, with their mygo variable becoming true. This result confirms
the impossibility result stated in [22] (see also Section 2.1) about the impossibility that Algorithm 2
can be starvation-free for N > 3. But, as our result indicates, the problem is not related to the
starvation-free property but to the mutual exclusion violation. Consequently, Algorithm 2 remains
effectively correct, under atomic registers, only for N = 2 processes.

The model of Figure 1 was also used to test the effectiveness of the adopted try functions (see
Algorithms 5 and 6) on the model analysis. In the case that the try functions are omitted, the
nondeterminism degree is maximal, and the model for N = 3 processes is affected by state explosions
that deny checking the mutual exclusion property, which was instead correctly documented in Figure 3
with the help of the try functions.
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Figure 3. Snapshot showing mutual exclusion is violated by the model in Figure 1
when N = 3.

4.3. Checking Taubenfeld’s algorithm with non-atomic registers

Algorithm 2 was also studied when anonymous registers are non-atomic [12—-16]. Since the
Multiple Writers Multiple Readers (MWMR) pattern applies to m registers, both the scrambling effect
(due to simultaneous write operations on the same register, which determine that a non-deterministic
value, in the type domain of the register, is finally left in the register), and the flickering effect (due to
one or multiple readers that read simultaneously to a write operation on the same register, with each
reader that gets a non-deterministic value belonging to the register type domain) should be considered.
In the following, as, e.g., in [14], only flickering is considered, and multiple write operations are
supposed to be fenced and enforced to occur one at a time. Toward this, as in [16], the model of Figure
1 was decorated by adding a Boolean variable per register, whose value true (or 1) indicates the register
is under writing. A read operation that finds the register is under writing returns a non-deterministic
value chosen in the values type range of the register. All of this can be achieved by using the non-
deterministic selection field (yellow colored in Figure 4) of a guarded command. More precisely, the
following decoration variables were added to the model of Figure 1:

// decoration variables
bool uw[indices]; // all false/0 initially

and the function re(j) (Algorithm 9) was added locally to each process, which returns the effective
shared register corresponding to an index j issued by process i.

A fragment of the decorated version of the model in Figure 1 is reported in Figure 4. As one can
see, at the time of a write operation on a register, the corresponding uw|] variable is set to true (1). In
the subsequent step, the variable is reset to 0. Similarly, during a read operation, depending on whether
the register is underwriting or not, either the effective register value or the non-deterministic value v
is used.
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The complete model of Figure 4 turns out to have a greater degree of nondeterminism. However,
the verification of the decorated model for N = 2 reported that it is deadlock-free, but it violates the
mutual exclusion. In one case, both processes were found to be winners with their mygo variable set
to true.

vw[re(c)]=0,

tuw[re(c)]?r(c)==08&c<m:v==08&c<

L34 NCS LIZI‘VL’_[W
x=0 @\ x>0 __ A “synch! iF luw[re(e)]?
mygg:@j\;ﬁhes&\t(iw|-;r_'|_\q:-.«_.i

tuwlre(c)]?r(c)==08&kc=m:v==08&c=nm

3=1
wwlre(ec)]=1,
wic,i)
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©

luw[re(c)]?r(c)=i:v=i

uwlre(k)1=f,
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c=m-2 && !myqgo
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Figure 4. Fragment of the model of Figure 1 adapted to work with non-atomic registers.

Algorithm 9. Function that maps an index j issued by process i to the corresponding shared
register.
indices re(const indices j){
return perm[i][j];
/e

4.4. A timed model

An important feature of the model in Figure 1 concerns the absence of any hypothesis about the
relative speeds of the processes. A process can remain in an urgent location while another, for non-
determinism, executes a complete cycle of urgent locations for checking the shared register entries.
This behavior can be approximated, in a timed version of the model, by exploiting stochasticity and
probability distribution functions (PDF). In the following, a time interval [Ly.. Up], with 0 < Ly, Ly <
Uy, Up < 00, is supposed to characterize the duration of any process action (a read, write, test, and so
forth, operation). Operations that occur at the same time will be executed in an arbitrary order.
Following operations will be executed according to the uniform PDF associated with the [Lj.. U]
time interval. The timed model can be analyzed using either the exhaustive model checker (MC),
provided the bounds of the time intervals are integers, or by the statistical model checker (SMC) that
can exploit doubles as the interval bounds and rests on simulations and stochasticity for property
estimation (see also [36]).

Figure 5 shows a snippet of the timed model that gives a hint about how urgent locations of
Figure 1 are replaced by normal locations with the invariant x < Uy, and the guard x > L, for enabling
their exit.

In a first scenario, the timed model was studied using the model checker (MC) with Ly=1, U,=2,
that is, all elementary actions have a minimal non-zero duration. The time window uncertainty
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reproduces nondeterminism. The MC confirmed the results observed on the basic model of Figure 1
for N = 2, including the indications about the minimal number m = 7 of required shared registers, and
the scenario N = 3, which violates the mutual exclusion.
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Figure 5. Fragment of the timed version of the model of Figure 1.

In a second case, the time model for N = 2 processes was analyzed through the SMC. Under
SMC, nondeterminism is imitated by action stochasticity. The following MITL [35] query was issued
to quantify the probability of the event: “can a state be reached where multiple processes are found
simultaneously in their critical sections?”

Pr[<=100000](<>(sum(i:pid)Process(i).CS_L30)>1). )

Query (5) executes 72 simulation runs (established by Uppaal SMC), each lasting 10° time units, and
proposes a probability that is < 0.0499441, with a confidence degree CI = 95%. With the default
statistics parameter settings, the suggested probability refers to a “practically” impossible event. A
query like the following can check the liveness of processes:

Pr[<=10000](<>Process(1).CS_L30). ©)

Query (6), on any process, suggests a confidence interval of about 0.969349 £ 0.03 (95% CI) that
qualifies an (almost) certain event.

Absence of deadlocks was implicitly checked by observing that simulations always run to
completion. Some decoration variables were introduced to monitor and count the number of critical
sections executed by each process:

double ncs[pid]; // all 0 initially

The update(i) function of Algorithm 8 was adjusted to also increment the ncs[i] variable. Then,
the following query was launched that executes one simulation run lasting 10° time units, and
generates, at the query completion, the graphical output depicted in Figure 6.

simulate [<=100000]{ncs[1], ncs[2]}. (7)

As one can see from Figure 6, the number of executed critical sections almost coincides for the
two processes, and always increases until the simulation end, thus witnessing model liveness.
Figure 6 also suggests the model should be starvation-free. An estimation of the overtaking bound
can be achieved by the query:

E[<=10000;10](max:OV). (8)
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Query (8) launches a batch of 10 simulation runs and monitors the emerging maximum value of OV.
SMC suggests a maximum value of = 2, thus sustaining the starvation-free property.

Subsequently, the time model was exploited for studying the case N = 3 processes. Query (5) now
suggests a confidence interval of > 0.950056 (95% CI), thus witnessing that the mutual exclusion can
be violated.

Simulations (1)
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Figure 6. Observed number of critical sections executed by the timed model for N = 2 processes.
5. Embedding Taubenfeld’s algorithm in a tournament tree organization

Based on the possibility and impossibility results (see Section 2.1) of Taubenfeld’s mutual
exclusion algorithm [22] (see Algorithm 2) operating on anonymous memory, confirmed in this paper
through the Uppaal model checkers [28,35], the following proposes a novel solution that extends
Algorithm 2, which is proved to be correct for N = 2 processes and atomic registers, to the more
general case of N > 2. The solution is based on a standard, state-of-the-art tournament tree (TT)
organization [12,38,39], in which the basic algorithm for N = 2 is responsible for managing pairs of
processes at each arbitration node of the TT.

In this paper, TT is implemented as a binary tree (see Figure 7 for the case N = 3) where arrival
processes enter leaf nodes (bold circles in Figure 7) of the (in general partially occupied) last level
lev = [log, N] of the tree. The total number of TT nodes is T = 2!V + N -1, and they are numbered
from 1 to T. At its arrival, a process occupies the first free leaf node. In Figure 7, process i can occupy
a node from 4 to 7. This random choice of the leaf node was deemed more natural with the process
anonymity assumption of Taubebfeld’s algorithm, where the precise identifiers of competing processes
are unimportant.

Arbitration nodes are the intermediate nodes 2, 3, and 1 in Figure 7. Sibling processes share the
same ancestor node, and apply Algorithm 2 for two processes to establish the local winner, which
advances, in the TT, to the ancestor node. If t is the current node occupied by the process, its ancestor
node is t / 2. The loser will wait at its currently occupied node. The first process that overcomes all
the encountered arbitration nodes and reaches and occupies the root node 1 is the overall winner and
enters the critical section.
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It is evident that the shared communication variables, that is, the anonymous register entries and
the mygo variables, have to be replicated at each intermediate node. At its exit from the critical section,
the overall winner will traverse, in the opposite direction, the path that it followed to reach node 1.
During its back movements, the process will reset, in that order, the shared variables at each previously
visited intermediate node. Such a reset can awaken a waiting process that then resumes its possible
upward movement in the TT. Finally, the process abandons the TT, frees the previously occupied leaf
node, and enters its non-critical section.

1 2 3  processes.
Figure 7. Tournament tree for N = 3 processes, which occupy, at their arrival, random leaf nodes.
5.1. The TT-T2 model

The following proposes a Uppaal model of Algorithm 2 for two processes, embedded in a
tournament binary tree. It generalizes the model in Figure 1. The new model and algorithm will be
referred to as TT-T2. First of all, the Uppaal global declarations of TT-T2 are clarified.

const int N=...; // number of processes

typedef int[1,N] pid; // process indexes

const int T=fint( pow(2,ceil(log2(N))) )+N-1; // total number of TT nodes
const int [=fint( pow(2,ceil(log2(N))) )-1; / number of intermediate nodes
typedef int[1,T] tindex; // TT node indexes

typedef int[1,I] iindex; // TT intermediate nodes indexes

typedef int[1+1,2*[+1] lindex; // leaf node indexes

bool leaf node[lindex]; // all true initially

const int m=7; // number of anonymous registers

typedef int[1,m] indices; // range of indexes of anonymous registers

const int W=N+1; // Waiting value

typedef int[0,W] values; // register values: 0 free or default status, 1..N pid, W waiting status
// shared communication variables

values reg[iindex][indices]; / one instance of registers per intermediate mode
bool mygo[iindex]; // one variable per intermediate node

The data structures reg[][] and mygo[] represent the TT. Each process i uses a local variable t,
initialized at the start of a new competition, with the leaf node assigned to i. The identity of the leaf
node is returned by the local function leaf(), which also stores the leaf node index in a local variable
of the process. The release leaf() function frees the previously occupied leaf node. Algorithm 10 shows
the initialize() function, which frees (assignment of the value true or 1) each leaf node of the TT. The
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initialize() function is invoked once by a Bootstrapper automaton (see Figure 8), which, finally, takes
no further role in the model.

Algorithm 10. The initialize() function of the TT-T2 model.
void initialize(){

int /;

for ([=I+1; I<=2*I+1; ++1) leaf node[/]=1;
}// initialize

Start End

. initialize( ).

Figure 8. The Bootstrapper automaton, which is responsible for model initialization.

Figure 9 reports the TT-T2 Uppaal model. For simplicity, each process uses the same permutation
at each arbitration node during the up movement toward the root node. Since each intermediate node
has its copy of the registers, the local functions (see Algorithm 11), which read/write a register entry,
are generalized by taking also as a parameter the identity of the node with the registers to use. This is
especially important during the back movements and resets of a process.

v x>0 /L | synch /2,c)=6 g
@x [ M t=leaf(), Ina[w L1 \—( c=1 7—/Uua GHttz,c, 0.9
o reset(i) =1

L34 Jath(t) t=t/2 r(t/2,c)=08&c=n _, , Yo

3 i 3=1 5 c=0
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@ r{t/2,c)=i
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"
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c=0

Figure 9. The TT-T2 complete Uppaal model.

Algorithm 11. The new r(t,j) and w(t, ], v) local functions of Process(i).
values r(const iindex t, const indices j){

return reg[t][perm[i][j]];
it

void w(const iindex t, const indices j, const values v){

reg(t][perm[i][j]]=v;
Hiw
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From the location L1 to CS_L30, one can easily retrieve, in Figure 9, the basic actions of the
model of Figure 1. However, at each read/write operation of a register entry, the ancestor node t/2 is
used. In addition, CS L30 now represents the local critical section, which refers to the current
arbitration.

When Process (i) exists from its NCS location, thus starting a new competition, its current node t
is initialized with its assigned leaf node. The process then executes a loop (see the loop location in
Figure 9) until t becomes equal to the root node (1).

Each time the process is a local winner, variable t is updated with its ancestor node, t = t/2, and
the next loop iteration is possibly executed. When the process becomes a global winner, the CS location
is finally entered. After that, the clearing process is launched, starting from the root node (the local
variable t is set to 1). If the node t belongs to the path traversed by the process (the function path(t)
returns true) for reaching the root node, depending on the value of the mygo[t] variable, the reset
operations on the register entries of node t are carried out as in Algorithm 2. The clear actions are
continued until the last intermediate node of the path is reached. Finally, the previously occupied leaf
node is freed, and the NCS is entered.

The TT-T2 model was verified with N = 2, and the same correct results observed with the basic
model of Figure 1 were retrieved. However, for N > 2, as expected, TT-T2, having a much more
expensive state graph than the basic model of Figure 1, suffers from state explosions, which forbid
model checking. As a consequence, an alternative, timed version of the TT-T2 model was prepared
and experimented with as described in the next section.

5.2. The TT-T2-timed model

A TT-T2-timed model was achieved from the TT-T2 model by attaching the time interval
[Lp. . Up] to every process action, as discussed in Section 4.4, and exemplified in Figure 5. The new
Uppaal model, not shown for brevity, was studied only with the statistical model checker (SMC),
because the model checker, even in the case N = 2, is affected by state explosions. The particular
bounds L;, = 0.1 and U, = 0.5 were used to reproduce, in simulation, the necessary nondeterminism
in the process actions. In the TT-T2-timed model, the verification of mutual exclusion was achieved
by introducing a global variable (initialized to 0), cs. As soon as a process is up to enter its global
critical section, cs is incremented. At the exit from the critical section, cs is decremented. By declaring
cs of the bounded type, int[0,1] cs, any executed query implicitly also checks mutual exclusion by
having that in no case a value greater than 1 is attempted to be assigned to cs.

5.2.1. Simulation experiments

The TT-T2-timed model was simulated by varying N from 2 to 16 as powers of 2, which
guarantees the TT is always well-balanced. In all the cases, the event of mutual exclusion violation
was found to be “practically” impossible to occur. Tables 1 and 2 collect the estimated values of the
overtaking bound OV and the required elapsed real-time in seconds, when the try functions are enabled
and when they are disabled, respectively. In particular, the following MITL query was used:

E[<=tEnd;30] (max:OV).

The query executes 30 simulations each lasting tEnd time units and proposes a confidence interval for
the OV value.
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In Table 2 (try functions disabled), the case N = 16 was impossible to handle due to the increased
model nondeterminism for the active busy-waiting loops. All of this causes heap space problems
during data accumulation in the statistical model checker (SMC).

Table 1. Experimental results of simulating the TT-T2-timed model with L, = 0.1, Uy, =
0.5, with the try functions enabled, tEnd=1.5x10*.

N 0V (95%CI) ET(s)

2 183+0.2 3.45

4 423105 5.63

8§ 81x14 12.17

16 147429 25.61

Table 2. Experimental results of simulating the TT-T2-timed model with L, = 0.1, U, =
0.5, with the try functions disabled, tEnd=1.5x10%.

N OV (95%CI) ET(s)

2 =2 4.81

4 51402 11.67

8 107104 28.91

16 — -

The experiments confirmed the usefulness of the try functions (see Algorithms 5 and 6) for model
analysis. The positive impact on the results’ careful estimation and lower computational time should
be noted. As witnessed by the values of Table 1, as N grows, OV tends to the N — 1 bound, thus
guaranteeing satisfaction of the starvation-free property.

In the light of the SMC experiments, it emerged that the tournament tree-based solution of
Algorithm 2 appears as a viable and correct generalization, for N > 3 processes, of the basic correct
algorithm handling N = 2 processes.

6. Conclusions

Studying concurrent systems in anonymous shared memory [20-22] is challenging but very
interesting and promising because it can directly support some bioinspired applications, particularly at
the molecular level, as in the process of genome-wide epigenetic modifications [23]. A specific mutual
exclusion algorithm for concurrent/parallel processes communicating to one another by anonymous
shared memory registers was proposed recently by Taubenfeld in [22], together with some possibility
and impossibility results. The fundamental possibility result concerns the existence of a correct mutual
exclusion solution (with the absence of starvation and deadlocks) for N = 2 processes, when m = 7
(m odd) registers are used. The impossibility results regard the non-existence of a starvation-free
mutual exclusion solution for N > 3 processes, whatever the number m of used anonymous registers.
These results were stated in [22] based on informal mathematical reasoning.

The original contribution of this paper consisted of formal modeling and verification of the mutual
exclusion algorithm and results described in [22], using timed automata [27] and the Uppaal toolbox
[28,35], which provides both an exhaustive model checker (MC) and a simulation-based statistical
model checker (SMC) [34]. This paper first detected a time-dependency in the algorithm in [22], and
proved, by model checking, the correctness of the basic solution for N = 2 processes with the minimal
number of m = 7 anonymous and atomic registers. The paper has also shown that when non-atomic
registers [13—16] are used, the basic algorithm ceases to be correct. Our paper demonstrated, also by
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model checking, that for N = 3, the algorithm in [22] is incorrect not because it is no longer starvation-
free but because it loses the fundamental mutual exclusion property.

As another contribution, this paper proposed an embedding of the basic solution for N = 2 of [20]
as the arbitration algorithm for pairs of processes, in the context of a general, state-of-the-art
tournament tree (TT) organization [12,37,38], thus opening it to N > 2 processes. Since the TT-based
model is affected by state explosions even with N = 3, a timed version of the TT model is considered
where the elementary actions can occur, realistically, in a given time interval. The TT timed model
was then verified by MC when the actions have all the same minimal duration (1 time unit) and by the
SMC when actions have a stochastic duration provided by a uniform probability distribution.

Future work will focus on the following points: First, the developed Uppaal models will be ported
to a high-performance computer platform equipped with, e.g., 128 GB of RAM, in order to better
exploit the verification capabilities of the model checker. Second, experiments will be conducted with
Taubenfeld’s algorithm implemented in Java on top of the efficient Theatre actor system [12,40] to
improve model scalability. The idea is to map each process instance to a distinct actor allocated to a
different core. The Theatre's abilities will then be exploited to enable untimed or timed (simulated or
real-time) parallel execution, supervised by a suitable control machine. Third, the verification of the
Uppaal models presented in this paper, based on timed automata, will be compared with that of the
model checker mCRL2 [15,26], which relies on process-algebra models.
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