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Abstract:  This paper investigates resilient sliding mode regulation with self-adjustable event
transmission strategies for discrete-time singular networked plants (DTSNPs) suffering from deception
cyberattacks. To counter malicious deception attacks, an integrated observer-aided sliding-mode
regulation framework combined with event-based communication protocols is constructed to maintain
the operational safety and satisfactory performance of DTSNPs.  Using the singular value
decomposition technique, novel linear matrix inequality-based sufficient conditions are derived to
establish the regularity, causality, and uniform boundedness of the considered singular dynamic
system. The elaborately derived sliding mode law further realizes finite-time convergence of all
state trajectories toward a tiny bounded region near the system equilibrium point. A singular
direct current (DC) motor system serving as an illustrative example verifies the state-estimation,
disturbance-suppression, and actuator-attack-mitigation capabilities of the proposed resilient control
scheme.
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1. Introduction

Singular dynamic characteristics are widespread in various practical industrial systems, whose state
variables evolve at disparate time rates and generate distinct dynamic behaviors. Unlike standard
state-space systems that only contain differential or difference equations, singular systems couple
dynamic equations with algebraic constraint relations, which can precisely depict the rapid transient
variation of system states [1]. Thanks to this unique structural property, singular mathematical
frameworks have been extensively adopted to describe a wide range of engineering objects, covering
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robot manipulators, flight vehicle dynamics, and industrial chemical reaction systems [2,3]. Among
singular categories, discrete-time singular systems possess more complicated analytical properties in
terms of regularity, causality, and global stability relative to normal discrete systems [4]. Such inherent
structural complexity raises higher barriers to analyzing and designing stabilizing control strategies,
making stability analysis and controller synthesis of discrete singular systems a challenging research
topic [5, 6]. So far, fruitful results have been reported for the admissibility analysis and stabilization
control of discrete-time singular systems [4—6]. However, most of these studies are carried out under
the point-to-point wired communication framework, and rarely involve the communication resource
constraints and network security threats in networked deployment scenarios.

Practical discrete-time singular systems usually rely on shared communication networks for signal
interaction and data transmission, thus forming discrete-time singular networked plants (DTSNPs)
with limited network bandwidth [7-9]. Different from conventional point-to-point wired control
systems, DTSNPs feature outstanding advantages in operational flexibility, equipment expansion,
and engineering practicability [10-12]. However, the open and shared network transmission
environment also brings unprecedented technical difficulties to system control design [13—15]. The
researchers [16—18] introduced a series of key research problems including signal sampling scheduling,
adaptive event-triggered transmission optimization, and network security defense control. In view
of network resource constraints and potential security risks, optimizing data transmission modes,
eliminating redundant signal interaction, and improving overall network communication efficiency
have become essential and urgent research topics in the field of modern control engineering for
DTSNPs [19-21]. To address these issues, event-triggered control has become a mainstream solution,
which can effectively reduce communication frequency while preserving control performance.
Nevertheless, most existing event-triggered schemes for singular systems adopt fixed triggering
thresholds, which are difficult to adapt to dynamically changing operating conditions, leading to either
excessive communication resource occupation or degraded control performance [22,23].

To resolve the communication resource limitation problem of DTSNPs, event-triggered
mechanisms (ETMs) have emerged as a promising optimization method in modern control
research [24]. This advanced communication scheduling strategy can effectively reduce redundant
data interaction during system operation while guaranteeing satisfactory control performance [25-27].
To further enhance the adaptability and transmission efficiency of ETMs in complex operating
scenarios, numerous improved strategies have been developed, among which the self-adjustable
event transmission scheme has found widespread application [28,29]. Differing from fixed-threshold
triggering strategies, the proposed self-adjustable transmission scheme adopts dynamically adjustable
triggering parameters that can update in real time with the variation of system operating states.
This adaptive adjustment characteristic significantly reduces invalid data transmission, effectively
saves limited network bandwidth resources, and maintains the stable and reliable operation of
DTSNPs [30-32]. However, the existing self-adjustable event transmission strategies are mostly
developed for regular state-space systems, and their extension to discrete-time singular networked
plants still faces theoretical obstacles such as regularity and causality requirements.

Benefiting from open wireless communication channels, DTSNPs realize convenient data
interaction, yet they are also exposed to severe cybersecurity threats [33—35]. In complex network
industrial scenarios, deception attacks have become one of the most prevalent and destructive malicious
network threats [36,37]. Such hostile attacks mainly target industrial networked control frameworks
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and intelligent power systems, where adversaries tamper with real-time transmission data and implant
misleading information through covert attack means [38,39]. These malicious behaviors severely
interfere with the normal state judgment and control decision-making of DTSNPs, easily triggering
control precision attenuation, system state divergence, and even irreversible operational faults [40,41].
With the continuous expansion of networked industry, the stealthy and destructive characteristics of
deception attacks have become increasingly prominent, posing a critical hidden danger to the stable
and safe operation of singular networked control systems, which urgently requires targeted anti-
attack control research [42,43]. Existing anti-deception attack control methods are mainly oriented
to conventional networked systems, and there exist very few results concerning singular networked
systems. In particular, the cooperative design of event-triggered communication and anti-attack control
for DTSNPs remains a challenging open problem [40].

As a robust and advanced control strategy, sliding mode regulation has been widely studied
and applied in various industrial control domains due to its superior disturbance rejection and
strong parameter robustness [44—46]. Different from conventional linear control methods, this
nonlinear control technique forces system state trajectories to converge to a preset sliding manifold
through discontinuous control inputs. It can effectively attenuate negative impacts caused by model
inaccuracies, external perturbations, and time-varying uncertainties, thereby guaranteeing satisfactory
dynamic performance and stable operating accuracy [47-49]. Benefiting from its fast response
speed and excellent transient regulation capability, the sliding mode strategy has been successfully
implemented in numerous practical scenarios, including robot motion control, vehicle dynamic
regulation, and motor driving system optimization, which demonstrates its great application potential
in complex and interference-prone industrial environments [S0-52]. For further theoretical extensions
and practical verifications of singular system control, readers may refer to [53, 54]. Nevertheless,
most existing sliding mode control results for singular systems focus on continuous-time models, and
seldom consider the joint constraints of networked communication, event-triggered scheduling, and
cyber deception attacks. This gap motivates us to develop a resilient sliding mode regulation scheme
for DTSNPs under deception attacks with self-adaptive event transmission.

This paper will investigate resilient sliding-mode regulation with self-adjustable event-transmission
strategies for DTSNPs suffering from deception cyberattacks. To counter malicious deception
attacks, an integrated observer-aided sliding-mode regulation framework combined with event-based
communication protocols will be constructed to maintain the operational safety and satisfactory
performance of DTSNPs. Using the singular value decomposition (SVD) technique, novel linear
matrix inequality (LMI)-based sufficient conditions will be derived to establish the regularity,
causality, and uniform boundedness of the considered singular dynamic system. The elaborately
derived sliding mode law will further realize finite-time convergence of all state trajectories
toward a tiny bounded region near the system equilibrium point. A singular DC motor system
will serve as an illustrative example to verify the state-estimation, disturbance-suppression, and
actuator-attack-mitigation capabilities of the proposed resilient control scheme.

The main highlights of this work are presented below:

(1) A novel self-adjustable event transmission scheme is developed to reduce bandwidth
consumption for DTSNPs. Unlike conventional fixed-threshold triggering strategies, the proposed
mechanism uses the latest transmitted data, real-time sampling information, and their averaged
features for triggering decisions. It can accurately capture transient system dynamics, maintain
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favorable control performance, and greatly cut unnecessary data transmission over the sensor-observer
communication channel.

(2) An enhanced observer-based sliding mode regulation strategy is developed to address practical
industrial constraints, including unmeasurable system states and network transmission congestion.
Leveraging the strong robustness of sliding-mode regulation, the designed controller effectively
mitigates adverse effects caused by malicious deception attacks. The proposed scheme improves
the system anti-interference capability and attack tolerance, enabling stable and reliable operation of
DTSNPs subject to unmeasurable states, network congestion, and deception attacks.

(3) Using the SVD technique, rigorous mathematical conditions are derived to guarantee the
regularity, causality, and boundedness of DTSNPs. Combined with the LMI technique, a collaborative
observer-based sliding-mode regulation framework integrated with self-adjustable event transmission
is constructed for DTSNPs subject to deception attacks. This integrated design eases network
transmission load, conserves communication resources, mitigates adverse effects brought by deception
attacks, and ultimately improves the overall operational security and stability of DTSNPs.

2. Materials and method

This section designs a self-adaptive event-triggered observer-based sliding mode control for
discrete-time singular networked systems against deception attacks, which has three core technical
characteristics: (i) a sensor-observer event-triggered mechanism dynamically adjusts thresholds to
balance control performance and bandwidth; (ii) an observer recovers unmeasurable states under
attacks and event-triggered sampling; and (ii1) a robust sliding mode law cooperates with the triggering
protocol to attenuate deception attacks and achieve finite-time bounded state convergence.

2.1. System descriptions

The discrete-time singular plant disturbed by deception network attacks is formulated with the
following state-space mathematical model:

2.1
w(k) = Hz(k). 1)

{Ez(k +1) = Fz(k) + N (f(k) + v(k)),
Here, v(k) € R™ is the control command signal, z(k) € R” represents the full state vector of the singular
dynamic system, and w(k) € R” signifies the measurable system output. The signal f(k) € R™ refers
to the maliciously tampered-with data launched by attackers, which behaves as an unknown nonlinear
time-varying interference. The matrices satisfy £ € R™", F € R™", N € R™", and H € R”". E is
singular (rank(E) = r < n), which can characterize algebraic constraints for singular systems. F, N,
and H are constant matrices with matching dimensions, and H has full row rank, rank(H) = p.

2.2. Self-adjustable event transmission scheme

As shown in Figure 1, an event-triggered scheduler between the sensor and observer decides
whether sampled outputs are transmitted over shared communication links. To reduce bandwidth usage
and improve deception attack robustness, a self-adjustable event transmission scheme is developed.
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Figure 1. Framework of event-triggered observer sliding mode control for discrete singular
networked systems subject to deception attacks.

Let k € N denote the current sampling instant and k; € N be the latest release instant at which the
sensor output was successfully transmitted. Since only the sensor output signal is transmitted over the
network link, define the event-triggered output error as

ew(k, ky) = w(k) — w(k),

i.e., the difference between the measured output at the current sampling instant and the previously
transmitted output. Define the average value of the two outputs as w(k, k) = %(w(k) + w(ky)).
The event-triggered threshold criterion is directly constructed based on the transmitted output error:

2

1 2
Fre,(k.ky)| > 6k) |Fwk, k)| . k € [ky kyi), (2.3)

where d(k) represents the dynamic threshold. When inequality (2.3) holds, w(k) is transmitted to the
observer side and k; = k is updated accordingly.

Substitute the output equation w(k) = Hz(k) into (2.3). An equivalent triggering condition in the
state domain can be derived as

2 2
FiHe (k, k)| > 6(k)|FHz(k, k)| |

where e, (k, k;) = z(k) — z(ky) is the state-domain error and Z(k, k) = %(z(k) + z(ky)) denotes the average
state.

Remark 2.1. Zeno behavior is rigorously excluded for the proposed self-adjustable event-triggered
scheme. For this discrete-time system with fixed sampling period T, triggering judgments and error
updates only occur at k € N, limiting the triggering frequency to 1/T. At triggering instant k = kg,
es(ks, ky) = 0 leads to ||[F'?e(ks, ky)|| = 0. Since 8(ky) > 69 > 0 from (2.5), and w(k) is uniformly
bounded and nonzero (Theorem 3.1), the right-hand side of (2.3) is strictly positive. Hence, the
triggering condition cannot hold immediately after an event, yielding ky,1 — k; > 1 and a minimum
inter-event time T, which ensures the absence of Zeno behavior [7, 9].
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To reconstruct unmeasurable states of singular plants under event-triggered sampling, we construct
the state observer:

{ EZk+1) = FZ(k) + N(f(k) + v(k)) + L (w (k;) — w(k)), 2.2)

w(k) = HZ(k),

where Z(k) € R" and w(k) € R” denote the estimated state and reconstructed output, respectively, and
L € R™? is the observer gain matrix. The state estimation error is defined as é.(k) = z(k) — Z(k).

Remark 2.2. Distinct from fixed-threshold event-triggered strategies, the proposed scheme employs an
arctan-based dynamic threshold 5(k) synchronized with measurement errors. The threshold adaptively
decreases for sharp state variations to guarantee control accuracy and increases in steady state to
reduce redundant transmissions. Using real-time and historical data, it captures the transient dynamics
of singular systems more precisely, yielding higher communication efficiency with unchanged control
performance. Embedded in the sensor-observer channel, the scheduler works with the observer to
reconstruct states from intermittent outputs, supporting sliding mode controller design [23,45].

2.3. Bounded deception attack

The actuator deception attack signal f(k) is constructed by the attacker only using the intercepted
sensor output data transmitted over the network, i.e., it is solely based on the output w(k,) sent at the
last event-triggered instant. The attack energy satisfies the following quadratic constraint:

FU) fk) < wky)" Q" Qw(ky), (2.3)

where Q € RP*? is a known weighting matrix that characterizes the upper bound of attack strength with
respect to the measured output.

Remark 2.3. Different from state-independent physical disturbances, the state-dependent bounded
deception attack f(k) is constructed adversarially using observable system information. Such stealthy
attacks mislead control decisions while evading detection, thus being more destructive and difficult to
defend against than conventional disturbances [4, 30].

2.4. Sliding mode regulation design

A sliding mode regulation law is developed to realize stable quasi-sliding motion for the studied
discrete-time singular plant. For discrete-time systems, sampling prevents exact sliding, and states
oscillate in a bounded neighborhood of the sliding surface, forming quasi-sliding motion [51]. The self-
adaptive event-triggered scheme updates the control input and observer correction only at triggering
instants, enlarging the boundary layer while saving bandwidth.

The discrete sign(s(k)) term and event-triggering jointly characterize the closed-loop quasi-sliding
mode. The tailored sliding manifold is constructed as

s(k) = GEZ(k) = G(F + NK)z(k - 1), (2.4)

where K € R™" is the feedback matrix to be determined, and G € R™" is selected such that GN
remains non-singular. The ideal sliding dynamics satisfy s(k + 1) = s(k) = 0.
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When trajectories converge onto the sliding surface, the equivalent control signal is derived as
veq(k) = (GN)'GNK3z(k) = (GN)'GN f(k) — (GN)"'GL(w(k,) — w(k)), (2.5)

where matrix G is chosen to guarantee the invertibility of GN. Substituting veq(k) into the singular plant
model and defining G £ N(GN)~'G for brevity, the closed-loop singular dynamics can be rearranged
as

Ez(k + 1) = (F + GNK)z(k) — GLHe,,(k, k;) — (GNK + GLH)Z,(k). (2.6)

Combining the original plant and observer formulas, we find that the estimation error dynamics
satisfy
Eé(k +1) = (F — LH)é,(k) — LHe,,(k, k). (2.7)

By introducing the augmented state vector z'(k) = [zT(k), éZT(k)]T, the overall augmented singular
system can be expressed as

EZ (k+ 1) = @7 (k) + Dre,(k, k), (2.8)
where _ B _ B
- |E 0 © - F+GNK -GNK -GLH ©. -GLH
o E| = 0 F-LH |° ? |-LH]|

Remark 2.4. For discrete-time singular networked plants under deception attacks, the proposed
sliding mode design has three features. First, the sliding manifold (2.7) built from singular matrix
E and estimated states accommodates algebraic constraints of singular systems and circumvents
full-state measurement difficulty. Second, compatible with aperiodic event-triggered outputs, the
robust sliding mode law (Theorem 3.3) compensates estimation errors, event-triggered residuals, and
deception attacks via an adaptive robust term, ensuring sliding surface reachability under multiple
disturbances. Third, different from continuous-time ideal sliding modes, this design achieves quasi-
sliding mode for discrete singular systems: State trajectories converge to a bounded neighborhood of
the equilibrium in finite time, consistent with practical discrete networked control behavior [52, 53].

Lemma 2.1. Under the event-triggered mechanism (2.3), the deception attack signal satisfies
FU) fk) < yiz (k)H Hz(k) + yaey,(k, ko)e,(k, ky),

where y1 = 2400 (OT Q), V2 = 240 (OT Q), and e, (k, k) = w(k) — w(k,) denotes the event-triggered
output error.

Proof. Substitute w(ky) = w(k) — e, (k, k) into the attack constraint and expand the quadratic term:

wk)" Q" Qw(ky) = (W(k) — e, (k, k)" QT Q (w(k) = ey (k, k) .

Applying Young’s inequality to bound the cross term yields
wk)" Q" Qw(k,) < 2w(k)" Q" Qw(k) + 2e,,(k, k;)" Q" Qe, (k. k).

Substitute the system output equation w(k) = Hz(k). Using the property of the induced matrix norm
wl QT Ow < A (OT Q)w™ w, the desired result can be obtained immediately.
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3. Results

3.1. Summary of main results

This section presents three core theorems for the considered discrete-time singular networked plants
under deception attacks and self-adjustable event-triggered communication. Theorem 3.1 provides
sufficient conditions ensuring regularity, causality, and uniform boundedness of the augmented
closed-loop system. Theorem 3.2 transforms the nonlinear coupled conditions into solvable
LMIs for simultaneous computation of observer and sliding-mode controller gains. Theorem 3.3
verifies finite-time quasi-sliding-mode reachability such that system states converge to a bounded
neighborhood of equilibrium. These theoretical results will be validated by numerical simulations
in the next section.

Theorem 3.1. The augmented discrete-time singular plant (2.8) is regular, causal, and uniformly
bounded, if there exist a symmetric positive definite matrix P € R™" and matrices U; (i = 1,2,...,4)
satisfying the following matrix inequality:

g = [“” “‘2] <0, (3.1)
* A
where 1
T U1(D2+—Q2 T T
ay = | * iéﬁ—% , Q= [ 77:2 T q)lr], a2 = [_U4 U 0—1]-
. . O, U, @, * -P

T =E1+Q, 75 = -U;+ (D —E)TUZ +UsST, and S € R™"=" is a full-column-rank matrix satisfying
ETS = 0. The intermediate matrix is defined as F = H' FH; Q, and Q, denote bounded weighting
matrices related to the self-adjustable event transmission scheme, and ®, and ®, are the state and
disturbance coupling matrices of the augmented singular system (2.8).

Proof. The proof is split into two segments: regularity and causality analysis, and uniform boundedness
verification.

Step 1: Verify regularity and causality of the augmented singular plant (2.8). From the negative
definite condition E < 0, the sub-block matrix inequality below naturally holds:

[x] [1]

%

=
=11
Q=
33

13] <0. (3.2)

Left-multiply and right-multiply the above inequality by [/ @] and its transpose respectively, which
yields a strict negative quadratic constraint on the system matrices.

Since E is singular with rank(E) = 2r < 2n, we introduce two invertible matrices M and N to
perform the canonical decomposition of E:

L, 0

MEN:[O 0

| o <[ 2ol

(DZI (D22

where q)ll c R2r><2r’ q)12 c R2r><2(n—r)’ (DZI € RZ(n—r)XZr’ and @22 c RZ(n—r)XZ(n—r).
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Define the transformed matrices:

< [0 U
MTS=|. |, N'U= ‘“],
s el

where S| € R?"*2=" g non-singular due to the full-column-rank property of S. Substituting these
block forms into the derived quadratic inequality and extracting the bottom-right sub-block related to
®,,, we have

UsyST®y + ®3,5 UL < 0.

This inequality directly implies that ®,, is invertible (see [1, Lemma 2.1]). According to the
standard definition of regularity and causality for discrete singular systems, the matrix pair (£, ®,)
is regular and causal, which satisfies the fundamental well-posedness requirements of discrete singular
dynamics.

Step 2: Prove the uniform boundedness of the closed-loop system. Define the state increment
vector n(k) = 7/(k + 1) — 7/(k) to characterize the one-step variation of the augmented state z'(k) =
[z7(k),e"(k)]". Consider the singular-type Lyapunov functional candidate:

V(k) = ZT(k)ET PEZ (k) + f(k)T f(k), (3.3)

where the first term accommodates the singular matrix structure of the augmented system, and the
second term quantifies the energy bound of deception attacks.

According to Lemma 2.1 (in this paper), the energy of the deception attack can be expressed as
quadratic forms of the system state and the event-triggered error. Substituting the attack bound into the
Lyapunov increment AV (k) = V(k + 1) — V(k) and combining it with the augmented system dynamics
EZ(k+1) = @7 (k) + Dye,(k, k), we obtain

AV(k) = 2Tk + DETPEZ (k+ 1) = ZT()ET PEZ (k) + Af(k),

where Af(k) = f(k + DT f(k + 1) — f(k)T f(k), which can be upper-bounded by the quadratic forms of
the state error and event-triggered error in light of Lemma 2.1 (in this paper),.

Compute the Lyapunov increment AV(k) = V(k + 1) — V(k). Substituting the augmented dynamics
E7(k+ 1) = @7/ (k) + Dse,(k, k,) into the difference function, we obtain

AV(k) = T (k + DE"PEZ (k+ 1) = ZT()E" PEZ (k) + f(k + )T f(k + 1) — f(k)" f(k).

To handle the coupling terms of state errors and triggered measurement residuals, we introduce two
groups of zero-value auxiliary equations for free matrices U;:

2[7 (U, + (En()" Us| (@1 = E)Y (k) + e, (k. k) = Enk)| = 0,

27T (k)UsSTEn(k) = 0.

These identities hold for any matrices U,, U, and Us, which are introduced as free variables to
facilitate the LMI formulation.
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Combine the Lyapunov difference with the two zero identities, and then reorganize all quadratic
terms into a compact matrix form B’ (k)Z'B(k), where BT (k) = [z’T(k), el (k, ky), (En(k))T]; the
composite matrix 2’ is structured as the block negative definite matrix below:

—_ —_
=11 +':'ll

[x] [x]
)
>

[\)

(Y]
[x] [x] [1]
AN

A

>

957
(98]

with each sub-block defined as

1
En=—-E"PE+U|(® - E)+(®, - E)'U!, B}, = ® PO, +Q, Ep = O] PO, + U, D, + 7%,

=13

1 . -
~U, + (@, - E)'UI + UsST, By = OI PO, + ZcSF —F, B =®lU., E35=-U, - UL,
Since E’ < 0, there exists a positive scalar ¢ > 0 such that
AV(k) < =y V(k) +2Q. (3.3)

This standard exponentially bounded recursive inequality guarantees that all system states remain
uniformly bounded for all k > 0. The regularity, causality, and boundedness of the augmented plant
are all verified, completing the proof of Theorem 3.1.

Theorem 3.1 gives a sufficient stability condition via matrix inequalities, yet it cannot directly solve
for gains K and L owing to nonlinear coupling between the singular matrix and gain variables. In the
next theorem, congruence transformation and matrix relaxation are adopted to convert the condition
into solvable LMIs, enabling simultaneous co-design of the observer and sliding mode controller.

Theorem 3.2. Consider the discrete-time singular networked plant subject to deception attacks. Given
a scalar 6, > 0, a known positive scalar g, a full-column-rank matrix S € R™ "™ satisfying ETS = 0,
and a matrix G € R™" such that GN is non-singular, if there exist symmetric positive definite matrices
X1, X5 € R™ matrices Uy, Ugyp € R™", Usy, Usy € R™", Y € R™", and Z € R™P, such that

= [An An
== — <0, 3.4
[ : Azz] (3.4)
where
e 011 61 - A - _|=Xi 0
All - * ézz] 1) A12 - |:]\2:| D) A22 - l _X2 D)
(@11 @ a3 B 0 _
= - = |z 3 = _|yu O
O =|* an axp|, 6Oi=|Bu Pxn|, On= [ 0 3 ]
- 5 5 Y22
| * * 0 A33 31 P32
. -Z'G"T -77
- 71 O -
A= S Ay = 0 0 [,
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with each block element defined as

an =—qE" = qE + @’X, + FX; + GNY + X, F" + Y'N'G" + 6\F, a3 =-GZ+ 16/F,
ayn =FX,—Z—-EX, + XoFT = 7" — X,ET — gE" — 4E + ¢°X>,
an=-Z an=16F-F, a,=-GNY-GZ
B =-Uy+F —E"+U5S", By =-Y'N'G" -Z"G",
Br=-Up+F' —Z—-E"+UsS", py=-2Z"G", pn=-7Z",
yin=-Uy-Us, Yo =-Usp—Ulp,
7 =X FTE" + YIN'"G"E", 1,=-Y'N'G"E" -Z"G"E", 13=X,F'E" -Z"E",

and G 2 N(GN)™'G, F = H"FH, then there exist a sliding mode controller gain K and an observer
gain L such that the closed-loop augmented system is regular, causal, and uniformly bounded. The

gains are reconstructed by
K=YX;', L=zH (3.5)

Proof. Let the block-diagonal matrices matching the augmented system be
P = diag{P,, P>}, U, =diag{Uq,Usp}, Us = diag{Usi, Us,},

where P, and P, correspond to the original plant state and the estimation error state, respectively.
From Theorem 3.1, the closed-loop system is regular, causal, and uniformly bounded if and only if
= < 0. Define the invertible transformation matrices

X =P, X=Pp,,
and introduce new decision variables
Y=KX,, Z=LHX,.

Pre- and post-multiplying = < 0 by diag{X,, X», 1, U], U], 1,1} and its transpose respectively, the
inequality sign remains unchanged by the property of congruent transformation.

Substituting P1X; = I, P,X, = I, KX, = Y, and LHX, = Z into the inequality, expanding and
rearranging all block elements yield the equivalent LMI condition Z < 0 in the theorem statement.

Since the congruent transformation is invertible, = < 0 is equivalent to 2 < 0. When the LMI is
feasible, the controller and observer gains can be uniquely reconstructed by K = YX;' and L = ZH™".
This completes the proof.

The above two theorems guarantee the regularity, causality, and uniform boundedness of the closed-
loop singular system. In the following theorem, we further prove the finite-time convergence property
of the sliding mode motion, i.e., the quasi-sliding mode behavior for the discrete-time singular plant
under deception attacks and event-triggered communication.

Remark 3.1. All block matrices in the above LMI conditions are explicitly defined with known system
matrices and decision variables. The LMI can be directly solved by standard numerical tools such as
the MATLAB LMI Control Toolbox, and the controller and observer gains can be uniquely extracted
from the feasible solution, which guarantees the reproducibility of the proposed design method.
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Theorem 3.3. For the discrete-time singular plant (2.8) disturbed by deception attacks, all state
trajectories can be driven into a bounded compact region near the equilibrium within finite time
and stay inside this region persistently, under the proposed sliding mode regulation law below. This
theorem theoretically characterizes the quasi-sliding mode property of the closed-loop system: The
system state does not converge to the equilibrium point exactly in finite time, but enters a bounded
compact region near the equilibrium and remains bounded thereafter, which is the standard definition
of quasi-sliding mode in discrete-time sliding mode control. The feedback gain matrix K in (3.9) is
solved from Theorem 3.2, and G is selected such that GN is non-singular.

v(k) = KZ(k) — p(k) sign(s(k)), (3.6)
where
p(k) = p +|[(GN)'GLH| ||le®)|| + |(GN)Y'GLH|||lek. k,)|| + || £ K)]- 3.7)
Proof. Select the sliding-mode Lyapunov candidate:
Vy(k) = %ST(k)(GN)‘ls(k). (3.8)

Compute the difference AV,(k) = V,(k + 1) — V,(k) and substitute the sliding manifold dynamics
and state observer model. After norm-based inequality scaling and simplification, we arrive at

1
AV, (k) < —plls()ll + EAsT(k)(GN)—lAs(k). (3.9)
Choosing a sufficiently large positive scalar p guarantees AV,(k) < 0 when s(k) lies outside a
bounded neighborhood of the origin. Since the increment term As(k) remains uniformly bounded, all
system trajectories converge to a small bounded region around the equilibrium in finite time, which
finishes the proof.
4. Simulation
A practical singular plant example, i.e., a DC motor electromechanical system in Figure 2 [54], is

adopted to verify the validity of the proposed event-triggered sliding mode observer control strategy
against deception attacks.

: 0
X0 f,

z(0)

Figure 2. Block diagram of a DC motor singular system.
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The DC motor system has coupled electrical and mechanical dynamics, which naturally form a
continuous singular system with algebraic constraints between armature current and shaft angular
velocity. DC motors are widely used in industrial transmission, robotics, and intelligent manufacturing.
In networked control frameworks, actuator channels on shared networks face cyber deception attacks.
Such false data injection (FDI) attacks corrupt observer state estimation, trigger steady-state speed
errors, and may lead to armature overcurrent and equipment damage. Thus, anti-deception state
observer design is essential to maintain safe operation of networked DC motor systems. Define state
variables & () = w(f) and &,(¢) = j(¢). The continuous-time dynamic model is written as

..._ R G
w(t) = —EW(I) + ﬁ‘](t)’
q(t) = Ow(r) + rj(0),

4.1)

where composite damping and inertia coefficients satisfy R = R, + —; and H = H, + —2° We
n n

discretize the continuous model with fixed sampling period 7 = 0.2 s under the deception attack signal
f(k), yielding the discrete singular form

Ez(k + 1) = Fz(k) + N(v(k) + f(k)), 4.2)

0 1
el of

state matrix F, input matrix N, measurement output matrix H, sliding design matrix G = [2 2.1],

with singular matrix

and full-column-rank matrix § = (1) satisfying ETS = 0. The stealthy deception attack signal follows

f(k+ 1) = f(k) + esin(wk) with initial condition f(0) = 0.01 sin(||e, (k, ky)||), where € = 0.1 and
w =0.5.

System physical parameters are assigned as R,, = 1.5, R, = 50, H,, = 2.5kg'm, H. = 50kg-m,
armature resistance r = 2, torque constant ® = 0.4 Nm/A, and back-electromotive force constant
®, = 0.5Vs/rad. The self-adjustable event-triggered thresholds d, = 0.05 and 6, = 0.46 trade
off communication efficiency and control performance. Larger ¢, lowers transmission frequency

yet degrades accuracy; smaller ¢, enhances precision but raises network burden. Matrix D =

[ 0.5 -0.07
0.03 0.1
non-singularity and sliding mode reachability. Q is tuned via maximum attack amplitude to meet (2.2).
Typical initial deviations verify closed-loop transient performance. The initial state of the DC motor
system is chosen as z(0) = [ — 0.15, 0.6]", and the initial observer state is set to 2(0) = [0.15, 0.3]".

] adjusts the adaptive threshold’s convergence rate. Matrix G = [2 2.1] ensures GN

4.1. Comparative methods and evaluation indexes

To verify the merits of the proposed self-adjustable event-triggered sliding mode observer control
(SAET-SMO), two benchmark schemes are compared under identical deception attacks and initial
conditions:
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(1) Fixed-threshold event-triggered SMO (FTET-SMO): It shares the same observer and sliding
mode controller but uses a fixed threshold 6 = 0.25 (the average of 6, and ¢;), to validate the
advantage of adaptive thresholds.

(2) Time-triggered SMO (TT-SMO): Sensor data are transmitted at each sampling instant without
event triggering, acting as the upper bound of control accuracy to quantify performance
degradation brought by event-triggered communication.

All three approaches use identical observer and sliding mode gains obtained from Theorem 3.2.
Three metrics are adopted for quantitative evaluation: total data transmissions (network occupancy),
state estimation RMSE (observation precision), and steady-state bound of sliding surface s(k) (anti-
attack control performance).

By solving the linear matrix inequality constraints proposed in Theorem 3.2, we obtain the feasible
Lyapunov matrix P, sliding mode feedback gain K, and observer gain matrix L simultaneously:

~0.0350 —0.0679 1.0191 0.0029
K =[-73588 -17.9678], L _[—0.8341 —0.6788]’ F ‘[0.0029 0.9559]'

The simulation results for the DC motor singular system are shown in Figures 3—10. Figures 3 and 4
plot the 3D trajectories of the actual state z(k) and reconstructed state Z(k), illustrating state evolution
under deception attacks. The time-domain responses of z;(k) and z,(k) and their estimates Z;(k) and
Z2(k) are given in Figures 5 and 6, confirming accurate state tracking by the proposed observer.

— State trajectory
0.6 * Initial point
0.4 ® End point
0.2
z o
NN
0.2
0.4

Figure 3. 3D trajectory of system state z(k).
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(k)

State and estimated state

State and estimated state

—Estimated state trajectory

] * Initial point
® End point
0.5 -
0.
-0.5
-1 -
1.5-
-2
20 \\\A =
15 P — 4
K 10T _—
5 S — 2 z(k)
0 -4
Figure 4. 3D trajectory of estimated state Z(k).
4 —
e (k
° ‘," Z1( )7
0 2 4 6 8 10 12 14 16 18 20
Time(k)
Figure 5. Curves of z;(k) and its estimate Z; (k).
1
. — (k)
53 (k)
|
0 2 4 6 8 10 12 14 16 18 20

Time(k)
Figure 6. Curves of z,(k) and its estimate Z,(k).

Figure 7 presents the state estimation errors é;(k) and é,(k), which converge rapidly to zero and

validate the favorable observation performance.

The sliding-mode control input v(k) in Figure 8

remains bounded during the simulation. Figure 9 demonstrates that the sliding surface s(k) converges
quickly to the origin and stays near zero at all sampling instants, confirming that quasi-sliding motion
is preserved under deception attacks. Collectively, these results verify the effectiveness and superiority
of the integrated event-triggered adaptive sliding-mode observer control scheme.
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Error estimation signal
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Figure 7. State estimation errors e (k) and e, (k).
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Figure 8. Response curve of control input v(k).
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Figure 9. Response curve of sliding surface s(k).
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Table 1 compares the static event-triggered mechanism (SETM) and proposed self-adjustable
triggering strategy using three metrics: transmitted packet count, mean event release interval, and
bandwidth occupancy ratio. Figures 10 and 11 show the SETM and adaptive event-triggered
mechanism (AETM) triggering instants and release intervals, respectively. The AETM reduces packet
transmissions and bandwidth usage while extending the average release interval, achieving higher
communication-resource efficiency than the SETM.
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Table 1. Numerical comparison of different ETMs.

Transmitted Bandwidth Average
packet counts occupancy ratios release intervals
Static ETM 49 49% 0.408
AETM (in this paper) 43 43% 0.465
0.4
<03 1
>
o
=02 1
g
& 0.1 1
0 1 1 1 1 1 1 1
0 2 4 6 8 10 12 14 16 18 20
Time(k)

Figure 10. Event-triggered release instants and intervals.

— State trajectory
* Intital point
0.4+ ® End point

20 04
15 " o 0.2
0.2
k 5 0.4
0 -06 X, (k)

Figure 11. Static time-triggered release instants and intervals.

5. Conclusions

This paper has investigated resilient sliding mode regulation with self-adjustable event-transmission
strategies for DTSNPs suffering from deception cyberattacks. To counter malicious deception
attacks, an integrated observer-aided sliding-mode regulation framework combined with event-based
communication protocols has been constructed to maintain the operational safety and satisfactory
performance of DTSNPs. Using the SVD technique, novel LMI-based sufficient conditions have
been derived to establish the regularity, causality, and uniform boundedness of the considered
singular dynamic system. The elaborately derived sliding mode law has further realized finite-time
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convergence of all state trajectories toward a tiny bounded region near the system equilibrium point.
A singular DC motor system has served as an illustrative example to verify the state-estimation,
disturbance-suppression, and actuator-attack-mitigation capabilities of the proposed resilient control
scheme.
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