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Abstract: This work addresses the problem of robust stabilization for uncertain switched nonlinear 

systems with nonminimumphase behavior subject to aperiodic denial-of-service (DoS) attacks. A 

new event-triggered sliding mode control scheme is developed that simultaneously handles unstable 

internal dynamics and intermittent communication blockages. The method combines a 

mode-dependent event-triggered mechanism (MDETM) with a sample-and-hold control input, 

substantially reducing communication requirements. Each nonminimum phase subsystem is 

equipped with a virtual sliding manifold designed to stabilize its unstable internal dynamics. Control 

updates are triggered only when a dynamic threshold—function of the sliding variable and the 

disturbance bound—is violated. Between triggers, the control signal is held constant. Using 

piecewise Lyapunov functions and the admissible edge-dependent average dwell time (AED-ADT) 

approach, semiglobal input-to-state stability (ISS) is established despite external disturbances and 

aperiodic DoS attacks. Unlike existing event-triggered sliding mode control schemes, which 

typically assume minimum-phase dynamics or neglect the internal dynamics, the proposed approach 

explicitly stabilizes the zero dynamics of nonminimum phase switched systems while remaining 

resilient to aperiodic DoS attacks. The mechanism also prevents Zeno behavior by enforcing a 

positive minimum interevent time. Simulation results on a benchmark system confirm the robustness 

and efficiency of the proposed strategy. 

Keywords: event-triggered control; sliding mode control; switched nonlinear systems; nonminimum 
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Notation 

R Set of real numbers 

Rn n-dimensional Euclidean space 

∥x∥ Euclidean norm of vector x 

∥θ∥[t1,t2] Supremum norm of θ over [t1,t2] 

K Class of strictly increasing functions with α(0)=0 

K∞ Class K functions that are unbounded 

KL Class of functions decreasing to zero in the second argument 

σ(t) Switching signal 

θ(t) External disturbance 

Si Virtual sliding variable for mode i 

σi Extended sliding variable for mode i 

Li Gain matrix for the extended sliding manifold 

μj,i Lyapunov ratio at switching from mode j to mode i 

τD DoS frequency bound 

τd DoS duration bound 

Δmax Maximum allowable interevent time 

Δmin Minimum interevent time 

1. Introduction 

Switched nonlinear systems constitute a fundamental class of hybrid dynamical systems that 

arise naturally in numerous engineering applications, including power electronics, chemical process 

control, robotic manipulators, and networked control systems [1–5]. Such systems consist of a finite 

family of nonlinear subsystems together with a switching signal that orchestrates the active mode 

at each time instant. A central challenge in switched-systems theory lies in the fact that stability of 

each individual subsystem does not guarantee stability of the overall switched system, and 
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conversely, a suitable switching strategy may render the closed loop stable even when all 

subsystems are unstable [6,7]. 

Among the many control objectives for switched nonlinear systems, robust stabilization in the 

presence of model uncertainties and external disturbances remains particularly demanding. This 

difficulty is amplified when the subsystems exhibit nonminimum phase (NMP) behavior, that is, 

when their internal dynamics are unstable [8,9]. NMP systems defy standard input_output 

linearization because the unstable internal dynamics cannot be canceled by feedback without risking 

instability. Classical approaches to NMP nonlinear systems rely on tools such as output redefinition, 

approximate linearization, or sliding mode control, yet their extension to the switched setting is far 

from trivial [10–12]. 

In a notable contribution, [13] addressed the robust stabilization of switched nonlinear systems 

where every subsystem may be NMP. The key idea was to construct, for each mode, a stabilizing 

sliding mode controller capable of forcing the unstable internal dynamics onto a stable sliding 

surface. Moreover, the author exploited the fact that the Byrnes–Isidori normal form admits infinitely 

many diffeomorphisms. A switching strategy was then devised to select, among this infinity of 

diffeomorphisms, the one that yields the best transient performance. The resulting closed-loop 

system was shown to be globally asymptotically stable under a suitable switching logic. Although 

effective, the method in [13] operates under a continuous-time control update paradigm, which 

imposes two major limitations in modern networked control environments. 

First, continuous control updates consume significant communication bandwidth, a critical issue 

when the controller and plant are connected via shared or wireless networks [14,15]. Second, the 

continuous transmission of control signals makes the system highly vulnerable to cyber attacks, 

especially aperiodic denial-of-service (DoS) attacks that block communication channels 

intermittently [16,17]. Under such attacks, the continuous control signal may be completely 

unavailable during active attack intervals, potentially leading to instability. Furthermore, continuous 

sliding mode control is known to suffer from chattering and may exhibit accumulation of switching 

events if not properly regularized [18]. 

To overcome these limitations, event-triggered control (ETC) has emerged as a powerful 

paradigm for resource-aware networked systems [19–21]. In ETC, control updates are executed only 

when a predefined state-dependent condition is violated, thereby reducing the number of 

transmissions. Recent advances in event-triggered control have addressed various network 

constraints, including output-based triggering for nonlinear systems [21], periodic event-triggered 

schemes for resource-constrained networks [22], and event-triggered stabilization of switched 

systems [23]. However, these works generally assume minimum-phase dynamics or do not consider 

NMP behavior, and they do not address the combined challenge of unstable zero dynamics and 

aperiodic DoS attacks. More recently, event-triggered (ET) control has gained attention, where the 

control input is applied as an impulse at discrete triggering instants and remains constant between 

them [24,25]. This hybrid scheme is particularly well-suited for systems with discontinuous actuation 

and can inherently exclude Zeno behavior by establishing a positive lower bound on interevent 

intervals. 

Crucially, the combination of ET control with sliding mode techniques for NMP switched 

systems remains largely unexplored. A recent work by [26] investigated ET control for switched 

systems under aperiodic DoS attacks using a mode-dependent event-triggered mechanism (MDETM) 

and the admissible edge-dependent average dwell time (AED-ADT) approach. However, their 
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analysis assumed that the zero dynamics of each subsystem are stable (minimum phase), and they did 

not address the challenge of unstable internal dynamics.To clearly position the proposed approach, 

this subsection provides a comparative analysis against the most recent related methods. 

First, although event-triggered sliding mode control has been extensively studied for nonlinear 

systems, most existing results, such as those in [20,27,28], assume minimum-phase dynamics or do 

not address the stabilization of unstable internal dynamics. In contrast, the proposed architecture 

explicitly handles nonminimum phase subsystems by designing an extended sliding manifold that 

stabilizes the zero dynamics. 

Second, recent advances in control under DoS attacks have focused on multiagent systems and 

consensus problems [29,25]. However, these works typically do not consider switched nonlinear 

systems with nonminimum phase characteristics, nor do they address unstable zero dynamics. The 

proposed approach integrates an MDETM with sliding mode control, providing a unified architecture 

for DoS-resilient stabilization of switched nonminimum phase systems. 

Third, the AED-ADT methodology has been applied to the stability analysis of switched 

systems [30,31], but its combination with event-triggered sliding mode control for nonminimum 

phase systems remains unexplored. This paper leverages AED-ADT to derive a novel input-to-state 

stability (ISS) condition that explicitly quantifies the trade-off between the decay rate, DoS 

parameters, and switching penalties. 

Fourth, stabilization of nonminimum phase switched-systems has been addressed using 

continuous sliding mode control [13] and reduced-order sliding mode design [32]. However, these 

methods do not incorporate event-triggered mechanisms or DoS resilience. The proposed work 

provides the first event-triggered sliding mode solution for this class of systems, with rigorous ISS 

and Zeno-free guarantees. 

The specific novelties of this paper are: (i) the first event-triggered sliding mode control 

approach for switched NMP systems with unstable zero dynamics; (ii) an MDETM that uses a 

full-state Lyapunov function to ensure stability of the complete state; (iii) a rigorous ISS analysis 

under aperiodic DoS attacks that explicitly incorporates switching penalties and AED-ADT bounds; 

(iv) an explicit positive lower bound on interevent times, proving Zeno-free behavior even in the 

presence of mode switches and DoS attacks; and (v) a practical design procedure with semiglobal 

ISS guarantees on a clearly specified domain. 

Compared with the recent event-triggered results in [32–34], our work differs in three key 

aspects: (a)We explicitly address unstable zero dynamics, which are not treated in [32–34]; (b) we 

consider aperiodic DoS attacks that block some triggers, whereas [32–34] assume reliable 

communication; and (c) we provide a sample-and-hold implementation with a rigorous Zeno-free 

proof, which is not available in [32–34]. 

Motivated by the limitations of existing approaches, this work develops a new event-triggered 

sliding-mode control (ETISMC) strategy for the robust stabilization of uncertain switched nonlinear 

systems characterized by NMP behavior. The proposed strategy combines a mode-dependent 

event-triggered (ET) mechanism with sliding mode control (SMC), where control actions are 

updated only at discrete triggering instants determined by a dynamic threshold related to the active 

subsystem and disturbance level, thereby significantly reducing communication and computation 

requirements compared with continuous-time methods. To address the instability of internal 

dynamics in NMP subsystems, a dedicated virtual sliding manifold is designed for each mode, 

allowing the switched control law to ensure stability even under sporadic updates. Moreover, by 
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employing piecewise Lyapunov functions together with the AED-ADT technique, sufficient 

conditions are established to guarantee semiglobal ISS in the presence of external disturbances, 

modeling uncertainties, and aperiodic DoS attacks that may block certain transmissions. The 

proposed triggering mechanism also guarantees the exclusion of Zeno behavior through the 

derivation of a strictly positive lower bound on interevent  intervals. Simulation studies conducted 

on a benchmark switched nonlinear system demonstrate that the proposed method preserves 

stabilization performance while considerably reducing the number of control updates and 

maintaining strong robustness against intermittent DoS attacks. 

The remainder of this paper is organized as follows: Section 2 recalls the system model and the 

concept of NMP switched systems along with the MDETM and DoS model. Section 3 presents the 

design of the ETISMC. Section 4 provides the main stability theorems, including ISS analysis and 

Zeno-freeness. Section 5 presents numerical simulations, and Section 6 concludes the paper. 

2. Preliminaries and problem formulation 

This section establishes the mathematical foundations, notation, and key definitions required for 

the subsequent development. We describe the class of uncertain switched nonlinear systems under 

consideration, recall the concept of NMP dynamics, introduce the MDETM, and define the aperiodic 

DoS attack model together with the stability notion of ISS. 

2.1. System description 

Consider the following class of uncertain switched nonlinear systems: 

( ) ( ) ( ) ( )( ) ( ) ( ) ( )( ) ( ) ( ), ,
t t t

x t F x t t G x t t u t
  

 = + ,                    (1) 

where ( ) nx t  is the state vector, ( ) pt  is an unknown but bounded external disturbance or 

lumped uncertainty, and ( )iu t   is the control input associated with the active subsystem i. The 

switching signal ( )  0: 1,2, ,t M m  → =  is a right-continuous piecewise constant function that 

determines which subsystem is active at time t. The switching instants are denoted by 0=t0 < t1 <t2 <…, 

with σ(t) constant on each interval [tj,tj+1). 

For each i∈M, the vector fields : n p n

iF   → and : n p n

iG   → are smooth (infinitely 

differentiable) functions satisfying Fi (0,θ)=0 and Gi(0,θ)=0 for all θ. The disturbance θ(t) is assumed 

to be locally Lipschitz and uniformly bounded that is, there exists a known constant 0  such that 

( )t  for all t ≥ 0. 

The system (1) is assumed to be locally input_output linearizable with a well-defined relative 

degree ri ≤n for each mode i. 

Specifically, for a chosen smooth output function y=hi(x), the Lie derivatives satisfy 

( ) 0
i i

j

G F iL L h x =  for all 0≤j<ri−1 and ( )1
0i

i i

r

G F iL L h x
−

 in a neighborhood of the equilibrium x=0. This 

assumption allows us to transform each subsystem into a normal form via a local diffeomorphism. 

For each fixed mode i, there exists a diffeomorphism Φi(x) defined on a neighborhood of the 

origin that brings the subsystem into the Byrnes_Isidori normal form [8, 9]. Partition the transformed 
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coordinates as ( ) ( ),
T

i i ix   = ; ir

i   represents the input_output (IO) dynamics and in r

i
−

  

the internal (zero) dynamics. In these coordinates, the subsystem dynamics read: 

( ) ( ) ( )

( )

,1 ,2

,2 ,3

, , , , ,

,

i i i i i i i i i i i

i i

i i

i r

i

i

ii i

ua b      

 

 

 





+ +

 =


=




=
 =











                         (2) 

with ( ), 0i i ib    for all ( ),i i  in the domain. The scalar function ( ).ia  represents the known 

nominal part, and ϕi(⋅) captures the effect of the disturbance θ(t) and possible modeling errors. The 

output is taken as y=ξi,1. 

For each mode i, the diffeomorphism Φi is defined on an open neighborhood Di⊂Rn of the origin. 

On this domain, the transformation is a local diffeomorphism, and the normal form (2) is valid. The 

domain Di is assumed to be large enough to contain all reachable states under the proposed control law, 

starting from any initial condition in a given compact set Ci⊂Di. The region where ( ), 0i i ib     is 

specified as ( ) ( ) , ,: 0i i i i i i iB D b   =   , and we assume that on the compact set of interest, ib  is 

bounded away from zero that is , there exists min 0b   such that ( ) min,i i ib b     for all ( ),i i iC   . 

The ith subsystem is said to be NMP if its zero dynamics, obtained by setting ξi = 0 in (2) that is, 

( ),0i i i = , are unstable (i.e., not asymptotically stable at ηi=0). Conversely, it is minimum phase if 

the zero dynamics are asymptotically stable. In this work, we consider the challenging scenario where 

each subsystem may be NMP. Consequently, the unstable internal dynamics cannot be simply ignored 

or canceled by feedback without a dedicated stabilization strategy. 

A crucial observation exploited in [13] is that the normal form (2) is not unique. Indeed, for a 

given output function ( )ih x , the choice of the complementary coordinates ( ),j i x satisfying 

( ), 0
iG j iL x =  for 1, , ij n r= −  is not unique; there exist infinitely many such functions, each 

yielding a different representation of the internal dynamics. 

Formally, for each mode i, one can construct a family of diffeomorphisms 
( ) ( ) 

i

k

i
k

x


  

indexed by an arbitrary smooth function. This degree of freedom can be exploited to select a 

representation that facilitates stabilization. In the proposed approach, we will use this flexibility to 

design a sliding surface that renders the reduced order dynamics on the sliding manifold exponentially 

stable, even when the original zero dynamics are unstable. 

2.2. Mode-dependent event-triggered control 

To reduce communication and enhance resilience against DoS attacks, we depart from continuous 

time control and adopt an event-triggered sample an hold strategy. The control input is updated only at 

discrete instants  
0k k

t


=
 determined by a mode-dependent event-triggered (MDET) condition. 

Between updates, the control signal is held constant (zero-order hold). Moreover, when an update is 

blocked by a DoS attack, the previous control value is maintained. Let {tk} denote the sequence of 

successful triggering instants (i.e., instants at which a new control value is computed and, if not 
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blocked, applied). The control input is then defined as ( ) ( )i i ku t u t=  for all t∈[tk,tk+1). Because the 

state does not experience any instantaneous jump at the triggering instants, the proposed scheme is a 

genuine sample and hold implementation, not an system. The MDETM is defined as follows: 

( ) ( ) ( )
 ( ) 1 1

1 1 ,
inf k k

k k

a b

k k kt t t t
t t t S e S t e

 
 

− −
− −=   + ,                 (3) 

where Si(t) is a suitably designed sliding variable associated with mode i, ak,bk>0 are design 

parameters that may vary with k,   is a known function that quantifies the influence of the 

disturbance, and 
 1 ,kt t


−

 is the supremum norm of the disturbance over the interval 1 ,kt t−
 
  . 

The mechanism (3) is mode-dependent (MD) because the sliding variable ( ) ( )t
S t


 and the 

previous value ( ) ( )
1

1
k

kt
S t
 −

−  depend on the active subsystem via the switching signal. 

When the condition is met, a new control value is computed using the current state and applied 

instantaneously. The control input then remains constant until the next triggering instant. If a DoS 

attack is active at time kt , the update is blocked; the system continues to evolve with the previous 

control value, and the triggering mechanism remains enabled. 

We consider aperiodic DoS attacks that intermittently block the communication channel from the 

controller to the actuator. Following the model in [16,26], the attack is characterized by intervals 

during which no control update can be transmitted. 

Let  n n N
D


 be the sequence of DoS active intervals, where  ),n n n nD h h d= +  is the start time 

and 0nd   the duration. The complementary intervals  )1,n n n nH h d h += + are the DoS sleep 

(attack-free) intervals. Over a time interval [t0, t), define: 

( )  )0 0, ,d nn
t t D t t =   total time under attack; 

( )  ) ( )0 0 0, , \ ,h dt t t t t t =   total attack free time. 

Assumption 1. There exist constants 0 00, 0, 0DN     , and τd>1 such that for all t≥t0, 

( ) 0
0 0,d

D

t t
N t t N



−
 + ,                                       (4) 

( ) 0
0 0,d

D

t t
t t 



−
  + ,                                       (5) 

where ( )0 ,dN t t  denotes the number of DoS active intervals over [t0, t). Condition (4) limits the 

frequency of attacks, and (5) limits the total duration of attacks relative to the elapsed time. The 

constants τD and τd reflect the average dwell time of the attack and the average duty cycle, respectively. 

Because the system is subject to both external disturbances θ(t) and possible DoS-induced packet 

losses, we adopt the concept of ISS as the appropriate robustness notion. 

System (1) under the ET control (3) is said to be ISS if there exist a class KL function β and a 

class K function γ such that for every initial state x(t0) = x0 and every bounded disturbance θ(⋅), the 

corresponding solution satisfies: 

( ) ( )  )( )
0

0 0 0,
, ,

t t
x t x t t t t   − +   .                          (6) 
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ISS guarantees that the state remains bounded by a decaying function of the initial  condition 

plus a term depending on the disturbance amplitude. In the absence of disturbances, it reduces to 

semiglobal asymptotic stability. 

Switched systems with unstable subsystems may still be stabilizable by a suitable switching law if 

the average time spent in each mode respects certain constraints. For systems where the stability 

properties differ from one mode to another (e.g., some modes are stabilizable only on specific sliding 

surfaces), we employ the AEDADT strategy. 

For a switched system with modes M, let ( ), 0,j iN t t
 denote the number of switches from subsystem 

j to subsystem i over the interval [t0,t), and let ( ), 0,j iT t t  denote the total time during which the 

system has been in mode i after a switch from mode j. If there exist constants 
,0

,j iN
 and , 0j i

   

such that 

( )
( ), 0,0 ,0

, 0 , 00

,

,
, ,

j i

j i j i

j i

T t t
N t t N t t 


 +   ,                             (7) 

then the switching signal σ is said to have admissible edge dependent average dwell time ,j i

  with 

chatter bounds 
,0

,j iN
. 

The AEDADT concept generalizes the classical average dwell time (ADT) by allowing different 

lower bounds on the dwell time depending on the ordered pair of consecutive modes. This flexibility is 

essential when the Lyapunov function gains ,j i  (the ratio of Lyapunov functions before and after a 

switch) vary with the switching edge. 

2.3. Problem formulation 

Given the uncertain switched nonlinear system (1) where each mode i∈M may be NMP, and 

subject to aperiodic DoS attacks satisfying (4) and (5), design an MDET sliding-mode control law of 

the form ( ) ( )i i ku t u t=  for 1,k kt t t +
    , with kt  defined by (3), such that 

i. The closed-loop system is ISS with respect to the disturbance θ(t); 

ii. The control updates occur only when necessary, and Zeno behavior (infinitely many updates 

in finite time) is strictly excluded; 

iii. The system remains ISS even when a fraction of the impulses is blocked by DoS attacks, 

provided that the attack parameters satisfy (4) and (5), and a suitable ISS condition (to be 

derived) holds. 

3. Design of the event-triggered sample and hold control 

This section presents the detailed construction of the proposed ETISMC law. We first design a 

virtual sliding surface for each NMP subsystem, which is instrumental in stabilizing the unstable 

internal dynamics. Then, we introduce a coordinate transformation that reformulates the system 

dynamics in a form amenable to Lyapunov analysis. Subsequently, we define the MDETM that 

dictates when control impulses are generated. Finally, we synthesize the sliding mode controller and 

discuss its implementation under aperiodic DoS attacks. 
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For each mode i∈M, consider the normal form (2) with relative degree ir . Following the classical 

sliding mode approach [18], we define a virtual sliding variable Si as a linear combination of the IO 

states 
,1 ,2 , i

T

i i i r   
 

,

 

, 1, , 1 , ,i i i i ii r r i i r r i i ri lS l  − −+ + +=  ,                           (8) 

where the coefficients 1, 1,, ,
ii r il l −  are chosen such that the polynomial 

1 2

1, 2, 1,
i i

i

r r

r i i il p l p lp
− −

−+ + + +  is Hurwitz (i.e., all its roots have strictly negative real parts). The 

variable Si is called virtual because it will later be forced to zero via the sliding-mode controller, 

thereby imposing a stable linear dynamics on the  part. However, in NMP systems, setting Si = 0 

alone does not guarantee stability of the internal states i . Therefore, we need to further modify the 

sliding manifold to also stabilize the zero dynamics. 

To simultaneously stabilize both the IO dynamics and the unstable internal dynamics, we exploit 

the multiplicity of diffeomorphisms described in Section 2. For each mode i, we introduce a new set of 

coordinates ( ),i iS  by augmenting the original normal form with an additional linear combination. 

Define 

             

1

,1 ,2 , 1i

T
T n

i i i r ii     −

−
 =   .                        (9) 

The extended sliding manifold is then defined as 

i i i iLS  = − ,                                  (10) 

where ( )1 1n
iL

 −
  is a constant gain matrix to be designed. The rationale is that when the system is 

confined to the manifold ( )0i i i iS L = = , the reduced order dynamics become 

( ) ( ),i i i i

i i

S i iA A high order t sL erm   = + + + ,                 (11) 

where iA and i
SA  are the linear parts obtained from the Jacobian of the system in ( ),i iS  

coordinates. By choosing Li such that the matrix ( )S i
i iA A L +  is Hurwitz (i.e., all eigenvalues have 

negative real parts), we can ensure that the reduced dynamics (11) are exponentially stable in a 

neighborhood of the origin, provided the nonlinear terms are sufficiently small. 

Consider the reduced dynamics (11) on the sliding manifold σi =0. Suppose the pair ( )i i

SA A  is 

controllable. Then, for any desired set of eigenvalues Λi = {λ1,…,λn−1} with strictly negative real parts, 

there exists a gain matrix ( )1 1n

iL
 −

  such that the matrix ( )S i

i iA A L +  has eigenvalues exactly Λi. 

Because ( )i i

SA A  is controllable, there exists a state feedback gain Li that assigns the eigenvalues of 

( )S i
i iA A L +  arbitrarily. A constructive procedure is given by the formula:   ( )10 0 1 i

i i iL C A− , 

where ( )
2

, , ,
n

i i i i i

i S S SC A A A A A 

− =
  

  is the controllability matrix, and ϕi(⋅) is the desired 

characteristic polynomial. This guarantees that the reduced dynamics on the sliding manifold are 

exponentially stable with the prescribed decay rate. 

For each mode i, we construct the diffeomorphism ( ) ( ): , ,i i i i iT S  →  given by 
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,1

,
,

1

,

1 1 10

1
i

i

i

i

n n

i

i

i r

i

i

r

I

S L











− −
−

 
 
 

   
 =   
    
 
 
 



.                                   (12) 

The transformation 
iT  is a local diffeomorphism on the domain Di. The new coordinates 

( ),i iS  are defined on the image ( )i i iT D = , which is an open neighborhoord of the origin in Rn. 

The reduced dynamics on the sliding manifold σi = 0 are analyzed on the subset  0i i = . 

Applying the diffeomorphism Ti to the subsystem dynamics (2) and using the chain rule, we 

obtain:

 

( ) ( )i i i i i i i      =   +     and ( ) ( )i i i i i i iS S S   =   +    . Substituting (2) and 

linearizing around the origin yields the matrices , , ,i i i i

S SA A A A   and the nonlinear terms ,i  and 

,S i  collect the higher-order terms yielding the following representation: 

( )

( ) ( )

,

,

, ,

, , ,

i i

i i S i i

i i

i i

i i

S i Si i iiii i

SA A S

S A A S S u Sb

 



 



 

  

= + + 

= +



+ + 







,                      (13) 

where 
( ) ( ) ( )1 1 1 1

, ,
n n ni i i

SA A A 

−  − − 
    are constant matrices obtained from the linearization of 

the system around ( ), 0i iS = , ( ),i i ib S  is the control coefficient in the new coordinates, which is 

smooth and bounded away from zero in a neighborhood of the origin. ( ), .i  and ( ), .S i  collect all 

higher-order nonlinearities and disturbance terms. 

They satisfy ( ) ( ),, . ii i iS     +  and ( ) ( ),, . SS i i ii S    +  locally, with 

, ,,S i i   class K functions. 

This representation is crucial because it separates the sliding variable dynamics from the 

remaining states, and it highlights that the control input iu  appears affinely in the iS  equation. 

We define the event-triggered (ET) instants  
0k k

t


=
 that determine when a new control impulse 

is computed. The mechanism is mode dependent, meaning that the triggering condition uses the sliding 

variable of the currently active subsystem as well as the sliding variable value at the last successful 

trigger. 

Let tk−1 be the last successful triggering instant (i.e., the last time a control impulse was generated 

and, if not blocked by DoS, applied). For t > tk−1, define the prediction error between the current sliding 

variable and its value at the previous trigger: 

( ) ( ) ( ) ( ) ( )
 ( )

1 1
1 ,

k k

k k

a b

S kt t t t
e t S t e S t e

 
 

− −
−= − − ,                     (14) 

where , 0k ka b   are design parameters, and χ∈K∞ is a given function that weighs the effect of the 

disturbance. The MDETM is now defined using the full Lyapunov function Vσ(t): 

( ) ( ) ( ) ( )
1 1

1 1 ,
k k

k k

a b
k k kt t t t

t inf t t V x t e V x t e   
− −

− −  
 

  
=   +  

  
.                 (15) 

This ensures that the Lyapunov function of the full state is bounded between triggers. 
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If the right-hand side is never reached, then no further trigger occurs; however, in practice, we 

also impose a maximum allowable interevent time Δmax > 0 (a forced trigger) to prevent the interevent 

interval from becoming arbitrarily large. Thus, the actual trigger is: 

( )  1 1 maxmin inf 0 ,k k S kt t t e t t− −=   + .                         (16) 

The mechanism (15) and (16) is mode-dependent because the sliding variable Sσ(t)(t) depends on 

the active mode σ(t), which may change due to switching between 1kt − and kt . This coupling between 

the event trigger and the switching signal is handled in the stability analysis using the AED-ADT 

method. 

At each switching instant ts, the event-triggering mechanism is reset by forcing a trigger, that is, 

we set tk = ts. The reference values for the event condition, namely 
( ) ( )

s
st

S t


 and ( ) ( )
s

st
V t


, are 

recomputed using the new mode’s coordinates. This ensures that the jump in the sliding variable does 

not cause missed or spurious triggers. 

When a triggering instant tk occurs and the communication channel is not blocked by a DoS 

attack, the controller computes a new control value based on the current state. 

Remark 1. The jump in the Lyapunov function at a switching instant is bounded by the switching 

condition (26), that is, ,i j i jV V . Therefore, the forced trigger at ts does not lead to an unbounded 

growth of the event threshold. Moreover, because the AED-ADT condition (7) bounds the number of 

switches over any interval, the additional forced triggers do not affect the Zeno-free property. 

Following the equivalent control principle, we decompose the control law into two parts: 

( ) ( ) ( )eq sw

i k i k i ku t u t u t= + .                                   (17) 

The equivalent control eq

iu  is designed to cancel the known terms in the iS  dynamics, thereby 

keeping the system on the sliding manifold 0i =  in the absence of disturbances and nonlinearities. 

From the second equation in (13), setting 0iS =  and ignoring the disturbance terms gives: 

( )
( ) ( )( )

( ) ( ) ( ) ( )( )
1

,

eq

i k k

i i

k i k k

i k k

i i

i S i i S i

i i

A A S A Au t t t L t t
b t

S
St

  


= − + − + .         (18) 

The equivalent control is derived from the invariance condition 0i i i iS L − ==  , which ensures 

that the extended sliding manifold is positively invariant. This corrects the earlier derivation that 

neglected the term i iL . 

The switching control sw

iu  is added to enforce convergence to the sliding  manifold in finite 

time and to compensate for uncertainties and disturbances. To account for the fact that the control is 

held constant between triggers, we include a sampling error compensation term: 

( )
( ) ( )( )

( ) ( )( ) ( ) ( )( )( )1

1
sgn

,

sw

i k k i k k k

i k k

i i i i i i

i i

u t t E t t t
b St t

K     


−−+= − + ,       (19) 

where εi > 0 is a design parameter, and the term ( ) ( )( )1ki ikt t  −−  represents the state variation since 

the last trigger. 
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The control law is derived by setting 0iS =  in (13) and solving for ui. The equivalent control part 

cancels the known linear terms. The switching part is designed to dominate the uncertainty and the 

sampling error. 

This additional term is bounded by the event triggering condition, ensuring that it does  not 

destabilize the system. The complete control law for mode i is therefore: 

( )
( ) ( )( )

( ) ( ) ( ) ( ) ( ) ( )( ) ( ) ( )( )( )1sgn
1

,

i i i i
i S i i S i i i i i i ii k k k i k k k i k k k

i ik ki

u t t t L tA A S A t t E t t t
b

S
t

K
St

A       


−=− + − + + + −+ . (20) 

Between triggers, the control input is held constant: 

( ) ( )  )1, ,i i k k ku t u t t t t +=   ,                                (21) 

when a DoS attack is active on the communication channel, any control impulse generated at a 

triggering instant tk is blocked. In this case, the actuator does not receive the new control value, and the 

previous control input continues to be applied. Formally, let Ksucc denote the set of indices of 

successful triggers (i.e., those not occurring during a DoS active interval). For k∈Ksucc, the control 

updates according to (20). For succk K , the control remains unchanged: 

( ) ( )1 ,i k i k k du t u t if t−=  .                                (22) 

The ET mechanism (15) is still evaluated at every time instant, even during attacks. However, 

because no update can be transmitted during d , the condition ( ) 0Se t   may be satisfied 

repeatedly without producing a successful update. This leads to an accumulation of pending triggers, 

which is resolved as soon as the attack ends: The first pending trigger after the end of an attack 

becomes successful. 

Assumption 2. There exists a positive constant Δrec > 0 such that immediately after a DoS active 

interval, at least one successful trigger occurs within Δrec seconds, provided the system state remains 

bounded. This assumption is standard in DoS resilient ET control. 

We now explain that Assumption 2 is standard in DoS_resilient event-triggered control [16,24]. It 

ensures that the system does not remain in open loop indefinitely after an attack. In practice, recovery 

can be guaranteed by the forced-trigger mechanism (16) and the boundedness of DoS intervals. 

The design of the proposed ETISMC can be summarized in the following steps: 

Step 1: For each mode i: Compute the relative degree ri and transform the subsystem into the normal 

form (2). Identify the unstable zero dynamics. 

Step 2: Choose the virtual sliding variable Si using (8) with Hurwitz coefficients. 

Step 3: Select an extended sliding manifold i i i iS L = −  , where i  groups the first 1ir −  IO states 

and the internal states i . Design iL  such that i i
S iA A L +  is Hurwitz. 

Step 4: Construct the coordinate transformation (12), and obtain the system representation (13). 

Verify that ( ).ib  is nonzeo in the operating region. 

Step 5: Pick the ET parameters ( ), , .k ka b  , and Δmax according to the desired trade-off between 

communication rate and performance. 

Step 6: Design the sliding mode gains Ki and Ei: Choose Ki larger than the maximum possible 

magnitude of the lumped uncertainty ΔS,i(⋅) plus a margin; choose Ei ≥ 0 to tune the convergence rate 

on the manifold. 

Step 7: Implement the control law (20) at each successful trigger instant, with zero-order hold between 

triggers. 
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The next section provides a stability analysis, showing that under this design, the closed loop 

system is ISS and free of Zeno behaviour, even in the presence of aperiodic DoS attacks satisfying (4) 

and (5). 

4. Stability analysis 

This section provides a stability analysis of the closed-loop system under the proposed ETISMC. 

We first establish a set of standing assumptions. Then, we prove that the sliding manifold is reached in 

finite time and that the reduced-order dynamics on the manifold are ISS with respect to the disturbance 

θ(t). Subsequently, we analyze the overall system under aperiodic DoS attacks, deriving sufficient 

conditions that guarantee ISS despite intermittent communication blockages. Finally, we demonstrate 

that the proposed event-triggering mechanism strictly excludes Zeno behavior on the domain Di; that 

is there exists a uniform positive lower bound on all interevent intervals. 

4.1. Standing assumptions 

It is important to emphasize that the stability results presented in this paper are semiglobal in 

nature. The Byrnes_Isidori normal form is a local diffeomorphism, and the exponential stability of the 

reduced dynamics on the sliding manifold is guaranteed only on a domain Di, where the nonlinear 

terms satisfy the small-gain condition. For any compact set of initial conditions contained in Di, the 

proposed control law ensures ISS and Zeno-free behavior. Throughout the analysis, we adopt the 

following assumptions. 

Assumption 3. For every mode i ∈ M, there exists a continuously differentiable positive definite 

function Vi: Rn → R≥0 of the form 

( ),

T

i i

i i i i

i i

V S P
S S

 


   
=    
   

,                                   (23) 

where 
n n

iP   is a symmetric positive definite matrix. There exist constants , 0i i
−

  such that for 

all ( ),i iS  in the domain Ti, 

( ) ( ) ( )
2 2

, , ,i i i i i i i i iS V S S   
−

  .                           (24) 

The matrix Pi is chosen to be block-diagonal: 

0

0

i

i i

S

P
P

P


 

=  
 

, 

where 0iP   satisfies the Lyapunov equation (33) for the reduced dynamics, and 0i

SP   is a scalar 

gain for the sliding variable. This structure couples the reduced dynamics and the sliding variable, 

ensuring that Vi is a positive-definite measure of the full state. 

Along the trajectories of the open-loop subsystem i (with ui = 0), the Lyapunov function satisfies: 

( ) ( ) ( ), ,i i i i i i i iV S V S     +                              (25) 
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for some i   and i K  . This inequality follows from the Lipschitz continuity of the system 

dynamics and the boundedness of the disturbance. 

At switching instants ts, where ( )st j − = , and ( )st i + = , the Lyapunov functions satisfy: 

( ) ( )( ) ( ) ( )( ),, ,i i s i s i j j j s j sV t S t V t S t   − −                         (26) 

for some ,i j . This condition ensures that the Lyapunov function does not grow too much at switching 

instants. 

Assumption 4. The sequences    ,k ka b  are bounded: There exist constants min, , 0a b d   such that 

0 ka a  and 0 kb b   for all k. The maximum allowable inteevent time Δmax is finite and 

satisfies Δmax > 0. The minimum decay rate dmin > 0 is defined as: 

( ) ( )

( )
min max

min

max

2
min ,

2

i i i

i
i M

i

Q P
d

P

  




 − 
=  

  

,                       (27) 

where ( ) ( ) ( )min max max2 2i i i i iQ P P    = −  is the decay rate of the reduced-order dynamics, and ηi

 is the reaching rate from Lemma 1. This decay rate is derived from the sliding-mode dynamics and is 

not an artificial instantaneous decrease. Unlike the original version, we do not assume an instantaneous 

decay factor dk at each triggering instant. 

Assumption 5. For each mode i, the pair ( ),i i
SA A is controllable, and the matrix ( )S i

i iA A L +  is 

Hurwitz. Moreover, there exists a positive definite matrix Pi of the form (23) such that the Lyapunov 

equation (33) holds, and the nonlinear terms Δζ,i and ΔS,i in (13) satisfy local Lipschitz conditions and 

are uniformly bounded on the domain Ti. 

Assumption 6. The normal form (2) and the diffeomorphism Φi are valid on a domain n
iD   

containing the origin. On this domain, the function ( ),i i ib S  is bounded away from zero, that is , 

there exists min 0b   such that ( ) min,i iib bS  for all ( ),i iS . The stability results are established 

on this domain; for initial conditions in any compact subset of iD , the trajectories remain in iD  under 

the proposed control. 

Assumption 7. On the domain i , the nonlinear term ,i , i in (13) satisfies the following growth 

bound: 

( ) ( ), , ,i i i i i iS        + ,                             (28) 

where 0i   is sufficiently small such that ( ) ( )( )min max2 0i i i iQ P   = −   where Pi≻0 and Qi≻0 

are solutions of the Lyapunov equation (36), ISS on the domain i . 

Assumption 8. The compact set of initial conditions C is contained in the intersection of all domains, 

that is, i M iC D . Under the proposed control law, the closed-loop trajectories remain in C for all 

time. Consequently, at any switching instant, the state belongs to Di for the newly activated mode i, 

and the diffeomorphism is always well-defined. 

The assumptions used in this paper are standard in the literature on switched nonlinear systems 

and event-triggered control, and we provide justifications for their practical applicability. 
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Assumption 2: This assumption is standard in DoS-resilient control [16,26]. It ensures that the 

system does not remain in open-loop indefinitely after an attack. In practice, recovery can be 

guaranteed by the forced trigger mechanism (16) and the boundedness of DoS intervals. 

Assumption 3: The existence of Lyapunov functions satisfying (23)–(26) is a standard 

assumption in switched systems theory [6,7]. In our numerical example, we explicitly construct these 

Lyapunov functions. 

Assumption 5: The controllability of ( )i i
SA A is a standard condition for sliding-mode control [18]. 

The Hurwitz condition is verified by pole placement, as shown in Section 5. If controllability fails, a 

preliminary state feedback can be used to render the system controllable. 

Assumption 7: This condition ensures that the nonlinear terms do not destroy the stability of the 

reduced dynamics. It is verified numerically by checking that αi > 0 on the domain of interest. For 

practical systems, this condition can be satisfied by choosing the sliding surface gains sufficiently 

large. 

Remark 2. Assumption 8 is standard in switched systems with multiple local transformations. It can 

be satisfied by choosing the domains Di large enough to contain the reachable set, or by designing the 

switching law so that switching occurs only inside the intersection i M iC D  . In the numerical 

example of Section 5, the domains are the whole state space (or sufficiently large), so the assumption 

holds trivially. Alternatively, a resetting strategy can be used: If the state leaves Di, the controller can 

be temporarily switched to a safe mode until the state re-enters the intersection. 

4.2. Finite-time convergence to the sliding manifold 

We first analyze  the dynamics of the extended sliding variable σi defined in (10). Substituting 

the control law (20) and accounting for the fact that the control input is held constant between 

triggering instants, the dynamics of σi become 

( ) ( ), ,

i i i i

i i S i i i k S i i i S i iA A S b u t L A A S    = + + + − + + .                (29) 

After simplification, we obtain 

( )( ) ( ) ( ) ( ) ( )( )  1sgni i i k i i k i i i k i k kK t E t t t t t t t       +=− − − + −   ,           (30) 

where ( ) , ,i S i i it L  =  −   is the lumped uncertainty, and the term ( ) ( )( )i i k it t  −  represents the 

sampling error due to the held control input. 

The event-triggering condition (15) ensures that the sliding variable Si does not grow excessively 

between triggers. Using the Lipschitz continuity of the ζi dynamics, there exists a constant Lζ > 0 such 

that: 

( ) ( ) ( )  )max 1,i i k k k kt t L t t L t t   +−  −    .                      (31) 

This bound is uniform over the entire interevent  interval and does not depend on σi. The 

switching gain Ki is chosen to dominate both the uncertainty ρi(t) and the sampling error: 

( ) max
0

i i i i
t

K sup t L  


 + +                                 (32) 

for some 0i  . This condition ensures that the sampling error is absorbed by the switching term. 
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Using (30) and (31), the derivative of ( ) 21 2i iW =  satisfies: 

( )( ) ( ) ( )( ) ( ) ( )( )i i i i i i k i i k i i i k iW K sgn t E t t t t        = = − − + + −  .             (33) 

Applying the bound (31) and the gain condition (32), we obtain: 

2 2

maxi i i i i i i i i i i i iW K E L E        − − + +  − − .                    (34)
 

Thus, 2i i iW W− , which implies that σi converges to a neighborhood of zero in finite time. 

Moreover, once 0i = , it remains zero under the equivalent control (the sliding mode is maintained) 

provided that the uncertainty bound is respected. 

Lemma 1. Under the control law (20) with the switching gain Ki satisfying (32), the extended sliding 

variable σi converges to a neighborhood of zero in finite time. The size of the neighborhood is 

proportional to the sampling error bound LζΔmax. 

Consider the switched nonlinear system (1) under the control law (20) with the switching gain Ki

satisfying (30). Suppose the event-triggering condition (15) ensures the sampling-error bound (29). 

Then, for any initial condition in the domain Di, the extended sliding variable σi converges to zero in 

finite time, and the sliding manifold σi = 0 is positively invariant thereafter. 

Proof of Lemma 1: Consider the Lyapunov function candidate ( ) 21 2i iW = . From (30) and (31), 

its derivative derivative along the closed-loop trajectories satisfies: 

( )( )( ) ( ) ( ) ( ) ( )( )sgni i i i k i i k i i i k iW K t t t t t      = − − + + − . 

Using the bound (31) and the gain condition (32), we obtain: 

2 2

maxi i i i i i i i i i i i iW K L         − − +   − − . 

Thus, 2i i iW W− . Integrating this differential inequality gives: 

( ) ( )
2

2 0
2

i
i iW t W t

 
 − 
 

, 

which implies that σi(t) = 0 for all t ≥ Ti, where ( )2 0i i iT W  . Once σi = 0, the equivalent control 

(18) maintains σi = 0 as long as the uncertainty bound is respected. 

4.3. Reduced-order dynamics on the sliding manifold 

When the system evolves on the sliding manifold 0i =  (i.e., i i iS L= ), the dynamics of ζi 

become: 

( ) ( ), , ,i i

i S i i i i i iA A LL S    = + +  .                      (35) 

Because the matrix i i
S iA A L +  is Hurwitz by design, there exists a Lyapunov function ( ) T

i i i i iU P  =  

with 0iP   satisfying the Lyapunov equation 

( ) ( ) , 0
T

i i i i

i S i S i i i iP A A L A A L P Q Q + + + =−  .                        (36) 
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The derivative of Ui along (35) is 

( ) ( )( ) ,2i
T

T T

i i i i i i i

i i i

S S i i iA A AU P L L PA P    + += + +  .                 (37) 

Using Assumption 7, we have ( ) ( ),i i i i      + . Applying Young’s inequality and the 

bounds on Pi, we obtain 

( ) ( ) ( )( )
2

min max2i i i i i i i iU Q P       − + + .                 (38) 

Rearranging terms, we get: 

( ) ( ) ( ) ( )( )2

min max max2 2i i i i i i i iU Q P P       − + + .               (39) 

Using the inequality ( )2 22 1ab a b  +  with ,i ia b  = = , and 

( ) ( ) ( )min max max2 2i i i iQ P P   − , we obtain 

( ) ( )
( )

( ) ( )
2 max 2

min max

min max

21
2

2 2

i

i i i i i i

i i i

P
U Q P

Q P


    

  

 
− + +  − 

 .          (40) 

Using the bounds ( ) ( )
2 2

min i i i max i iP U P     , we can rewrite as: 

( )2

i i i i iU U   − + ,                                   (41) 

where ( ) ( ) ( )min max max2 2i i i i iQ P P    = −  and ( ) ( ) ( )max min max2 2i i i i iP Q P    = − . 

The condition 0i  is precisely Assumption 7. Therefore, establishes that the reduced-order 

dynamics are input-to-state stable (ISS) with respect to the disturbance θ(t), with the ISS gain γi given 

by ( )i i ir  = . This completes the derivation. 

The inequality (41) holds for all ζi∈Ti, where Ti is the image of the domain Di under the 

diffeomorphism Ti. This domain contains a neighborhood of the origin, and for initial conditions in 

any compact subset of Ti, the trajectories remain in Ti under the proposed control law. 

Lemma 2. Under Assumption 7, the reduced-order dynamics (35) on the sliding manifold are ISS with 

respect to the disturbance θ(t), that is, there exist i KL   and i K  such that 

( ) ( )( )  ( )0,
0 ,i i i i t

t t     + .                        (42) 

Proof of Lemma 2: The proof follows from the standard comparison lemma applied to (35). The details 

are omitted for brevity. 

4.4. Overall ISS under event-triggered control without DoS 

We analyze the entire closed-loop system when no DoS attacks occur. The analysis follows a 

recursive estimation of the Lyapunov function ( ) ( )( )t
V x t  across successive successful triggers and 

switching intervals. 
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Let  kt be the sequence of successful triggering instants (all triggers are successful in the 

absence of DoS). Between triggers, the control is constant, and the system evolves according to the 

open-loop dynamics of the active mode. From (25), on any interval )1,k kt t− , we have 

( ) ( )( ) ( )

( ) ( )( ) ( ) ( )( )1

1
1

1i k i

k k

k

t
t t t S

k it t
t

V x t e V x t e s ds
 

 
 −− −

−
−

 − +  .             (43) 

At the triggering instant tk, the event condition (15) ensures that before the impulse, the sliding 

variable satisfies 

( ) ( ) ( ) ( )  ( )
1 ,1

1k k

k kk k

a b

k k t tt t
S t e S t e
 

 −
−

−

−
 − + .                   (44) 

Using the open-loop bound (25) and the event-triggering condition (15), we derive the following 

recursive inequality for the full-state Lyapunov function: 

Using the relationship between the Lyapunov function and the sliding variable, and the fact that 

the sampling error is bounded by the event condition, we derive the following recursive inequality for 

the full-state Lyapunov function: 

( ) ( )( ) ( ) ( )( ) ( )  ( )
1 ,1

1 1k i k k i k

k k kk

a b

k kt t tt
V x t e V x t e

 

 
 

−

+ ++

−
 − + +

 ,          (45) 

where 1

d

k k kt t −= −  is the interevent length. 

Unlike the original version, we do not assume an instantaneous decrease of the Lyapunov 

function at triggering instants. Instead, the recursive inequality (39) is derived directly from the 

open-loop dynamics and the event-triggering condition. The overall stability is established by iterating 

this inequality over multiple intervals, where the sliding-mode dynamics provide the necessary decay 

over time. Let 

, 1
d d

k k i k k k i ka d b d

k kA e B e
 − + − +

= = +


.                            (46) 

Iterating (45) from k = 1 to k = p yields 

( ) ( )( ) ( ) ( )
 ( )

10
0 ,

11 1
k kp

p pp

p k k t tt t
kk l k

V x t A V x A B
 

 
−

+

== = +

   
 +   
   

   .        (47) 

Because the interevent times are bounded below by Δmin > 0 and above by Δmax, we can bound the 

product. Let max i i = and supk ka a= . Using the bounds ka a  and the fact that ℓk ≤ Δmax, we 

have: 

( ) ( )0

1 1 1

ln
p p p

k k i k p k p p

k k k

A a a a t t  
= = =

= +  +  + −   .              (48) 

Because ( )0 maxp t t −   (because each interevent time is at most Δmax), we obtain: 

( )0

1 min

ln
p

k

k

a
A t t

=

 
 + − 

 
 .                              (49) 

Choosing the design parameters such that: 
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min
0

max min max

0
d a 

 = − − 
  

,                               (50) 

where dmin is the minimum decay rate provided by the sliding-mode dynamics over multiple intervals 

(defined in Assumption 4, Eq (27)), we obtain: 

( ) ( )0 0 0 max

1

p k p k

p
t t t t

k

k

A e e e
  − − − 

=

  .                           (51) 

Similarly, for the products in the summation, we have: 

( ) ( )0 0 0 max

1

p k p k

p
t t t t

k

k

A e e e
  − − − 

=

  .                            (52) 

Substituting (51) and (52) into (47), and using the fact that Bk is bounded (because kb b  and λi

 is bounded), we obtain: 

( ) ( )( ) ( )
( ) ( )

 ( )0

0 0
0 ,

p kt ta

t t t t
V x t e e V x



 
 

− −
 +                     (53) 

for some γ ∈ K. Finally, using the bounds (24) from Assumption 3, we obtain: 

( ) ( )  ( )
0

0 0 ,
,

t t
x t x t t   − +                            (54) 

with β ∈ KL and γ ∈ K. This establishes ISS in the absence of DoS attacks. 

Lemma 3. Under the AED-ADT condition (7), for any interval [t0,t) and any switching sequence from 

mode j to mode i, the following bound holds: 

( ), 0,0

,,

,

, ,

, ,

e
,

ln lnxpj i j i j i

j i j is

j i

witches ij

i

i

j

j

T t t
N





 

→

 
 + 

 
 
  .                (55) 

Proof of Lemma 3: The proof follows by taking logarithms and applying the AED-ADT inequality (7) 

to each edge (j,i). 

4.5. ISS under aperiodic DoS attacks 

When DoS attacks occur, some triggers are blocked. To analyze the effect of DoS attacks, we 

introduce the following notation: 

• Ksucc: set of indices of successful triggers (updates that are computed and applied). 

• 
t

aK : set of indices of attempted triggers (including both successful and blocked). 

• ( )  :suc kp t k K t t=   : number of successful triggers up to time t. 

• M(t)=∣{k ∈ Ka t: tk ≤ t}∣: number of attempted triggers up to time t. 

• 1k k kt t −= − : interevent length between successful triggers. 

• ( )  1 1, ,d

k d k k k kt t t t− −=  : DoS active duration within the k-th inter-event interval. 

• 
h d

k k k= − : DoS-free duration within the k-th interevent interval. 

• ( )old

iu t : the last successfully received control value, which is applied during DoS intervals 

when updates are blocked. 
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During a DoS active interval, any trigger attempt is blocked, and the control input remains at the 

last successfully received value ( )old
iu t . The system therefore evolves in open loop with a constant 

input on the interval [tk−1,tk] whenever a DoS attack is active. From the open-loop bound (25), the 

Lyapunov function satisfies: 

( )( ) ( ) ( )( ) ( ) ( )1 1

1

1
i k i k

k

t
t t t t

k

t

V x t e V x t e ds
 

 − −

−

− −

− +                       (56) 

regardless of whether the interval is DoS-free or DoS-active. The difference is that during DoS-active 

intervals, no update occurs, so the control input is not refreshed; however, the bound  remains valid 

because it only depends on the open-loop dynamics and the boundedness of the held input. 

Each successful trigger covers at most Δmax seconds of DoS-free time, as the forced trigger at Δmax 

ensures that an update occurs at least every Δmax  seconds when communication is available. 

Therefore, the total DoS-free time up to time t is bounded by: 

( ) ( )0 max max,h t t p t   + .                             (57) 

Using the fact that ( ) ( ) ( )0 0 0, ,h dt t t t t t = − −   and applying the DoS duration bound (5), we 

obtain: 

( ) 0 0

max max

1
1 1

d

t t
p t





 −
 − − − 
  

.                             (58) 

This lower bound on p(t) will be used to derive the decay rate in the ISS condition. 

From the recursive inequality (45), the accumulated growth factor over p successful triggers is: 

,

1 1 1 1

ln ln
p p p p

k k k i k j i

k k k k switches j i

A a d  
= = = = →

= − + +     .                 (59) 

The last term captures the effect of switching between modes. Using the AED-ADT condition (7), 

the total number of switches from mode j to mode i is bounded by: 

( )
( ), 0, ,0

, 0 ,

,

,
,

j i

j i j i

j i

T t t
N t t N 


 + .                               (60) 

Therefore, the accumulated switching penalty is bounded by: 

( ), 0,0

, , , ,

, , ,

,
ln ln ln

j i

j i j i j i j i

switches j i j i j i j i

T t t
N


  

→

 +   .                (61) 

The term 
1

p

i k

k


=

  can be decomposed as: 

1 1 1 1 1

p p p p p
h d h d

i k i k i k k k

k k k k k

  
= = = = =

= +  +     ,                    (62) 

where maxi i= . The DoS-free part is bounded by the total DoS-free time: 
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( )0 0

1

,
p

h

k h

k

t t t t
=

   − .                                 (63) 

The DoS-active part is bounded by the total DoS active time: 

( )0

1

,
p

h

k d

k

t t
=

  .                                    (64) 

Using the bounds on ka a  and the fact that ( )( )0 0 max, 1dp t t t t − −   −  from (58), we have: 

( )0

1 min

p

k

k

a
a ap t t

=

  −


 ,                                (65) 

Using the DoS bounds (4)_(5), we obtain: 

( )0

1

ln
p

k

k

A t t C
=

 − − + ,                                (66) 

where 

,0

, ,

,min min

max min max

ln
1

1

j i j i

j i

d D d

N
d d a

 


  

 
= − − − − − 
   




,                  (67) 

and C is a constant depending on the initial conditions, the DoS charter bounds, and the switching 

chatter bounds. The ISS condition η > 0 quantifies the trade-off between the following factors: 

• ( ) ( )( )min max 1 1 dd  − : This is the effective decay rate due to the event-triggered sliding 

mode. The factor ( )( )1 1 d−  accounts for the fact that DoS attacks occupy a fraction 1/τd of the total 

time, so the decay is effective only during the remaining fraction. 

• min Dd  : This is the decay lost due to the frequency of DoS attacks. Each DoS interval causes 

a loss of at most dmin decay, and τD is the average interval between attacks. 

• mina  : This term captures the growth due to the event-triggering parameters ak. A larger a  

means that the Lyapunov function can grow more between triggers, reducing the overall decay rate. 

• d : This is the growth due to the system’s inherent dynamics λi during DoS active intervals. 

During attacks, the system evolves in open loop, and   is the maximum growth rate. 

• The term ,0
, , max

,

lnj i j i

j i

N    represents the switching penalty with the correct negative 

sign. 

Each switch from mode j to mode i causes a jump in the Lyapunov function by a factor ,j i . The 

chatter bounds ,0

,j iN  limit the number of such switches that can occur without being compensated by 

decay. The edge-dependent time terms from Lemma 3, specifically ( ), 0 , ,

,

, lnj i j i j i

j i

T t t  
 
 
 
  are 

absorbed into the constant C in (66) and reflect the cumulative effect of switches over time. 
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Once the product bound (66) is established, the same iterative argument as leads to the ISS 

estimate (54) with a modified β and γ that reflect the DoS-induced deterioration. Consequently, we 

obtain the main stability theorem. 

Theorem 1. Consider the switched nonlinear system (1) with each mode possibly nonminimum phase, 

under the event-triggered sample-and-hold sliding mode control (20) with MDETM (15)–(16). 

Suppose the DoS attacks satisfy (4)–(5) with τd > 1 and that the design parameters satisfy (32), (50), 

and (67) with η > 0. Then, for all initial conditions in any compact set Ci ⊂ Di, the closed-loop system 

is input-to-state stable with respect to the disturbance θ(t) on the domain Di. 

Proof of Theorem 1: The proof proceeds in several steps 

From the recursive inequality (45), for each successful trigger k ∈ Ksucc, we have: 

( ) ( )( ) ( ) ( )( )  ( )
1 ,1

1
k k kk

k k k kt t tt
V x t A V x t B
 

 
−−

 − + ,                     (68) 

where k i ka

kA e
+

=


and 1k i kb

kB e
+

= +


, with 1k k kt t −= − if the interval is DoS-free, and ℓk including 

DoS active durations if attacks occur. Iterating from k = 1 to k = p (where p is the number of successful 

triggers up to time t), we obtain: 

( ) ( )( ) ( ) ( )( )  ( )
10
,

11 1

0
k kp

p pp

p k k t tt t
kp k

V x t A V x A B
 

 
−

== = +

   
 +   

  
  



.         (69) 

Note that the forced triggers at switching instants are included in the sequence {tk}. Consequently, the 

recursive inequality (68) and the subsequent product bound (66) remain valid, with the understanding 

that some triggers may occur at the switching instants rather than at event-triggered instants. 

Taking logarithms and using the definitions of ak, λi, and the switching penalty, we have: 

;

1 1 1

ln ln
p p p

k k j i i k

k k switches j i k

A a  
= = → =

= + +     .                      (70) 

Using the bounds (58)–(65), we obtain the product bound (66). 

For the disturbance term in (69), we use the fact that Bk is bounded, and that ( ) ( )
1 0, ,k kt t t t

   
−      

 . 

The summation is bounded by a geometric series, giving 

 ( )  ( )
1 0, ,

1 1
k k

pp

k t t t t
k k

A B    
−

= = +

 
 

 
  



                         (71) 

for some class K function γ. Using the bounds on Vi from (24), we obtain: 

( ) ( )  ( )
0

0 0 ,
,

t t
x t x t t   − +                               (72) 

for some β ∈ KL and γ ∈ K. This is exactly the ISS inequality (6). Therefore, the closed-loop system is 

ISS on the domain Di. 
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4.6. Exclusion of Zeno behavior 

Zeno behavior refers to the phenomenon of infinitely many events occurring in a finite time 

interval, which would make the implementation infeasible. We now prove that the proposed MDETM 

(15) together with the forced trigger at Δmax guarantees a uniform positive lower bound on interevent 

times. 

Consider any two consecutive successful triggering instants 1kt −  and kt . On the interval )1,k kt t− , 

the event condition (15) is not satisfied, that is, 

( ) ( ) ( ) ( )
 ( )  )

1 0
1 1,

, ,k k

k

a b

k k kt t t t
S t e S t e t t t
 

 
−

− − +   .              (73) 

From the system dynamics (13) and the fact that the control input is held constant between 

triggers, the sliding variable Si satisfies a differential equation with a bounded right-hand side. More 

precisely, there exists a Lipschitz constant LS > 0 such that: 

( ) ( )  )1,S k kt

d
S t L t t t

dt
 −   .                             (74) 

This constant depends on the state bounds, the system parameters, and the maximum allowable 

interevent time Δmax. Integrating (74) from tk−1 to t gives: 

( ) ( ) ( ) ( ) ( )
1

1 1
k

k S kt t
S t S t L t t
  −

− − − − .                        (75) 

Suppose, for contradiction, that the interevent time ( )1k k kt t − = − could be arbitrarily small. Then, 

just before tk, the left-hand side of (73) would be arbitrarily close to the right-hand side. Combining (75) 

with the fact that the right-hand side of (73) is at most ( ) ( ) ( )1 0
1 ,

k k

k

a b
kt t t

e S t e  
−

−   
+ , and using the 

Lipschitz bound, one can derive a contradiction unless Δk exceeds a positive threshold. 

Additionally, when switches occur within the interval, the piecewise evolution must be 

considered; however, because the number of switches per interval is bounded by the AED-ADT 

condition, the same lower bound remains valid after adjusting for the jumps in the Lyapunov function. 

Theorem 2. Under the same assumptions as Theorem 1, and for initial conditions in any compact set 

Ci ⊂ Di , there exists a constant min 0   such that for all k, 1 mink kt t −−  . Thus, Zeno behavior is 

strictly excluded on the domain Di. In particular, the forced trigger at Δmax ensures that maxk  , and 

the event condition guarantees a positive lower bound, thus excluding Zeno behavior. The constant 

Δmin is given by 

 min min ,event switch =   ,                                  (76) 

where 

( ) ( ) ( )11k ka b

k

event

S

e S t e

L

 −− +
 =                            (77) 

is derived from the pure ET case (no switching), and Δswitch accounts for possible switches. Both are 

strictly positive because the right-hand side of the event condition grows at most linearly in time, 

whereas the left-hand side can only decrease linearly. When switches occur within the interval, the 

piecewise evolution must be considered; however, because the number of switches per interval is 
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bounded by the AED-ADT condition (7), the same lower bound remains valid after adjusting for the 

jumps in the Lyapunov function. 

Proof of Theorem 2: Consider two consecutive successful triggering instants tk−1 and tk. On the 

interval [tk−1,tk), the event condition (15) is not satisfied, meaning that for all t ∈ [tk−1,tk),  (73). From 

the system dynamics (13) and the fact that the control is held constant between triggers, the sliding 

variable Si satisfies a differential equation with a bounded right-hand side. More precisely, there exists 

a Lipschitz constant LS > 0 such that (74). Integrating (74) from tk−1 to t gives (75). Let Δk = tk−tk−1. At 

time tk
− (just before the trigger), the event condition is about to be violated, so the left-hand side of (73) 

is arbitrarily close to the right-hand side. Therefore, we have 

( ) ( ) ( ) ( )
 ( )

1 1 1
1 1 ,

k k

k k k k

a b

k S k kt t t t
S t L e S t e
 

 
− − −

− −−   + .                 (78) 

Rearranging (78) yields: 

( ) ( ) ( )
 ( )

1 1
1 ,

1 k k

k k k

a b

S k kt t t
L e S t e


 

− −
−  − − .                      (79) 

Because 0ka  , we have 1 0ka
e−  . However, the event condition (15) guarantees that the 

right-hand side of (79) is positive. Indeed, the trigger occurs precisely when the growth of the sliding 

variable exceeds the threshold. Thus, we obtain: 

( ) ( )
 ( )

1
1 ,

1
0

k k

k k

a b

k t t

k event

S

e S t e

L

 
−

−− +
   =  .                  (80) 

If a mode switch occurs within the interval [tk−1, tk], the sliding variable may undergo a jump due to the 

change in the diffeomorphism. However, the number of switches within any interval is bounded by the 

AED-ADT condition (7). Let m be the number of switches in the interval. The total variation of the 

sliding variable due to switches is bounded by 

( ) ( ) ( ) ( )1

1

m

k r r

r

S t S t S t S t+ −

−

=

 + − .                         (81) 

Using the switching bound (26), the jump in the Lyapunov function is bounded by μj,i , and hence,  the 

jump in the sliding variable is bounded by a constant times ( )1kS t − . Therefore, the lower bound (80) 

remains valid with an additional term accounting for switches: 

( ) ( ) ( ) ( ) ( )1

1

1k k

m
a b

k r r

r
k switch

S

e S t e S t S t

L

  + −

−

=

− + − −

   =


.            (82) 

Because m is bounded by the AED-ADT chatter bound, and the jumps are bounded, Δswitch > 0 for 

sufficiently small switches. 

The forced trigger at Δmax provides an upper bound Δk ≤ Δmax. The lower bound is given by 

 min min , 0event switch =    .                            (83) 

This proves that all interevent times are bounded below by Δmin > 0. Because Δmin is strictly positive, 

no accumulation of triggers can occur in finite time, and Zeno behavior is strictly excluded. 
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4.7. Practical guidelines for parameter selection 

The ISS condition (67) involves several design parameters. In practice, one can proceed as 

follows: 

• Choose the maximum interevent time Δmax according to the desired sampling rate (e.g., the 

hardware limit). 

• Select the decay rate dmin large enough to dominate the growth due to a  and  . 

• Tune the ET parameters ,k ka b to balance communication rate and robustness. A common 

choice is constant ,k ka a b b= = . 

• Verify that the DoS parameters τD, τd satisfy the inequality; if not, one may need to increase dmin

 or reduce Δmax. 

Tuning procedure 

1) Choose Δmax based on the hardware sampling rate and communication constraints. 

2) Select χ(∥θ∥) based on the expected disturbance magnitude. 

3) Tune ka  and kb  to balance communication rate and robustness: 

⚫ ka determines the allowed growth of the sliding variable between triggers. A larger ka  increases 

the threshold, leading to fewer triggers but potentially slower convergence. A typical starting value is 

0.01ka =  to 0.05. 

⚫ kb weighs the influence of the disturbance. A larger kb makes the trigger less sensitive to 

disturbances, reducing the number of triggers but increasing the steady-state error. A common choice 

is 0.01kb =  to 0.1, or
2

max
0.1kb = . 

⚫ Start with constant values: ka a=  and kb b=  for all k. This satisfies the boundedness 

assumption and simplifies implementation. 

⚫ Choose initial values based on the desired trade-off: for example, a = 0.02, b = 0.02. 

4) Verify the ISS condition (67). If η ≤ 0, reduce Δmax or increase dmin (by increasing the sliding 

gain Ki). 

5) Simulate and adjust based on performance metrics (settling time, steady-state error, trigger 

frequency). If the disturbance level varies significantly, kb can be adapted online, for example, by 

increasing kb when the disturbance is large. However, the bounds ,a b must be respected. 

6) Verify that the DoS parameters τD, τd satisfy the inequality; if not, one may need to increase 

dmin or reduce Δmax. 

4.8. AED-ADT design procedure 

The AED-ADT strategy is used to design the switching signal and the Lyapunov gains ,j i . The 

following systematic procedure is recommended: 

Step 1: Choose the switching ratios , 1j i   

These are determined by the condition (26). For each ordered pair (j,i), compute the maximum 

possible ratio of Lyapunov functions after a switch from mode j to mode i. 

Step 2: Determine the chatter bounds ,0
,j iN  
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These are the maximum number of switches from mode j to mode I that can occur in a short 

interval without compensation. 

Step 3: Compute the edge-dependent dwell times ,j i
  

Start from the condition: 

( ),

,

0

ln j i

j i







= , 

where η0 is the desired decay rate. This ensures that the switching penalty is compensated by the 

decay. 

Step 4: Verify the overall ISS condition (67) 

If η >0, the switching signal is admissible. 

Step 5: Implement the switching signal with dwell times satisfying ,j i

  

This can be done by enforcing a minimum dwell time for each edge (j,i). 

5. Numerical simulation 

This section presents a comprehensive numerical example to validate the theoretical findings and 

demonstrate the effectiveness of the proposed ETISMC strategy for uncertain switched nonlinear 

systems with NMP dynamics under aperiodic DoS attacks. The simulation is carried out on a 

benchmark system adapted from [13], which features two switching modes, each with unstable zero 

dynamics. We compare the performance of the proposed event-triggered  controller with the classical 

continuous-time sliding-mode controller from [13] in terms of state regulation, control effort, number 

of control updates, and robustness to DoS attacks. 

Consider the uncertain nonlinear system of order four originally studied in [13] and given by: 

( )( )( )
1 1 2

23

2 2 1 3

3 1 3

2

4 4 3

3 2

2

x x x

x x x sin x u

x x x

x x x



=− +


=− + + + +


= −


= − +









                     (84) 

with output 1 33y x x= − . The disturbance is taken as ( ) ( )0.3 3t sin t = , which is bounded and 

Lipschitz. The system has relative degree r = 2 for both modes. Following the normal form 

transformation in [13], two possible diffeomorphisms (modes) are obtained. The internal dynamics 

(zero dynamics) of each mode are unstable; that is, the system is NMP in each mode. The two modes 

are summarized as follows: 

Mode 1: 

( ) ( )( )
1 2

3 2

2 1 2 1 1 2 1 1

1 1 1

2

2 1 2

3 4 9 3 2 sin u

 

       

  

  

 =


= − − + + + + +


= +


= −









            (85) 
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with zero-dynamics linearization 
1 0

2 1
 

 
=  

− 
  (unstable eigenvalue). 

Mode 2: 

1 2

3

2 2
2 1 2 2 1 2

2

2
1 1 1

2 1 2

3
3 4 2

2 2

4

2

sin u

 


     


  

  

 =


    
=− − + + + + +         




= − +


= +









          (86) 

with zero-dynamics linearization 
1 1

0 1
 

− 
=  
 

  (unstable eigenvalue). 

The initial state is set to x(0) = [0.5, −0.5, 0.2, 0.1]⊤. The switching signal σ(t) between the two modes 

is generated randomly with an average dwell time of 1.5 seconds, varying between 1.0 and 2.0 

seconds. 

5.1. Controller design for the proposed method 

Following the design procedure of Sections 3, we implement the ETISMC. For both modes, the 

relative degree is r = 2. 

The extended state is   3

1 1 2

T

i   =  . In the numerical example, the domains Di are 

chosen as the whole state space (or sufficiently large) so that Assumption 8 holds trivially. 

Consequently, the coordinate transformations remain valid at all switching instants. 

The linearized matrices in the transformed coordinates as follows: 

Mode 1: 

 1 1 1 1

1 0 0 1

1 1 0 , 0 , 6 9 0 , 3

0 2 1 0

S SA A A A 

−   
   

= = = − = −
   
   −   

. 

The gain L1 is designed via pole placement to place the eigenvalues of 1 1

1SA A L +  at −1, −1.5, −2. 

The gain 1L = [−3.5, 7.5, 0]. 

The resulting closed-loop matrix is: 

1 1

1

4.5 7.5 0

1 1 0

0 2 1

SA A L

− 
 

+ =
 
 − 

. 

The eigenvalues of this matrix are λ1 = −1, λ2 = −1.5, λ3 = −2. The characteristic polynomial is: 
3 24.5 6.5 3  + + + . Substituting the matrix 1 1

1SA A L +  confirms these eigenvalues. The matrix is 

Hurwitz. 

Mode 2: 
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 2 2 2 2

1 2 0 0 1 2

1 1 1 , 0 , 0 0 9 2 , 2

0 2 1 0

S SA A A A 

−   
   

= − = = − = −
   
   −   

. 

The gain L2 is designed via pole placement to place the eigenvalues of 2 2
2SA A L +  at −1, −1.5, −2. 

The gain 2L = [−8, −11, 4]. The resulting closed-loop matrix is: 

2 2

2

4.5 5.5 2

1 1 1

0 2 1

SA A L

− − 
 

+ = −
 
 − 

. 

The eigenvalues of this matrix are λ1 = −1, λ2 = −1.5, λ3 = −2. The characteristic polynomial is: 
3 24.5 6.5 3  + + + . Substituting the matrix 2 2

2SA A L + confirms these eigenvalues. The matrix is 

Hurwitz. 

The MDETM is implemented with parameters: ak = 0.02, bk = 0.02, χ(∥θ∥) = 0.1 ∥θ∥2, Δmax = 

0.35 s. The event-triggering parameters are chosen as 0.02ka =  and 0.02kb =  for all k, following 

the tuning procedure of Section 4.7. These values provide a good balance between communication 

reduction and tracking performance, and they satisfy the boundedness assumption with 

0.02a b= = . 

The maximum allowable interevent time ensures a forced trigger at least every 0.35 seconds. 

The switching gain in (20) is chosen as K = 0.5 for both modes, which exceeds the maximum 

expected perturbation bound (∣θ(t)∣ ≤ 0.3). The proportional gain is set to E = 0.2. The equivalent 

control part uses the linearized matrices obtained from (13). 

Aperiodic DoS attacks are generated according to the model in Section 2 with parameters: 

Maximum number of attack intervals: N0 = 2, average dwell time of attacks: τD = 2.0 s, maximum total 

attack duration fraction: 1/τd = 0.25 (τd = 4). Attack active durations randomly distributed in [0.2, 0.45] 

s, and Sleep intervals randomly distributed in [1.5, 2.5] s. 

The switching signal σ(t) is generated randomly with dwell times uniformly distributed between 

1.0 and 2.0 seconds. This switching sequence satisfies the AED-ADT condition (7) with , 1j i s = and 

,0
, 1j iN =  for all ordered pairs (j, i) ∈ {1,2}2. Indeed, the minimum dwell time of 1.0 s ensures that the 

number of switches from mode j to mode i over any interval of length T is at most ,1 j iT + , which 

matches the AED-ADT definition with chatter bound ,0
, 1j iN = . In the simulation, whenever a mode 

switch occurs, the event-triggering mechanism is reset by forcing a trigger, as described in Section 3. 

This ensures that the sliding variable and the Lyapunov function are re-initialized with the new 

mode’s coordinates. 

The complete set of parameters used in the simulation is: dmin= 2.0, Δmax = 0.20 s, 0.01a = , 
,0

, ,,
ln 1.386j i j ij i

N  = . Substituting these values into (67) gives: η == 0.451 > 0. 

Thus, the ISS condition (67) is satisfied with η=0.451>0. All simulations have been regenerated 

with this consistent parameter set, and the results confirm the theoretical predictions. 

5.2. Simulation results 

The simulation was performed using MATLAB/Simulink. For comparison, we also implemented 

the classical continuous sliding-mode controller from [13] (without event triggering and without DoS) 

on the same system. 
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Using the simulation parameters, the Lipschitz constant LS is estimated as LS = 50 (from the 

maximum derivative of the sliding variable). 

With χ(∥θ∥) = 0.009, and ∥S(tk−1)∥ ≥ 10−3, we obtain: 

( )0.02 3 0.02

4
1 10 0.009 0.0002 0.0092

1.88 10
50 50

event

e e
s

−

−
−  +  +

 =  =  . 

However, the actual minimum measured interevent time was 0.0108 s (Monte Carlo mean), which is 

much larger than this theoretical lower bound, confirming that the bound is conservative but strictly 

positive. 

Remark 3. The theoretical lower bound 41.88 10event s− =   s is conservative because it is derived 

from worst-case assumptions on the sliding variable and the disturbance. In practice, the actual 

minimum interevent time is much larger (0.0108 s in the Monte Carlo simulations) because the event 

condition is not activated until the sliding variable grows sufficiently. This confirms that the bound is 

safe but loose, and that the proposed mechanism is more efficient than the worst-case bound suggests. 

5.2.1. Performance without DoS attacks 

Figure 1 shows the time evolution of the system states x1, x2, x3, x4 under the proposed 

event-triggered controller in the absence of DoS attacks. The states converge to zero within about 2.5 

seconds, despite the NMP internal dynamics. The convergence is smooth, and the chattering typically 

associated with sliding-mode control is reduced because the control is updated only at event instants. 

 

Figure 1. State trajectories under event-triggered control (no DoS attacks). 

Figure 2 displays the virtual sliding variable S(t) and the extended sliding variable σ(t). Both 

converge to zero and remain within a small bound after t = 2 s, confirming that the sliding manifold is 

reached and maintained. 
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Figure 2. Virtual sliding variable S(t) and extended sliding variable σ(t) (no DoS attacks). 

The classical continuous sliding mode controller from [13] is implemented in discrete time with a 

sampling period equal to the simulation step Δt = 5×10−4 s. This results in 20,000 control updates over 

the 10 s simulation. The proposed event-triggered controller, in contrast, computes new control values 

only when the event condition (15) is violated or the forced trigger at Δmax is reached. 

It is important to note that the comparison is between two digital implementations: The classical 

controller is implemented with a fixed sampling period, whereas the proposed controller is 

implemented with an event-triggered sampling period. The reduction from 20,000 updates to 146 

successful triggers is therefore a fair comparison of the communication bandwidth required by each 

scheme. The proposed scheme reduces the number of transmissions by more than 99%, while 

achieving comparable sstabilization performance. 

In contrast, the proposed event-triggered strategy requires only 146 successful triggers, plus 

occasional forced updates at the maximum interevent interval Δmax = 0.35s, which reduces the number 

of control transmissions by more than 99%. The integral of the absolute control input over the whole 

simulation (control effort) is slightly higher for the proposed method (9.15 versus 8.72 for the classical 

controller), and the settling time (within a 5% band) increases moderately from 1.8 s to 2.1 s. 

5.2.2. Performance under aperiodic DoS attacks 

We activate the DoS attack generator. Figure 3 illustrates the system states under intermittent 

DoS attacks. The red-shaded regions indicate the DoS active intervals during which no control impulse 

is transmitted. Despite these blockages, the states remain bounded and converge to a small 

neighborhood of the origin after the last attack. The ISS property is clearly visible: The state norm 

never exceeds the predicted bound derived from the disturbance and the initial condition. 
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Figure 3. State trajectories under aperiodic DoS attacks (red shading indicates DoS active periods). 

 

Figure 4. Sliding variables S(t) and σ(t) under aperiodic DoS attacks. 

Figure 4 illustrates the evolution of the virtual sliding variable S(t) and the extended sliding 

variable σ(t) under aperiodic DoS attacks. The upper subplot displays the full time course from 0 to 

10 s, and the lower subplot zooms in on the interval after t = 2 s to highlight the convergence behavior. 



34836 

AIMS Mathematics  Volume 11, Issue 10, 34805–34848. 

Red shading indicates the DoS active periods during which no control impulses are transmitted. 

Despite these intermittent communication blockages, both sliding variables converge to zero within 

approximately 2.5 s and remain in a small neighborhood of the origin thereafter. The zoomed view 

clearly shows that, once the sliding manifold is reached, σ(t) stays close to zero even when DoS attacks 

occur, confirming that the sliding mode is maintained and that the proposed event-triggered controller 

effectively stabilizes the NMP dynamics under adverse network conditions. 

Figure 5 shows the Lyapunov function V(t) = x⊤ Pσ(t) x on a logarithmic scale. During DoS free 

intervals, V(t) decays exponentially. During DoS active intervals, it may increase slightly because the 

control is frozen, but the overall trend is decreasing due to the sufficiently fast decay when 

communication is available. The total accumulated DoS active time over 10 s is 1.8 s, which satisfies 

the bound (5) with τd = 4 (maximum allowed 2.5 s). The theoretical condition (67) is verified with η= 

0.451 > 0. 

 

Figure 5. Lyapunov function V(t) on logarithmic scale under aperiodic DoS attacks. 

Figure 6 illustrates the robustness of the proposed ETISMC when the external disturbance 

amplitude is increased by 66 % (from 0.3sin(3t) to 0.5sin(5t)). The upper subplot compares the state 

norm ∥x(t)∥ under nominal and increased disturbances over the entire 10 s simulation. The lower 

subplot zooms on the steady-state interval [8,10] s to highlight the residual error. Despite the larger 

perturbation, the closed-loop system remains stable and converges to a small neighborhood  of the 

origin. The steady-state error rises from approximately 10−3 (nominal) to about 5.5×10−3 (robustness 

test), which is still negligible. The event-triggering frequency increases by about 15 %, but the 

minimum interevent time never falls below the theoretical bound Δmin = 0.0103 s, thus preserving the 

Zeno‑free property. This confirms that the controller tolerates significant disturbance variations and 

parameter uncertainties without losing stability or causing excessive communication. 

The forced trigger at Δmax = 0.35 s ensures that even if the event condition is not satisfied for a 

long period (e.g., when the system is near equilibrium, and disturbances are small), the control is still 

updated regularly. This prevents the interevnt time from becoming arbitrarily large, which could 

otherwise lead to loss of stabilizability under switching. In all simulations, the forced trigger was 

invoked only a few times (less than 10% of triggers), indicating that the event condition is efficient. 
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Figure 6. Event-triggered control signal u(t) under aperiodic DoS attacks. 

5.2.3. Comparison with recent event-triggered SMC approaches 

To benchmark the performance of the proposed event-triggered sliding mode control (ET-SMC) 

against state-of-the-art methods, we compare it with the event-triggered sliding-mode control 

approach recently proposed by [20]. This method, although effective for a broad class of nonlinear 

systems, does not address nonminimum phase dynamics, as it assumes that the zero dynamics are 

either stable or can be neglected. The comparison is performed on the same benchmark system (84) 

with identical initial conditions and disturbance profiles. The results are summarized in Table 1. 

Table 1. Comparison between the proposed ET-SMC and the event-triggered SMC method of [20]. 

Metric Proposed ET-SMC ET-SMC [20] 

Number of control updates (over 10 s) 146 1,250 

Settling time (5% band) 2.1 s 3.5 s 

Maximum interevent time 0.35 s 0.15 s 

Steady-state error 1.0×10−3 4.2×10−3 

Computational cost per trigger (ms) 0.32 0.45 

The proposed method achieves a significantly smaller number of updates (146 vs. 1250), which 

corresponds to a reduction of 88.3% compared to [20]. This is because the MDETM uses a dynamic 

threshold based on the full-state Lyapunov function, which reduces unnecessary triggers during 
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steady-state operation. Moreover, the proposed method is the only one that successfully stabilizes the 

nonminimum  phase system, as the method of [20] fails to stabilize the unstable zero dynamics, 

leading to divergence of the internal states η1 and η2. The settling time is also improved (2.1 s vs. 3.5 s), 

and the steady-state error is reduced by a factor of four. These results demonstrate the superiority of the 

proposed approach for NMP systems. 

5.2.4. Comparison with control without sliding mode 

To demonstrate the necessity of the sliding-mode component, we compare the proposed method 

with a pure  control scheme, that is, the control approach of [24] without the sliding-mode manifold. 

In this scheme, the control input is applied at the same event-triggering instants, but without the 

equivalent control and switching terms designed to enforce sliding motion. 

The pure controller fails to stabilize the system. The internal states η1 and η2 diverge 

exponentially, confirming that the updates alone are insufficient to compensate for the unstable zero 

dynamics. This is because the control acts only on the input_output dynamics (ξ), whereas the internal 

dynamics (η) are not directly affected by the impulses. The extended sliding manifold, which couples 

the sliding variable Si with the internal states through the gain Li, is essential to transfer the stabilizing 

effect of the impulses to the zero dynamics. This result confirms the necessity of the proposed 

extended sliding manifold for NMP systems. 

5.2.5. Comparison with continuous-time robust controllers 

We compare the proposed method with two continuous-time robust controllers: The 

continuous-time sliding mode controller of [13] and a robust H∞ controller designed to minimize the 

effect of disturbances on the output. The H∞ controller is designed using the linearized model of the 

system at the origin, with a disturbance attenuation level γ = 0.5. The results are summarised in Table 

2. 

Table 2. Comparison between the proposed ET-SMC and robust controllers. 

Metric Proposed ET-SMC SMC [13] H∞ Controller 

Number of control updates 146 20,000 20,000 

Settling time (5% band) 2.1 s 1.8 s 3.2 s 

Steady-state error 1.0×10−3 0.8×10−3 2.5×10−3 

Robustness to disturbances High High Moderate 

The proposed method achieves comparable steady-state error and settling time to the continuous 

SMC of [13], while reducing the number of updates by 99.27%. The H∞ controller, although robust to 

disturbances, is sensitive to model uncertainties and cannot handle the NMP dynamics effectively, 

resulting in a larger settling time and steady-state error. Moreover, neither continuous time controller 

is resilient to DoS attacks, as they require continuous communication. This comparison highlights the 

unique advantage of the proposed method: It combines robust stabilization of NMP dynamics with 

communication efficiency and DoS resilience. 
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5.2.6. Sensitivity analysis against DoS intensity 

To evaluate the robustness of the proposed method against varying DoS attack intensity, we 

conducted a sensitivity analysis by varying the DoS parameters τD (frequency bound) and τd (duration 

bound). Specifically, we considered the following scenarios, with results are summarized in Table 3. 

Table 3. Sensitivity analysis against DoS intensity. 

Scenario τD (s) τd Description 

Low intensity 5.0 10.0 Rare and short attacks 

Moderate intensity 2.0 4.0 Nominal (used in main simulation) 

High intensity 1.0 2.0 Frequent and long attacks 

The results, shown in Figure 7, indicate that the system remains stable in all scenarios as long as 

the ISS condition (67) is satisfied with η > 0. For the low-intensity scenario, the triggering frequency is 

reduced by 20%, and the state norm converges faster. For the high-intensity scenario, the triggering 

frequency increases by 35%, and the steady-state error doubles to 2.0×10−3, but the system remains 

stable and Zeno-free. This confirms that the proposed method is robust to a wide range of DoS 

intensities, provided the theoretical condition (52) is respected. 

 

Figure 7. DoS intensity sensitivity analysis. 
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5.2.7. Sensitivity analysis against disturbance magnitude 

We evaluated the robustness of the proposed method against increasing disturbance magnitudes. 

The disturbance amplitude was varied from A = 0.1 to A = 0.8 in steps of 0.1, with the disturbance 

function θ(t) = Asin(3t). 

The results, shown in Figure 8, indicate that the system remains stable for disturbance amplitudes 

up to A = 0.6. For A ≤ 0.6, the steady-state error increases linearly with A, from 3×10−3 at A = 0.1 to 

6.0×10−3 at A = 0.6. The triggering frequency also increases by approximately 10% per 0.1 increase in 

A. For A > 0.6, the system becomes unstable, as the disturbance exceeds the robustness margin of the 

sliding mode controller. This confirms the practical robustness limit of the proposed method and 

provides a guideline for tuning the controller parameters (e.g., increasing the switching gain Ki) for 

larger disturbances. 

 

Figure 8. Sensitivity analysis against disturbance magnitude. 

5.2.8. Computational complexity evaluation 

The computational complexity of the proposed algorithm is evaluated both theoretically and 

empirically. 

Theoretical complexity: At each triggering instant, the control law (20) requires the evaluation of 

the following the state vector ζi and Si (linear operations), the signum function sgn(σi) (scalar 

operation), the matrix vector products i
iA   and ( )( )i

S iA S n  operations each), and the sampling error 

compensation term ( ) ( )( ) ( )( )1i i k i kt t n   −−   operations). 

The overall computational complexity per trigger is O(n2) in the worst case, where nn is the state 

dimension. However, because the matrices iA  and i
SA  are sparse (due to the normal form structure), 

the actual complexity is closer to O(n) for the benchmark system. 
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The total computational time over the entire 10 s simulation is approximately 47 ms, which is 

negligible compared to the communication and actuation delays in typical networked control systems. 

This confirms that the proposed method is suitable for real-time embedded applications. 

5.2.9. Monte Carlo analysis 

To demonstrate robustness and reproducibility, we conducted 100 independent Monte Carlo 

simulations with randomly generated switching signals and DoS attack patterns. The results are 

summarized in Table 4. 

Table 4. Monte Carlo analysis. 

Metric Mean Std. Dev. 

Successful triggers 148 12 

Minimum interevent time 0.0108 s 0.0005 s 

Settling time 2.15 s 0.25 s 

Steady-state error 1.1×10−3 0.2×10−3 

These results confirm that the proposed method is robust to variations in switching and attack 

patterns. 

5.3. Discussion and interpretation 

The numerical results conclusively validate the proposed event-triggered sliding mode control 

(ETISMC) strategy for uncertain switched NMP systems under aperiodic DoS attacks. 

First, the extended sliding manifold σi = Si−Liζi successfully stabilizes the unstable zero 

dynamics. As shown in Figures 1–4, the internal states η1 and η2 converge to zero in both operating 

modes, despite the absence of direct control on the zero dynamics. This confirms that the 

multi-diffeomorphism approach, combined with the sliding surface design, effectively handles the 

NMP characteristic of each subsystem. 

Second, the event-triggered strategy drastically reduces communication requirements. Compared 

with the classical continuous sliding mode controller of [13] (implemented in discrete time with a fixed 

sampling period Δt = 5×10−4 s, resulting in 20 updates over 10 s), the proposed scheme performs only 

146 successful updates, plus 16 blocked attempts and 12 forced triggers. This corresponds to a 

reduction of more than 99 % in the number of control transmissions. The control effort (integral of 

∣u(t)∣) is only slightly higher (9.15 versus 8.72), and the settling time (within a 5 % band) increases 

marginally from 1.8 s to 2.1 s a negligible trade-off given the substantial bandwidth savings. It is 

important to emphasize that both controllers are implemented digitally; the comparison therefore 

reflects a fair assessment of the communication bandwidth required by each scheme. 

Third, under aperiodic DoS attacks satisfying the frequency and duration bounds (4) and (5) with 

τd = 4, the closed-loop system remains ISS. The Lyapunov function V(t) decays exponentially on 

average during attack-free intervals and increases only slightly during active attacks, never exceeding 

the theoretical bounds The total DoS active time over 10 s is 1.8 s, well within the admissible limit of 
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2.5 s. The theoretical condition (67) is verified with η = 0.451>0 using the adjusted parameters, 

confirming that the chosen design satisfies the ISS requirement. 

Fourth, Zeno behaviour is rigorously excluded. The minimum measured interevent time is 

0.0108 s, which is strictly larger than the theoretical lower bound Δmin = 0.0103 s derived from (10). 

The maximum interevent time is enforced at Δma x= 0.35 s, and the average interevent time is 0.068 s. 

These values confirm that no accumulation of triggers occurs and that the proposed scheme is 

practically implementable. 

Fifth, the forced trigger mechanism at Δmax=0.35 s ensures that inter-event times never become 

arbitrarily large, which could otherwise lead to loss of stabilizability under switching. In all 

simulations, forced triggers accounted for less than 10 % of all trigger attempts (12 out of 162), 

confirming that the event condition is efficient and that the controller does not rely excessively on the 

forced backup. 

Sixth, the robustness test with an increased disturbance amplitude θ(t)=0.5sin(5t), that is, 66 % 

higher than nominal), demonstrates that the closed-loop system remains stable. The steady-state error 

rises from approximately 1.0×10−3 to 5.5×10−3, and the triggering frequency increases by about 15 %, 

but the minimum intyeevnt time never falls below the theoretical bound. This confirms that the 

controller tolerates significant parameter variations and disturbance uncertainties without losing 

stability or causing Zeno behavior. 

Finally, the control law (20) is simple to implement, requiring only the current state, the last value 

of the sliding variable, and a timer. The event condition (15) is easy to evaluate, and the forced trigger 

provides a safety net. The AED-ADT constants are chosen based on the worst-case switching behavior 

and the sliding surface gains Li are designed via pole placement on the reduced-order dynamics. No 

heavy online optimization is required, making the scheme suitable for real-time embedded 

applications. 

In summary, the proposed ETISMC achieves comparable stabilisation performance to the 

continuous controller of [13] while offering built-in resilience to DoS attacks, drastically reduced 

communication bandwidth, guaranteed Zeno-free operation, and robust disturbance rejection. These 

features make it a practical and efficient solution for networked NMP switched systems in 

cyber_physical environments. 

5.4. Practical implementation considerations 

For real-world implementation, the following issues should be considered: 

Measurement noise: The event-triggering condition (15) uses the measured state. To reduce 

sensitivity to noise, a hysteresis band can be added to the triggering condition. 

State estimation: If only partial state measurements are available, a high-gain observer or sliding- 

mode observer can be used to estimate the unmeasured states. 

Quantization effects: The control input is quanitzed in digital implementations. The quanitzed error 

can be treated as an additional bounded disturbance. 

Sampling delays: The control input is computed at tk and applied after a delay. The delay can be 

incorporated into the sampling-error bound (31). 

Actuator saturation: The control input is subject to saturation limits. The saturation can be handled 

by including the saturation nonlinearity in the Lyapunov analysis. 

Chattering reduction: The signum function in (20) can be replaced by a saturation or sigmoid 

function to reduce chattering, at the cost of a small residual error. 
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We discuss that Assumption 2 may be conservative because it requires at least one successful 

trigger within a fixed time Δrec after each DoS interval. However, this is a mild requirement in 

practice: as soon as the attack ends, the communication channel is available, and the event-triggering 

mechanism will generate a trigger As soon as the state deviates from the threshold. The value of Δrec 

can be chosen based on the maximum DoS duration and the system’s sampling rate. In the numerical 

example, Δrec is satisfied with a large margin, as the first successful trigger occurs almost 

immediately after the attack ends. 

5.5. Additional example 

To demonstrate that the proposed method scales to higher-order systems, we consider 

a third-order switched system with two modes, each having relative degree r = 3. This system is an 

extension of the benchmark example in [13] and is representative of mechanical systems with flexible 

dynamics. The system is described by: 

( ) ( )( )( )

1 2

2 3
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3 1 3 2 1 2 1

4 4 1 2
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x x

x x

x x x x x x t sin x u
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             (87) 

with output y = x1. The relative degree is r = 3, and the internal dynamics (zero dynamics) are given by 

4 4 1 2x x x x= − + , which is stable. To obtain a nonminimum phase system, we modify the zero dynamics 

to: 

4 4 1 2x x x x= − + ,                                     (88) 

which is unstable, making the system nonminimum phase for each mode. The switching signal 

alternates between two modes, corresponding to two different control input matrices. 

Following the design procedure in Section 3: 

i. Virtual sliding variable: For r = 3, we choose: 

3 2, 2 1, 1i i iS   = + +                                   (89) 

with 1, 3i =  and 2, 3i = for both modes, ensuring that the polynomial 
2 3 3p p+ +  is Hurwitz. 

ii. Extended sliding manifold: The extended state is   3

1 2,i   =  . The gain L is 

designed via pole placement to place the eigenvalues of i i

S iA A L +  at [−1,−1.5,−2]. 

iii. Event-triggering parameters: Same as in Section 5.1: 0.02, 0.02,k ka b= =  

( )
2

max0.1 , 0.35 s  =  = . 

iv. Sliding mode gains: Ki = 1.0, Ei = 0.5. 

The simulation was performed over 10 s with the same disturbance θ(t) = 0.3sin(3t) and the same 

DoS attack pattern as in Section 5.2. 

The results confirm that the proposed method scales to higher-order systems, see Table 5. The 

settling time increases slightly (2.8 s vs. 2.1 s) due to the higher relative degree, but the system remains 
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stable and Zeno-free. The minimum interevent time is still strictly positive, and the maximum 

interevent time is enforced by the forced trigger. 

Table 5. Simulation results. 

Metric Value 

Number of successful triggers 198 

Settling time (5% band) 2.8 s 

Minimum interevent time 0.0098 s 

Maximum interevent time 0.35 s 

Steady-state error 1.5×10−3 

5.6. Advantages and limitations 

In summary, the proposed event-triggered sliding mode control scheme offers several advantages: 

(i) It achieves more than 99% reduction in control updates compared with classical continuous sliding 

mode control, (ii) it guarantees input-to-state stability under aperiodic DoS attacks, (iii) it provides a 

rigorous Zeno-free proof, (iv) it gives explicit design conditions via the ISS inequality (67), and (v) it 

includes practical tuning guidelines for the event-triggering parameters. However, some limitations 

remain. The method requires full-state measurement, which may not be available in all applications. 

The diffeomorphism used for each mode is local, so the stability results are semiglobal. Assumption 2 

is conservative, as it requires at least one successful trigger within a fixed time after each attack. 

Finally, the disturbance bounds must be known a priori for the switching gain selection. These 

limitations suggest several directions for future research, including output_feedback implementation, 

relaxation of Assumption 2, and adaptive estimation of disturbance bounds. The proposed approach 

also shares common ground with recent results on adaptive predefined-time synchronization of multilayer 

networks [33] and event-triggered exponential synchronization for delayed multiagent systems with 

privacy-preserving [34]. Although these works focus on synchronization rather than stabilization of 

switched NMP systems, they highlight the broad relevance of event-triggered mechanisms in complex 

networked systems. Our work complements these studies by addressing the specific challenges of 

unstable zero dynamics and aperiodic DoS attacks, which are not treated in [35,36]. 

6. Conclusions 

This paper addressed the robust stabilization of uncertain switched nonlinear systems with 

nonminimum phase dynamics under aperiodic DoS attacks. A novel event-triggered sliding-mode 

control strategy was proposed, combining a mode-dependent triggering mechanism with a 

sample-and-hold control input. An extended sliding manifold was designed for each mode to stabilize 

the unstable internal dynamics, and piecewise Lyapunov analysis with the admissible edge-dependent 

average dwell-time architecture was used to establish input-to-state stability under disturbances and 

irregular DoS attacks. The proposed scheme also rigorously excludes Zeno behavior. 
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Numerical simulations confirmed a substantial reduction in control updates compared with 

continuous-time sliding mode control, while maintaining satisfactory transient performance and 

resilience to DoS attacks. 

The method offers clear advantages: significant communication savings, guaranteed stability 

under DoS, explicit design conditions, and practical tuning guidelines. However, it requires full-state 

measurement, the stability results are semiglobal, and the recovery assumption after DoS is 

conservative. Future work will focus on adaptive disturbance observers, output_feedback 

implementation, extension to multiple-input, multiple-output (MIMO) systems, and experimental 

validation. 
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