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Abstract: With the deep iteration of intelligent transportation systems, vehicle ad hoc
networks (VANETs) have evolved into a complex ecosystem. However, open wireless channels and
high mobility pose severe challenges to secure data sharing. To address issues including inadequate
post-quantum security, the absence of dynamic attribute revocation, and resource constraints, this
paper proposes a revocable and efficient attribute-based signature scheme from lattices for data sharing
in VANETs. The scheme utilizes key-policy attribute-based signature (KP-ABS) to realize attribute
authentication of vehicle nodes, and it introduces the complete subtree method for efficient user
revocation. Security is proven under the ring-shortest integer solution (ring-SIS) hardness assumption
in the random oracle model, achieving strong unforgeability against adaptive chosen-attribute and
chosen-message attacks. Experimental results demonstrate that compared with existing schemes, the
proposed scheme achieves 27.01% improvement in signing efficiency and reduces vehicle private key
storage by approximately 54.17%, making it suitable for resource-constrained vehicular environments.
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1. Introduction

With the deep iteration of intelligent transportation systems, vehicle ad hoc networks (VANETs)
have evolved into a complex ecosystem encompassing intelligent connected vehicles, roadside
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infrastructure, data service providers, and cloud platforms [1]. Data transmission is a core
function of VANETs, thereby improving both the quality of driving services and the overall travel
experience [2]. The VANETs communication model comprises multiple interaction paradigms:
vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), vehicle-to-pedestrian (V2P), and vehicle-
to-network/cloud (V2N) communications, thereby establishing a modern transportation system
characterized by complete environmental perception and intelligent decision-making.

In the practical deployment of VANETs, data service providers (DSPs) play an indispensable role.
By delivering diverse data services such as high-precision maps, real-time traffic condition information,
traffic safety early warnings, and entertainment information to moving vehicles, they significantly
improve driving safety and travel experience [3].

However, inherent characteristics of VANETs such as open wireless communication channels, high-
speed movement of nodes, and dynamic changes in network topologies pose severe challenges to the
secure transmission of data services [4]. For instance, unauthorized nodes may illegally obtain sensitive
information including road data and entertainment data; malicious nodes can forge attribute identities
to launch fake data requests. Other potential risks involve the abuse of attribute permissions and the
failure to revoke expired permissions in a timely manner. These issues threaten users’ privacy. They
also impair the legitimate service rights and interests of data service providers. Worse still, they may
compromise driving safety and undermine the stable operation of VANETs [5].

Access control is of significant theoretical and practical importance for promoting the large-scale
deployment of VANETs [6]. On the premise of protecting vehicle identity privacy, an efficient
and reliable message authentication mechanism needs to be established to ensure that only legally
authorized vehicle nodes are permitted to access the network and obtain data services. To achieve the
above security goals, digital signature technologies have been widely adopted in VANETs [7–9].

Attribute-based signature (ABS) is a special type of digital signature technology, which enables
fine-grained access control over signature operations [10]. ABS is categorized into signature-policy
ABS (SP-ABS) and key-policy ABS (KP-ABS). SP-ABS associates attributes with signature keys. In
contrast, KP-ABS binds attributes to messages. Considering the security and efficiency requirements
under the VANET environment, KP-ABS is a suitable solution that satisfies the practical demands of
vehicular networks.

In big data sharing and cloud service scenarios, data interaction and privilege management
supported by DSP exhibit highly dynamic characteristics. Users’ authorization status, attribute
information, and private key security status evolve over time along with service cycles and business
updates, rather than remaining static throughout the entire service period [11]. For ABS systems
deployed in practical DSP environments, dynamic privilege revocation serves as an indispensable
security guarantee to enable trustworthy data sharing. Once a user’s authorization expires voluntarily,
the corresponding service access privileges will be proactively revoked. Alternatively, if a user’s
private key is leaked or stolen, the system must immediately and accurately revoke the relevant signing
privileges to prevent illegal signature operations and unauthorized data access attacks [12].

The data-sharing scheme deployed in VANETs needs to meet the following security requirements:
(1) Data security: The DSP shall guarantee data confidentiality while providing data-sharing

services for vehicle terminals to prevent risks and losses from data leakage. Vehicular networks
communicate over open public wireless channels, so data security directly determines road traffic
safety. As such, complete data security safeguards are essential during data sharing [13].
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(2) User revocation: The data-sharing service shall promptly revoke users’ access privileges and
signature authority once user authorization expires or security compromises occur.

(3) Post-quantum security: The rapid advances in quantum computing have exposed network
defense systems built on traditional cryptosystems to the risk of cracking by quantum algorithms.
Given the deep integration between VANETs and wireless networks, post-quantum security defense
design must be taken into consideration for VANETs [14].

1.1. Our work

To address the challenges encountered in secure data sharing within VANETs, including inadequate
post-quantum security, the absence of dynamic attribute revocation mechanisms, and constraints on
computational resources, we propose a revocable attribute-based signature scheme from lattices for
data sharing in VANETs. The major contributions of this paper are listed as follows:

(1) We propose a revocable and efficient attribute-based signature scheme from lattices for data
sharing in VANETs. We utilize KP-ABS to realize attribute authentication of vehicle nodes. DSPs can
validate the legitimacy of vehicle attributes in request messages, and all transmitted data are encrypted
to secure data sharing over open wireless channels.

(2) We prove that our scheme satisfies strong unforgeability under the random oracle model. It
can resist both adaptive chosen-attribute attacks and adaptive chosen-message attacks. Its security
foundation is the computational hardness of the ring-shortest integer solution (Ring-SIS) problem. We
use lattice-based cryptographic tools in the construction. This design supports post-quantum security.

(3) Efficient user revocation is supported within our construction. Our construction introduces the
complete subtree method, which achieves high efficiency in user revocation operations.

(4) We present comprehensive details of security verification and efficiency evaluation in this paper.
We implement the proposed algorithm under the Java runtime environment on a hardware device with
an AMD Ryzen 7 5800H processor and 16 GB memory. Comparative experimental results indicate
that our scheme gains prominent advantages in both computational and storage overhead relative to
some known schemes.

1.2. Related work

Data security and user privacy preservation represent core longstanding requirements for VANETs,
and digital signature technology serves as the fundamental cryptographic primitive for securing
vehicular communications. To balance lightweight computation, anonymous privacy protection,
and fine-grained access control in resource-constrained vehicular environments, researchers have
extensively investigated two mainstream signature branches: identity-based signatures (IBS) and ABS.

Early IBS and ABS constructions mostly rely on bilinear pairings over elliptic curves, whose
security rests on the discrete logarithm and computational Diffie-Hellman problems. Built upon
the IBS framework, the ABS primitive was first formalized by Maji et al. [15]. As representative
instantiations of pairing-based ABS, the following schemes are all constructed based on elliptic curve
bilinear pairings. Gu et al. [16] put forward a traceable attribute-based signature scheme to support
the tracing of misbehaving signers. Lin et al. [17, 18] designed a fast and secure ABS tailored for
resource-limited mobile platforms. Chen et al. [19] proposed an efficient collusion-resistant ABS
scheme dedicated to secure communication in Internet of Vehicles (IoV). Gardham and Manulis [20]
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investigated hierarchical ABS with minimized key size and optimal signature length for multilayered
access control systems. Su et al. proposed cross-layer collaborative authentication mechanisms,
offering new ideas for reducing transmission overhead in vehicular data sharing scenarios [21].

Recent advances in ABS have significantly expanded its application scenarios. Chen et al. [22]
devised an attribute-based sanitizable signature with key-exposure resistance for mobile cloud data;
Chen et al. [23] constructed a pairing-free ABS with message recovery for the industrial internet
of things (IIoT); Li et al. [24] proposed an efficient key escrow-free ABS for anonymous access
control in the IIoT; Kang et al. [25] introduced TFS-ABS, a traceable and forward-secure ABS with
constant-size signatures; and Chen et al. [26] designed a server-aided verification signature to reduce
the verification burden.

Al-Mekhlafi [27] presented a comprehensive survey for VANETs, summarizing the security
requirements and threats in vehicular networks. In practical VANET deployment, vehicles may suffer
secret key leakage, identity compromise, or expired access permissions, which makes the revocation
mechanism an indispensable functional module of vehicular ABS [28, 29]. To fill this gap, a series of
revocable ABS schemes built on bilinear pairings have been successively proposed. Wei et al. [30]
constructed the pioneering traceable and revocable attribute-based signature (TRABS) scheme for
threshold predicates. This scheme utilizes binary tree structures for efficient user revocation and non-
interactive witness-indistinguishable proofs to hide signer identities. Bicer and Kupcii [31] designed
a modular versatile ABS (VABS) scheme which supports threshold tracing, usage restriction, and
dynamic revocation. They proved the scheme’s security under standard cryptographic assumptions
and implemented the scheme for efficiency evaluation. Al-Mekhlafi et al. [32] further proposed a
blockchain-based, certificateless authentication scheme with privacy preservation for 5G vehicular
fog computing, which eliminates reliance on centralized certificate authorities through distributed-
ledger verification.

Nevertheless, schemes built on traditional cryptographic primitives face fundamental security risks
in the quantum computing era [33]. Lattice cryptography, with its native post-quantum security, has
been widely introduced into the design of signature primitives. A series of representative lattice-
based IBS schemes have been proposed in [34, 35], aiming to realize anonymous authentication with
post-quantum security. Studies [36–38] further present lattice-based ABS and IBS schemes for the
same purpose.

1.3. Organizations

The remainder of this paper is organized as follows. Section 2 introduces the preliminaries,
including lattice-based cryptographic definitions, the discrete Gaussian distribution, g-trapdoor
mechanisms, and the complete subtree method for revocation. Section 3 formalizes the system model
and the security model, defining the adversarial game for strong unforgeability. Section 4 presents
the detailed construction of the proposed revocable attribute-based signature scheme, followed by its
correctness analysis, security proof under the ring-SIS assumption, and discussion on resistance to
network attacks. Section 5 provides a comprehensive performance evaluation, comparing the proposed
scheme with existing works in terms of functional properties, space efficiency, and computational
overhead. Finally, Section 6 concludes the paper and outlines future research directions.
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2. Preliminaries

2.1. Notation

In this section, we give the preliminaries which are used in the scheme designs. The notations are
described in Table 1.

Table 1. Notations.

Symbol Description Symbol Description
A Matrix ‖·‖ Euclidean norm
a Vector s, σ Gaussian parameters
R Z[X]/(Xn + 1) D∗,∗ Gaussian distribution
Rq Zq[X]/(Xn + 1) T Timestamp
H Secure hash function u← R Sample an element u randomly from the set R
ID∗ Identity PRG(K) Pseudo-random generator
e Signature

2.2. Lattice

Definition 1. (Lattice [39]) Consider a set of linearly independent vectors B = {b1, . . . ,bn}. The
generated lattice is defined as follows:

Λ(B) = {

n∑
i=1

xibi | xi ∈ Z}.

Let R = Z[X]/(Xn + 1) and Rq = Zq[X]/(Xn + 1), where n is a power of 2. For any a ∈ Rm
q , we define

two q-ary lattices:
Λ⊥q (a) = {x ∈ Rm

q | a
>x = 0 (mod q)},

Λu
q(a) = {x ∈ Rm

q | a
>x = u (mod q)}.

Definition 2. (Gaussian distribution [39]) Let σ > 0 be a real parameter. We define the discrete
Gaussian distribution over the lattice Λ⊥q (A) via the expression

DΛ⊥q (A),σ,c(x) =
ρσ,c(x)

ρσ,c(Λ⊥q (A))
.

In the above formulation, ρσ,c(x) = exp
(
− π‖x − c‖2/σ2) represents an n-variate Gaussian function

with center c.

Definition 3. (g-trapdoor [40]) Let a ∈ Rl+k
q , g ∈ Rk

q, and assume a nonzero tag h ∈ Rq. A g-trapdoor
for vector a is a matrix R = (r1, r2, ..., rk) ∈ Rl×k

q such that

aT

(
R
I

)
= hgT .
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Definition 4. (Ring-SIS [41]) Let a = {a1, a2, . . . , am} ∈ R
m
q be a uniformly random vector, and let β

represent a specified bound. The ring-SIS problem requires finding a nonzero vector e that belongs to
the lattice Λ⊥q (a), satisfying the constraints aT e = 0 and ‖e‖ ≤ β.

Lemma 1. (GenTrap [42]) Given a lattice vector a0 = (a1, . . . , al)T ∈ Rl
q, an element h ∈ Rq, and a

discrete Gaussian distribution χl+k defined over the matrix space Rl×k
q , the GenTrap algorithm outputs

an extended vector a =
(
aT

0 ,hgT − aT
0 R

)T
∈ Rl+k

q alongside a trapdoor matrix R = (r1, . . . , rk) ∈ Rl×k
q .

The produced pair (a,R) satisfies the tag constraint determined by h ∈ Rq.

Lemma 2. (SampleD [40]) We can construct a probabilistic polynomial-time (PPT) algorithm known
as SampleD. Taking parameters (n, q, l, k, σ), a vector a ∈ Rl+k

q , an identity matrix I ∈ Rk×k
q , a matrix

R ∈ Rl×k
q , and a target element u ∈ Rq as inputs, this algorithm outputs a vector e ∈ Λu

q(a). The output
vector follows a distribution statistically indistinguishable from the discrete Gaussian distribution and
satisfies the norm constraint ‖e‖ ≤ β.

2.3. Key-policy attribute-based signature

A key-policy attribute-based signature (KP-ABS) scheme consists of the following four
probabilistic polynomial-time (PPT) algorithms:

• Setup(1n)→ (pp,msk): On input the security parameter n, outputs the public parameters pp and
the master secret key msk.
• KeyGen(msk, f ) → sk f : On input msk and an access policy f , outputs a signing key sk f that

embeds the policy f .
• Sign(pp, sk f ,M, τ) → σ: On input pp, a signing key sk f , a message M and an attribute set τ,

outputs a signature σ if f (τ) = 1, and ⊥ otherwise.
• Verify(pp,M, τ, σ) → {0, 1}: On input pp, a message M, an attribute set τ and a signature σ,

outputs 1 (accept) or 0 (reject).

In a KP-ABS scheme, the access policy is embedded in the signing key rather than in
the signature itself: A signer holding sk f is entitled to sign a message M only for an
attribute set τ satisfying f (τ) = 1. Correctness requires that for every (pp,msk) ←

Setup(1n), every policy f , every sk f ← KeyGen(msk, f ), every message M, and every τ with
f (τ) = 1,Verify

(
pp,M, τ,Sign(pp, sk f ,M, τ)

)
= 1.

2.4. Complete subtree algorithms

To achieve secure signature revocation, we integrate the complete subtree algorithms (CS), which
ensures that revoked nodes will not compromise the validity of other nonrevoked nodes.

Let N be the universe of all system users, with total number M = |N|, and let R be the subset of
revoked users, with R = |R|. The CS algorithm first builds a complete binary tree BT with M leaf
nodes, where each leaf node is assigned to one system user. By inputting the revocation list R, the
algorithm computes a cover set that exactly represents the set of nonrevoked users N \ R. The full
workflow of this cover set calculation is presented in Algorithm 1.

In the algorithm, for any tree node η, ηLC and ηRC denote its left and right child nodes, respectively,
and Path(η) denotes the set of nodes on the path from η up to the root of BT (both inclusive). RL is the
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input revocation list, and the final output Y (the cover set) is the set of nodes that collectively cover all
unrevoked users.

Algorithm 1 Cover set calculation algorithm KUNodes(BT , RL).
X ← ∅, Y ← ∅
for η ∈ RL do

X ← X ∪ Path(η)
end for
for η ∈ X do

if ηLC < X then
Y ← Y ∪ {ηLC}

end if
if ηRC < X then

Y ← Y ∪ {ηRC}

end if
end for
if Y = ∅ then

Y ← {root}
end if
return Y

3. Problem formulation

3.1. System model

In this section, we describe the proposed data sharing scheme. This scheme consists of three entities:
the trusted authority (TA), DSPs, and vehicle nodes.
TA: The TA serves as the primary registration entity possessing maximum privileges in the system.
Every vehicle and DSP involved in the data-sharing framework receives its private key upon finishing
registration at the TA side. It is assumed that secure communication links exist connecting the TA,
vehicles, and DSPs.
Data service provider (DSP): The DSP stores data required by vehicles and shares authorized data to
vehicle nodes. Each DSP registers with the TA to obtain its private key, and it is a semi-trusted entity.
Vehicle nodes: Vehicle nodes register their attribute information with the TA to acquire attribute private
keys, and their trustworthiness is not assumed. Within the data sharing system, vehicle nodes can
securely send data requests to the DSPs.

We adopt the KP-ABS primitive to support authentication in X2C communications. For an attribute
vector τ = (τ1, τ2, . . . , τk), we define the attribute policy function as f (τ1, τ2, . . . , τk) = t0 + t1τ1 +

t2τ2 + · · · + tkτk (mod 2), where each coefficient ti ∈ {0, 1}. As demonstrated in [43], this function
can express arbitrary arithmetic circuits and serves to verify whether an attribute vector satisfies the
predefined access policy.

The proposed attribute-based data sharing scheme (KP-ABS) comprises five algorithms: Setup,
Key generation, Service broadcast, Vehicle request and data-sharing. The scheme model is shown in
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Figure 1, and the specific process is as follows:

Figure 1. System architecture of the proposed scheme.

(1) Setup: Within this stage, the TA receives the security parameter n and extra public parameters
as inputs for system parameter generation. Subsequently, the TA leverages the GenTrap algorithm
presented in Lemma 1 to construct its public and secret key pair (pkT A, skT A).

(2) Key generation: Within this stage, DSPs and vehicle nodes complete registration with the TA,
which generates the DSP private key skIDi and vehicle private key skIDv for them, respectively. During
vehicle registration, given a policy function f , matching attribute vector τ, and system parameters
param, the TA generates the private signing key skIDv for the vehicle. Here, the TA organizes the
vehicles as the leaves of a complete binary tree, and using the complete-subtree method, assigns each
vehicle an identity matrix Si together with the node matrices Sη on its leaf-to-root path, which are later
used for revocation.

(3) Service broadcast: The DSP signs the data list (DL) using its private key skIDi to generate a
signature eDS P, then broadcasts eDS P together with the DL.

(4) Vehicle request: When the vehicle needs data contained in the DL, it first generates a
symmetric key K, then encrypts K by utilizing the DSP’s public key to generate EK. Afterwards,
the vehicle signs the message M using its private key skIDv . Finally, the vehicle sends the signed
message {e,M, EK, τ, h,Ti} to the DSP.

(5) Data-sharing: After the DSP receives the vehicle’s data request message {e,M, EK, τ, h,Ti}, the
DSP verifies the message. When processing a signature, the DSP first checks whether f (τ) = 1 and
verifies that the corresponding entity is not contained in the revocation list. If the condition holds, it
invokes the Verify algorithm from the KP-ABS scheme to complete signature verification. In the case
f (τ) = 0, the CSP outputs ⊥. For a valid request, the DSP decrypts EK to obtain the symmetric key K,
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then encrypts the data required by the vehicle with this symmetric key and transmits the encrypted data
to the vehicle.

3.2. Security model

The security of our proposed scheme is defined based on the strong unforgeability of KP-ABS. We
formalize the corresponding adversarial game under the random oracle model to define the rigorous
security criteria, where C denotes the polynomial-time challenger, and A represents the probabilistic
polynomial-time (PPT) adversary. We formalize a security Game. If the winning probability of
any PPT adversary in Game is negligible, we can prove that the proceeds scheme achieves strong
unforgeability against adaptive chosen-message attacks and adaptive chosen-attribute attacks. It
releases the challenge attribute τ∗, and the challenger C together with the adversary A proceed to
carry out the subsequent Game. This Game is defined as follows:

(1) Setup: The challenger C executes the system Setup algorithm to output global system
public parameters param, together with the trusted authority’s public/secret key pair (pkT A, skT A).
Afterwards, C transmits all public materials (param, pkT A) to the adversaryA.

(2) Hash queries: The adversary A adaptively issues hash queries to H1,H2,H3,H4,H5, and the
challenger C responds to each query accordingly.

(3) Private key extract queries: The adversary A adaptively makes private key queries for attribute
function (h, f (τ)), and the challenger C generates a verifiable secret key skIDv as the response.

(4) Signature queries: The adversaryA adaptively queries signatures for attribute τ and message M,
and the challenger C generates the corresponding signature as the reply.

(5) Forgery: After finishing all queries, the PPT adversary A produces a counterfeit signature e∗
bound to the target plaintext M∗ and target attribute τ∗. We split the forgery scenario into two cases:
Case 1: A has previously acquired a legitimate signature e for the combination (M∗, τ∗), and the forged
signature satisfies e , e∗.
Case 2: The tuple (M∗, τ∗) has never been submitted to the signature generation oracle byA in all prior
query steps.

The adversary A is regarded as the winner of Game if the forged signature e∗ can pass the
verification. The adversarial advantage is formally defined as the probability that A wins the above
security Game.

4. Revocable attribute-based data sharing scheme

We present a detailed description of the proposed approach in this section.

4.1. Construction

Given an attribute vector τ = (τ1, . . . , τk)T over {0, 1}, we define a policy function f (τ) = t0 +∑k
i=1 tiτi (mod 2) and reconstruct it as g(x) = t0(1, ..., 1)T +

∑k
i=1 tixi (mod q) over Rk

q, where f and g
are bijective. Using g(x), we generate attribute-matching private keys.
(1) Setup: Taking as input the security parameter n and other public parameters q, l, k, σ, and so forth.
as specified in Lemma 1, the system parameters are as follows:

(a) Set five secure hash functions: H1 : Rk×k
q → Rq,H2 : Rq × {0, 1}∗ × {0, 1}∗ → Rk

q,H3 : {0, 1}∗ →
Rq,H4 : Rk×k

q × {0, 1}∗ → Rk×k
q ,H5 : {0, 1}∗ → Rq.
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(b) The TA generates a vector g = (1, 2, 4, ..., 2k−1)T ∈ Rk
q. The GenTrap algorithm is run to output

a ∈ Rl+k
q and R ∈ Rl×k

q by inputting g ∈ Rk
q, I ∈ Rk×k, h ∈ Rq, and param, satisfying aT

(
R
I

)
= hgT . Then,

pkT A = (a, g), and skT A = R.
(2) Key generation: We utilize the complete subtree algorithms to implement the revocation function
of the scheme. The TA stores user index information in a complete binary tree with M leaf nodes.
Furthermore, the TA selects a random identity matrix Si ∈ R

k×k
q for each leaf node and a random matrix

Sη ∈ Rk×k
q for each node η ∈ BT .

At this stage, the TA generates private keys {skIDv , skIDi} for vehicles and the DSP, respectively. For
vehicles whose attribute set τ satisfies the policy function f (τ), the TA generates the identity matrix S i

and the private key Ri for each vehicle. The detailed process is as follows:
1. For vehicles:
(a) The TA first computes H1(Si). Furthermore, h serves as the identity identifier of the vehicle,

where h = H1(Si).
(b) Then, TA computes H2(h|i|T ), i ∈ {1, ..., k} and tag = t0(1, ..., 1)T +...+tkH2(h|i|T )(modq). Here, T

denotes the valid authentication time of the vehicle and tag ∈ Rk
q. (Notice: The tag is derived from the

modified policy function g(x). The vector tag = t0(1, . . . , 1)T +
∑k

i=1 tiH2(h|i|T ) ∈ Rk
q is the target vector

of SampleD: The key Ri is generated to satisfy aT Ri = tagT . Hence, tag cryptographically binds the
signing key to the policy coefficients t = (t0, . . . , tk), the vehicle identity h = H1(Si) through H2(h|i|T ),
and the validity period T .)

(c) Finally, the TA computes Ri ← S ampleD(a,R, I, tag, σ) as the private key of vehicle. ( aT Ri =

tagT , Lemma 2)
2. For the DSP:
(a) The TA computes H3(IDi) for IDi.
(b) Then, the TA computes RDS P ← S ampleD(a,R, I,H3(IDi)g, σ) as the private key of DSP. (

aT RDS P = H3(IDi)gT , Lemma 2)
(3) Service broadcast: At this stage, the DSP provides a data list (DL), signs it, and broadcasts the
signature, so as to provide data services for vehicles. The detailed process is as follows:

(a) The DSP first computes H3(IDi), and then calculates aDS P = (aT |H3(IDi)gT − gT )T .
(b) The DSP calculates H5(DL), such that w = H5(DL).
(c) The DSP computes eDS P ← S ampleD(aDS P,RDS P,H3(IDi),w, σ).
(d) Then, the DSP broadcasts {DL, eDS P,T

′

}. T
′

denotes the timestamp of the current DSP message.
(4) Vehicle request: When a vehicle needs to acquire service data, it will send a request to the DSP
using V2X communication after reading and verifying the broadcast message. Prior to this, the vehicle
must determine whether its attributes satisfy the access structure. If f (τ) , 1, or h ∈ RL, the
algorithm outputs ⊥. Otherwise, the vehicle retrieves the matrix Sη, where η is the unique node in
Path(h) ∩ KUNodes(BT,RL). To ensure data security during communication, the vehicle selects a
symmetric encryption key K ∈ {0, 1}nk. Accordingly, K is encrypted using the PKDS P to produce the
ciphertext EK. The plaintext message M, EK, and timestamp Ti are jointly fed into a cryptographic
hash algorithm, which outputs m̃ = (m1,m2, . . . ,mp)> ∈ {0, 1}P.

(a) The vehicle verifies that the timestamp Ti of the broadcast message {DL, eDS P,T
′

} is fresh, and
checks the broadcast message {DL, eDS P,T

′

} by aDS PeDS P
?
= w.

(b) The vehicle randomly selects a symmetric key K ∈ {0, 1}nk and encrypts it using the public key
PKDS P to get EK.
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(c) Computes H2(h, i,T ) for i ∈ {1, 2, ..., k}, with T representing the validity timeframe for the
vehicle attribute.

(d) Computes tag = t0(1, ..., 1)T + ... + tkH2(h|i|T )(modq) by utilizing the modified function g(x).
(e) Computes H4(S η|τ) and as = (aT |gT H4(S η|τ) − tagT )T .
(f) Computes H5(τ|i|Ti) for i ∈ {1, 2, ..., p}, where Ti denotes the current timestamp. Then,

the vehicle computes c = aT u +
∑p

i=1 miH5(τ|i|Ti) (mod q), with u ∈ Rl+k
q sampled from the

Gaussian distribution.
(g) Computes e′ ← S ampleD(as,Ri, h, c, σ) and e = e′ − (u|0).
Finally, the vehicle broadcasts {e,M, EK, τ, h,Ti}.

Remark 1. Each mi ∈ {0, 1} is a single bit, obtained by hashing the message M (together with
EK, Ti) into a p-bit string m̃ = (m1, . . . ,mp)T via a hash {0, 1}∗ → {0, 1}p. For the subsequent ring
operations, each bit is canonically embedded into Rq as the constant polynomial mi (i.e., the coefficient
vector (mi, 0, . . . , 0)), so that

miH5(τ|i|Ti) =

H5(τ|i|Ti), mi = 1,

0, mi = 0.

(5) Data-sharing: After the DSP receives the vehicle’s data request message {e,M, EK, τ, h,Ti}, the
DSP verifies the message. It first computes f (τ), and if f (τ) = 0, the protocol terminates; if f (τ) = 1
and h has not been revoked, the DSP proceeds to the following verification steps.

(a) Computes H2(h|i|T ), i ∈ {1, ..., k} and tag = t0(1, ..., 1)T + ... + tkH2(h|i|T )T .
(b) Computes H4(S η|τ) and as = (aT |gT H4(S η|τ) − tagT )T .
(c) Computes H5(τ|i|Ti) for i ∈ {1, 2, ..., p} and m̃ = (m1, . . . ,mp)T . Then, the DSP computes∑p

i=1 miH5(τ|i|Ti) (mod q).
(d) If aT

s e =
∑p

i=1 miH5(τ|i|Ti) (mod q) and ‖e‖ ≤ σ
√

l + 2k (mod q), the signature is accepted.
(e) After the signature is verified to be valid, the DSP decrypts EK with its private key skIDi to

retrieve the symmetric key K.
(f) The DSP encrypts the vehicle requested data NDi by ENDi = PRG(K) ⊕ NDi (mod 2), and then

transmits the tuple (ENDi ,Ti) to the target vehicle.
Remark 2. After the tuple (ENDi ,Ti) arrives, the requesting vehicle recovers the requested data by
computing NDi = PRG(K)⊕ENDi . Recall that K was generated by the vehicle itself and was transmitted
to the DSP only in the encrypted form EK. Consequently, only the DSP holding skIDi can recover K
and generate the matching keystream PRG(K). In this process, the vehicle can authenticate that the
received data NDi really come from the DSP, as no party without skIDi can obtain K or produce a
valid ENDi . Moreover, K is freshly sampled for each request and erased after the session, so keystreams
of different sessions are independent, and the timestamp Ti, checked within a predefined freshness
window, excludes replayed data.

4.2. Correctness

The correctness of the signature verification procedure is established on the following foundations:
1. During the key-generation phase, the TA utilizes the SampleD algorithm in conjunction with the

g-trapdoor master secret key R to derive private keys for both vehicle nodes and the DSP. According
to [40], we set q = 2k, k = dlog qe, l = 5, m̄ = 2n, and the Gaussian parameter satisfies σ ≥ s

√
l + k.
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2. During the vehicle-request phase, the private key Ri of the vehicle can be seemed as a g-trapdoor

of as. Specifically, for as = (aT |gT H4(S η|τ) − tagT )T , aT
s

(
Ri

I

)
= gT H4(Sη|τ).

3. The SampleD algorithm operates correctly in the vehicle-request phase. The private key Ri can be
leveraged to sample signature vectors from the discrete Gaussian distribution DΛ⊥(as),σ. Following the
parameterization convention in [40], we set q = 2k with k = dlog qe, l = 5, m̄ = 2n, and σ ≥ s

√
l + k.

4. Building on the security analysis above, given the core security parameter n, we instantiate all
scheme parameters as follows: The modulus q = 2k with k = dlog qe, the trapdoor dimension l = 5, the
vector dimension m̄ = 2n, the smoothing parameter bound s ≥ ω(

√
log n), and the Gaussian sampling

parameter satisfying σ ≥ s
√

l + k.
Given the parameters defined above, we can prove the correctness of the Data-sharing phase. We

know that as = (aT |gT H4(Sη|τ) − tagT )T , c = aT u +
∑p

i=1 miH5(τ|i|T
′

) (mod q) and aT
s e′ = c, so we can

verify the equation:

aT
s e = aT

s
(
e′ − (u | 0)

)
= c − aT

s (u | 0)

= c −
(
(aT |gT H4(Sη|τ) − tagT )

)
(u | 0)

= aT u +

p∑
i=1

miH5(τ|i|T
′

) − aT u

=

p∑
i=1

miH5(τ|i|T
′

) (mod q).

4.3. Security proof

Theorem 1. Under the random oracle model, assuming the hardness of the ring-SIS problem (i.e.,
no probabilistic polynomial-time (PPT) algorithm can solve the ring-SIS problem with non-negligible
probability), the scheme proposed in this paper achieves strong unforgeability against adaptive chosen-
message attacks and chosen-attribute attacks.

Specifically, if there exists a PPT adversary A that can successfully forge a valid attribute-based
signature with advantage at least ε after making q1 H1 hash queries, q2 H2 hash queries, q3 H3

hash queries, q4 H4 hash queries, q5 H5 hash queries, q6 private key extract queries, and q7

signature queries, then the challenger C can obtain a solution to the ring-SIS problem with probability
Pr[S uccess] ≥ (1 − 2−ω(logn))ε.

Proof. The challenger C is given a ring-SIS problem instance consisting of parameters (a ∈

Rl+2k
q , q, n, k, σ), and its objective is to find a vector e ∈ Rl+2k

q that meets two critical conditions:
‖e‖≤ 2σ

√
l + 2k(modq) and aT e = 0(modq). We formalize a security game Game between the

adversary A and the challenger C. Let L1–L7 be seven lists used to store the responses of H1–H5

hash queries, private key extraction queries, and signature queries, respectively. The Game proceeds
as follows:

(1) Setup: The challenger C constructs a = (a0‖a1), where a0 ∈ R
l+k
q , and a1 ∈ R

k
q. The remaining

setup parameters are produced in accordance with the procedures illustrated in the Setup section. C
transmits the tuple (param, pkT A = a0) to the adversary A. Before performing the hash query, the
challenger C first selects an attribute t j∗ such that f (t j∗) = 1.
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(2) Hash H1 queries: Adversary A makes q1 times H1 queries. For the Hash H1 query of Si, C
randomly chooses a S i ← DRk×k

q ,σ and computes h = H1(Si) as answer. Then, C stores (h,Si) to list L1.
Whenever a repeated query is detected, C delivers the previously stored result back to the adversary.

(3) Hash H2 queries: Without loss of generality, we assume that the adversary A completes the
corresponding H1 hash queries prior to issuing each H2 query. The adversaryA can issue up to q2 hash
queries to the oracle H2. WhenA transmits the tuple (h|i|T ) to C for an H2 query, C searches for (h|i|T )
within the list L2 and returns the value H2(h|i|T ) toA. If the query is newly submitted, C executes the
following operations:

Case 1: If i = j∗, C randomly generates R j∗ ← DR(l+k)×k
q ,σ and computes H2(h|i|T )T = aT

0 R j∗ +

t0(1, ..., 1)T (modq). Then, C sends it toA as answer and stores it to list L2.
Case 2: If i , j∗, C generates Ri ← DR(l+k)×k

q ,σ and computes H2(h|i|T )T = aT
0 Ri(modq) as the answer.

Here, the Gaussian parameter σ exceeds the smoothing parameter of Λ⊥q (a0). Then, C sends it to A
and stores (h, i,T,Ri,H2(h|i|T )) to list L2.

(4) Hash H3 queries: Without loss of generality, when A issues an H3 query, we assume it has
completed the corresponding H2 queries. At this stage,A inputs (IDi) to C, and C outputs H3(IDi). C
computes H3(IDi)← DRq,σ as the answer. Then, C stores it to list L3.

(5) Hash H4 queries: Without loss of generality, when A issues an H4 query, we suppose that
the corresponding H3 queries have already been completed. Prior to this step, the challenger C first
searches H2(h|k|T ) from list L2 and computes the tag = t0(1, ..., 1)T + ... + tkH2(h|i|T ). Then, the
adversary A inputs (Sη, τ) to the challenger C, and C returns H4(Sη|τ), where H4(Sη|τ)T g = a1 +

tag(modq). Subsequently, C stores the tuple (H4(Sη|τ), h,T,Sη, τ, tag) to list L4.
(6) Hash H5 queries: Without loss of generality, when A submits an H5 query, we assume that it

has completed the corresponding H4 queries. When the adversary A issues a query on (τ, i,Ti), the
challenger C retrieves the value H5(τ|i|Ti) from list L5 as the answer. There are two cases as follows:

Case 1: If i = j∗, C randomly generates e j∗ ← DRl+2k
q ,σ and computes H5(τ|i|Ti) = aT e j∗−aT

0 ui(modq)
where ui ← DRl+k

q ,σ. Then, C sends it toA as answer and stores it to list L5.
Case 2: If i , j∗, C generates ei ← DRl+2k

q ,σ and computes H5(τ|i|Ti) = aT ei(modq) as the answer.
Here, the Gaussian parameter σ exceeds the smoothing parameter of Λ⊥q (a0). Then, C sends it to A
and stores the tuple (H5(τ|i|Ti), τ, i,Ti, ei) to list L5.
Private key extract queries: When the adversary A issues a private key query on (h, f (τ)), the
challenger C retrieves all corresponding Ri from list L2 and computes R = t1R1 + ... + tkRk(modq).
Then, C sends it to A and stores the tuple (h, f (τ),R) to list L6. Prior to this, A has already
completed the H2 hash queries and can verify that aT R = t1H2(h|1|T )T + ... + tkH2(h|k|T )T (modq)
and that ‖R‖ ≤ ‖R1 + ... + Rk‖ ≤ σ

√
l + k(modq).

Signature queries: During this phase, the adversary A requests the signature for the requested
message M with vehicle attribute τ in an adaptive manner. There are two cases need to be considered:

Case 1: If f (τ) = 1, C queries ei from list L5 and computes e =
∑p

i=1 miei (mod q) as the answer.
From Definition [40], it is known that the distribution of e is consistent with the genuine signature.

Case 2: If f (τ) , 1, C queries H5(τ|i|Ti) from list L5 and queries Ri from list L2. Then, C calculates
c =

∑p
i=1 miH5(τ|i|Ti)(modq), and uses S ampleD(a,R, h, c, σ)→ e. Then C stores the tuple (τ, h,M, e)

to list L7.
Forgery: After finishing all of its queries, the adversaryA forges a message M representing the vehicle
with attribute τ. We consider the following two cases:
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Case 1. If A forges a signature e on message M∗ for attribute τ∗, and e∗ has been queried in list L7

where e , e∗, then C can obtain a solution to the ring-SIS problem. Here, aT (e∗ − e) = 0(modq),
and ‖e∗ − e‖≤ 2σ

√
l + 2k.

Case 2. If the signature e on message M∗ for attribute τ∗ has never been queried, C queries ei from
L5 and computes e =

∑p
i=1 miei, where ‖e‖ ≤ p

2 ‖ei‖ ≤ σ
√

l + 2k. Then, the probability of e∗ , e is
larger than 1 − 2−ω(logn). Similar to the analysis for Case 1, C obtains ring-SIS solution.
Analysis:

1. Based on the following analysis, the simulation implemented by C is statistically
indistinguishable from the Game.

2. In Hash H1 queries phase, since Si ← DRk×k
q ,σ , (h,Si) is random and uniform.

3. In Hash H2 queries, since matrices Ri ← DR(l+k)×k
q ,σ are sampled uniformly at random, and the

Gaussian parameter σ exceeds the smoothing parameter of lattice Λ⊥q (a0); the value aT
0 Ri approximates

the uniform distribution. Then, H2(h|i|T ) is random [40].
4. In Hash H3 queries phase, H3(IDi) ← DRq . Because the Gaussian parameter σ exceeds the

smoothing parameter of lattice Λ⊥q (a0), H3(IDi) is statistically uniform and random [40].
5. In Hash H4 queries phase, a1 and tag are random, and H4(Sη|τ) obtained from H4(Sη|τ)T g =

a1 + tag(modq) is random.
6. In Hash H5 queries phase, ei ← DRl+2k

q ,σ is random, and H5(τ|i|Ti) obtained from H5(τ|i|Ti) =

aT ei(modq) is random.
7. In private key extract queries phase, since Ri← DR(l+k)×k

q ,σ, and R obtained from R = t1R1 + ... +

tkRk(modq) is random.
8. During the signature query phase, ei is sampled directly from DRl+2k

q ,σ under Case 1. For
Case 2, e is generated by the SampleD algorithm, whose output distribution approximates the Gaussian
distribution. Therefore, Cases 1 and 2 are statistically indistinguishable.

The challenger C successfully solves the ring-SIS problem if and only if the following three
independent events all occur.

E1: A outputs a valid forgery:
Pr[E1] = ε.

E2: The forged signature satisfies e∗ , e (so that e∗ − e , 0 is a valid ring-SIS solution):

Pr[E2] ≥ 1 − 2−ω(log n).

E3: The simulation does not fail. Each of the q1 + · · · + q7 queries introduces a statistical error of at
most 2−ω(log n) from the discrete Gaussian sampling and SampleD; by the union bound,

Pr[E3] ≥ 1 −
(
q1 + · · · + q7

)
2−ω(log n).

Then, we obtain

Pr[S uccess] ≥ ε ·
(
1 − 2−ω(log n)) · (1 − (

q1 + · · · + q7
)
2−ω(log n)

)
=

(
1 − 2−ω(log n))ε,

where the last equality holds because q1, . . . , q7 are all poly(n), and hence,
(
q1 + · · · + q7

)
2−ω(log n) =

2−ω(log n).
According to [39], we get the probability of C to solve ring-SIS problem as Pr[S uccess] ≥ (1 −

2−ω(logn))ε. Therefore, this probability cannot be ignored.
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4.4. Mutual message authentication

Vehicles can verify the legitimacy of the DSP by checking the validity of the verification
equation aDS PeDS P = w. The DSP can also check the equation aT

s e =
∑p

i=1 miH5(τ|i|T
′

) (mod q)
to verify the legitimacy of vehicle request messages. Therefore, we have implemented the mutual
authentication between the vehicle and the DSP.

4.5. Resistance to network attacks

Man-in-the-middle attack: It is evident that our scheme requires joint participation of the TA,
the DSP and the vehicle. Due to the hardness of the ring-SIS problem, adversaries are unable to
forge signatures without the private key. Accordingly, man-in-the-middle attacks pose no threat to
our scheme.

Replay attack: In our scheme, we introduce timestamps T
′

and Ti into the message {DL, eDS P,T
′

}

broadcast by the DSP and the vehicle request message {e,M, EK, τ, h,Ti}, respectively. Therefore, our
scheme can effectively resist replay attacks.

Impersonation and tampering attacks: In our scheme, forging a legitimate signed message requires
satisfying the verification equation aT

s e =
∑p

i=1 miH5(τ|i|Ti) (mod q) and ‖e‖ ≤ σ
√

l + 2k (mod q).
Furthermore, any unauthorized modification to the request message can be immediately detected
by verifying this equation. The probability that an adversary successfully forges a signed message
is equivalent to the probability of solving the ring-SIS problem. Therefore, the proposed scheme
inherently resists both impersonation and tampering attacks.

4.6. Resistance to additional attacks

Collusion of revoked users: The complete-subtree method is secure against arbitrary collusion of
revoked users. Each vehicle stores the node keys Sη along its leaf-to-root path; the cover set Y =

KUNodes(BT,RL) is constructed so that no node η ∈ Y lies on the path of any revoked user. Hence,
the union of all revoked users’ key material does not contain any updated cover-node key, and colluding
revoked users cannot forge valid signatures after the key update.

Malicious DSP: The DSP is semi-trusted. A malicious DSP may refuse service or tamper with
the data list, but it does not hold any vehicle private key and thus cannot forge vehicle signatures.
Tampering with the broadcast DL is detected because the DSP signs it with its own key eDS P, which
every vehicle verifies. Furthermore, the DSP is subject to the supervision of the TA. Any noncompliant
or malicious behavior by the DSP will result in it being blacklisted.

Attribute-key leakage: If a vehicle’s attribute private key is leaked, the adversary can forge
signatures only for that vehicle’s policy and only until the vehicle is revoked. The leakage does not
affect other vehicles, as each vehicle’s key material is generated independently. Prompt revocation and
key update immediately contain the damage.

Compromise of the complete-subtree material: Each vehicle stores O(log M) node keys Sη on
its leaf-to-root path. If this material is compromised, the adversary can only impersonate that
vehicle (using its Sη to produce a signature) until it is revoked. The compromise does not undermine
other vehicles: After revocation, the cover set Y avoids every node on the compromised path, so the
updated keys are not derivable from the leaked material.
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5. Performance

In this section, we conduct a functional and efficiency comparison of existing schemes.

5.1. Function and security properties comparison

We define the existential unforgeability and the strong unforgeability as EU and SU, respectively.
In Table 2, we compare the function and security properties between our proposed scheme and
other existing schemes. Several early schemes [19, 20, 30, 31] were constructed based on classical
cryptography and cannot resist potential attacks from quantum computers. In terms of security level,
the scheme in [20, 30, 31, 34] only achieves EU security. The works in [35–37] are also restricted to
EU security. In contrast, both the scheme in [19, 38] and our proposed scheme achieve SU security.
In terms of the user revocation function, the schemes in [30, 31, 35] and our proposed scheme support
dynamic user revocation. In terms of mutual authentication, partial designs in [31, 34, 36] and our
proposed scheme realize bidirectional authentication between vehicles and the authority. As shown in
Table 2, our proposed scheme provides comprehensive functional and security guarantees, including
stronger security, user revocation, mutual recognition and other features.

Table 2. Function and security properties comparison.

Schemes
Post-

quantum
Security

level
User

revocation
Mutual

recognition
[19] × SU × ×

[20] × EU × ×

[30] × EU
√

×

[31] × EU
√ √

[34]
√

EU ×
√

[35]
√

EU
√

×

[36]
√

EU ×
√

[37]
√

EU × ×

[38]
√

SU × ×

Ours
√

SU
√ √

5.2. Space efficiency comparison

In this section, we compare the space efficiency of our proposed scheme with existing lattice-
based schemes [34–36]. Table 3 provides a comparison in terms of the TA’s public key size, the
TA’s private key size, the vehicle’s private key size, and the signature length. According to Table 3,
our proposed scheme achieves superior performance in terms of signature length and other metrics.
To provide a fair and concrete comparison, all schemes are instantiated with the same parameters
n = 256,m = 12288, q = 217, k = 17, p = 7, l = 5, σ = 17,N = n

⌈
log q

⌉
. According to Figure 2,

the storage space required for our vehicle private key is smaller, making our scheme more suitable
for resource-constrained OBUs. The storage size of the private key in our proposal is about 54.17%
smaller than that of the schemes in [34,35]. According to Figure 3, the signature length of our proposed
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authentication scheme is shorter than that of the other authentication schemes. In addition, the message
signature length of our scheme is 20.72 KB, which is 14.87 KB shorter than those the shortest signature
schemes [34, 35]. In fact, our scheme is constructed based on Rq, whereas the other competing
schemes [34–36] are designed based on Zq. Therefore, our scheme achieves higher efficiency with
compact keys, short signatures, and reduced computational overhead.

Table 3. Space efficiency comparison.

Schemes TA’s public key size TA’s private key size Vehicle’s private key size Signature length
[34] mn log q m2 log q mk log q (m + 2n + nk) log q
[35] mn log q mn log q mk log q (m + 2n + nk) log q
[36] mn log q m2 log q [l + n(m + N)] log q [2m + 2(l + 1)N] log q
Ours (l + 2k)n log q lkn log q (l + k)kn log q (l + 2k)n log q

Figure 2. Vehicle’s SK length.

Figure 3. Signature length.
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5.3. Revocation performance analysis

We analyze the complete-subtree (CS) revocation mechanism with respect to the five metrics
requested. Let M be the number of vehicles (leaf nodes), R the number of revoked users, d = dlog2 Me
the tree height, and B = k2ndlog2 qe the bit-length of one node matrix Sη ∈ Rk×k

q .

1. Revocation-list size: The revocation list RL stores the indices (or hashes h = H1(Si)) of the R
revoked users, occupying Rdlog2 Me = O(R log M) bits.

2. Cover-set size: By the CS method, the cover set Y = KUNodes(BT,RL) satisfies

|Y | ≤ R
⌈
log2

M
R

⌉
(R ≥ 1), |Y | = 1 (R = 0);

that is |Y | = O(R log(M/R)).
3. Key storage and update communication: Each vehicle stores its leaf matrix Si together with the

node matrices Sη on its leaf-to-root path, that is, d + 1 matrices, so the per-vehicle key size is
(d + 1)B = O(log M · k2n log q) bits. Because the node matrices are predistributed at registration
and remain static, revocation requires no key redistribution: Each nonrevoked vehicle and the DSP
recompute the cover set Y locally from the updated revocation list RL. The only per-revocation
communication is therefore the updated list itself, of size Rdlog2 Me = O(R log M) bits.

4. Revocation computation cost: Computing the cover set requires marking the d + 1 nodes on the
path of each revoked user and collecting the uncovered siblings, which costs O(R log M) node
operations, independent of n and q.

5. Scalability: The per-vehicle key size grows only logarithmically in M; the revocation-list and
cover-set sizes grow linearly in R (with a factor log(M/R)); because the keys are static, revocation
involves no rekeying and its communication is independent of the key size. Hence, the scheme
scales gracefully with the number of vehicles and revoked users.

Table 4 summarizes these metrics.

Table 4. Analytical performance of the CS revocation mechanism.

Metric Formula Asymptotic
Revocation-list size Rdlog2 Me O(R log M)
Cover-set size |Y | ≤ Rdlog2(M/R)e O(R log(M/R))
Key size per vehicle (d + 1)B O(log M · k2n log q)
Update communication Rdlog2 Me (list only) O(R log M)
Revocation computation O(R log M) node ops O(R log M)

5.4. Computation cost comparison

To comprehensively evaluate the computational efficiency of our proposed signature scheme, we
conduct both theoretical complexity analysis and practical runtime measurement under a unified
experimental environment equipped with an AMD Ryzen 7 5800H processor and 16 GB RAM, where
SHA-512 is uniformly adopted for all hash operations. Table 5 compares the theoretical primitive
operation costs of signature generation (Signing cost) and verification (Verification cost) between our
proposed scheme and the competing schemes proposed in [34–36]. We define Tmm,Tmv,Th,Tsl,Tpe,
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and Tsd as the running time of matrix multiplication, matrix-vector multiplication, hash computation,
the SampleL algorithm, the public evaluation algorithm (PubEval), and the SampleD algorithm,
respectively. Here, PubEval denotes the public evaluation algorithm of the compared key-policy
ABS scheme [36], which publicly evaluates the signing policy over the attribute set. Figure 4
further illustrates the signing cost and verification cost obtained from 50 repeated tests, with the
relative confidence interval of all measurements controlled within 5%. As shown in Figure 4, in
terms of signing cost, our scheme outperforms the best-performing scheme [34] among the compared
works [34–36] with an efficiency improvement of 27.01%. For verification cost, our scheme achieves
a 71.02% efficiency gain compared with the optimal baseline scheme [36] in [34–36]. The above
results verify the superiority of our signature authentication scheme in computational efficiency. Our
scheme can support low-latency computation. This performance perfectly fits the operating demands
of resource-constrained edge and mobile terminals.
Remark 3. Hash function instantiation. The codomains of H1, . . . ,H5 are algebraic because their
outputs are directly consumed in ring operations: H3 and H5 return ring elements that are scaled and
summed, H2 returns a coordinate vector in Rk

q, and H4 returns a matrix in Rk×k
q . In practice, each Hi

is realized by SHA-512: A ring element is first encoded canonically as a binary string (concatenating
the dlog2 qe-bit coefficients of its entries); and hashed together with a distinct domain-separation prefix
for each Hi, and the output is expanded in counter mode to ndlog2 qe bits, which are then parsed into n
coefficients of k bits.

Table 5. Computation efficiency comparison.

Schemes Signing cost Verification cost
[34] Tmm + Tmv + 3Th 3Tmv + 3Th

[35] Tmm + 2Tmv + 3Th 3Tmv + 3Th

[36] 2Tsl + Tpe 2Tmv + Tpe

Ours Tmv + Tsd + (p + k + 1)Th Tmv + 2Th

Figure 4. Computational cost of signature.
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5.5. Communication overhead and practical considerations

Comparison with realistic V2X message sizes: Standard V2X messages are small: A basic safety
message (BSM) is about 100–500 bytes, a cooperative awareness message (CAM) about 100–800
bytes, and a decentralized environmental notification message (DENM) about 300–800 bytes. Our
signature is thus roughly one order of magnitude larger than a single BSM/CAM. However, we stress
that the signature is generated once per data-sharing session for authentication, and is not a periodic
beacon; it is not transmitted at the 1–10 Hz rate of BSMs/CAMs.
Bandwidth and transmission time: Over an IEEE 802.11p/DSRC channel at a typical data rate of 6
Mbps, transmitting the 20.72 KB signature takes about

20.72 × 1024 × 8 / 6 × 106 ≈ 28 ms.

For higher channel rates of 12 Mbps and 27 Mbps, this transmission time falls to roughly 14 ms and
6 ms, respectively.
Packet fragmentation: At the standard 1500-byte MTU, the signature is split into about 15 fragments.
For practical deployment, we can tune the Gaussian parameter σ as well as lattice dimensions k and l
to reduce signature size.
Latency: The dominant latency component is the transmission time above (tens of milliseconds at low
data rates), plus fragmentation/reassembly and MAC contention. This is acceptable for the non-safety-
critical data-sharing service, though it would be too large for latency-critical safety beacons.
Channel congestion: Because the signature is transmitted once per session rather than periodically,
its contribution to the channel load is bounded and amortized over the session; the subsequent data
exchange uses only short symmetric-key ciphertexts.

6. Conclusions

This paper proposed a revocable and efficient attribute-based signature scheme from lattices
for secure data sharing in VANETs. The scheme leverages KP-ABS for fine-grained attribute
authentication and integrates the complete subtree method to enable efficient dynamic user revocation.
Under the random oracle model, the scheme is proven to achieve strong unforgeability based on
the hardness of the ring-SIS problem, thereby providing post-quantum security. Comprehensive
performance evaluation demonstrates that the proposed scheme outperforms existing lattice-based
schemes in terms of both computational efficiency and storage overhead. Specifically, the signing
cost is reduced by 27.01% compared to the best-performing competing scheme, and the vehicle
private key size is reduced by approximately 54.17%. These advantages make the proposed scheme
particularly suitable for deployment in resource-constrained vehicular network environments. Future
work will advance in three concrete directions: integrating with National Institute of Standards and
Technology (NIST)-standardized post-quantum algorithms to improve interoperability, extending to
multiauthority and decentralized ABS architectures for distributed vehicular fog computing, and
implementing and optimizing the scheme on resource-constrained hardware. On this basis, we will
continue to explore lightweight signature constructions for low-latency VANET demands [44, 45].
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