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via the lattice reduction technique. This breakthrough could potentially expose the prime factors while
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1. Introduction

The genesis of the Rivest-Shamir-Adleman (RSA) [1] cryptosystem, which was named after its
inventors Rivest, Shamir, and Adleman, solved the main problem that arose in the early 1970s, where
symmetric keys used for decrypting data could not be effectively distributed due to the increasing
number of users. The original RSA key generation process involves computing both public and private
parameters. The public key consists of (J, e), while the private key includes (p, g, #(N), d, k). To begin,
two large, distinct prime numbers p and g are generated. These are used to compute the RSA modulus
N = pq, which becomes part of the public key, and the Euler’s totient function ¢(N) = (p — 1)(g — 1),
which is used in the private key. Next, an integer e, known as the encryption exponent, is chosen such
that gcd(¢(N), e) = 1. This ensures the existence of the decryption exponent d, which satisfies ed = 1
(mod ¢(N)). Encryption is performed by computing the ciphertext C = M¢ (mod N), where M is the
plaintext message. Decryption then recovers the original message using M = C? (mod N).

The elegance of this cryptosystem lies in its utilization of two distinct keys for encryption and
decryption, thus enabling secure communication by ensuring that the decryption key remains
confidential to the intended recipient. Meanwhile, the encryption key is deliberately made public to
facilitate the seamless transmission of messages. However, the increment of the computational cost
and efficiency are parallel to the increment of the key’s size, thus leading to the usage of smaller keys.
Wiener [2] identified the drawback of using a smaller decryption key, as it can be retrieved via the
continued fraction expansion method. Through his work, he showed that the safe bound for d is
d < %N 174 Since then, more research has been done to increase the safe bound of d, such as in [3].
Interestingly, the authors in [4] proposed a new technique which focused on finding a good
approximation of ¢(N). They generated several points within the interval of the upper bound and the
lower bound of ¢(N). They applied the continued fractions and multicore systems upon these values
to obtain the actual ¢(N). They showed that this approach works by presenting three different attacks
on this case.

The exploration of secure bounds for d has inevitably led to increased computational costs, as
larger values must be employed to ensure resilience against existing attacks. Consequently,
researchers have shifted their focus toward developing RSA variants. For example, some studies have
explored modifying the RSA modulus by employing multi-prime or multi-power moduli. The work
from Takagi [5] demonstrated that adopting these moduli can enhance the efficiency of the RSA
algorithm. However, subsequent research by [6] revealed that this RSA variant remains vulnerable to
certain attacks under specific conditions.

An alternative approach in the RSA variant involves altering the Euler’s Totient equation. Parallel
with their goal of enhancing the RSA’s security and improving the computational efficiency, the
designers adopted modified forms of the Euler Totient function, such as ¢;(N) = (p*> — I)(¢*> = 1)
proposed by [7], and ¢»(N) = (p* + p + 1)(¢* + g + 1) proposed by [8] in their reengineered version of
the RSA key generation. Their research demonstrated that this modification may improve the
implementation of RSA. Notably, these RSA variant also exhibit a significant weakness in their
susceptibility to the factorization of the modulus N. For the case of equation ¢(N), Bunder et al. [9]
illustrated that an attack on this RSA variant could be executed using the continued fraction expansion

upon ———— provided d < N M A year later, [10] worked on the generalized equation
4

ex — ¢1(N)y = z and showed that if the parameters x,y,z satisfy the conditions such that
xy < 2N —4V2N3* and |z] < (p — ¢)N'/*y, then the modulus N can be factored in polynomial time.
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Meanwhile, for the case ¢,(N), [11] proved that the RSA that employed this equation in their key
generation was vulnerable against a continued fraction attack. They showed that one may factor the
modulus N if d < N° for § < % — %a. The vulnerability of this type of cryptosystem was further studied
by [12]. They applied continued fractions in three distinct attacks, each focusing on different cases,
mainly to find a good approximation of ¢,(N). The attack on the first case works when d < 2"—_7; while

the other two attacks work when d < % and d < @ respectively. However, the third attack requires
an additional condition, which they assumed is that the approximation of p is known. Recently, [13]
conducted another attack on this variant ¢,(N), thereby considering the case when a certain amount
of the most significant bits of the prime p is known, such that [p — py| = NP. They proved that this
situation may lead to the factorization of the modulus N when d < N°, where § < 2 — +/2a3.

To date, most cryptanalytic studies on the RSA cryptosystem have focused on exploiting the size
of the decryption exponent, thus suggesting that the system remains highly secure as long as d is
sufficiently large. Additionally, these attacks often utilize specific components from the key generation
process to achieve their goals. For example, the continued fraction expansion is expected to yield a
sequence of convergents. According to the conditions outlined by [14], there is a significant probability
that § could be one of the convergents of  when d is small. This method takes advantage of the
information in the public parameter (e, N) to deduce k and d, ultimately revealing ¢(N), and allows for
the factorization of N. As a defense, increasing the size of d is recommended. However, this raises the
question: Is simply enlarging d sufficient to secure the cryptosystem, or could other convergents still
be exploited to derive new equations leading to the factorization of the modulus N?

Using multiple sets of public parameters while keeping the private parameter fixed can pose a
serious threat to the security of the RSA cryptosystem. In particular, scenarios where a single private
exponent remains fixed, such that e;x — ¢(N;)y; = 1 or e;x; — ¢(N;)y = 1 are particularly risky, as
adversaries could exploit these parameters to their advantage. The study by [15] showed that the RSA
is vulnerable when the public parameters (e;, ;) are used in equations of the form e;x — ¢(N,)y; = z; or
e:.x; — ¢(N;)y = z;. A more recent attack in 2022 by [16] expanded upon this by analyzing equations of
the form e;x* — ¢(N;)y? = z;. Their findings revealed that while x and y do not necessarily need to be
integers, their squares x*> and y* must be. As a result, they were able to improve the known insecure
bounds on the private exponent d. Their research proved that the RSA cryptosystem becomes
vulnerable whenever a collection of public parameters is associated with a shared private component.

Our contribution: In this study, we propose an alternative equation, Y(N) = (p + 1)(g + 1),
and demonstrate how this formulation facilitates the factorization of the RSA modulus N, regardless
of the original parameters used to generate it. Specifically, we show that the RSA can be broken
without access to the original private parameters. In the first attack, we examine the continued fraction
expansion of . Although this expansion does not yield the true value of fl associated with Euler’s
totient function ¢(N) = (p — 1)(¢ — 1)—since d is typically large enough to resist such attacks—we
show that a fraction “yf, which corresponds to the equation Y(N) = (p+ 1)(¢g + 1) may still appear among
the convergents of the same continued fraction. If such a convergent exists, then it enables recovery
of the prime factors p and ¢ without requiring knowledge of the private parameters k, d, or ¢(N). The
second and third attacks consider scenarios in which multiple public key sets share a common private
parameter. In these cases, we construct a system of equations based on the available public data. By
applying lattice reduction techniques to this system, the private components x and y can be recovered,
thus ultimately leading to the factorization of each corresponding modulus N;.

This article is structured into four sections. Section 2 introduces the key tools and techniques used
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to achieve our objectives; Section 3 presents the main results along with a detailed discussion; And
finally, Section 4 concludes the study and summarizes the key findings.

2. Preliminaries

This section introduces several mathematical tools that will be employed throughout this work. We
begin with the continued fraction expansion method, which plays a key role in the first attack. This
technique is particularly important because it enables the recovery of private parameters solely using
the public values (e, N), under specific conditions. In such cases, certain instances of the so-called
RSA hard problems become solvable.

2.1. Continued fraction expansion

Consider the following rational number:

u
==
1%
The continued fraction of # can be expressed in the form
u 1
y TR L ’
L rap—

1
/’4+y5 .

where p and other y; are the respective integer and positive integers, respectively. They are called the
partial quotient of the continued fraction. The continued fractions are finite for a rational number of
&. In our attack, we apply this method to the public parameter (e, N) to find the candidate of f, which
could lead to the factorization of N. The following theorem is essential to test whether the rational
number (e, N) would yield the candidate 2 as one of its convergents.

Theorem 2.1. [14, Theorem 184] Let ; € R and x and y are coprime. If

then, f is a convergent of the continued fraction of +.

2.2. Lattices

We begin this section by introducing the concepts of lattices and lattice reduction, which form the
foundation for our second mathematical tool: simultaneous Diophantine approximation. This
technique will be employed in both the second and third attacks.

Let {by,...,b,} € R" denotes n linearly independent vectors where

n<meZ7Z".
A lattice L is constructed such that
,£:X1b1 +"'+xnbn’
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where x; € Z.

The set (by,...,b,) constitutes a lattice basis for L. The dimension of the lattice is given by
dim(£L) = n, while its determinant is defined as det(£) = +/det(B” B), where B represents the matrix
composed of the vectors b’s in the canonical basis of R™. Let [|v|]| denote the Euclidean norm of a
vector v € L. The Lenstra—Lenstra—Lovasz (LLL) algorithm, developed by [17], generates a reduced
basis, providing a partial but affirmative solution to this problem. The subsequent result establishes
constraints on the magnitude of the reduced basis vectors (see [18]).

Theorem 2.2. [17] Consider a basis {vi,...,v,} spanned a lattice L with dimension w. A reduced
basis {by,...,b,} is yield through the LLL algorithm which satisfies the following:

w(w=1) 1
D1l < [1bofl < - - - < {Iby]| < 2%+ det(L) =

An important application of the LLL algorithm lies in its capacity to resolve the problem of
simultaneous Diophantine approximations. In [17], the authors presented a method to determine the
simultaneous Diophantine approximations to rational numbers, thereby focusing on lattices with
real-valued entries. Conversely, in the following theorem, [15] extended this result to lattices with
integer entries, thus offering a comparable outcome.

Theorem 2.3. [15, Theorem 4] Suppose for any rational numbers By,3,,- - ,Br and 0 < € < 1, there
exists an algorithm to output p; € Z where i = 1,2,--- ,k and g € Z in polynomial time when

max |gB; — pil < € and g < QR34 3k ek
1

2.3. Bound of Y(N)

We reformulate the lemma using our modified ¥(N) to find its bound. Note that there is not much
difference from the previous lemma that used the standard ¢(N).

Lemma 2.4. Suppose N = pq, where p and q are two large and balanced primes. Let Y(N) =
(p+ 1)(g+1), then

N+2W+1<¢(N)<N+%\/N+l.

Proof. Suppose from the equation
Yy(N) = (p+ D(g+ 1),

we have N
fp=(@+ 1)(; +1).
Utilizing
VN < p < V2 VN,
hence,

F(VN) < £(p) < F(V2VN),

which leads to
£(VN) = (V) + 1)(%+ )
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=N+2VYN+1,

and

f(\/i\/ﬁ):((\@\/ﬁ)+l)(\/§Nm+l)
N+ VIVN 4 = VN + 1.
V2

Thus, we have
1
N+2\/N+1<z//(N)<N+ \/EW+$\/N+1,
which terminates the proof. O

Next, we present a lemma that will be needed in counting the weak exponents for which our attack
applies.

Lemma 2.5. Let A, B € Z*. Then,
A
cA
1> —mon—— 2.1
Z ~ (loglog B)?’ @D
where c € Z".

The detailed proof was provided in [19]. The lemma is correct depending on the established
condition from [14, Theorem 328], which stated that

¢(N) S C1
N ~ loglogN’

where ¢(N) = (p — 1)(g — 1). In our case, we have Y(N) = (p + 1)(g + 1) > ¢(N), thus it leads to

yN) o) e
N N loglog N

3. Results and discussions

This section presents the formulation of the proposed attacks along with a detailed discussion of
their mechanisms and implications. Specifically, we outline how each attack is constructed, the
mathematical principles involved, and the potential vulnerabilities they exploit within the RSA
cryptosystem.

3.1. Attack on key equation using continued fraction

In this section, we present our first attack on the alternative totient-like function Y(N) = (p+1)(g+1)
using the continued fraction method. We demonstrate that the RSA modulus N can be efficiently
factored through this approach, provided that the private exponent x lies within a specific bound that
we identify as insecure.

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.
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Theorem 3.1. Let N = pq denote the product of large unknown primes such that they are balanced
primes. Suppose ex —y(N)y = 1 with y(N) = (p+ 1)(g+ 1), e=N* and x = N°. Let yo(N) = N.
For 1 <y < x < N, the private parameter x is feasible to be found leading to factorization of N for
Laa<2if

2 2

d<

W
ST

Proof. Suppose that
ex —y(N)y =1, 3.1

where Y(N) = (p + 1)(g + 1) and ¢y = N. Then, dividing (3.1) by xyo(N), we have

y e ' _ lex = oyl _ lex — YNyl + W (N)y — Yro(N)yl
x  Yo(N) xpo(N) xo(N)
_lex = (N)yl + ylp(N) — o(N)|
- dyro(N) '
We have
lex —y(N)y| =1
and

lﬁ(N)—lﬁo(N)<%\/ﬁ+1<3\/le.

Also, by Lemma 2.4,
3
Y(N)>N+-—+VN+1>N.
V2

Utilising this, we have
X e |. 1+3yVN * 1+3VN
Y Yo(N) dyro(N) y o YoN)

Suppose
Yo(N) = N.

Then,

x e <f'1+3x/ﬁ
y Yol y  Yo(N)
_x 1+3VN
_5.—N )

Now, we have
W(N)=ex—1<ex.

Then,
y e
Z < . (3.2)
x  Y(N)
Since
e < N”
and
Y(N) > N,

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.
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thus we have the following inequality

Then, we obtained the following:

e N¢
< .
yWN) N

E‘1+3\/N:NQ(1+3\/N)

X e
- - . 33
y YoMl N N N? G-
Abiding by Legendre’s theorem, Equation (3.3) must satisfy
N*(1+3VN)
N2 < IN26
N2
¢ <
2N% (1 +3 \/N)
N2
< N25+1/2
< N3/2-25
m]
Considering only the indices, we have
3
< = =20,
)
which then gives us
3 «
0<———. 34
4 2 (34)

Since 6 > 0, then we have a < % Additionally, we need to consider the equality of

It can be seen that

and since the size of

thus for

we have

Substituting the value of ¢ from (3.4),

AIMS Mathematics

ex =1+ Y(N)y.

Y(N)y < ed
Y(N) =N,
e=N% x=N°

a+0o>1.

Volume 10, Issue 7, 15512—-15538.
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Therefore, the continued fraction would yield the values of * whenever the public parameter e satisfies
the condition such that

e=N"
where
1 < 3
—<a<-.
2 2
Given the value of ﬁ, we can find
ex+ 1
Y(N) = .
y

Utilizing these pieces of information, we proceed to retrieve the prime factors of the modulus N.
We expand and rearrange

Y(N) = (p+ Dig+ D),

to produce the following:
p+q=y(N)-N-1 (3.5)

Substituting the values from Eq (3.5) and the modulus N into a quadratic equation would give

X’ -WN)-N-1DX+N=0
X -(p+@X+N=0 (3.6)

Solving (3.6) via the formula of finding roots would give us the primes p and g.
The following algorithm summarises the steps needed to factor the modulus N.

Algorithm 3.1 Prime decomposition via Theorem 3.1

Input: The public parameters (N, e)
Output: The prime factors p and ¢

Compute the continued fractions of .

For each convergent fc— of &, compute Y(N) = ”y’,‘l.
For y(N)' € Z, proceed to Step 4. Else, repeat Step 2.
Solve the roots of the equation X> — (W(N) =N — 1) X + N = 0.

Return p = X; and ¢ = X;.

Nk LD =

Next, we demonstrate the process of factoring the modulus given a pair of public parameter (N, e).

Example 3.1. Consider the following public parameter.

N =10113055574309732212192875545347890767386703595133424016075980350310991860/
70758624277966716499748084716383401583901712377262429305549312217487887921/
99137879854592950281052102501872807427624690495979504084202047534385785768/
51816145324744757730938119521732733125387832559952533560920245439388040977/
3289491731541,

e =691978343977415178495556425856087632484044960954964686585623957580789175345/
385961959805733763148221941714194140341874746603368885602028558168445178801/

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.
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047615721099018445859278784696777441424067330423917118696078463702514050192/
146841874041434408115694596403285529058358366664162922762656630356776595080/
81294981.

Applying continued fraction on 5; we have the following lists of convergents

0.1 2 11 13 1116 1129 2245 21334 23579 115650 139229 394108 533337 1994119
77737167197 16317 16507 32817 31179 34460° 169019° 203479° 575977 779456° 2914345° "
35398670411648357801390119952378088239594014560779644452513908455692863765163
51734093161354405114738029140693847360771269500112402943803738677627366707553 |

We compute the
ex—1

Y(N) =

by using 131*" convergent,

Y(N) =1011305557430973221219287554534789076738670359513342401607598035031099/
1860707586242779667164997480847163834015839017123772624293055493122174/
8788792199137900183921040187597663661502934086097087777156964387331774/
9254676571082738480675349538549224330193938683910367720814860482612309/
54980681068566535033718640684.

Next, we compute

_ =Ny =N -1+ \J(y(N) =N - 12— 4N
p.-q= > )

which would give us

p =1164447464218134606274967217358355394916037497675506902014022865477004 /
3603536010774603522859180159650170343905998413120740445267800805332335/
687746176028321,

q =86848534477251994984099579530749184481208024835480607072508532165697120/
83078276731674090192644016890889438987757473402185176484725481855821073/
998050880821.

Since we have retrieved the primes of the modulus N, we can proceed to compute the original Euler
Totient function

¢(N) = (p—Dg—-1)

and
d=e!' mod @(N),

which gives us

d = 673254313901459141092338295244477833226198595412079393994498041690063602474

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.
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920821107366932096551581050226964700828241756432869152426787794192914056243
145848123846041837551601371074950469658340198090656825938359329007909027981
563208050924971737728861677265460103878957075151516193920318612839262518352
86716621.

3.1.1. Discussions

We start this section by presenting a comparison table that shows the parameters computed using
the original Euler Totient function

¢(N) = (p—Dg-1)

and our equation

Y(N)=(p+1)(g+1).

Note that we used the same public key (e, N) to generate the following parameters.

Table 1. Comparison of bounds between two private exponents.

Equation

¢WN) =(p-1g-1

Y(N) = (p+1D(g+1)

Private
exponent

d = 67325431390145914109233829524447783322/
61985954120793939944980416900636024749208/
21107366932096551581050226964700828241756/
43286915242678779419291405624314584812384/
60418375516013710749504696583401980906568/
25938359329007909027981563208050924971737/
72886167726546010387895707515151619392031/
861283926251835286716621

d < N°; 6, = 0.9994

x = 51734093161354405114738029140693847360/
771269500112402943803738677627366707553

x < N%;6, = 0.2491

Private
exponent

k = 4606692821827799198685584921980014853724/
2727245620910707912521485014026206934464434/
7355405112010631810924678385726173349184735/
3185950631154887706099697505119134245148567/
5938381503202744258416728534408956611745458/
7868923707375839006689824277200399011966998/
5070693184412865437452504552038281424050237/
6746635633

y = 35398670411648357801390119952378088239/
594014560779644452513908455692863765163

Listed among
the convergent

No

Yes

Security

The size of d is bigger than the unsafe bound
thus secure from low exponent attack.

The size of x is within the unsafe bound
thus vulnerable to low exponent attack.

From the sequence of convergents, it is evident that the ratio § associated with ¢(N) does not appear

among the convergents of <, as the value of d is sufficiently large. However, certain values of x and y
are small enough to manifest as convergents within the same expansion of 5. The above table provides
a comparative analysis of the bounds for d, which is calculated using both the traditional Euler Totient
function and the new equation. Notably, the size of d ceases to be critical in ensuring the cryptosystem’s
resilience against attacks. Now, alternative considerations must be explored to guarantee the robustness
of the cryptosystem.

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.
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Remark 1. In our theorem, we demonstrated that the proposed attack is effective through the use of
continued fractions when the private parameter satisfies

3 «a
0<-———.
4 2
For the range
1 < 3
— a _’
2 2
the private exponent x corresponds to
1
0<o<=.
2

Through our example, we illustrated that it is possible to derive % for the value of x < N° with
0 < 0.2491. Note that, we only utilize our equation as a tool to retrieve the actual private parameters
that are generated from the public key (e, N). Moreover, this result demonstrates that our bound
extends beyond the threshold established by [2]. Consequently, careful consideration must be given to
selecting the public parameter to ensure that continued fractions cannot produce a candidate i within
the outlined boundaries.

3.1.2. Estimating the number of public exponent e’s satisfying ex — y/(N)y = 1

In this section, we present the estimation number of public exponent e that satisfies
ex—yY(N)y = 1.
We begin by presenting a corollary showing that
gcd(x,y) = 1.

Corollary 3.1. If
ged(e, y(N)) =1

and has solutions of x,y € Z, then gcd(x,y) = 1.

Next, we present the following lemma which shows that the public parameter e < y/(N) satisfies at
most one equation ex — ¥(N)y = 1, where the unknowns x, y satisfy the conditions stated in Theorem
3.1.

Lemma 3.2. Suppose N is composed of the product of two large and balanced primes p and q. For
i = 1,2, let e < Y(N) be the public parameter satisfying ex; — yy(N) = 1 with gcd(x;,y;) = 1, then
X1 = xp and y; = y».

Proof. Suppose that e satisfies two equations

ex; —y(N)y; = 1,
exy —Y(N)y, = 1.

Equating both of the above equations would give us

L+yNyr _ 1+ l//(N))’2' (3.7)

X1 X2

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.
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Rearrange (3.7) to
Xz — x1 = Y(N) (yax1 — y1x2). (3.8)
From the left-hand side of (3.8), it is straightforward that

X2 — x1 < Y(N).
Thus, from the right-hand side (3.8), we deduce that
y2x1 — y1x2 = 0.

Since
ged(xy, yr) = ged(xa, y2) = 1,

it shows that x; = x, and y; = y,. O
Now, we proceed with an estimation of the number of e < ¥/(N) for which the Theorem 3.1 works.

Theorem 3.3. Consider Theorem 3.1. The number of the public parameter e < W (N) such that e =
U and ged(x,y) = 1 with 1 <y < x < N**2 for L < o < 3 is at least N*/*= where € > 0 is

2
arbitarily small for suitably large N.

Proof. The number of the public parameter e which satisfies the equation

o= LYWy
X
with the conditions given in the theorem is
N1 x—1
N=> 1, (3.9)
x=1 y=1
ged(x,y)=1
where
N, = N¥/4-ar2,

Building upon the result derived in [19], Lemma 3.3, the following inequality holds:

= Cx
1> ——mm. (3.10)
= (loglog N)?
ged(x,y)=1
Since
#(N) Cx

> )
N (loglog N)?
where C is a constant (see [14, Theorem 328]), and knowing that
Y(N) > ¢(N),

it follows that
Y(N) S Cx

N (loglog N)?
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This implies that inequality (3.10) holds in our case. Next, we substitute the value from (3.10) into
(3.9), which gives us:

& Cx C
N > = . 3.11
; (loglog N)>  (loglog N)? ;x .11)
Following this, for ZXN:] L X
&y NN+ 1 1 > 1
_ JVIUNVI 2 _ 3/4-a/2)* _ 3/2-a
x="o——> - Ni=>(N ) = N (3.12)
XZ:; 2 2 2 2
Then, by substituting (3.12) into (3.11), we have
3/2-a
N > _ ¢ ><l 32 N = N3¢
(loglogN)> = 2 2(loglog N)? ’
where we set
e CN¢
~ 2(loglog N)?
for % <a< % and € > 0 is arbitaryly small for large N. O

3.2. Attack on equation e;x — y(N;)y; = 1

This section describes an attack on the system of the equation of e;x — Yy(N;)y; = 1 for 1 <i <k
where k > 2.

Theorem 3.4. Suppose the modulus N; = p;q; for 1 <i < k be k moduli for k > 2. Let every modulus

be in the same size where N = min{N;} and e, for i, ...,k be k public parameters. Define 6 = ﬁ If

there exists integer x < N° and k integers y; < N° such that e;x — y(N;)y; = 1, then the modulus N; is
possible to be factored.

Proof. Suppose k > 2 andi = 1,...,k, then the equation
eix —Y(Npy; =1
can be rewritten as

eix — Niy; + Niy; —y(Nyy; = 1,
eix — Ny, = 1 + yi(y(N;) — N))).

Dividing by N;, we obtain:

e ‘ L+ yi((N;) = Ny

TVl =
Nl' Ni

< lyi(1 + ¢ (N;) = Nyl

N; '

From Lemma 2.4, we have the inequality
2
W(N) < N + V2 VN + §VN+ 1.
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Taking
N = min{N;},

we obtain the following:
il + gD =Nl _ N(V2VN +E VN + 1)
N; N
61 3
PR

Thus, we have the following inequality:

€;
X —=Yil <

N N°2, (3.13)

V2
It can be observed that the inequality in Eq (3.13) is related to the condition stated in Theorem 2.3,
namely,

lga; — pil < €.

Now, the existence of x, y; needs to be proved. Assuming

3 i
€= —=N2
V2
and v
0= ——,
2k+1)
we have
3 k
N(5 fk — st (_Né—;)
\2
3 \k
(5
Then, since

3 k 1 k(k=3)
(—) =32k <7 3k

for k > 2, we get
N <27 3,

Thus, if x < N° then,
k(k=3) i
x<2 7 -3%-€

—-m

In summary, the following inequalities must be satisfied, as stated in Theorem 2.3, for the integers x

and y; to be determined:

k(k=3) X “m
<e€ x<27% .3.e™

\
N

AIMS Mathematics Volume 10, Issue 7, 15512—-15538.



15527

Using the values obtained, one can compute

w(vy = 21
=(pi+Dgi+1)
=Ni+pi+q+1. (3.14)
By rearranging Eq (3.14), we have
pPit+q=yN)—-N; -1 (3.15)

By transforming Eq (3.19) into a quadratic equation, we get

X* = (N)-N;—DX+N;=0
X = (pi+q)X+N;=0
(X - p)(X —q;) =0. (3.16)

Solving (3.16) would give us the roots of p; and g;. O

The following algorithm illustrates the steps needed to factor the modulus N;.

Algorithm 3.2 Concurrent prime decomposition of kK RSA moduli via Theorem 3.2

Input: Sets of public parameters (N;, ¢;)
Output: The prime factors p; and g;

1.
2.

&

Set N = min{N,}.

Compute
_ _k
@) 0= 555 1
(b) €= SN2,
(€) C =31 .25 gkl

(d) lattice £ composed of the span of the matrix rows R as shown in the proof of Theorem 2.3.
(e) matrix J by performing the LLL algorithm onto R.

Appoint G11,G12,.G13,....Giras X, Y1,..., V¢
fori=2,3,...,kdo

. Calculate

(@) Y(N;) = =

~JS2_aN
®) pingi = "5 where S, = y(N) — N, - 1.
(©) if p;, q; € Z, then return p;, g;.
(d) else Algorithm fails.

(e) end if
(f) end for
(g)

Next, we demonstrate the process of factoring the modulus given a pair of public parameter (IV,, ¢;).
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Example 3.2. Consider the following sets of public parameters

N, = 176060506635252753593373535522898427539,
e; = 16099784177606318061323449381777038067,
N, = 113774319715448399912595828900591902707,
ey = 80228454580518272122138188469893552787,
N3 = 150816124334075237767956171089332327367,
e3 = 88264900429715776331790096540424504267.

Setting
N = min{N;} = 113774319715448399912595828900591902707.

For k = 3, we obtain

5= T = 0.375
and 3
€= —_N°2 ~0.00003711938.
V2

Then, applying Theorem 2.2, we compute

C = [3’<+1 kD (kr 4 e_k_l] = 21333009137526604445.

Computing

fori=1,...,3 and obtain

C, = -22281522438841032,
C, = —175029906658793702772,
C; = —11223322059098364439.

Then, constructing lattice L composed of the span of the matrix rows

C, G G

—_

1

0 C 0 O
7Q_OOCO'
0 0 0 C

Performing the LLL algorithm to R would yield

T - Ju
T = D : ’
I o Ju
and
J11 = 748062,
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Next, computing matrix

gives us

where

AIMS Mathematics

J1» = —79984,
J1s = 16972136,

Jha = 1032782,

Ja1 = —99521795316979,
Jn = —113736368517672,
Jas = 32536150965788,
Fas = —471403033490219,

J31 = 373912680456304,
T3 = —216862778265728,
J33 = —5423909674688,
J3a = —198493206973456,

Ju1 = 330054618367440,
Ja = 827166475201920,
Ju3 = —4264742543680,
Jaa = —104919931466160.

G=g R
gll 914
G= ;
g41 g44
QH :748062,
G, = 111607,

Gz = 876715801,

Gis = 56217043,

G = —99521795316979,
G» = 14848139605998,

G = —116637832824395963,
Gos = —7479087357427335,
Gs1 = 373912680456304,
G = 55785847333091,

Gs3 = 438219232029304532,
Gas = 28099629757235766,
Ga1 = 330054618367440,
Gar = 49242450214200,
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Ga3 = 386818337404866805,
G = 24803685621126276.

Observe from the first row of the matrix G,

X =748062,
Y, =79984,

Y, = 16972136,
Y; = 1032782.

Next, we compute

eiX -1
Y(N;) = 7

Y(N;) = 119710828891019891625065954936349534000,

Y(N,) = 239380624874704970870465655772924454176,
Y(N3) = 222474646280558827326647803549471452000.

b

Since we know W(N;), we can solve for

where
Si=y(N)—-N; - 1.

Finally, we have

p1 = 11007976237694954759,
P2 = 157824960994848547877,
p3 = 17930888138083739099,
q1 = 10874917087946682149,
q> = 15167475623993242951,
q; = 12407341151609823719.

3.3. Attack on equation e;x; — W(N;)y = 1

This section describes the attack on the system of equation e;x; — ¥/(N;)y = 1 for 1 < i < k where
k>?2.

Theorem 3.5. Suppose N; = piq;fori=1,...,k be k moduli for k > 2, where N = min{N,}. Let e; be k

public parameters fori = 1,...,k. Define 6 = ﬁ For any k integers x; < N° and an integer y < N°

such that e;x; — Y(N;)y = 1, then the modulus N is possible to be factored.

Proof. Suppose k >2 andi =1,...,k, then the equation
eix — YNy =1
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can be rewritten as

eixi— Ny + Ny —y(Npy =1,
eix; — Niy = 1+ y(W(N;) — Ny).

Dividing by e; we would have,

N;i x_l _ 1+ y@(Ny) — Ny
é; 1 e;
- ly(1 + y(N;) — Ni)l.
€

From Lemma 2.4,
V2
W(N) <N + \/5\/N+7\/N+ 1

and taking
e = min{e;},

hence,

(L +y) =Nyl N°(V2VN + 2N +1)

e; €;
503
N°(-5 VN)
<
Ncr
— iN(S_CH-%
V2
Thus we have N 3
L P (3.17)
€; \/§

It can be seen that the inequality in Eq (3.17) relates to the condition stated in Theorem 2.3 which is

lga; — pil < €.

(a-Dk
2(k+1)

Now, the existence of y, x; needs to be proved. Assuming € = \%N‘S‘“% and 0 =

k
N5 . Ek — N6 (iN5—a/+é)

V2
3 \¢
-(35)
Then, since
(3 T
- — . < T .
\2

for k > 2, we get
No&k <257 .3k,
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Thus, if x < N° then,

k(k=3) _
x<2 & -3k.em,

In summary, the following inequalities must be satisfied, as stated in Theorem 2.3, for the integers x

and y; to be found:

k(k=3) £ -m
<€ x<2+ 3™

5
NP

Using the values obtained, for i = 1, ..., k, one can compute

e xX; — 1

Y(N;) =

=(pi+ D+ 1)
:Ni+pi+qi+1-

By Rearranging Eq (3.18), we have

pi+qi =y(N;)—N;— 1.

By transforming Eq (3.15) into a quadratic equation, we get

X = WWN)-N;—DX+N; =0
X —(pi+q)X+N;=0
X - p)X —gq;)=0.

Solving Eq (3.20) would give us the roots of p; and g;.

The following algorithm illustrates the steps needed to factor the modulus N;.

(3.18)

(3.19)

(3.20)
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Algorithm 3.3 Concurrent prime decomposition of K RSA moduli via Theorem 3.3

Input: Sets of public parameters (NV;, e;)
Output: The prime factors p; and g;

1.
2.

&

~

Set N = max{N;} and e = min{e;}.

Compute
_ (a-Dk
(@) 6= 0+
— 3 ajé—a+s3
(b) e = \EN z,

(k+1)(k=4) k-1

(c) C=31.273— .¢

(d) Lattice £ composed of the span of the matrix rows R as shown in the proof of Theorem 2.3.
(e) Matrix J by performing the LLL algorithm onto R.

(f) Matrix G = IR

Appoint G11,G12,G13,---.Giras L, Xy, ..., X

fori=2,3,...,kdo

. Calculate

(@) Y(N;) = <5
(b) pivgi = M here S, = w(Ny) = Ni - 1.
(©)
if p;, q; € Z, then return p;, q;.
else Algorithm fails.
end if
end for

Next, we demonstrate the process of factoring the modulus given a pair of public parameter (N, ;).

Example 3.3. Consider the following sets of public parameters

N, =119710828891019891603183061610707897091,
e; = 802379080898815685116794541396108712743,
N, =239380624874704970839515684049446356437,
ey = 204252676637935432760954971528801513,

N3 = 222474646280558827296309574259777889181,
e3 = 2960398127769320728726817047613562907.

Then, we set

N = max{N;} = 239380624874704970839515684049446356437.

We also get

min{e;} = N
with a = 0.927. Since k = 3, we obtain
Qa - Dk
=—" =0.3205
2k + 1
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and
3 S—a+l
e=—N 2 ~ (0.0001814809309.
V2
Then, applying Theorem 2.2, we compute
C = [3¢1. D4 | =k=11 = 149345114900000000.

Computing

fori=1,...,3 and obtain

C, = -17217660490514083453041148055005395162,
C, = =74268257978949950023666474950894327291,
C; = -73530011827616972608095990484858831074.

Then, constructing the lattice L composed of the span of the matrix rows:
C, C, G
C 0
R= 0
0

S O O =

0
c 0
0 ¢C
Performing the LLL algorithm to R would yield:

jll j14

I .. Ju

and

J11 =255929320328483,

J12 = =91972327270006,

J13 = 112017302482815,

J1a = 342005142641862,

J21 = —663502308951713181165929548783738,
I = —1344365126252074249927651644713064,
J23 = 24789888468766336065911918118090,

24 = 126864785816002898843323125868456,
J31 = 1143405454046964905858869871231785,
I3 = 83670522297219340565303890700998,
J33 = —1099364657786459577190698136281427,
T34 = —473056467498166525473002268580634,
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Next, computing matrix

gives us:

where

Ja1 = —1391972281477732811545671211622320,
Jun = 618514744958873746139420052592244,

T4z = —940533386714458854516613095675808,
Jaa = 1516026248403791914472007332795516.
G=9 R

Gu - Gu
G= ,
Gy ... Gu

G = 255929320328483,

G1> = 33337579844090,

G113 = 143801417249388,

Gia = 142371993081789,

G = —663502308951713181165929548783738,
G2 = —86428398172689044805623099481045,
Go3 = —372808290402351978264360031846563,
Gra = —369102477272164235313182555339621,
G = 11434054540469649058588698712317835,
Gz = 148941006718316147817481800779188,
Gz = 642455989691207191594557284517128,
G4 = 636069807024518251790756385697546,
G = —1391972281477732811545671211622320,
G = —181319541719423356400564314563661,
Gz = —782120573724998382998562521131348,
G = =774346088108350775795979616399999.

Observe from the first row of the matrix G,

Next, we compute

AIMS Mathematics

Y = 255929320328483,
X, = 33337579844090,
X, = 143801417249388,
X3 = 142371993081789.

eiXi -1
Y 2

Y(N;) =

Volume 10, Issue 7, 15512—-15538.
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which yield:

Y(N;) = 64120756234785767594964219830501213094365295994120307209008902091973140480000,
Y(N,) = 37989496689035971870436488709545762442152248655490732915220520237204475581440,
Y(N3) = 16252877109882969554525621517760249476535655248534830656603737748620159229760.

Since we know y(N;), we can solve for

S; =+ 1,S,'2_4Ni

2 2

Di.qi =

where
S = ‘ﬁ(Ni) -N; -1

Finally, we have

p1 = 15028999435905310589,
p2 = 16708911996216745859,
p3 = 11565865260296943587,
g1 = 16848810653347327999,
q> = 11664969248402573633,
g3 = 11022674864750634611.

4. Conclusions

This paper studies novel cryptanalytic attacks on the RSA by introducing the following:

Y(N) = (p+ 1)(g+ D).

It is important to emphasize that this formulation strictly applies to cryptanalysis and cannot be
employed for encryption or decryption processes, as it fails to meet the criteria outlined in Euler’s
theorem. Consequently, it does not yield the original plaintext after decryption. Nonetheless, this
conceptual framework unveils new opportunities for further exploration within this attack vector.
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