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Abstract: This paper addresses the problem of proportional consensus for multi-agent systems
(MASSs) under input constraints in adversarial network environments. A dynamic event-triggered
proportional consensus control algorithm based on distributed observers was proposed. An input
constraint mechanism was introduced to model actuator limitations, reflecting practical applications
and ensuring reliable agent operation. On this basis, a dynamic event-triggered scheme was designed
to significantly reduce communication load, improve resource utilization, and enhance resilience
against denial-of-service (DoS) attacks. Leveraging fully distributed observers, each agent achieved
proportional consensus using only local information. Theoretical analysis based on Lyapunov stability
theory and graph theory provided sufficient conditions for achieving proportional consensus under DoS
attacks, offering rigorous support for the method’s feasibility. Simulation results demonstrated that the
proposed approach effectively achieves proportional consensus for MASs under dual constraints of
input saturation and adversarial attacks, while avoiding Zeno behavior.
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1. Introduction

The primary goal of multi-agent cooperative control is to achieve coordinated group behavior.
Among various coordination strategies, proportional consensus has emerged as a more general and
flexible form compared to traditional complete consensus. Unlike conventional consensus, which
enforces identical states for all agents, proportional consensus requires each agent’s state to converge
to equilibrium points maintaining predefined proportional relationships. This capability has practical
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significance in numerous scenarios. For instance, in satellite formation flying missions [1], satellites
must maintain specific relative distances rather than identical absolute positions to ensure stable
orbits. Similarly, in multi-unmanned vehicle cooperative systems [2], vehicles are required to
maintain specific speed ratios or proportional formations to accomplish complex tasks such as
cooperative transport or regional coverage. Proportional coordination thus enables sophisticated
collaborative behaviors, including target envelopment, formation reconfiguration, and load
distribution, extending the applicability of classical consensus control.

Proportional consensus introduces scaling coefficients as degrees of freedom, enhancing system
flexibility and adaptability compared with traditional consensus. References [3—6] developed
distributed observers for proportional tracking, ignoring communication sparsity and adversarial
attacks. References [7, 8] improved communication efficiency via intermittent control but failed to
address actuator saturation—Ileaving a gap for proportional consensus under dual constraints of
attacks and input limits. Reference [9] established sufficient conditions for H,, group consensus under
fixed, switching, and delayed topologies, providing a theoretical foundation for proportional
coordination among subgroups.

Despite these advances, practical deployment of proportional consensus faces three critical
challenges: limited communication resources, adversarial network attacks, and actuator input
constraints. Event-triggered control (ETC) and multi-rate sampling have emerged as key approaches
to alleviate communication load. Traditional static ETC, using fixed thresholds, is insufficient for
dynamically changing states. Dynamic event-triggered mechanisms, as proposed in [10], adaptively
adjust thresholds via internal state variables, improving communication efficiency. Subsequent
works [11-15] have developed distributed and observer-based dynamic triggering schemes that reduce
communication frequency while avoiding Zeno behavior. However, the application of these strategies
to proportional consensus, especially under strong disturbances or attacks, remains underexplored.

Security of communication links is essential for proportional consensus. Denial-of-service (DoS)
attacks [16] can disrupt information exchange, leading to estimation errors and control failures.
Existing studies [17-21] focus mainly on complete consensus or mean convergence, offering limited
insight into proportional consensus. Quantitative relationships between attack frequency, duration,
and proportional convergence performance remain largely unaddressed.

Actuator constraints, such as input saturation, further complicate the control design. Saturation
nonlinearity limits the amplitude of control signals, which may degrade the convergence performance
or even lead to system instability. Although existing studies [22—-24] have addressed the consensus
problem under input saturation, these works often neglect communication constraints or rely on
global information, thus limiting their practical applicability. It is worth noting that in the broader
field of nonlinear control, advanced techniques such as command filtering [25], nonsingular
predefined-time control [26], and fuzzy adaptive output feedback [27] have been developed to
effectively handle state constraints and system uncertainties. However, the combined effects of
communication attacks and input saturation on proportional consensus in multi-agent systems have
not been thoroughly investigated.

On the other hand, recent advances in multi-agent network controllability—an essential
prerequisite for achieving consensus—have provided new insights. Lu et al. [28] analyzed the
controllability of discrete-time multi-agent systems via impulsive/switching systems, demonstrating
that periodic topology switching can enhance controllability by breaking structural limitations. Long
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et al. [29] derived a controllability criterion for impulsive multi-agent systems, revealing that the
number of control nodes and the impulse intervals jointly determine system performance. These
findings underscore the importance of incorporating network dynamics, such as topology switching
induced by DoS attacks, into the control design—an idea that this work extends to the problem of
proportional consensus under both saturation and attack constraints.

In this context, achieving proportional consensus faces two major challenges: (1) the nonlinearity
introduced by input saturation complicates the stability analysis, and (2) the intermittent
communication interruptions caused by DoS attacks disrupt the cooperative control paradigm. To
address these challenges, this paper proposes the following three innovative contributions:

1) A fully distributed event-triggered observer is designed. Unlike existing schemes [13, 15] that
rely on semi-global topological information, the proposed observer utilizes sparse dynamic
triggering signals to maintain state estimation during intermittent DoS attacks, significantly
reducing communication overhead while ensuring estimation accuracy.

2) A low-gain feedback protocol with an adaptive anti-saturation compensator is developed. In
contrast to conventional methods [22,23] that require global Laplacian eigenvalues, this protocol
dynamically adjusts control inputs using only local neighbor information to prevent actuator
saturation, thereby eliminating the need for global topological knowledge.

3) Sufficient conditions for achieving proportional consensus under the dual constraints of DoS
attacks and input saturation are established. Unlike prior studies [17-21] that only address
complete consensus under DoS attacks, this work explicitly reveals the quantitative relationships
among attack frequency/duration, saturation depth, and convergence rate, providing a rigorous
theoretical foundation for system design.

Notations. Let R denote the set of real numbers, R” the n-dimensional real vector space, and R™" the
set of n X n real matrices. N and N+ represent the set of integers and positive integers, respectively.
For a matrix A, A7, A=!, and A > 0 denote its transpose, inverse, and positive definiteness Iy is the
N-dimensional identity matrix, and diag- is a diagonal matrix. sgn(-) is the sign function, A;,(A) and
Amax(A) are the minimum and maximum eigenvalues of a symmetric matrix A, | - | denotes the norm,
and ® is the Kronecker product.

2. Preliminaries

2.1. Graph theory

The communication topology among N agents is represented by a directed graph G = (V, €), where
V = vy, v,...,vy denotes the set of nodes and € C V X V represents the set of edges, with each
edge defined by a pair of distinct nodes. If (v;,v;) € &, node v; is called a neighbor of node v;, and
node v; is referred to as an out-neighbor of node v;. For graph G, the adjacency matrix is defined as
A = [a;;] € RN where a; = 0 and a;; = 1 if (v;, ;) € &; otherwise, a;; = 0. The Laplacian matrix
associated with G is defined as £ = [I;;] € RV, with [;; = Z?’zl a;j and [;; = —a;; for i # j. The degree
of node i is defined as d; = ) jey, aij, Where N; = j €V [ (v;,v;) € € denotes the set of neighbors of
node i. The corresponding degree matrix is D = diagd;, ds, ..., dy.
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2.2. Problem formulation

Consider N agents, and the dynamic model of each agent is as follows:

(2.1

Xi(1) = Axi(t) + Boy(ui(1)),
yi(t) = Cxi(1),

where A, B, C are constant matrices and x;(f) € R”, u;(r) € R™, and y;(f) € R? are the position state,
input, and output, respectively. The saturation function d,(u;(?)) = (,(ui1(2)), O5(uin(t)), - - -, Os(Uim(2))),
and &(u;,, (1)) = sgn(u;, (1)) min{|u,,(?)|, @} for w € {1,2,--- ,m}, where @ is a positive constant.

Considering the case where the system state is unmeasurable, the following state observer is
designed:

{)?i(t) = AXi(t) + Buj(1) + H(X,(t) — x;(1)), 2.2)

Ji(t) = Cxi(2),
where H is an observer gain, x;(f) € R”, and y;(f) € R” are the observed state and observed output,
respectively.

According to the characteristics of attacks, the time axis is divided into two parts. Let Ty = [tok—1, t2x)
be the k-th attack interval. For the entire time period [0, ¢), define Z,(0, 1) = Urenlf2k-1, f2¢) N [0, £) and
2,00,1) =[0,1) \ £,(0,1) as the set intervals where attacks occur and do not occur, respectively.
Remark 2.1. The saturation function d,(u;(¢)) in the multi-agent dynamic model simulates the power
limitation of the actuator. When the input u;(#) exceeds the threshold @, the output is limited within
the threshold range, avoiding control failure due to actuator overload and making the model more
consistent with actual hardware characteristics.

The following are some general assumptions and useful lemmas.

Assumption 2.1 (Attack Duration [30].) There exist positive constants N; and 7, such that the
following inequality holds:
Zoto,1) < Ny + Ti 2.3)

a

Assumption 2.2 (Attack Frequency [30].) Define D(t, t) as the total number of DoS attacks occurring
in [#y, ). Then there exist constants N, > 0 and 7, > 0 such that

D(ty,t) < N, + i 2.4)
Tp

Remark 2.2. Assumption 2.1 limits the total duration of DoS attacks, ensuring that attacks will not
last indefinitely, which provides a premise for subsequently deriving the stability conditions of the
system under attacks, i.e., the attack intensity must be within a tolerable range. Assumption 2.2
constrains the number of DoS attacks per unit time, avoiding excessively frequent attacks that make
the system unable to recover, which is an important condition to ensure that the system can eventually
achieve consensus. Assumptions 2.1 and 2.2 constrain the energy and frequency of admissible DoS
attacks, ensuring they are not catastrophic. These are system-level assumptions. To mitigate such
attacks, each agent requires a local mechanism to detect communication outages. We define a
piecewise function ¢(¢) to represent the local attack status.
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For the convenience of subsequent analysis, the following piecewise function is given to represent
the time when attacks occur and do not occur:

0’ t € ES(T’ t)’
o(1) = _ (2.5)
1, teZE,(11).

Assumption 2.3 [31]. (A, B) is stabilizable.

Assumption 2.4 [32]. (A, C) is detectable.

Assumption 2.5 [33]. The communication topology graph G is undirected and connected.
Lemma 2.1 [34]. Under Assumption 2.3, by solving the algebraic Riccati equation:

ATP(¢) + P(¢)A — P(¢)BR'BTP(¢) + ¢l = 0, (2.6)

a unique positive definite solution P(¢) is obtained, where ¢ € (0, 1] is a low-gain parameter.
Lemma 2.2 [35]. Under Assumption 2.4, by solving the algebraic Riccati equation:

AQ + QAT —0CTCcQ+1=0, 2.7)

a unique positive definite solution Q is obtained.

The objective of proportional consensus is for the states of agents to converge to values that
preserve predetermined proportional relationships, rather than converging to a common value. This is
mathematically defined as:

lim(uxi(t) — pjxi(1)) =0, Vi,je{l,2,...,N},
—o0

where y; > 0 is the scaling factor for agent i. This capability is crucial in applications such as formation
control, where agents must maintain relative positions or speeds, and load distribution, where tasks
must be allocated proportionally to agent capabilities.

Definition 2.1. (Semi-global proportional consensus with actuator saturation) A multi-agent system
with actuator saturation achieves semi-global proportional consensus if and only if for any large and
bounded initial state set y C R”, the following holds:

im flpxi(#) = pyx;Oll =0 and - [luOllw < @, Vi, j,
where p; > 0 is a predefined scaling constant.

3. Results

3.1. Controller and observer design

In this section, the fully distributed consensus problem of MAS (2.1) with event-triggered
communication, actuator saturation, and unmeasurable states under DoS attacks is solved. The
detailed design scheme analysis is as follows.

Define the observation measurement error of the i-th agent as:

ei(t) = &i(t) — %), telt,t,,), (3.1
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where 7 denotes the k-th event triggering time of the i-th agent.

Considering the situation where the communication channel is subjected to DoS attacks, to
mitigate the impact of attacks on system stability, a reasonable and effective compensation
mechanism is designed as follows:

2i(t]) = (1 — O)&(8,) + p(O3(E,),

where t,{, denotes the k’-th triggering time of the j-th agent, and t’ denotes the latest time when agent
J successfully transmitted information to its neighbor agents before the system was attacked.
The fully distributed adaptive controller based on the observer is designed as:

wi (1) = (1= (@) s + ¢ (1) (3.2)
G = (=) & D+ M) @), (3.3)

where

i) = KZ e(Da(ie) = 2180,

tiq (1) = KZ cii(Di(t]) - —xj<rf ),

j=1
¢ = kijl—mijei;(t) + a; (piki(tl) — ﬂjfj(l‘,](r))Tr(lJifi(f/i) - ,ujfcj(f,i/ N1,
¢i; = kijl=myjei() + (wi(t,) — Hj??j(f,{f))Tr(ﬂifi(t,i) - ,uj)?j(f]i,))],
where K and I' are feedback gain matrices; since the topology graph is undirected, there are positive

constants k;; = kj; > 0 and ¢;;(t) = cj;(t) > 0.
The event triggering function of agent i is:

i) =0 =¢o@) fis () +¢@) fia @), 3.4

where

fis(H) =106 [

kMZ

((— — 1) + )/c,J(t)) a,],ul e; (t)Fe (1)

i
'M2

—

ayy (i5:(8) = i(e]) T (uaki(e) - m,(zf,))] - (@),
J=

N
Jia(®) = [Z ((— - 1) + ycu(r))u, el (DTei(t)
J=
NI NP o4 . a
-7 Z piki(t) — ki) T (ki) = e (7 ,))] - (®),
J=
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and 6;, y, 0 < 6, < 1 are positive constants to be determined; 7}, 77 are internal dynamic variables, and
their time derivatives satisfy:

N

1 . , , ,
;i () = —an; (1) +'8i[é_t Z a;j(uixi(t,) — ,ujjej(t]i/ NITx(t,) - ,Ujffj(f,]c/)]
j=1
N 1 :
- 2G5 = D+ yey@aie] OTe), (3.5)
j=1

1< . y . y
() = = () + Bl D (k6 = s TR =y 5(E))]
j=1
N 1 :
= 2G5 = D+ yeypie] OTeo) (3.6)
j=1

where a; > 0 and 0 < 3; < 1 are positive constants.
The triggering mechanism of agent i is:

o =inf{t> 41020} k=12 3.7)

Define the tracking error of agent i as \¥; = zlv 2?1:1 (uix; — pjx;). From (2.1), we can obtain:
1 &
Wi = A+ BS () = B ) 16, (u). (3.8)
=1
Let¥; = ﬁ(,u,-fc,- — p;X;). Combining with %; in (2.2), we can obtain:
N
i A R 1
¥ = AV~ HC(¥, W) + juBu; — B > ;. (3.9)
=1

Since a;; = aj; and ¢;; = c¢j;, we can obtain:
N N N N o

pini = Y iy = wK > ey (fcl-(r,o - ;{fc,(t,ﬁ)) = 0. (3.10)
=1 j !

; =1 i=1 j=1

Substituting (3.11) into (3.10), we can obtain:
\i]i = A‘i‘l - HC(‘P, - \IAI,) + B,Llil/t,'. (31 1)

Leté; = ¥ -y, Combining with Egs (3.8) and (3.11), we can obtain:
N
) 1
& = (A+ HC); + Buu; — B[ﬂi5s(ui) Y, Zﬂj5s(u1)]~ (3.12)
=1
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3.2. Stability proof

Theorem 3.1. Under Assumptions 2.1-2.5, Lemmas 2.1 and 2.2, and the event-triggering condition
(3.7), consider the multi-agent system (2.1) with observer (2.2) and controller (3.2) under DoS attacks.
If we set H = —QCT, K = —BT P, and select the relevant positive parameters 6;,y, a;, 8; € (0, 1), k; i
and m;;, we then choose

-0 1 -5
alzmin{g =, P_ ,kijmijaai_—ﬁ}a a >0, z>1,
/lmaX(P) /lmax(Q) Gi

R 2Inz a1 +a;
a=aj— — > 0,
Tp Ta

where «; — % > 0,p > 0, and ¢ — 6; > 0. Then, there exists a parameter ¢ € (0, 1] such that
for any ¢ € (é, $), with arbitrarily large but bounded initial states y € R" and y; € R, the dynamic
event-triggered fully distributed observer-based scaled consensus is achieved under DoS attacks with
actuator saturation.

Proof. Select the Lyapunov function as follows:

V(@) = Vi(r) + Vo(o), (3.13)
where
N N (Cl,
Vit = Y WIPE+ Y Z T
i=1 i=l j=1,j#i ij

N N
Va(t) = ) dgi(t) + o ) &1 O,
i=1 i=1

matrix P > 0, O > 0, o is a positive constant, and k is a positive constant to be designed. According to
Eqgs (3.5) and (3.8), we know that

ni(t) = — (CYi + %) ni() >0, V>0,

and further,
—(11,'+/i’:)t
ni®) 2 n:(0)e 47 >0, Vt=0.

Then, V(r) > 0.
First,we will discuss the actuator saturation. There exists a constant A such that for any ¢;;(0) €
and li’,-(O),f,-(O) € x, we have

sup {V (¥i(0). £(0). ¢;1(0), 0)} < A + 1. (3.14)
Define the set Ly (A + 1) as
Ly(A+1) = (¥, & V(P éicypnt) <A+ 1. (3.15)

Obviously, when ‘i’i,fi, cij € Ly(A+ 1), ‘i’,-, &;, and ¢;; are bounded. Since ‘i’i = Wix; — # Z?/:] X
is bounded, ,uifci(t}'c) - ujx j(tli) is bounded within a finite time, and then the control input u;(¢) is also
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bounded. Under Lemma 2.1, lim._,y P(¢) = 0. Therefore, for any ¥, &i,cij € Ly(A + 1), there exists a
constant ¢ such that when ¢ € (0, $), ||u;]| < @.
Therefore, when 0 < # < +oo, substituting (3.11) into (3.13), we can obtain:

. 1 v
é:i = (A + HC)f, + B/Jl'bti - B,ul-ui + N Z/ljuj = (A + HC)é:l (316)
j=1

Next, according to the characteristics of attacks, the system stability analysis is divided into two
cases: DoS attack and no attack.
Case 1: When t € E(7,1) and ¢(f) = 0, agents maintain normal communication. For this case, the
stability proof is given below.

According to Egs (3.2), (3.3), and (3.11), the derivative of V,(¢) is obtained as:

C,j—k)

Mz
1;
Mz
Mz

Vl(t) = Cl[(t)

N N
WIPHCE + Y C”(t) GO o)

i=1 =1 i=1 j=1,#i

Il
\®)
Mz 7
~§
o
o
+
M

N N
+2 33" ey VT PBK(uisi(t}) - p%,(e),)
=1

i j=1
LA . _
t3 Z Z cijaij(ifi(ty) — %), N T(uii(t) — 1))
i=1 j=1j#i
PRL . _ _ .
=525 2 Gl = S e ) Tsih) = (e))). (3.17)
i=1 j=1j#i

The third term on the right-hand side of the above equation can be bounded as:

i i Cij(t;_ k(—mijcij(l))
i=1 j=1#i
N N N
Sy "% - Z @(cij(r)—k)z. (3.18)
i=1 j=1,j#i i=1 j=1,j#i

Since ¢;; = c¢j and a;; = aj;, and according to K = —BTP and T’ = PBB' P, the fourth term on the
right-hand side of the equation can be transformed into:

j=1
N N . '
== ), 2 (¥ = TG 6) - i (e))) (3.19)
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Since ‘i’i - ‘i’j = piX; — ;X and e; = )%i(t,i) — X;(1), we can obtain:

(uiei — uje ) T(uie; — uje;)

(i) = pif(e))) = (¥ =¥ HI'T
(ki) — p(e))) = (% = ¥

= () — R ) T - ifAE)

+ (= W) T(¥ - ) - 208 - ) T(ti(r) — wi2,(2))).

Substituting Eq (3.20) into Eq (3.19), we get:

Cijaijli’iTPBK(ﬂifCi(f;i) - ,uj)%j(t]{/))

1
M=

~
Il
—_

cijai (P, =) TC¥, - ¥))

.‘E'JZ |
Mz

Il
—

1

J

Cl]alj(ﬂlxl(tk) /-l]x](t] ))Tr(:ulxl(tk) ,U]Xj(l] ))

.‘E'JZ
M =

Il
—

1

J

cijaij(pie; — pie)) T(we; — pie)).

.‘E'JZ
M =

Il
—_
Il
—

=1 j

(3.20)

(3.21)

According to ‘i’i -y ;= MiXi — pu;X; and e; = fc,-(t,i) — X;(1), half of the sixth term on the right-hand

side of Eq (3.17) is transformed into:

Pl X » o » N
B ZZ:‘ IZ: aij () = ) TGusdd) = p5%,6,)
i=1 j=1,j#i
k N N
== 200 D e — i) Taes — pye))
i=1 j=1,j#i
k N N
30 DY aue - pye) T — ¥
=1 j=1,j#i
k N N
_ZZ Z a;(V; - ¥)'TY, - %)
g

According to the Young’s inequality, Eq (3.22) can be transformed into:

PR w o o o
-7 Z Z aif(piki(ty) — iR () Tkt — ui2,(6,)
i=1 j=lj#i
k] N r
< 4_1 5 1)2 Z aij(piei — pje) T(ie; — pje)
i=1 ,]Zlvj;tl

(3.22)
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K N N o o
- 4_1(1 —07) Z Z a;;(‘Y; — ‘Pj)TF(‘I’,- - ¥).

i=1 j=1,j#i

(3.23)

Using Young’s inequality, and substituting Eqs (3.18), (3.21), and (3.23) into Eq (3.17), we can

obtain:
N

N N
' - e 1
i< 2 WPAY +6, Y WI¥+ 5 D IPHCIBE
i=1 i=1
k
2

i=1
N N . .
Z Z i (uii(t) = Ri(6,) T(iki(ty) = piki(6,)
j=1,j

N N

+ Zi i c,Ja,],ul ; e'Te; + k(— -1 Z Z a,-j,uizeiTFei

i=1 j=1 i=1 j=1,j#i
N N

NN M, v v ) 2
+Z Z Tk —Z Z T(Cij(t)_k)'

i=1 j=1,j#i i=1 j=1,j#i

According to Egs (3.5) and (3.16), the derivative of V,(¢) is obtained as:

N N
Va(t) = Y kil (1) + 20 ) &1 (D 0(1)
i=1 i=1

N

N N
1
== D ke = ) KBI) (5= = D+ yeyaie[Te,

i=1 i=1 j=1

1 & ) j . _ .

= 7 D kit = e )) T (uada) = (e )]

=1

J N
+20 ) £ (H0(A + HOE ().

i=1

Combining Eqs (3.24) and (3.25), we can obtain V(¢) as:

V()= Vi) + Va(2)

R k X om
< YTU@PA+ATP)+61—=(1-6)LD)V¥ + K>
< Ve ) +611~ (1~ 6)LeT) Z,Z}i 7

N
N4 <5l IPHCIZ I +(Q(A + HC) + (A + HO) )%,
i=1

1 N . . , .
= k(1= Bl D an (i) = e, ) T i) =y f(5))

J=1

(3.24)

(3.25)
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- Z((— = 1) +yeipaguiel Tej) - Z ka; (1) - Z ”(cl,(t) ky?
1 j=1,j#i

i=

< YU (PA+ATP)+6,1- 5(1 - 5)LD)¥

N
N4 <5l IPHCI; I + o(Q(A + HC) + (A + HO)' 0))é;
i=1

N N N
- =Py (r)+z Z ey Y -0t (3.26)
i=1 i=1 j=1,j#i i=1 j=1,j#i

4
where k > max{ , AZ(L)}
According to Lemma 2.1, we can obtain PA + ATP — T = —gI. According to Lemma 2.2, it is
known that there exist constants p > 0,0 > 0, and a positive definite matrix Q such that 5‘—| \PHC|)3 I +

a(Q(A + HC) + (A + HC)T Q) = —pl. Therefore, Eq (3.26) can be written as:

N
V() < - (s — 6" - pg'é - kZ(al - —)m(t) - Z kam! ()
N N m
- 4” cij(t) — k) +Z Z ”k2 (3.27)
i=1 j=1,j#i i=1 j=1,j#i

mij g2
where M = Z, 12‘,/ i <k

Combining Eqs (3.13) and (3.27), from the conditions of Theorem 3.1, we can obtain:

N N
V(1) < = a1V(O) + (@ dna(P) = (0= 61) D W+ (@1 dar( D) - p) ) &l &
i=1 i=1

L 1-8
+3 Z Z —mij)(cij — k) + [ay — (a; - Tl)] Z kn; ()
i=1 j=1,j ! i=1
<-aV(t)+ M. (3.28)

Case 2: When t € E,(7, ) and ¢(f) = 1, the communication channels between agents are attacked, and
agents cannot communicate normally. For this case, the stability proof is given below.
According to Egs (3.2), (3.3), and (3.11), the derivative of V,(¢) is obtained as:

Vi(t) = 2i ,TP*,~+i i (C”(’) k)2 &)
i=1

i=1 j=1,j#i
N
2 TP(AY; + HC¢; + BK Z cii(Oki(}) — ”J’Acf(f/i’)))
i=1 J=1
N N
(D) —k
e 3 O o 0) + ) = ) T ) — 7))
i=1 j=1,j#i
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N
2 > TPHCE +2 Z ¥ PBK Z cif(D(ii() = 1R, (E)

i=1 j=1

NI»—‘ ”Mz

D= 2D

N
Z (D) = i ()Y T(iki6) — ()

k N . g . g
=52, 2 Wit = i G TG = 547,
i=1 j=1,j#i
5O cl,<>
+ Z =0 o, (3.29)
i=1 j=1,j#i

Since ¢;;(t) = c¢ji(t), and according to K = —BTP and T’ = PBB' P, the third term on the right-hand
side of the equation can be transformed into:

N N
2N YITPBR Y et - s 7))

i j=1

i=1
N N
== > > a0 = ) T (i) - w2 i7)). (3.30)

i=1 j=1

From Eq (3.21) above, we can obtain:

2 Z 7 pBK Z CiiOWiki(t) = %,(7))

j=1

(¥ = W)Y - )

Fﬂ:
Mz

Il
—_

~.

1l
—_

'Fﬂ_z
Mz

Il
—_

~.

Il
—_

Cif(OQkity) — iR E)) T(uikity) — (7))

+

M=
Mz

1
> cij(O(ie; — pje) T(wie; — pje;). (3.3

Il
—_
Il
—_

i=1 j

According to ‘i’,» 7 ;= MiXi — pu;X; and e; = fc,-(t;;) — X;(1), half of the sixth term on the right-hand
side of Eq (3.29) is transformed into:

(iSiE) = i3, ) TiSi(8) = i5))

Fﬂi
M=

1 j=1,j#i

(uie; — pjey) T(uie; — i)

.JE';Z
M=

Jj=1,j#i

(uiei = pye)) T(¥; =)

.“B';Z
M=

1l
—
~.

Il
—_

JEL
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K Sh o o s v
OIS DRI O (332)
According to Young’s inequality, Eq (3.32) can be transformed into:

k N N
ZZ D7 ki) — R ED) Tiki(t) — p%,(E,)

i=1 j=1,j#i
k 1 N N
< 3G 1);2#(# iei = e ) Tie; = uje;)
k N N R . .
- 7(1-6) Z ]ﬂz]‘;l(\yi —¥)T(, - 9)). (3.33)

The second and fourth terms on the right-hand side of Eq (3.29) are processed in the same way as
Eqgs (3.18) and (3.24). Then, substituting Eqs (3.31) and (3.33) into Eq (3.29), we can obtain:

N N N
. X A PSR 1
Vi< 2 WIPAY 46 Y #IY + = > IPHCIRE
i=1 i=1 15T
Pl X ‘ .
-3 Z Z (i) = 33 0V TR = % (E,)

N N N N

+ZZZC,~j,uizeiTFel+k(—— DY > wlelTe

i=1 j=1 i=1 j=1,j#i
k N N
—7U =)y > (=) T - )

i=1 j=1,j#i

N N mi; N N my; )
+Z Z -k —Z Z — () — kY. (3.34)

i=1 j=1,j#i i=1 j=1,j#i

According to Egs (3.5) and (3.16), the derivative of V,(¢) is obtained as:

Va(t) = Z k(1) + 20 Z &l (0 0&(1)
i=1

N

=- Z kauf (1) - Z kﬁ,[z«— =D +yepuielTe

i=

1+ : y : .
- Z (iki() = 2 ) T (ki) — p(E)]

+20 Z QA + HO)E(D). (3.35)
i=1
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Combining Eqs (3.34) and (3.35), we can obtain V(¢) as:

V()= Vi) + Va(t)
N
< YU PA+ATP)+6,1 - —(1 —52)L®F)T+Z )y %kz
i=1 j=1,j#i

N
N4 <5l IPHCIB I + 0(O(A + HC) + (A + HC) Q))é;
i=1

— k(1= B Z(ulxlak) 1% T (i) — ()

- Z((— — 1)+ ycy)uielTe;] - Z kam! (1) - Z Z S e(r) - k7

i=1 j=1,j#i

. k .
< YU PA+ATP)+6,1- 5(1 - 6,)L)¥

N
N <(5l IPHCIB T + 0(Q(A + HC) + (A + HC)" Q))é;
i=1

N N N
Y- =y (t)+Z Z e Y Pl -k (3.36)
i=1 i

i=1 j=1,j#i i=1 j=1,j#i

where k > max {—, ﬁ}

According to Lemmas 2.1 and 2.2, and the conditions of Theorem 3.1, the above equation can be
bounded as:

Vi) <-(c-6)¥"¥ + M
< V@) + M, (3.37)
where M = 3\X, 3%, . Z2k* and ap > 0.

Based on the above analysis, by selecting a sufficiently large parameter k > max {1, %, ﬂ;(tL)}’ and
combining Eqs (3.28) and (3.37), we obtain:

V(o) < {—mV(t) +M, teE(r),

a(OV(@) + M, teZ,(1,1). (3.38)

To facilitate subsequent analysis, we represent the time intervals t € E(r,¢) and t € E,(1,1) as
t € [tor, toxs1) and t € [fops1, tars2). Additionally, the parameter a® where A = 1 or A = 2 is expressed as
the following piecewise function:

alt) = {—Cll, t € [tor, toge1), (3.39)

az, 1€ [tysr, bks2).

Using the designed Lyapunov function (3.13) and parameter z > 1, we have:

N i _ k 2
V() = Z PT () Piltor) + Z Z (cij(ta) — k)

4k; ;
i=1 j=1,j#i 1
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N N
+ Z:; kni(ta) + o Z:, fiT(tzk)in(lzk)

< V. (3.40)
N N N )
i % (cij(tars1) — k)
V(t2k+1) = Z leT(IZk+1)P\Pi(t2k+1) + Z Z +
=l =1 jET i ij

N N
+ Z kni(tyesr) + o Z &l (1211 Oi(toir)
i=1 i=1
< Vltge)- (3.41)
Applying the comparison principle to solve the differential inequality (3.39), we obtain:

ea(tzk)(t—tzk)V(tzk) + J;k Mea(tzk)(t—‘r)dT’ t € [to, t2k+1),

V() < :
e DY (1) + ft Me“ )0 1 € [t boksn)-
2k=1

(3.42)

For t € [ty, tar+1), applying a recursive method to the first inequality in (3.42) yields:
V(l‘) < Z2D(0,t) e—alas(T,l)‘FazEa(T,[) V(O)

11
+ ZZD(O,I) f eWzk(t,2)+a(O)(11—‘r)MdT
0

15}
+ ZZD(O,I) f eWzk(t,3)+u(ll )(IZ_T)MdT

n

4.

12k-1
+72 f e Wa(t.2b)raltoe-1) =) g 1r
[5)

k-2

D2k
+ Z2 f o Wak(t.20)+alty )tu=7) p g 1o
5]

k-1

!
' f T M. (343)
5]

k

where Way(t, u) = a(ty)(t — ty) + Yoy @t b, — t,1).
For t € [ty141, tars2), applying a recursive method to the second inequality in (3.42) yields:

V(Z) < Z2D(0,t)—1 e—a1ES(‘r,t)+azE,,(T,t) V(O)

1]
+ ZZD(OJ)_I f €W2k+1(t,2)+a(0)(t1—‘r)MdT
0

15}
+z2D(O’t)‘1f eWan 03 +at)(=1) py 0
151

4+ ...

12k+1
+ Z2 f eWZk*'l(t’2k+2)+a([2k)(12k+1—T)MdT
[5)

k
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!
+7 f e )= pr (3.44)

D1

where Way, (1, 1) = a(tys))(t = tus1) + 250 alt, )ty — t,1).

According to Assumptions 2.1 and 2.2, Eqgs (3.43) and (3.44) can be unified as:
!
V(Z) < ZZD(O,Z)e—alE,(‘r,t)+a25u(‘r,t)v(0) + Mf Z2D(T,t)e—a|Ex(0,1)+a25a(0,l)dT’ (345)
0

INo+ 2L 2t 21nzt
Where ZZD(OJ) < Z 2 T — ZZNZe T ,

and

— a1E4(0,1) + a,E,(0, 1)
=—ai(t = 0-E,(0,0) + a:E2,(0,1)

t
<—ait+(a; +a)) X (Ny + —). (3.46)
Using a = a; — 282 — 4*% from Theorem 3.1 and simplifying Eq (3.45):
g Tb Ta
V(1) < ve "V(0) + —2 M, (3.47)
2Inz

where v = 72MVe@*®@WNa and g = q; — 2Inz/7) — [(a; + a2)/7.] > 0. This demonstrates that V(¢) is

bounded.

3.3. Exclusion of Zeno behavior

This subsection provides a feasibility proof for the designed event-triggered mechanism.
From Eq (3.28), we have:

V() < (V(0) - 2—/Il)e_“" + 61%1’ (3.48)

which indicates that V() has an upper bound defined as § = {‘i’,-, cij(®),ni(®), &N |V < %} Using
Eq (3.13), we obtain:

NI (Cu(t)
V(t) > /lmin(P) ||\P(t)|| + Z Z

i=1 j=1,j#i

N
+ 3 k() + T i D DI (3.49)

demonstrating that ¥,, ¢; (1), ni(1), &(t) are bounded for all ¢ € [0, ). Consequently, X;(7), x;(t), and
X ) are bounded.

Theorem 3.2. Under the event-triggered condition (3.7), MASs (2.2) exhibit no Zeno behavior.

Proof. First, consider ¢ € E((t, ). Combining Eqgs (2.2), (3.1), and (3.2):

dlleoll _ ¢
i el

e < |le; (@)l
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N
1
AN Oll + 2 3 c0)a K ity = 2,60 + e
]:

<llAlllle:®Il + 7, (3.50)

~ A 1 N N i A i A —
where &; = x; = &, 7} = max L 3, ¢ij(0ai; 1BKI |juiki(t}) — p )| + IHC 1édl, and e(1) < &.
Consider a non-negative continuous function ¢(¢) : [0, 00) — Ry:

by = Al s + 71, ¢,(0) = [les@)|| = 0. (3.51)

According to [le;(1)|| < ¢(r — 1;), we have

()= Lo 1), (3.52)
0= I3
where ¢(¢) is the solution to Eq (3.51).

Assuming ,u,fci(t;;) — U J-fc;(t,]c,) < (, the triggering threshold from condition (3.7) fi(f) < 0 gives:
T2+ 1di I

lle:I* < (& + 1) +y2)ds? [l

(3.53)

By the event-triggering mechanism definition, the minimum triggering interval 7, between

consecutive events 7, and 7, for agent v; is found by combining the measurement error bound (3.52)

and event-triggering boundary condition (3.53):

(E?T.S)z Al Ul(t) ldt Nl
— (" = 1) > , (3.54)
llAll (5 + D) +yOd; |IT|

yielding the minimum triggering interval 7/

S IIAIIJ 10 4 Ly

T, > ——In(1+ ) > (3.55)
S Al (& + 1) +y2)dy? |IT|
Next, consider ¢ € E,(t, t). Combining Eqs (2.2), (3.1), and (3.2):
d|le; (@)l el
= e < |le;@)l
dr lle: @)l
N
1 & o | 5
<A el + - 3 e NBKI i) = 0] + NHC
Hi =1
<llAlllle;®Il + 7, (3.56)
where 7¢ = max L 37, ¢;;(0) | BKI| [uii(2}) = p2,(e))|| + IHC 1121l
C0n51der a non negative continuous function ¢,() : [0, c0) — Rs:
ba = IAll G + 7, $5a(0) = ||est})|| = O. (3.57)
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According to [le;(0)l| < ¢4(t —1}), we have
cn’
o(t) = = (@M = 1), (3.58)
%= )
where ¢,(?) is the solution to Eq (3.57).
Assuming ,uifci(tf() —u jfci(f,i,) < 1, the triggering threshold from condition (3.7) f;(¢) < 0 gives:

i(1) 1.92
20 4 192 ||

leiI* < - : (3.59)
(3 + D+ you; IT
Combining (3.58) and (3.59):
= 5\2 ni® | 192
e’ ; =+ ;07 IT]
S M . (3.60)
1Al ((5; + D +yous TN
yielding the minimum triggering interval 7/:
i(1) 1.92
, 1 A 2+ 92
Th>——mu+qy ) >0, (3.61)
<Al e N (5 + D+ you; (I

confirming the absence of Zeno behavior.
4. Simulations and comparative experiments

4.1. Simulation verification

To validate the effectiveness of the proposed algorithm under the dual constraints of
denial-of-service (DoS) attacks and input saturation, a multi-agent system (MAS) consisting of six
agents is constructed. The undirected and connected communication topology of the MAS is
illustrated in Figure 1.

Figure 1. Communication topology of the multi-agent system.

The system matrices are given as
01 0
A_k(J B_L} c=[1 o]
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The controller gain K = [-0.2236, —-0.7051] and observer gain matrix

~1.7321
= [—1.0000]

are obtained by solving the algebraic Riccati equations in (2.6) and (2.7).

The initial states of the agents are set as x;(0) = [-0.4,0]”, x,(0) = [-0.2,0]7, x3(0) = [4.2,0]7,
x4(0) = [-2.0,0]7, x5(0) = [-0.55,0]7, x6(0) = [-0.65,0]".

The initial coupling weights are ¢12(0) = ¢23(0) = ¢34(0) = ¢c45(0) = ¢56(0) = c6:(0) = 0.1. The
scaling factors are chosen as yu; = 1.0, o = 1.2, u3 = 0.8, gy = 1.1, us = 0.9, and yg = 1.3. The
parameters of the dynamic event-triggering mechanism are set to a; = 0.95, 8, = 0.5, 6, = 0.6, v, = 0.7,
01 = 0.02, and 6, = 0.9. Other system parameters are chosen as ¢ = 0.05, p = 0.08, z = 1.05, and
m;; = 0.0005. This yields a; = 0.004, and a, = 0.01 is selected.

The DoS attack parameters are chosen as Ny = 1, 7, = 20, N, = 1, and 7, = 30, resulting in
a = 0.00005 > 0. The attack duration is less than 2.75 s, and the attack frequency is less than 2.17.
Two attack intervals are imposed: [5.00 s, 6.37 s] and [20.00 s,21.38 s]. The corresponding simulation
results are shown in Figures 2 and 3.

Evolution of Scaled States Control Input Signals
4
4 oS oS
5 3
2 =2
& il
it | 5 3
g 5 0 P
Lo 3
For B A
E / = 5
2 3
3 * * ; : ; ' = * * 3 :
) 0 5 10 15 20 25 30 35 0 5 10 15 20 25 30 35
Time (s) Time (s)
(a) Scaled consensus (b) Control input

Figure 2. State trajectories and control inputs of the MAS.

As shown in Figure 2(a), during the normal operation phase (0-5 s), the agent states converge
rapidly from their initial values to approximately 0.5. This demonstrates that under normal
communication, the proposed algorithm ensures rapid convergence toward the scaled consensus
objective. During the DoS attacks, certain trajectories exhibit pronounced fluctuations, indicating that
the attacks disrupt state updates by severing communication links, causing temporary deviations from
the target values. After the first attack (7—15 s) and the second attack (23-35 s), the states re-converge
to zero, with progressively shorter convergence times, reflecting the algorithm’s capability to adapt
and recover. Beyond ¢ = 15 s, all trajectories converge near zero, verifying the ultimate stability of the
algorithm.

Figure 2(b) shows the evolution of control inputs over time. The results indicate that DoS attacks
directly affect the control channel by blocking information exchange. The proposed algorithm
demonstrates layered robustness: the local closed-loop channel provides partial resilience against
attacks, while the overall MAS exhibits strong self-recovery capability after attacks.
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Evolution of Edge Adaptive Gains Event Triggering Times

@

o
.
.

-
o

s

Agent Index

(%)

Edge Gain c;(t)

ra
.
.
.
.
.
.
.
.
.
.

o
(2
L1
|
B
WT\
\
.
.
.
.
.
.
.
.

0 5 10 ‘|I5 ZID 2‘5 3‘0 35 0 5 10 15 20 25 30 35
Time (s) Time (s)
(a) Time-varying coupling weights (b) Triggering instants

Figure 3. Evolution of time-varying coupling weights and event-triggering instants under
DoS attacks and input saturation.

As depicted in Figure 3(a), all coupling weights converge to stable values within approximately
3 s. Figure 3(b) shows that continuous communication is unnecessary for achieving consensus, and
the dynamic event-triggering mechanism significantly reduces the number of triggering events without
exhibiting Zeno behavior.

Next, the low-gain feedback parameter ¢ is modified to 0.005. The controller gain becomes K =
[-0.0707, -0.3827] and the observer gain matrix remains

o= [—1.7321].

—1.0000
All other parameters are kept unchanged. The influence of ¢ is illustrated in Figures 4 and 5.

Evolution of Scaled States Control Input Signals

0! hoF

i ()
Control Input w,(#)

4
_SD 5 10 15 20 25 30 35 0 5 10 15 20 25 30 35
Time (s) Time (s)
(a) Scaled consensus (b) Control input

Figure 4. Evolution of scaled states and control inputs with ¢ = 0.005.
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Evolution of Edge Adaptive Gains Event Triggering Times
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Figure 5. Evolution of time-varying coupling weights and agent-specific event-triggering
instants (low-gain parameter ¢ = 0.005).

Comparing Figures 2 and 4, decreasing ¢ from 0.05 to 0.005 prolongs the convergence time from
15 s to 25 s and increases the post-attack fluctuation amplitude. This confirms that ¢ balances
convergence speed and robustness: larger values accelerate convergence but increase communication
frequency. From Figures 3 and 5, the number of triggering instants decreases to 51 when ¢ = 0.005,
indicating that smaller ¢ weakens control effort, slows state changes, and raises the triggering
threshold.

4.2. Comparative experiment

To further validate the superiority of the proposed method, a comparative study is conducted with
three representative peer approaches:

Peer Method 1: Static event-triggered proportional consensus (without DoS resilience) as proposed
in [13];

Peer Method 2: Distributed observer-based consensus with input saturation (without dynamic
triggering) as presented in [32];

Peer Method 3: DoS-resilient complete consensus (non-proportional) from [20].

The proposed method achieves faster convergence (15 s) compared to Peer Method 1 (22 s) and
Peer Method 2 (18 s), owing to the adaptive threshold adjustment of the dynamic event-triggered
mechanism, which reduces the transmission of outdated information. The lower communication load
(68 triggering times) stems from the sparse triggering signals enabled by the fully distributed
observer. Notably, the proposed method exhibits a 0% input saturation rate, validating the
effectiveness of the anti-saturation compensator. In contrast, Peer Methods 1, 2, and 3 exhibit
saturation rates of 12%, 5%, and 8%, respectively. Furthermore, Peer Method 3 fails to achieve
proportional consensus, underscoring the uniqueness of our approach in handling both DoS attacks
and input saturation while pursuing proportional objectives.

5. Conclusions

This paper effectively addresses the scaled consensus problem for MASs under DoS attacks and
input saturation constraints through the co-design of a dynamic event-triggering mechanism, a fully
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distributed observer, and an anti-saturation controller. Theoretical proofs and simulation experiments
demonstrate that the proposed method guarantees scaled consensus while significantly reducing
communication costs and exhibiting strong anti-jamming capability, providing a reliable solution for
multi-agent cooperative control in complex environments.
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