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Abstract: This paper investigates observer-based networked control for stochastic nonlinear systems
under false data injection (FDI) attacks and limited communication bandwidth. To mitigate the impact of
FDI attacks while reducing communication load, we propose an FDI attack-resilient periodic encoding–
decoding scheme based on uniform quantization. We first establish a detectability criterion for the
stochastic nonlinear system under this periodic encoding–decoding scheme. Then, we derive a condition
to further guarantee the input-to-state stability of the resulting closed-loop system. The condition, which
enables the determination of the desired observer and controller gains, involves a series of linear matrix
inequalities that are straightforward to verify using available MATLAB numerical tools. Finally, we
validate the effectiveness and robustness of the proposed controller design through a case study.
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1. Introduction

Networked control systems (NCSs) refer to distributed architectures where information among
sensors, actuators, and controllers is transmitted via a shared communication network, as opposed to
traditional direct connections [1, 2]. NCSs offer several advantages, including flexible system architec-
ture, reduced wiring complexity, improved scalability, effective handling of system-level complexity,
and support for remote monitoring and maintenance. Over the past few decades, networked control
has been considered for various complex systems, including multi-agent systems and power systems,
and the corresponding methods have been deployed in many fields, including industrial automation,
smart grids, remote surgery, intelligent vehicles, and distributed robotics [3–7]. However, it should be
noted that most of the existing references have been concerned with deterministic and linear system
models. Considering that many actual dynamic systems are often subject to noisy disturbances [8–11]
and nonlinear dynamics [12–15], the networked control of stochastic nonlinear systems (SNSs) has
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attracted increasing research attention over the last several years [16–20].
As a consequence of the communication network’s openness, NCSs are vulnerable to cyber–attacks.

Malicious attackers can exploit network access points to manipulate system data without physical
contact. Common attack types include denial-of-service [21–23], replay [24], man-in-the-middle [25],
TCP/IP protocol [26, 27], and, notably, false data injection (FDI) attacks [28, 29]. The FDI attack refers
to the attacker’s manipulation of measurement or control data in a statistically deceptive manner [30,31].
By dynamically adjusting the injected data to conform to the normal operation mode of the system,
FDI attacks can often bypass the detection mechanisms and continue to act on the system, thus posing
long-term potential threats and even systemic damage [32, 33]. A variety of strategies have been
proposed to address FDI attacks in NCSs with different architectures in recent years. For example,
Xu et al. [34] investigated FDI threats in power system state estimation and designed a robust moving
target defense mechanism by perturbing system parameters. Liu et al. [35] examined the drive–response
networked synchronization of chaotic neural networks under stochastic FDIs and presented a quantized
event-driven controller design scheme, while in [36], Joby et al. focused on time-delay systems subject to
input nonlinearities and scaling FDIs and developed a robust networked observer-based control strategy.

Another problem is the limitation of communication bandwidth. In NCSs, the limited network
bandwidth constrains the rate and volume of sensor–actuator data transmission [37, 38]. To address this,
encoding–decoding techniques have been introduced into NCSs to optimize bandwidth usage. Wang et
al. [39] studied discrete-time MIMO linear systems with two-sided quantization bounds and proposed
an exponential interval shaping control strategy based on finite data rate. Liu et al. [40] took the ultimate
boundedness of periodic dynamic systems into account and provided networked observer-based control
design methods under encoding–decoding mechanisms. Singh et al. [41] focused on the mismatch
problem between input quantizers and decoders and proposed a sector condition framework based on
the scattered pair {K,KL}, analyzing the stability of systems under quantization uncertainty. Zhou
et al. [42] developed an encoding–decoding-based sliding-mode control scheme for jump systems
under constrained bit rates, employing an adaptive quantizer to guarantee mean-square stability through
per-sample encoding and decoding operations. Notably, the majority of existing studies on networked
control with encoding–decoding do not account for FDI attacks. It is also worth noting that they employ
encoding–decoding operations at every sampling instant, which leaves room for improvement in terms
of network resource efficiency.

Motivated by the two observations presented above, this paper focuses on observer-based net-
worked control for SNSs subject to FDI attacks and communication bandwidth constraints. The main
contributions are summarized as follows:

1) An FDI attack-resilient periodic encoding–decoding scheme based on uniform quantization is
designed. Compared with the encoding–decoding schemes in [39–42], the FDI attack-resilient
periodic encoding–decoding scheme reduces the number of data transmissions to save network
resources while considering FDI attacks.

2) A condition guaranteeing the detectability and the input-to-state stability (ISS) is established for the
resulting closed-loop SNS. The condition, which enables the determination of the desired observer
and controller gains, involves a series of linear matrix inequalities (LMIs) that are straightforward to
verify using available MATLAB numerical tools.
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2. Preliminaries

This section presents a detailed description of the SNS under consideration, the networked observer-
based controller, and the FDI attack-resilient periodic encoding–decoding scheme, and then formulates
the issue to be solved in this work.

Figure 1. Control structure of the SNS subject to FDI attacks.

The control structure of the SNS subject to FDI attacks is detailed in Figure 1. In this paper, we use
class K functions to represent functions that are continuous, strictly increasing, and vanish at zero; class
KL functions to represent functions that are of class K in the first argument and decrease to zero in the
second argument; and class K∞ functions to represent class K functions that are unbounded. All other
notations, unless explicitly stated otherwise, are consistent with those outlined in Refs. [43–45].

2.1. System description

In general, existing studies on SNSs can be classified into two categories: continuous-time SNSs
[46–48] and discrete-time SNSs [49]. This paper focuses on the latter, where the plant model under
consideration is given as follows:ρ(k + 1) = Aρ(k) + f (ρ(k)) + Eρ(k)ω(k) + Bu(k),

y(k) = Cρ(k).
(2.1)

Here, ρ(k) =
[
ρ1(k) . . . ρn(k)

]⊤
∈ Rn represents the state of the SNS with ρ0 = ϕ0 and f (·) : Rn → Rn is

a nonlinear function. Unlike those considered in Refs. [50–54], the function f (·) in this paper is required
to meet f (0) = 0 and

[ f (ϵ1) − f (ϵ2) − Ul(ϵ1 − ϵ2)]T [ f (ϵ1) − f (ϵ2) − Ur(ϵ1 − ϵ2)] ≤ 0 (2.2)

for any ϵ1, ϵ2 ∈ Rn. The matrices A, B, C , E , Ul and Ur are real and known. The measurement output
is denoted by y(k) ∈ Rm , and the control input vector is given by ǔ(k) ∈ Rn. The stochastic disturbance
ω(k) ∈ R is a scalar Brownian motion as in [55].
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2.2. Observer-based networked controller

To guarantee the ISS of the SNS, the controller is constructed as follows:ρ̂(k + 1) = Aρ̂(k) + f (ρ̂(k)) + L(y(k) −Cρ̂(k)) + Bǔ(k),
ǔ(k) = Kρ̌(k).

(2.3)

In this formulation, the estimated state ρ̂(k) =
[
ρ̂1(k) . . . ρ̂n(k)

]⊤
∈ Rn is initialized as ρ̂0 = φ̂0, where φ̂0

is known. The control input ǔ(k) ∈ Rn is generated based on the estimate, and ρ̌(k) =
[
ρ̌1(k) . . . ρ̌n(k)

]⊤
∈

Rn represents the decoded state. The observer–gain L ∈ Rn×m and the controller–gain K ∈ Rn×n are the
matrices that need to be designed.

2.3. FDI Attack-resilient periodic encoding–decoding scheme

Considering the limited bandwidth and potential unreliability in the communication link, a
quantization-based encoding–decoding strategy is adopted to achieve effective data transmission.

Let τ ∈ Z>0 be a fixed positive integer that denotes the period parameter. At every coding moment
k = lτ for l = 1, 2, . . ., the most recent decoded value ρ̌i(lτ) for the ith node is unavailable. To tackle this
issue, we define ρ̃i(lτ) as an auxiliary state derived from ρ̌i(lτ−1) and recursively update ρ̃(k) using the
rule:

ρ̃(k) =


0, k = 0,
Aρ̌(k − 1) + f (ρ̌(k − 1)) + ǔ(k − 1), k = lτ,

ρ̌(k), otherwise.
(2.4)

Afterward, a uniform quantization is utilized to process the error

ξ(lτ) ≜ ρ̂(lτ) − ρ̃(lτ)

between the estimated state and the auxiliary state. Define the error vector at time lh for node i as:

ξi(lτ) = ρ̂i(lτ) − ρ̃i(lτ).

Let the quantization threshold be ς(lτ) > 0 and the quantization level be q ∈ Z>0. Using the infinity
norm as the boundary constraint, the total bounded region is defined as:

Bς(lτ) = {ξ ∈ Rn : ∥ξ∥∞ ≤ ς(lτ)} .

The set Bς(lτ) is uniformly partitioned into equally spaced qn hyperrectangles. The interval for each
component i ∈ {1, . . . , n} is defined as:

Isi(ς(lτ)) =
[
−ς(lτ) + 2(si−1)ς(lτ)

q , −ς(lτ) + 2siς(lτ)
q

]
, si ∈ {1, . . . , q}, (2.5)

where the geometric center of (2.5) is

−ς(lτ) +
(2si − 1)ς(lτ)

q
.
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The geometric center of the corresponding hyperrectangle is defined by:

Θς(lτ)(s1, . . . , sn) =
[
−ς(lτ) +

(2s1 − 1)ς(lτ)
q

, . . . , −ς(lτ) +
(2sn − 1)ς(lτ)

q

]⊤
. (2.6)

Therefore, for any ξ ∈ Bς(lτ), the Euclidean distance between ξ and its nearest center point satisfies the
bound:

∥ξ − Θς(lτ)(s1, . . . , sn)∥2 ≤
√

nς(lτ)
q
. (2.7)

This quantized representation enables the state to be encoded into a finite set of codewords with
guaranteed precision. In the presence of an FDI attack, the encoder continues to operate normally, but
the decoder, which has been compromised by malicious manipulation, fails to reconstruct the correct
state. A specialized formulation of an FDI attack-resilient periodic encoding–decoding scheme is
proposed to analyze detectability.

Coding: At each transmission instant k = lτ, the encoder computes the quantization error vector
ξ(lτ) and determines the corresponding subinterval indices as

(s1, s2, . . . , sn) ∈ {1, . . . , q}n

based on the predefined quantization grid. These indices indicate the coordinate-wise location of ξ(lτ)
within the uniform partition of the bounded region Bς(lτ), and are assembled into a codeword:

g(lτ) = (s1, s2, . . . , sn),

which is then transmitted over the communication channel.
Decoding: Upon reception, the decoder is expected to utilize the nominal quantization center

Θς(lτ)(s1, . . . , sn) corresponding to the received indices. However, under the FDI attack, the decoder
receives a manipulated codeword as

ǧ(lτ) = (s1, s2, . . . , sn),

which corresponds to a falsified quantization center reconstructed as:

Θ̌ς(lτ)(s1, . . . , sn) = Θς(lτ)(s1, . . . , sn) + ε(lτ) a f (lτ), (2.8)

where ε(lτ) ∈ {0, 1} is a Bernoulli random variable indicating whether an attack occurs at the l-th coding
instant [56]. The probability distribution governing the attack occurrence is given by:

P(ε(lτ) = 1) = p, P(ε(lτ) = 0) = 1 − p, 0 ≤ p ≤ 1. (2.9)

Here, ε(lτ) = 1 corresponds to an active attack, and the injected forged signal takes the form a f (lτ) =
σ(ρ̃(lτ) − ρ̂(lτ)), where σ ∈ (0, 1) denotes the injection intensity coefficient. Accordingly, the decoder
updates its estimate using the rule:

ρ̌(k) =


0, k = 0,

ρ̃(k) + Θ̌ς(lτ)(s1, . . . , sn), k = lτ,

Aρ̃(k − 1) + f (ρ̃(k − 1)) + ũ(k − 1), otherwise.

(2.10)
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2.4. Problem description

Define

e(·) = ρ(·) − ρ̂(·),
z(·) = ρ(·) − ρ̌(·),

f (e(·)) = f (ρ(·)) − f (ρ̂(·)).

Then, based on Eqs (2.1) and (2.3), we have

η(k + 1) = A2η(k) + F(η(k)) + Ěη(k)w(k) + B̌Z(k), (2.11)

where

η(k) =
[
ρ(k)
e(k)

]
, F(η(k)) =

[
f (ρ(k))
f (e(k))

]
, Ě =

[
E 0
E 0

]
,

A2 =

[
A + BK 0

0 A − LC

]
, B̌ =

[
BK 0
0 0

]
, Z(k) =

[
z(k)

0

]
.

Next, we introduce two definitions.

Definition 1. [57] We define the SNS described in (2.1) as detectable through a digital communication
channel if, in the absence of control input (i.e., u(k) = 0), there exists a set of encoding and decoding
functions ensuring that

lim
k→+∞

E {∥ρ(k) − ρ̌(k)∥} = 0. (2.12)

Definition 2. [58] We say that the closed-loop SNS in (2.11) exhibits ISS if there exist class KL and K
functions, denoted by β(·, ·) and γ(·), respectively, such that for every initial state η(0) ∈ Rn and any
bounded input sequence {Z(k)}, the following condition is satisfied:

E {∥η(k)∥} ≤ βE {(∥η(0)∥ , k)} + γ
(

sup
0≤t≤k
∥Z(t)∥

)
, ∀k ≥ 0. (2.13)

Remark 1. In the context of this paper, the input signal Z(k) represents the decoding error resulting
from the quantization and limited communication in the encoder–decoder scheme. As such, it is treated
as an external bounded input in the ISS analysis.

This study focuses on the observer-based control of SNSs under FDI attacks and bandwidth con-
straints. The aim is to design appropriate gains of the observer-based controller (2.3) for a detectable
SNS modeled by (2.1), ensuring the ISS of the closed-loop SNS (2.11) under the proposed FDI
attack-resilient periodic encoding–decoding scheme.

3. Main results

We first establish a detectability criterion for the SNS (2.1) under the proposed FDI attack-resilient
periodic encoding–decoding scheme. Then, we derive a condition to further guarantee the ISS of the
closed-loop SNS (2.11).
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3.1. Detectability analysis

This part focuses on the detectability of the SNS (2.1), which concerns the ability to asymptotically
reconstruct the true system state from quantized codewords generated via the encoding–decoding
process, despite limited communication bandwidth. To lay the foundation for the subsequent theoretical
analysis, we first introduce several supporting lemmas.

Lemma 1. Assume that δ0 > 0 is a given scalar. If there exists a matrix R1 > 0 and a constant µ1 > 0
such that the LMI

Π1 =

Ě
⊤R1Ě − (1 + δ0)R1 − µ1Ǔ −µ1Ũ⊤ Ǎ⊤R1

∗ −2µ1I R1

∗ ∗ −R1

 < 0 (3.1)

holds, then
E

[
∥ρ(k + 1) − ρ̃(k + 1)∥2

]
≤ c0E

[
∥ρ(k) − ρ̃(k)∥2

]
, (3.2)

where the constants and matrices are given as

Ǎ =
[
A 0
0 A

]
, Ě =

[
E 0
E 0

]
, c0 =

√
(1 + δ0)λmax(R1)
λmin(R1)

,

Ǔ =
[
U⊤l Ur + U⊤r Ul 0

0 U⊤l Ur + U⊤r Ul

]
, Ũ =

[
−(Ul + Ur) 0

0 −(Ul + Ur)

]
,

and where ρ(k) satisfies the original system dynamics, while ρ̃(k) evolves as ρ̃(k + 1) = Aρ̃(k)+ f (ρ̃(k))+
Bǔ(k) for any instant k within the non-coding interval.

Proof. For any instant k within the non-coding interval, define

d(·) = ρ(·) − ρ̃(·), f (d(·)) = f (ρ(·)) − f (ρ̃(·)).

In the absence of control input, we obtain from (2.1) that

d(k + 1) = Ad(k) + f (d(k)) + Eρ(k)ω(k). (3.3)

To facilitate unified analysis, define the extended state vector

ϑ(·) =
[
ρ(·)⊤ d(·)⊤

]⊤
.

Then, the associated system dynamics take the form:

ϑ(k + 1) = Ǎϑ(k) + F(ϑ(k)) + Ěϑ(k)ω(k),

where F(ϑ(k)) =
[

f (ρ(k))
f (d(k))

]
.

Consider the Lyapunov function (LF):

V1(·) = ϑ(·)⊤R1ϑ(·).

Then,

E {∆V1(k) − δ0V1(k)} =E {V1(k + 1) − V1(k)} − E {δ0V1(k)}
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=ϑ(k)⊤(Ǎ⊤R1Ǎ + Ě⊤R1Ě)ϑ(k) + F(ϑ(k))⊤R1F(ϑ(k))
+ 2ϑ(k)⊤Ǎ⊤R1F(ϑ(k)) − (1 + δ0)ϑ(k)⊤R1ϑ(k). (3.4)

From (2.2), we have [
ϑ(·)

F(ϑ(·))

]⊤ [
Ǔ Ũ⊤

∗ 2I

] [
ϑ(·)

F(ϑ(·))

]
≤ 0. (3.5)

Combining (3.4) and (3.5) gives

E {∆V1(k) − δ0V1(k)} ≤ϑ(k)⊤(Ǎ⊤R1Ǎ + Ě⊤R1Ě)ϑ(k) + F(ϑ(k))⊤R1F(ϑ(k))
+ 2ϑ(k)⊤Ǎ⊤R1F(ϑ(k)) − (1 + δ0)ϑ(k)⊤R1ϑ(k)

− µ1

[
ϑ(k)

F(ϑ(k))

]⊤ [
Ǔ Ũ⊤

∗ 2I

] [
ϑ(k)

F(ϑ(k))

]
=ϑ̃(k)⊤Π̌1ϑ̃(k), (3.6)

where

ϑ̃(k) =
[
ϑ(k)

F(ϑ(k))

]
, Π̌1 =

[
Ǎ⊤R1Ǎ + Ě⊤R1Ě − (1 + δ0)R1 − µ1Ǔ Ǎ⊤R1 − µ1Ũ⊤

∗ R1 − 2µ1I

]
.

With the utilization of Schur’s complement presented by S. Boyd [59], one can derive from (3.1) that
Π1 < 0 holds. From this and (3.6), we derive

E {V1(k + 1)} ≤ (1 + δ0)E {V1(k)} .

It can be inferred from how V1(k) is defined that

λmin(R1)E
{
∥ϑ(k + 1)∥22

}
≤ E {V1(k + 1)} ≤ (1 + δ0)λmax(R1)E

{
∥ϑ(k)∥22

}
,

which implies

E {∥ϑ(k + 1)∥2} ≤

√
(1 + δ0)λmax(R1)
λmin(R1)

E {∥ϑ(k)∥2} . (3.7)

Then
E{∥ϑ(k + 1)∥2} ≤ c0E{∥ϑ(k)∥2},

which directly implies (3.2). This concludes the proof. □

Lemma 2. Let the scalar δ1 ∈ (0, 1). If there exist matrices R2 = diag{R0,R0} > 0 and Y, scalars µ1 > 0
and c1 ∈ (0, 1), and an integer τ ∈ Z>0 such that the LMI

Π2 =

Ě
⊤R2Ě − (1 − δ1)R2 − µ2Ǔ −µ2Ũ⊤ Ǎ⊤1 R2 −W

∗ −2µ2I R2

∗ ∗ −R2

 < 0 (3.8)

holds, then the following inequality is satisfied:

E
[
∥ρ(k + τ) − ρ̂(k + τ)∥2

]
≤ c1E

[
∥ρ(k) − ρ̂(k)∥2

]
, (3.9)
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where

Ǎ =
[
A 0
0 A

]
, Ě =

[
E 0
E 0

]
, W =

[
0 0
0 C⊤Y

]
,

Ǔ =
[
U⊤l Ur + U⊤r Ul 0

0 U⊤l Ur + U⊤r Ul

]
, Ũ =

[
−(Ul + Ur) 0

0 −(Ul + Ur)

]
.

Additionally, the observer–gain matrix can be selected as

L = R−1
0 YT . (3.10)

Proof. In the absence of control input, the augmented dynamics described in (2.11) can be expressed as

η̃(k + 1) =
[
ρ(k + 1)⊤ e(k + 1)⊤

]⊤
= Ǎ1η̃(k) + F(η̃(k)) + Ěη̃(k)ω(k),

where

Ǎ1 =

[
A 0
0 A − LC

]
, Ě =

[
E 0
E 0

]
, F(η̃(k)) =

[
f (ρ(k))
f (e(k))

]
.

Choose a LF:
V2(·) = η̃(·)⊤R2η̃(·).

We can write

E {∆V2(k) + δ1V2(k)} =E {V2(k + 1) − V2(k)} + E {δ1V2(k)}
=η̃(k)⊤Ǎ⊤1 R2Ǎ1η̃(k) + η̃(k)⊤Ě⊤R2Ěη̃(k) + F(η̃(k))⊤R2F(η̃(k))
+ 2η̃(k)⊤Ǎ⊤1 R2F(η̃(k)) − (1 − δ1)η̃(k)⊤R2η̃(k). (3.11)

It follows from (2.2) that [
η̃(·)

F(η̃(·))

]⊤ [
Ǔ Ũ⊤

∗ 2I

] [
η̃(·)

F(η̃(·))

]
≤ 0. (3.12)

Then, by (3.11) and (3.12), we have

E {∆V2(k) + δ1V2(k)} ≤η̃(k)⊤Ǎ⊤1 R2Ǎ1η̃(k) + η̃(k)⊤Ě⊤R2Ěη̃(k) + F(η̃(k))⊤R2F(η̃(k))
+ 2η̃(k)⊤Ǎ⊤1 R2F(η̃(k)) − (1 − δ1)η̃(k)⊤R2η̃(k)

− µ2

[
η̃(k)

F(η̃(k))

]⊤ [
Ǔ Ũ⊤

∗ 2I

] [
η̃(k)

F(η̃(k))

]
=η̌(k)⊤Π̌2η̌(k), (3.13)

where

η̌(k) =
[
η̃(k)

F(η̃(k))

]
, Π̌2 =

[
Ǎ⊤1 R2Ǎ1 + Ě⊤R2Ě − (1 − δ1)R2 − µ2Ǔ Ǎ⊤1 R2 − µ2Ũ⊤

∗ R2 − 2µ2I

]
.

We can derive from (3.10) that Π̌2 < 0 holds. From this and (3.13), we derive

E{∆V2(k) + δ1V2(k)} ≤ 0.
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Observing the structure of V2(k) , we get that

E {V2(k + τ)} ≤ (1 − δ1)τE {V2(k)} .

Therefore, we derive that

λmin{R2}E{∥e(k + τ)∥22} ≤ (1 − δ1)τE{V2(k)} ≤ (1 − δ1)τλmax{R2}E{∥e(k)∥22}. (3.14)

It follows from (3.14) that the estimation error satisfies

E{∥ρ(k + τ) − ρ̂(k + τ)∥2} < c1E{∥ρ(k) − ρ̂(k)∥2}

with c1 =
√

(1 − δ1)τλmax{R2}/λmin{R2}. Note that an appropriate integer τ ∈ Z+ can always be chosen
such that 0 < c1 < 1. This completes the proof. □

To proceed with the forthcoming analysis, several definitions are presented below:

φ̌0 = E{∥φ0∥2}, φ̃0 = E{∥φ̂0 − φ0∥2},

E{ς(τ)} = c1φ̃0 + cτ0φ̌0,

E{ς((l + 1)τ)} = c j
1(c1 +

cτ0
1 − σp

+ σp ·
cτ0

1 − σp
)φ̃0 +

cτ0
1 − σp

·

√
nς( jτ)

q
. (3.15)

Lemma 3. If Lemmas 1 and 2 hold, then for the designed FDI attack-resilient periodic encoding–
decoding scheme, the following inequality holds:

E
{
∥ρ̂(lτ) − ρ̃(lτ)∥2

}
≤ E {ς(lτ)} , l = 1, 2, . . . , (3.16)

where ρ̂(lτ) and ρ̃(lτ) denote the estimated and auxiliary states at coding instants, respectively.

Proof. We prove this result by mathematical induction. First, for l = 1, with Lemmas 1 and 2 we have

E
{
∥ρ̂(τ) − ρ̃(τ)∥2

}
≤ E

{
∥ρ̂(τ) − ρ(τ)∥2

}
+ E

{
∥ρ(τ) − ρ̃(τ)∥2

}
≤ c1φ̃0 + c0E

{
∥ρ(τ − 1) − ρ̌(τ − 1)∥2

}
≤ c1φ̃0 + cτ0E

{
∥ρ(0)∥2

}
≤ c1φ̃0 + cτ0φ̌0

= E{ς(τ)},

which implies
E

{
∥ρ̂(lτ) − ρ̃(lτ)∥2

}
≤ E {ς(lτ)} .

Next, assuming that E
{
∥ρ̂(lτ) − ρ̃(lτ)∥2

}
≤ E {ς(lτ)} for l = 2, . . . , j, from (2.10), we can deduce

E
{
∥ρ( jτ) − ρ̌( jτ)∥2

}
≤ E

{
∥ρ( jτ) − ρ̂( jτ)∥2

}
+ E

{
∥ρ̂( jτ) − ρ̌( jτ)∥2

}
≤ c j

1φ̃0 + E
{∥∥∥ρ̂( jτ) − ρ̃( jτ) − Θ̌ς( jτ)(s1, . . . , sn)

∥∥∥
2

}
. (3.17)

Under the designed encoding–decoding mechanism, we have

E
{∥∥∥ρ̂( jτ) − ρ̃( jτ) − Θ̌ς( jτ)(s1, . . . , sn)

∥∥∥
2

}
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≤E
{∥∥∥ρ̂( jτ) − ρ̃( jτ) − Θς( jτ)(s1, . . . , sn) − σε( jτ) · (ρ̂( jτ) − ρ̃( jτ))

∥∥∥
2

}
≤E

{∥∥∥ρ̂( jτ) − ρ̃( jτ) − Θς( jτ)(s1, . . . , sn)
∥∥∥

2

}
+ E

{
∥σε( jτ) · (ρ̂( jτ) − ρ̃( jτ))∥2

}
≤

√
nς( jτ)

q
+ σp · E

{
∥ρ̂( jτ) − ρ( jτ)∥2

}
+ σp · E

{
∥ρ( jτ) − ρ̌( jτ)∥2

}
≤

√
nς( jτ)

q
+ σp · c j

1φ̃0 + +σp · E
{
∥ρ( jτ) − ρ̌( jτ)∥2

}
, (3.18)

where the first inequality follows from (2.8), the second uses the norm inequality ∥ϵ1+ϵ2∥2 ≤ ∥ϵ1∥2+∥ϵ2∥2,
the third follows from (2.7) and (2.9), and the final inequality is derived from (3.9). When l = j + 1, it
can be inferred from (3.17) and (3.18) that

E
{
∥ρ̂(( j + 1)τ) − ρ̃(( j + 1)τ)∥2

}
≤ E

{
∥ρ̂(( j + 1)τ) − ρ(( j + 1)τ)∥2

}
+ E

{
∥ρ(( j + 1)τ) − ρ̃(( j + 1)τ)∥2

}
≤ c j+1

1 φ̃0 + c0E
{
∥ρ( jτ + τ − 1) − ρ̌( jτ + τ − 1)∥2

}
≤ c j+1

1 φ̃0 + cτ0E
{
∥ρ( jτ) − ρ̌( jτ)∥2

}
≤ c j+1

1 φ̃0 +
cτ0

1 − σp

(
c j

1φ̃0 +

√
nς( jτ)

q
+ σp · c j

1φ̃0

)
≤ c j

1(c1 +
cτ0

1 − σp
+ σp ·

cτ0
1 − σp

)φ̃0 +
cτ0

1 − σp
·

√
nς( jτ)

q
= E {ς(( j + 1)τ)} .

Therefore, (3.16) holds true. This completes the proof. □

Theorem 1. Given positive integers q and τ, and scalars δ0 > 0, δ1 ∈ (0, 1), σ ∈ (0, 1) and p ∈ [0, 1],
suppose that there exist matrices R1 > 0, R2 > 0, and Y, and scalars µ1 > 0, µ2 > 0 such that the LMIs
(3.1) and (3.8) are satisfied. Then, the SNS in (2.1) is guaranteed to be detectable under FDI attacks if

cτ0
√

n
q(1 − σp)

< 1 (3.19)

holds, where c0 =
√

(1 + δ0)λmax(R1)/λmin(R1).

Proof. From the definition of ς(lτ) in (3.15) and (3.19) and noting that 0 < c1 < 1, it follows that

lim
l→+∞
E {ς(lτ)} = 0.

Then, applying Lemma 3, we obtain

lim
l→+∞
E

{
∥ρ̂(lτ) − ρ̃(lτ)∥2

}
= 0.

Combining (3.17) and (3.18), it further holds that

lim
l→+∞
E

{
∥ρ(lτ) − ρ̌(lτ)∥2

}
= 0. (3.20)

For any instant k within the non-coding interval, Lemma 1, together with (2.4), yields

E
{
∥ρ(k) − ρ̌(k)∥2

}
≤ ck−lτ

0 E
{
∥ρ(lτ) − ρ̌(lτ)∥2

}
. (3.21)
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By (3.20) and (3.21), we obtain
lim

k→+∞
E

{
∥ρ(k) − ρ̌(k)∥2

}
= 0. (3.22)

According to Definition 1, the SNS exhibits detectability. This concludes the proof. □

Remark 2. Based on the feasible solutions of (3.1) and (3.8), an inequality involving the dimensionality
of the system state, the quantization level q, the injection intensity σ, and the attack probability p is
presented in (3.19). When the inequality holds, the SNS in (2.1) is guaranteed to be detectable under
FDI attacks; that is, the decoding results can be used to reconstruct the state of the SNS in (2.1).

3.2. ISS of the closed-loop SNS

Lemma 4. The ISS of the closed-loop SNS in (2.11) is ensured if there exists an ISS-LF V : Z≥0 × R
n →

R≥0, three class K∞ functions α1(·), α2(·), α3(·), and a class K function ϖ(·) such that the following
inequalities hold for all η(k) ∈ Rn, Z(k) ∈ Rp, and k ≥ 0:

α1(E {∥η(k)∥}) ≤ E {V(k, η(k))} ≤ α2(E {∥η(k)∥}), (3.23)
E {V(k + 1, η(k + 1))} − E {V(k, η(k))} ≤ −α3(E {∥η(k)∥}) +ϖ(∥Z(k)∥). (3.24)

Proof. Applying inequality (3.24) recursively from k = 0 to k = l yields

E {V(l + 1, ρ(l + 1))} ≤ ϕl+1E {V(0, η(0))} +
l∑

j=0

ϕl− jϖ(∥Z( j)∥).

Here, ϕ ∈ (0, 1) denotes a contraction rate associated with the decay of the LF V(k, η(k)) in inequality
(3.24). This is ensured by the existence of a constant c ∈ (0, 1) satisfying α3(E {∥η(k)∥}) ≥ cE {V(k, η(k))},
from which ϕ is defined as ϕ = 1 − c. Using (3.23), we have

α1(E {∥η(k)∥}) ≤ E {V(k, η(k))} ≤ ϕkα2(E {∥η(0)∥}) +
k−1∑
j=0

ϕk−1− jϖ(∥Z( j)∥),

which yields

E {∥η(k)∥} ≤ α−1
1

ϕkα2(E {∥η(0)∥}) +
k−1∑
j=0

ϕk−1− jϖ(∥Z( j)∥)

 .
Invoking the monotonicity and sub additivity properties of class K∞ functions, we obtain

E {∥η(k)∥} ≤ α−1
1

(
ϕkα2(E {∥η(0)∥})

)︸                      ︷︷                      ︸
β(E{∥η(0)∥},k)

+α−1
1

 k−1∑
j=0

ϕk−1− jϖ(∥Z( j)∥)

︸                           ︷︷                           ︸
γ(·)

.

To estimate the summation term, we first observe that

ϖ(∥Z( j)∥) ≤ sup
0≤i≤k−1

ϖ(∥Z(i)∥), ∀ j ∈ [0, k − 1],
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so the entire sum can be upper bounded as

k−1∑
j=0

ϕk−1− jϖ(∥Z( j)∥) ≤

 k−1∑
j=0

ϕk−1− j

 · sup
0≤i≤k−1

ϖ(∥Z(i)∥).

Notice that the inner sum is a geometric series as

k−1∑
j=0

ϕk−1− j =

k−1∑
m=0

ϕm ≤

∞∑
m=0

ϕm =
1

1 − ϕ
, 0 < ϕ < 1.

We obtain
k−1∑
j=0

ϕk−1− jϖ(∥Z( j)∥) ≤
1

1 − ϕ
sup

0≤ j≤k−1
ϖ(∥Z( j)∥).

Then, invoking the monotonicity and sub additivity properties of class K∞ functions, we obtain

E {∥η(k)∥} ≤ β(E {(∥η(0)∥, k)} + γ
(

sup
0≤ j≤k−1

∥Z( j)∥
)
,

where
β(r, k) = α−1

1 (ϕkα2(r)), γ(s) = α−1
1

(
α2

(
α−1

3 (ϖ(s))
))

for any r, s ≥ 0 and some fixed constant ϕ ∈ (0, 1), where α−1
1 (·) and α−1

3 (·) denote the inverse functions
of the strictly increasing functions α1(·) and α3(·), respectively. This concludes the proof. □

Theorem 2. Given positive integers q and τ, and scalars δ0 > 0, δ1 ∈ (0, 1), σ ∈ (0, 1) and p ∈ [0, 1],
suppose that there exist matrices R1 > 0, R2 > 0, P = diag(P1, P2) > 0, Y, X, and scalars µ1 > 0, µ2 > 0,
µ3 > 0, such that the LMIs (3.1), (3.8), and

Ω =


−P + ĚPĚ − µ3Ǔ −µ3Ũ⊤ 0 Ǎ⊤

∗ −2µ3I 0 P
∗ ∗ −P B̌⊤2
∗ ∗ ∗ −P

 < 0 (3.25)

are satisfied, where

Ǎ2 =

[
P1A + BX 0

0 A − LC

]
, Ě =

[
E 0
E 0

]
, B̌2 =

[
BY 0
0 0

]
.

Then, if (3.19) holds true, 1) the SNS in (2.1) is guaranteed to be detectable in the presence of FDI
attacks, 2) the ISS of the closed-loop SNS in (2.11) is ensured. In this case, the observer–gain and
controller–gain can be obtained, respectively by (3.10) and the following formula:

K = P−1
1 X. (3.26)
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Proof. 1) Since (3.1), (3.8), and (3.19) hold true, it is inferred from Theorem 1 that the SNS (2.1) is
guaranteed to be detectable in the presence of FDI attacks.

2) An ISS-LF is selected as:
V3(·) = η(·)⊤Pη(·).

From (2.11),

E {∆V3(k)} = E {V3(k + 1)} − E {V3(k)}

≤ E {V3(k + 1)} − E {V3(k)} − µ3

[
η(k)

F(η(k))

]⊤ [
Ǔ Ũ⊤

∗ 2I

] [
η(k)

F(η(k))

]
= Φ(k)⊤Ω̌Φ(k) + Z(k)⊤PZ(k), (3.27)

where
Φ(k) =

[
η(k)⊤ F(η(k))⊤ Z(k)⊤

]⊤
,

Ω̌ =

A
⊤
2 PA2 + Ě⊤PĚ − P − µ3Ǔ A⊤2 P − µ3Ũ⊤ A⊤2 PB̌

∗ P − 2µ3I B̌⊤P
∗ ∗ B̌⊤PB̌ − P


with

A2 =

[
A + BK 0

0 A − LC

]
, Ě =

[
E 0
E 0

]
, B̌ =

[
BK 0
0 0

]
.

One can derive from (3.25) that Ω̌ < 0 holds. From this and (3.27), we obtain

E {V3(k + 1)} − E {V3(k)} ≤ −λmin(−Ω̌)∥η(k)∥2 + λmax(P)∥Z(k)∥2.

Choosing

α1(E {η(·)}) = λmin{P}E
{
∥η(·)∥2

}
,

α2(E {η(·)}) = λmax{P}E
{
∥η(·)∥2

}
,

α3(E {∥η(·)∥}) = λmin{−Ω̌}E
{
∥η(·)∥2

}
,

ϖ(∥Z(·)∥) = λmax{P}∥Z(·)∥2,

we can obtain (3.23) and (3.24). Based on Lemma 4, the ISS of the closed-loop SNS (2.11) is deduced.
This concludes the proof. □

4. Numerical example

The effectiveness and robustness of the proposed method are verified in the present section. We
consider the SNS (2.1) with the following parameter matrices and function:

A =
[
0.79 −0.13
0.43 −1.23

]
, E =

[
0.2 0.1

0.25 0.1

]
, B =

[
2.2 −0.8
0 0.5

]
, C =

[
0.5 0.5

]
,

f (ρ(k)) =
[
−0.5ρ1(k) + tanh(0.65ρ1(k)) − 0.15ρ2(k)

1.1ρ2(k) − tanh(0.95ρ2(k))

]
,
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where f (·) meets (2.2) with the following matrices:

Ul =

[
−0.5 −0.15

0 1.1

]
, Ur =

[
0.15 −0.15

0 0.25

]
.
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5;1(k)
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4 ;2(k)
;̂2(k)
5;2(k)

Figure 2. Time responses of the actual state ρi(k), observer estimate ρ̂i(k), and decoder output
ρ̌i(k) for i = 1, 2 under FDI attacks.
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Figure 3. Time responses of decoding errors zi(k) = ρi(k) − ρ̌i(k) for i = 1, 2 under FDI
attacks.

In the encoding–decoding framework, the SNS (2.1) is subject to FDI attacks triggered by a Bernoulli
stochastic process with a probability of p = 0.75 at each time step. The injection intensity is set to
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Table 1. Comparison of encoding and decoding times of different methods.

Methods Encoding and decoding times Coding period
Encoding and decoding methods in [39–42] 60 τ = 1

30 τ = 2
Encoding and decoding method in this paper 20 τ = 3

15 τ = 4

σ = 0.3. To ensure detectability and stability under such attacks, the other design parameters are
selected as follows: δ0 = 0.9, and the matrix inequality (3.1) is solved using the YALMIP toolbox in
MATLAB R2023a, with MOSEK as the underlying solver, which results in c0 = 1.7577. Then, δ1 = 0.7
and the coding period τ = 4 are chosen. According to (3.8) and (3.9), the constant c1 = 0.1459 is
obtained. Finally, based on inequality (3.19) in Theorem 1, the quantization level is set to q = 100.

As a first step, we investigate the detectability property of the SNS (2.1). By solving the LMI
condition (3.8), the resulting observer–gain is given by

L = R−1
0 YT =

[
0.2690 −0.1620

]T
.

0 10 20 30 40 50 60

Time Step

0

0.02

0.04

0.06

0.08

0.1

0.12

0.14

0.16 af (k)

Figure 4. The occurrence time of the FDI attacks and the magnitude of the attack signal a f .

The simulation outcomes are depicted in Figures 2–4. In particular, Figure 2 demonstrates the
trajectories of the actual ρi(k), the observer-based estimate ρ̂i(k), and the decoded state ρ̌i(k) over time
steps under FDI attacks. Figure 3 presents the decoding errors z1(k) and z2(k) are close to zero. This
confirms that the decoder is capable of reconstructing the real system states. Figure 4 illustrates the
occurrence time of the FDI attacks and the magnitude of the attack signal a f .

To better illustrate the trade-off between encoding–decoding frequency and coding period, Table 1
compares the number of encoding and decoding operations required by existing methods [39–42] and the
proposed scheme under a fixed time horizon of 60 steps. It can be observed that while traditional methods
require one encoding–decoding operation per time step (τ = 1), the proposed method supports longer

Electronic Research Archive Volume 33, Issue 8, 5022–5044.



5038

coding periods (e.g., τ = 3 or τ = 4), thereby reducing the number of encoding–decoding invocations.
This reduction contributes to lowering the average data rate and alleviating the computational burden.
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5;1(k)
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4 ;2(k)
;̂2(k)
5;2(k)

Figure 5. Time responses of the actual state ρi(k), observer estimate ρ̂i(k), and decoder output
ρ̌i(k) for i = 1, 2 under FDI attacks with the controller–gain K applied.
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Figure 6. Time responses of decoding errors zi(k) = ρi(k)− ρ̌i(k) for i = 1, 2 under FDI attacks
with the designed controller–gain K.

In the following, we shall test the ISS of the closed-loop SNS (2.11). By solving the LMI condition
(3.25), the gain matrix of the designed controller is provided as

K = P−1
1 X =

[
−0.2354 0.1900
−0.2859 0.5276

]
.
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Table 2. RMSE values for different combinations of p and σ.

p\σ 0.1 0.3 0.5 0.7
0.2 0.083215 0.083402 0.083679 0.084120
0.4 0.083216 0.083389 0.083728 0.084274
0.6 0.083231 0.083358 0.083727 0.084208
0.8 0.083194 0.083384 0.083759 0.084226

As stated in Theorem 2, the given controller above ensures the ISS of the closed-loop SNS (2.11).
Figures 5 and 6 present the simulation results. It can be observed from Figure 5 that the trajectories
of the actual state ρi(k), the observer-based estimate ρ̂i(k), and the decoder reconstruction ρ̌i(k) (for
i = 1, 2) all converge to a consistent trajectory under FDI attacks. Figure 6 shows the decoding errors
z1(k) and z2(k). Therefore, the simulation examples confirm the ISS of the closed-loop SNS and validate
the theoretical results established in Theorem 2.

To illustrate the impact of the FDI attack signal intensity σ and the probability p of FDI attacks on
system performance, Table 2 summarizes the root mean square error (RMSE) values obtained from
experiments with a sample size of 1000, where p ∈ {0.2, 0.4, 0.6, 0.8} and σ ∈ {0.1, 0.3, 0.5, 0.7}. The
results show that: 1) RMSE values lie in a range between 0.08 and 0.09, indicating that the proposed
FDI attack-resilient periodic encoding–decoding scheme performs well; 2) when p is held constant, an
increase in σ leads to a gradual rise in RMSE, reflecting the negative impact of increased attack signal
intensity on control performance.

5. Conclusions

This study has investigated observer-based networked control for SNSs under FDI attacks and
constrained communication bandwidth. To counter FDI attacks while reducing communication overhead,
we have developed an FDI attack-resilient periodic encoding–decoding scheme utilizing uniform
quantization. Under this scheme, we have established a detectability criterion, as presented in Theorem
1, for the considered SNS. Subsequently, we have derived a sufficient condition, given in Theorem
2, which further ensures the ISS of the closed-loop SNS. This condition enables the determination of
desired observer and controller gains through LMIs (3.1), (3.8), and (3.25), which can be readily verified
using available MATLAB tools, such as YALMIP, CVX, and SeDuMi. Finally, we have demonstrated
the effectiveness and robustness of the proposed control design through a case study. Future work will
explore more complex attack models and evaluate the proposed approach through practical application
cases in networked control systems.
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