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Abstract: The Internet of Medical Things (IoMT) significantly impacts our healthcare system be-
cause it allows us to track and verify patient medical data before storing it in the cloud for future
use. A rapidly expanding platform like [oMT requires high security to keep all data safe. The pa-
tient’s prescription history and other sensitive information must be encrypted and managed with great
care. Nevertheless, it is challenging to determine what data uses are acceptable while protecting pa-
tient privacy and security. Understanding the limits of current technologies and envisioning future
research paths is crucial for establishing a safe and reliable data environment. An untrustworthy per-
son can communicate with a trustworthy person via blockchain, a decentralized digital ledger that
allows for end-to-end communication. Therefore, this research suggests that the healthcare industry
with blockchain-integrated cyber-security based on artificial intelligence (BICS-AI) in medical care
to preserve medical-related things. Blockchain applications have the potential to consistently identify
the most severe, potentially life-threatening mistakes in the medical field. The use of blockchain for
decentralized data protection helps to protect patient health records from compromise. With the help
of an access control provider (ACP), here came up with a lightweight solution that addresses this issue
by allowing the delegating of security operations. Medical data from IoMT and integrated devices can
be collected and stored securely and distributed using a conventional in-depth approach combined with
blockchain, making it suitable for healthcare professionals such as nursing homes, hospitals, and the
healthcare industry where data exchange is required. The research findings indicate that the suggested
system is viable and has a 94.84% security rate, a security performance of 96.4%, a success rate of
89.9%, and a 5.1% latency rate compared to traditional methods.
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1. Overview of blockchain-assisted cyber security in Medical Things using AI

Internet connectivity is currently accessible in an ever-increasing number of worldwide areas. The
widespread use of cloud computing has brought about a revolution in the outsourcing of data and
processing, which has paved the way for the development of the Internet of Things (IoT) [1]. Even
though IoT devices are exploding, network technology is rapidly changing. 5G technology has recently
been developed that allows devices to be permanently connected to a network at high speeds and with
low latency [2].

Industrial Revolution (IR) brought rapid changes in large-scale industry automation, safety, and
surveillance [3]. As a result, the Industrial IoT (IloT) has sparked great interest by incorporating a
wide range of wireless sensors and detectors for huge machinery observation and fault detection [4].

Some countries extend the pandemic and infection control measures to other countries [5]. More
than a hundred thousand people thought to be infected have been quarantined, and countries worldwide
have been put on lockdown to prevent the sudden emergence of new diseases [6]. It is possible to use Al
to detect cyber threats and potentially harmful activity [7]. Even the tiniest ransomware or ransomware
attacks can be detected by Al systems thanks to advanced methodologies that can identify even the
tiniest patterns [8].

Patients’ medical histories are kept in an electronic format by their doctors, who use it to track
their progress and keep track of any problems or medications they’ve been prescribed [9]. An Elec-
tronic Health Record (EHR) is a digital version of this information and can include anything from
demographics to progress notes to problems or medications the patient has been prescribed [10].

According to experts, both the positive and negative effects of Al and machine learning on cyber-
security can be expected [11]. It is done using historical data, and Al algorithms can learn how to
deal with new situations [12]. They pick up new skills and knowledge by copying and adding new
information. Al can help primary care doctors with tasks like note-taking, patient dialogue analysis,
and EHR data entry. [13]. By utilizing these applications, primary care physicians can gain insight
into their patient’s medical conditions and better serve their patients’ needs [14]. Based on similar or
previously observed activity, tools and techniques that use artificial intelligence (Al) can identify and
respond to possible cyber threats [15].

A variety of healthcare services can benefit from integrating blockchain and artificial intelligence
(AI), with wireless body area networks (WBANSs) playing a key role from an IoT perspective [16].
There is a growing interest in decentralized approaches to trust management as connectivity and cloud
services become more widely used and the 10T grows in popularity [17]. In various fields of applica-
tion, the research community is paying close attention to blockchain technologies because they provide
a distributed ledger [18].

There are expected to be billions of sensing devices connected to the internet in the IoT devices of
the future [19]. The massive amount of data this network of connected phones is expected to generate
and access will open up new possibilities for innovative applications, raising significant security and
privacy issues that will obstruct its further adoption and development [20]. It is realistic to predict that
the number of internet-connected devices will continue to climb consistently over the future years due
to the falling prices of devices with handling and networking capabilities. [21].

Emerging technologies like blockchain are being used to provide cutting-edge solutions in various
settings, one of which is the healthcare industry [22]. Blockchain technology is being used in the
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healthcare industry to ensure the security of patient records and to streamline the sharing of information
among healthcare providers, laboratories, pharmaceutical firms, and other healthcare providers. [23].
In the world of medicine, apps built on blockchain technology have the potential to precisely detect
significant and even hazardous errors. As a result, it has the potential to enhance the efficiency, safety,
and openness of the system for exchanging medical data in the healthcare industry [24]. It is beneficial
for medical institutions to use this technology to acquire insight and improve the analysis of medical
records [25].

The primary benefits of Blockchain technology in healthcare were the subject of this investigation.
The different capabilities, accelerators, and unified workflows of blockchains and how they might im-
prove healthcare delivery throughout the globe are diagrammed and discussed. Blockchain technology
plays a crucial role in identifying and avoiding dishonesty in clinical studies, and it can boost data ef-
ficiency in the healthcare industry. Concerns concerning data manipulation in the healthcare business
may be alleviated by the system’s provision of a one-of-a-kind computer storage pattern and mainte-
nance of the highest possible safety. Access to data may be dynamic, interoperable, accountable, and
authenticated. There are several reasons why it is crucial to protect the confidentiality of patients’ med-
ical information. Decentralized data protection and risk mitigation are improved by using blockchain
technology in the healthcare sector.

The paper’s significant contributions are as follows:

e Designing the proposed BICS-AI method to link an untrustworthy party to a trustworthy one
utilizing blockchain.

e The suggested model (BICS-AI) uses an access control provider (ACP) to delegate security func-
tions in this lightweight solution.

e An in-depth development of such systems with blockchain makes it suitable for health profes-
sionals to collect medical information from IoMT securely.

e The mathematical results have been performed and the proposed BICS-AI to achieve a security
rate, success rate, and low latency rate compared to traditional methods.

The rest of the investigation went like this. Section 2 provides a related work comparing existing
methods. Section 3 outlines the proposed advanced Blockchain-integrated cyber-security based on ar-
tificial intelligence (BICS-AI) design and implementation. Software analysis and performance testing
are depicted in sections 4 and 5, which concludes the overall paper.

2. Background & literature research

This section discusses several works that various researchers have carried out; The existing models
are discussed here to compare each analysis’s performance.

Cybersecurity in blockchain-based systems (CS-BS). There was a growing interest in decentralized
approaches to trust management as connectivity and cloud services became more widely used and the
IoT grew in popularity [26]. It’s no surprise that blockchain technologies are getting lots of attention
from the scientific community because of their distributed ledger capabilities. Blockchain-based sys-
tems need to be secure, and this research will show how these systems can be secured using various
techniques and elements.

A security architecture (SA) that integrates the Blockchain and the Software-defined Network
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(SDN) technologies (SA-SDN). Humans and their surroundings are at risk from increasingly sophis-
ticated cyberattacks on industrial control systems, and these issues necessitate new technologies and
approaches [27]. In this study, we looked at how to prevent falsified commands and commands in the
IIoT. The suggested fully connected is put through its paces using cyber attack information on indus-
trial automation systems and an investigational architecture that leverages software-defined networking
and blockchain technology.

The blockchain-assisted information distribution system for the IoT (BC-AIDS) has been proposed
here. It was anticipated that the IoT would include billions of pervasive and mission-critical sensors
and devices [28]. It’s anticipated that this network of networked phones would generate and access
massive quantities of data, open up new avenues for developing applications, and raise serious privacy
and security issues that will slow its spread. According to this paper, a system that relies on blockchain
systems and smart contracts can meet its security needs. In addition, here present a conceptual design
for the system and a list of key technologies that make it possible.

Researchers reverted by implementing a firewall in the network (IFN), keeping track of every con-
nected device and providing services based on a predefined threshold for each host. Many threats have
arisen due to the new 4G LTE network’s arrival [29]. 4G, instead of 2G and 3G, uses IP-based com-
munication. It has been exposed to various worldwide web attacks and security risks due to excessive
internet usage in mobile infrastructure. Our focus was the web access interface or GI interface respon-
sible for linking the mobile device to the Internet and exposing it to various web threats, such as DoS
(Denial of Service) and malware.

Deep learning with blockchain-assisted secure image transmission and diagnosis model (BASIT &
DM) for the IoMT environment [30]. Data collection, transaction security, and hash value encryption
are all included in this model. A grasshopper and fruit fly optimization hybrid, the GO-FFO algorithm
was used to generate the optimal elliptic curve cryptography (ECC) key. Extensive experiments are
carried out to validate the model’s optimal performance, and the results are examined from multiple
angles.

M. O. Lawal [31] described the modified YOLOvV3 model for detection purposes. The robotic har-
vesting platform includes a fruit-detecting system that is an essential component. To address these
issues, a modified version of the YOLOv3 model known as the YOLO-Tomato model has been devel-
oped to identify tomatoes in environments with high environmental complexity. The YOLO-Tomato
models, in their entirety, provide improved generalization and real-time tomato identification, both of
which are suitable for harvesting robots.

A novel approach for the effectiveness of producing pseudo-examples should be improved by ad-
dressing the flaws that are now present in the state-of-the-art methodologies that are currently in use
deliberated by W. Khan et al [32]. Training a decoder network was simpler and more efficient than both
encoder-decoder designs. Another perk was that unlike encoder-decoder systems, which can produce
pictures that belong to the same training class, a decoder trained with random variables and pictures
might produce variants of the same class. The suggested is superior to the state-of-the-art models cur-
rently available for both SSL and FSL, as shown by comparing their median classification accuracy
performances.

As a result of BICS-AI research, the IoMT has been proposed as a means of providing security
and authentication. With valid mathematical formulas and diagrams, this proposed model design is
superior to all other existing methods, such as CS-BS, SA-SDN, BC-AIDS, IFN and BCSIT-DM.
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3. Blockchain-integrated cyber-security based on artificial intelligence

In this research, the healthcare industry uses blockchain-integrated cyber security (BICS)-Al for
[oMT. End-to-end communication and interaction between untrustworthy parties have contributed to
the blockchain, and a fully decentralized blockchain is distributed. This cutting-edge innovation may
improve efficiency and safety in keeping track of property. Blockchain technology may be considered a
decentralized peer-to-peer (P2P) network that uses a replicated and distributed ledger. Sensitive health
information is often stored in many locations, which may lead to delays in receiving necessary updates
and affect patient outcomes. Additionally, there is a rising need for people to access and manage
their data as patient engagement in health rises. Improved health outcomes may result from using
blockchain technology since it is a secure decentralized online ledger that may be utilized to manage
EHRs effectively.

Medical data from IoMT and integrated devices can be collected and stored securely or distributed
using a conventional in-depth approach combined with blockchain, making it suitable for healthcare
providers such as hospitals, clinics, and the health sector where data exchange is required.

In between private and open blockchains, collaborative blockchains are formed. Generally speak-
ing, open blockchains are less stable than private ones because of the lower capacity of cryptographic
techniques, which are measured in the number of transactions confirmed per second. Collaboration
blockchains are less efficient than personal blockchains and more efficient than open blockchains.

Interact Trust

Figure 1. BICS framework representation.

Except for the first block1, each subsequent block in this functional architecture is connected to the
one before it via a reverse connection and hash code of the previous block b up to block b+1. A block
with the same hash code as its predecessor. An identification number, authentication code, hash of
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all operations, and hash of all commitments in each block in the BICS system are in Figure 1. Hash
values for operations and commitments are irreversible because even a single bit change can produce
a unique hash code using ACP. The development of blockchain technology has generated yet another
revolutionary innovation: intelligent contracts. Automating contractual agreements and restrictions
is possible with intelligent contracts running on the blockchain’s upper end when certain criteria are
met. The irreversibility of blockchains and the fundamental hash of all intelligent contracts are linked
to the synthesis and recording of executable code of intelligent contracts in blockchains. With smart
contracts, trust and interaction between business operations observations can be more efficient while
reducing the risk of a security breach.

Data stored in the blockchain is immutable, which means that even the smallest changes could
result in incorrect data. Digital signs, non-symmetric encryption/decryption methods, and decentral-
ized consensus procedures can all help to enable transactional non-repudiation. Blockchain data with
accompanying metadata can be used to trace a data source referred to as traceability.

ID, = ED(E,K) = Dt(Dy(K, Ky, Kp)) (1

As shown in Eq (1) intrusion detection has been described. The information a,b to be prevented
from the intrusion detection ID is shown in Eq (1), while the encrypted data ED is shown here in
symmetric encryption s. An online cloud storage service(K) can be used to store the data(E). Using
asymmetrical decryption Dt scheme, the application and the provider D, each has a private key that is
used to decrypt encrypted data(K, K, K;,) using key-value (K).

MR =aXx pat—(1-a)X gt 2)

As found in Eq (2) medical report has been discussed. Successful IoMT data trading requires a high
level of trust between parties. As a result, the healthcare system can use trustworthiness assessment
techniques to gauge the trustworthiness of business partners. For the medical report MR, the trustwor-
thiness of potential medical care is highly regarded. When there is a level of objective confidence in
the person’s abilities pa, the gt is the level of trustworthiness and the factor used for weighting «. First,
medical report MRconsults mentioned in Eq (2), patients’ records can have their trustworthiness eval-
uated using the trust assessment service. Trustworthiness evaluations can occur if all the information
is accessible for hacking purposes. Many healthcare settings use them, including e-medicine, remote
rehabilitation, and pandemic containment. Many diverse healthcare records have been generated due
to [oMT’s integration of various healthcare instruments and infrastructures.

Using a large amount of [oMT data, healthcare providers can quickly identify and diagnose health
issues and treat patients. An overview of IoMT architecture is depicted in Figure 2. A large amount of
IoMT data is generated by medical sensors in [oMTarchitecture, and this data is gathered, analyzed, and
evaluated by healthcare professionals in real-time. Healthcare providers and patients can benefit from
IoMT’s reliable and efficient healthcare services such as a medical interpreter, medical emergency, and
medical library.

Electronic Research Archive Volume 31, Issue 2, 708-728.



714

Medical interpreter

@),

-~
U7 -

i Ta

Base station Medical library

h § S r[-l ]
Th Il E

10T sensor

Base station

1oMT gateway

Base station edical emergency
LLiLLL

o) B
NS

Healthcare provider

Figure 2. IoMT in BICS-AL

Two problems arise with other conventional methods with the rise of IoMT: 1) a lack of interoper-
ability between different [oMT domains and 2) flaws in secrecy and cybersecurity in IoMT instruments
and networks. Heterogeneous IoMT systems include a variety of biosensors, healthcare systems, In-
ternet of Things interfaces, and wireless networks. Near-field transmission and bluetooth technology,
WBAN are examples of IoMT’s wide range of wireless systems. Various data barriers are created due
to the lack of compatibility between distributed [oMT systems. Transmitting health information be-
tween facilities and organizations is therefore difficult. Medical professionals depend on transmitting
patient data to help prevent and control pandemics. The IoT faces a number of serious security and
privacy concerns.

PH.cs = a(SD,XUD,) 3)

As initialized in Eq (3), serious security and privacy concerns have been deliberated. Research
shows that patients’ health PH is more closely linked to their cyber security environment csthan previ-
ously thought from Eq (3). It is a strange dataset SD that collects and preserves useful data UD for the
environment @. Air quality, noise, temperature, and other factors are covered factors with healthcare-
based information a and b.

L, (sr + 1) = max I, (hp) X MA,, + hc, fr,, (1)] 4)

L, = max [sr+ 1, ()] )

As evaluated in Eqgs (4) and (5), information has been demonstrated. Information /_m is gathered
through the use of sensors sr strategically placed throughout a space. Sensors are strategically placed
throughout the area to aid in this process. Regular health problems(hp) necessitate a bed rest regimen.
Prolonged bed rest causes discomfort, stress, and restlessness in patients is defined using Eqs (4) and
(5). All of the patient’s body and the bed are outfitted with sensors that monitor(t) their actions. Ma-
licious attacks MA_m such as eavesdropping, interference and malware and worm threats are inherent
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weaknesses in healthcare sensors hc_m and medical equipment that is frequently resource-constrained
fr_m. This research looked at strategies for lowering operational expenses, strengthening data transfer
security, and improving the quality of digital communications. As a relatively new idea in comput-
ing, blockchain may help increase trustworthiness and facilitate patient monitoring using sensors with
little resources. In addition, when consensus mechanism evolves, they become suitable for usage in
low-power systems.

Bm;(sr) = ad(ms) — Z (ms)"%.t.(ms) (6)

As explored in Eq (6) IoMT in cyber security Bm sensors can perform analytics(sr) on many devices
and in a distributed environment 1 using Eq (6). It is possible to enhance the computing framework
at the edge networks using numerous options and capabilities in BICS-AI. This new technology em-
ploys ACP and real-time discrepancy detection to help people succeed. IoT-based remote monitoring
systems ms are highly effective in giving patients timely t and accurate data ad. In addition, IloMT
data is extremely private compared to other IoT data types. Patient data may be compromised dur-
ing the collection, processing, and analysis phases of IoMT. This can happen either intentionally or
accidentally.

: Data formation

Data formation
H state

state

Blockchain

Blockchain
: state

state

Base station o]} Base station
gateway

Cutting edge </3) Cutting edge
state E I]V I]V 3 state

.................................................................

; ,
Healthcare | e m Q i Healthcare

state state

Biosensors Health monitoring Emergency
observation

.................................................................

Figure 3. Framework of BICS using Al
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It is possible to solve cybersecurity and privacy issues by integrating blockchain with IoMT. The
IoMT sblockchain-assisted cybersecurity architecture is shown in Figure 3. The design has four possi-
ble states: 1) medical instrument state, 2) cutting edge state, 3) blockchain state and 4) data formation
state. Biosensors, health monitoring, and emergency observation are some of the [oMT healthcare
instruments available in this state of readiness. Communications infrastructure and computational re-
sources are all needed to create a cutting-edge state. Embedded wireless networks, base stations, and
IoMT gateways can collect and preprocess data. In addition, the blockchain state serves as a critical
gateway to provide reliable analysis of multiple resources across the preceding levels. It includes cloud
computing, digital storage, and artificial intelligence algorithms in the data formation stage. Objects
and capabilities in the data synthesis state are connected to nodes in the blockchain state via the edge
network. With blockchain-aided IoMT, both the cutting-edge state and the blockchain can benefit from
excellent authentication and authentication protocols. There is less complexity in [oMT devices and
interactions when cutting-edge and blockchain states are used. Other programs can take advantage of
blockchain-assisted features provided by the blockchain state, making the development process easier.

ST,
= 57,0 @)
sT, = STq )+ sT,(t)xSTy, (8)

As expressed in Eqgs (7) and (8) security threats has been derived. To get an idea of how much
time it takes to reach a consensus, security threats use S 7;. The fabrication of data encryption and the
verification of Al as well as the communication of information and verification of data, such as the
authenticity of the signatures using Eqs (7) and (8), are vital for optimizing efficiency s7, (t) in the
decision-making process. Slot acceptance is being held up because of a backlog sTe of applications in
the intrusion process, t is equaled. Here, sT¢q and s7}, is the propagation and validation time for slot
communications.

DS =CDx (1 + hpS (D)) )

As obtained in Eq (9), propagation and validation time slots have been described. The security
process of any data provided by the healthcare provider hpSas described in (9), can be expressed in the
above general form the number of security issues and is the network connection generated by the IoMT.
A trust-aware knowledge-based security system’s primary goal is to determine how much profit it can
increase for specific intrusion methods. The cost structure is based on the perceived patient paradigm
of the demanders. The blockchain state uses the built-in augmented reality network to connect various
IoMT sub-networks across the entire IoMT network. Because of this, various IoMT modules are com-
bined into a single unit to meet the needs of other applications. As a result, [oMT system compatibility
will be improved. Healthcare providers and other healthcare sectors provide health care, including
everything from surgery to medicine, counseling to sports medicine, and everything in between. This
includes primary, secondary, and tertiary care and public health care. Many of the [oMT-based models
that have been mentioned can be implemented by utilizing already existing data infrastructure.
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Figure 4. Overview of BICS-AI using ACP method.

Figure 4 depicts the BICS-AI framework. An ACP sends location information to a server via the
mobile data network. The proposed architecture has two layers: (i) one that regulates the data flow
and storage and (ii) an additional layer that regulates the healthcare data hub. The design is driven
by a patient’s private sensor network, with data collected and then sent to a third-party healthcare
data aggregator. The generated information is sent to a server that serves as the patient data agent
and is in charge of data module administration, the data mining module, and data security. If patient
data transfers are extra secure and reliable may have heard that they have to go via a blockchain
network before they get to the end consumers. The wireless sensor principle can transmit real-time
data from these hardware solutions. Medical sensors and biosensors collect data that is combined. The
BICS-AI design collects quantitative and qualitative data from the patient. Immunity levels are lower
in people who are generally healthy than in cyber threats. The sensitivity of those who suffer from
long-term illnesses is increased. The BICS-AI architecture and the various datasets must constantly
monitor these patients. The first step in a decision-making framework is gathering all BICS-AI data
through mining. Real-time data from [oMT data providers can be mined for useful information using
data mining techniques. In other words, many types of research are predicated on a chronological
examination of a wide range of IoMT data. Due to the time-sensitive nature of patient well-being.

The Internet of Medical Things (IoMT) links the digital and physical worlds to improve patient
health and well-being by expediting diagnosis and treatment and making real-time adjustments to a
patient’s way of life or health conditions. The integration of medically relevant technologies will
profoundly impact patients and healthcare providers.

wgt

ht UhtzUhtn) (10
As demonstrated in Eq (10), the profound impact on patients and healthcare providers has been
discussed. Patients with a lower patient valueptv have worse health; while patients with higher health
index valuesIV have better health(ht) can be calculated from Eq (10). The healthcare practitioner
must be informed to take proper action whenever a patient’s health is threatened. Using the average

1V = (ptv(ht), AT) = pqt(
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weightwgt technique for conditional probability pqt, it is possible to calculate the index values from

ht; U ht, U ht,,
bxSD [X.gs
ID = 11
2DT; ITO an

Intrusion detection process duration ID active period is divided into 16 equal-sized time slots to
allow data transfer. It is defined by two parameters, iterative order ITO and encoding scheme ES are
calculated using the square root function with summation of base value b and SD using the above Eq

(1D),

bxS D >bxES
%k
20T ITO
where, (L = 1,2,3,....... n) the hidden layer Lth neuron processes the incoming data by measuring the

amount of weight and applying the term6,,ht from Eq (4). Transform the net value of the input into an
accurate data transfer function and transfer the result to the next level of neurons using Eq (12).

ID = (12)
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Figure 5. Overview of BICS-AI using ACP method.
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Figure 5 depicts the proposed security system’s flow chart. Data requests from various mobile hosts
enter a firewall security system, which first checks the IP address of each mobile host and then checks
the request rate of each mobile host concerning its IP address. Any mobile host’s request rate must
fall below a predetermined threshold before accessing the server over the Internet. If the request rate
is equal to or greater than the threshold, the requesting host receives a timeout and is allowed internet
service facilities when the timeout expires. Mobile hosts with a lower request rate than the threshold
are granted web services during the delay. As a result, a complete system shutdown caused by an
overabundance of data requests is avoided.

ve(xt) = + f(wht,;) (13)

14+e

As shown in Eq (13), wht,; denotes the training procedure used to iteratively alter the values of the
weights that connect each node. The sigmoid function is the most commonly used transfer function.
Weights are changed using the steepest descent approach to limit the number of training stops. The
improved virtual environment ve(xt) can be expressed as seen in the above equation with signal sl. The
parameter f(wt,;) defines the transfer function of the maximum number of times for learning from n'h
output respect to m'h input, (Wht, ).

1 i i £ \2
CT = EZ -12 _l(wan — wht',) (14)

There are three identifiers in Eq (10) that are utilized to generate weight values wht,; forn = 1
toiand L = 1 to j using summation for the steepest descent algorithm. The maximum bandwidth
of a blockchain, measured in transactions per second (tps), is limited by the proportion of the block
transaction capacity to the block acceptability period. Bitcoin’s block size is proportional to its weight,
representing the total of all the transaction weights inside it. When calculating the total transaction
size in Bytes, the witness contributes less than the other components. The significance of a given
transaction is determined by the kind and quantity of its inputs and outputs. The combination of the
block weight restriction and the difficulty adjustment yields a throughput of around 2500 tpb or 4 tps.
The number of squared residuals (wht+,;) is one of the most widely used functions given in Eq (14), a
layer’s current weight change is determined Ct.

They focused on abnormality identification ab; and prediction P; As well as decision-making when
it came to time-series data 7S ;_; The experimental validation section discusses the appropriateness of
specific machine-learning algorithms TS,. Artificial intelligence approaches like classification, clus-
tering, and association analysis in the healthcare industry can be helpful using Eq (15). The usefulness
of databases is discussed. A resource-based collection and processing method has been developed for
use in emergency healthcare facilities using Figure 6.

ab; = (1 =P)XTS; |+ [P,» x ﬁi] 15)
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ab;=(1-P)"(TS;1)+{P; TS }

Figure 6. Representation of conventional in-depth approach.

Remote monitoring is made possible by constantly updating the web application with health data
using biomedical sensors. Multiple sensors are employed in hospitals to monitor all the patients. Each
hospital in the proposed system has an IoT node that analyses sensor data for health monitoring. The
system’s resilience must be considered in regularly securing justice and accountability in the imple-
mentation process. The following are the most critical issues in implementing an IoMT device. As
various image centers and ACP models for images of a single domain are expected to be implemented,
the distribution of healthcare environments is expected to alter. Medical data from [oMT and integrated
devices can be collected and stored in a secure and distributed manner using a conventional in-depth
approach combined with blockchain in our proposed system BICS-AI, making it ideal for healthcare
providers such as nursing homes, hospitals, and the healthcare industry who need to exchange data in
this format by analyzing the below parameters.

4. Results and discussion

The healthcare management system is decentralized, uses blockchain technology, and is based on
the current industry standard. The proposed solution utilizes blockchain technology and medical IoT
devices to develop an RPM and EHR management system that is reliable and efficient. The suggested
system’s design uses the decentralized storage idea and a permissionless blockchain network as an ACP
to monitor a patient’s vital signs. Both of these concepts were taken from the notion of blockchain
technology. This section explains the OPNET simulations used to evaluate the proposed BICS-AI
performance. 20 user devices and 80 sensor nodes make up this model. As shown in Figure 1, a
centralized server serves as the network’s data analyst. This system makes use of the well-established
15-interval response recommendation. 1 TB of storage and a processing speed of 2.4 GHz is included in
the security rate, security performance, success rate, and latency rate compared to traditional methods.
Additionally, other traditional methods will be compared to the proposed method to assess its reliability
in BICS-AL In this study, the x-axis considers several sensors and y axes such as overall performance
(%), security performance (%), security rate (%), and latency rate (%) when compared to CS-BS,
SA-SDN, BC-AIDS, and IFN with our method BICS-AI

4.1. Security performance analysis

Table 1 shows the proposed framework’s user node security rate and monitoring intervals for [oMT
healthcare cybersecurity. Nodes receive healthcare data and control the mapping parameters with the
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model expressed a X pa.t — (1 — ) in Eq (2). The data is divided into secure and unsecured, and map-
ping determines the user’s expectations. Patients’ historical data is compared to the anticipated model,
and the condensed costs to trace actions are indicated. The outcome of the provision is transferred
regularly, and it has a high degree of precision. Many IoMT sensor networks benefit from the proposed
model’s ability to increase security. Healthcare data is collected and connected using the proposed
model to create an Internet of Medical Things (Io0MT) network for authentication and cybersecurity.
When a patient’s request is classified as an emergency, the healthcare providers respond immediately.

Table 1. Security analysis.

Number of Sensors CS-BS SA-SDN BC-AIDS IFN BICS-AI
10 253 63.3 76.6 84.8 96.2
20 859 714 65.8 57.7 25.1
30 55.5 67.5 76.9 87.8 94.5
40 52.3 68.2 72.7 86.7 92.4
50 52.6 66.7 779 87.9 91.5
60 54.1 65.2 75.0 87.0 92.9
70 57.9 68.9 76.8 82.6 93.8
80 50.8 67.5 75.78 86.9 96.2

4.2. Security performance comparison

The patient is engaging in physical activity, and the attending physician must monitor the patient’s
heart rate during the activity. Because of this, the sensors implanted inside the patient’s body transmit
a packet to the device that serves as the gateway. After that, the packages are sent to the blockchain
network, where they engage in conversation with the smart contracts to complete the duties and save
the data. The information in the blockchain is then sent to a medical facility so that doctors there may
do more secure queries on the data. In addition, the graphic illustrates several different devices that
may be used as gateways to transmit data over the blockchain.

mCS-BS
SA-SDN
mBC-AIDS
mIFN
mBICS-Al

Security Performance Analysis Ratio

Number of Sensors

Figure 7. Security performance analysis.
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Figure 7 shows that user node performance rates and monitoring intervals are reduced and per-
formed optimally compared to conventional [oMT healthcare data security approaches. From the pa-
tient’s medical history, healthcare data can improve functional performance. Medical records can be
accessed using biometric signs and the user’s preferences from Eq (5). It is necessary to investigate a
neighboring state repeatedly using multiple [oMT sensors, and the results are then recorded. The user
nodes’ data predict data mapped to the patient’s historical data. For optimal resource utilization, the
patient’s actions are accurately observed.

4.3. Success rate analysis comparison

This action could be better understood with the aid of sensors that have been activated in the past.
Because an observation history is being used, the model has the potential to include more knowledge
from the past. When a public blockchain is used, the validation process is lengthened since all nodes
are required to participate, which takes more time. Only a select number of nodes can participate
in the validation process when this problem occurs. This helps save time and improves the overall
performance of the system.

Table 2. Security analysis.

Number of Sensors CS-BS BC-AIDS BICS-AI
10 65.1 79.1 89.6
20 75.4 82.8 84.5
30 65.2 84.6 92.9
40 73.5 79.3 87.1
50 64.0 75.1 82.6
60 75.3 83.0 95.3
70 68.6 77.5 89.5
80 60.8 86.2 90.6
90 71.1 88.4 91.3

The [oMT remote cloud can receive healthcare data from user nodes. The outcome is referred to
as a warning. According to the schedule, this alert is sent out, and the healthcare data relates to the
domain state of matching the literature data from Table 2. Patient behavior in the healthcare industry
differentiates in this match state because of the blockchain-assisted cybersecurity model. Classifying
whether an activity is secure is done in conjunction with the amount of data generated by IoMT sensors.
In this assessment, the accuracy of the patient’s activity is improved, and the range of security is
expanded using Eq (9). The warning indication is not sent if the patient’s behavior is secured; it is sent
if not. In terms of understanding the patient’s behavior, tracing states are used.

4.4. Latency rate analysis

Figure 8 shows the latency comparison among the various approaches to physical health monitoring,
and the BICS-AI approach outperforms the ACP method in terms of standardization and effectiveness.
Concerning the number of iterations estimated using Eq (7), loMT-based physical sensor-based health
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monitoring systems outperform conventional methods. Continuous and discontinuous medical and
biometric data create a response space for the data points. Using the BICS-AI model, this research
provides a safe healthcare industry for IoMT sensor networks using a healthcare data protection and
privacy model. Using blockchain technology, this model aims to improve healthcare security.
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z 1020 45

T 80

—

Number of Sensors
Figure 8. Comparison of latency aate.
4.5. Accuracy ratio (%)
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Figure 9. Comparison of accuracy ratio (%).

Patients are better served by medical records that are complete and accurate. Maintaining patient
confidentiality and safely archiving medical information are necessary when providing medical care.
For a considerable time, the general public has been worried about the safe storage and use of sen-
sitive medical information; however, this problem may now be handled using blockchain technology.
Blockchain technology is decentralized, verifiable, and incorruptible, making it an ideal candidate for
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storing sensitive medical information. Figure 9 illustrates the precision that may be achieved using
blockchain technology for monitoring patient health.

The pulse and temperature of the body are each measured three times to ensure accuracy.
Blockchain technology makes it possible to recover patients’ medical records promptly and accurately.
An advanced computer analyzes blood pressure readings to determine whether or not they are low,
normal, or high. The results of this analysis are then shown on a screen. The chance of the doctor’s
physical condition is evaluated after doing research that involves looking at the doctor’s overall health
indicator’s dispersion in the higher dimensional space.

4.6. Data transmission ratio (%)

The patient data and blockchain models perform much better than the others compared to the
amount of data traded to update medical records. This illustrates that the throughput for data trans-
mission offered by the blockchain platform is superior to that offered by a client/server network. The
leader nodes in a network are responsible for boosting the amount of data exchange by broadcasting
the applications necessary to update medical records to all other nodes throughout the network. Figure
10 discusses the data transfer ratio of other technologies currently in use.

Additional data processing can occur because every peer node on the network broadcasts the ci-
phertext of a block in real-time to all of the other nodes in the network. Compared to the client/server
design, blockchain technology can transport around ten times the amount of data.

= BC-AIDS
HIFN
BICS-Al

Data Transmission Ratio (%)

MNumber of Sensors

Figure 10. Comparison of data transmission rate (%).

4.7. Overall comparison of the BICS-AI approach

Regarding physical health monitoring systems, the BICS-AI approach outperforms the ACP method
in terms of standardization and effectiveness. In terms of maintaining standards and efficacy over an
estimated number of iterations based on Eq (13), [oMT-based physical sensor-based health monitoring
systems outperform other conventional methods of monitoring intervals as shown in Table 3.

Electronic Research Archive Volume 31, Issue 2, 708-728.



725

Table 3. Result analysis of the BICS-AI approach.

Performance Metrics CS-BS SA-SDN BC-AIDS IFN BICS-AI
Overall performance (%) 67.6 77.4 86.9 84.1 89.2
Security performance (%) 73.1 73.9 73.9 72.1 96.4
Security Rate (%) 65.1 65.2 717.1 75.9 94.8
Latency Rate (%) 13.1 14.9 8.6 13.9 5.1

Comparing model (BICS-AI) performance metrics with traditional IoMT healthcare data security
approaches for improved precision, reliability, security, and latency are all the new model’s advantages.
The experimental results show that the proposed system has a 94.8% security rate, a security perfor-
mance of 96.4%, a success rate of 89.9%, and a 5.1% latency rate compared to traditional methods.

5. Conclusions

Blockchain technology has the potential to improve the infrastructure supporting healthcare services
significantly. In this article, several frameworks and methods to assess the performance of such sys-
tems and potential improvements to present shortcomings in healthcare system design are investigated
as potential applications of blockchain technology. To accurately prescribe medicine to patients access
to their medical history is important. [OMT healthcare data can be protected by the built-in security fea-
tures of blockchain, such as heterogeneous encrypted communications methods and digital signatures.
Another way to improve cybersecurity is integrating blockchain with currently used safety measures
like authorization and access control providers in our proposed system (BICS-AI). It is possible to use
IoT sensors to automatically activate auto-updating programs to ensure that [oT instrument software
is always updated. Works presenting a prototype that utilizes the blockchain concept in healthcare
now have plans to produce a fully operational system shortly for user testing with actual patients. The
capacity to communicate patient information through a secure channel is subject to several restrictions
regarding the process’s reliability, efficiency, and consistency. The experimental results show that the
proposed system has a 94.8% security rate, a security performance of 96.4%, a success rate of 89.9%,
and a 5.1% latency rate compared to traditional methods.
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