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Abstract: Artificial Intelligence (Al) is deemed to be the commanding point of science and technology
in the next era. In recent years, with the enhancement of computer computing power, the improvement
of the quantity and quality of big data, and the important breakthroughs in many research fields such
as machine learning and speech recognition, Al technology has developed rapidly and has been widely
used in all walks of life. In the financial industry, the application of Al technology in risk control,
marketing, customer service, transaction, operation, and product optimization of financial institutions
is becoming increasingly mature, and some new business models have been created. Starting from the
application status and significance of Al in the international financial field, this paper expounds on the
application, status quo, and development trend of Al in the financial industry. Then, in view of the
risks and practical challenges existing in the development process of Al, based on the reality of
international financial development, this paper summarizes the measures to promote the in-depth,
healthy, and sustainable development of Al in the financial market. This paper aims to let readers
understand the development status of Al in the financial field, and also provide theoretical reference
for scholars in this field.
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1. Introduction

Artificial Intelligence (Al) is a new technology science that integrates theory, method, technology,
and application system by making computer simulation, extend and expand human intelligence, to
make it similar to human thinking mode. Its essence wants to be a perfect and mature intelligent
machine by continuously simulating and exploring human behavior. After years of development, the
theory and technology of Al are becoming ever more mature, and the application field is also
expanding. Now it has broken through the simple simulation of human behavior and developed into
an integrated multi-functional application-oriented composite discipline. Together with virtual reality
technology and 3D printing technology, it is known as “the hottest technology in the early 21st century”.

With the development of digital technology and the increasing maturity of Al theory and
technology, the roles of enterprises, the attributes of value creation, and even economic structures are
changing rapidly (Schwab, 2017). In January 2016, in the Davos Forum, Al, as well as big data, were
regarded as the core of the Fourth Industrial Revolution (Science and technology policy institute, 2016).
Historically, the introduction of Al is an automated process that has gone on for a long time.
Mechanization at the end of the 19th century and the end of the 20th century made part of the manual
labor automation, and the progress of information technology in the middle and late 20th centuries
made the standardized data processing automation (Korinek and Stiglitz, 2017). Based on Mustafa’s
research, expanding the application of modern information technology and automation will bring
additional advantages (Mustafa and Rahman, 2015). Big Data, Al, blockchain, the Internet of Things
(IoT), and other new technologies emerging in the Fourth Industrial Revolution are changing our
economy and society. International Data Corporation (IDC), an American market research company
specialized in IT, announced in October 2016 that cognitive systems and Al for integrating, learning,
and analyzing data from a large number of vast and various information sources will be distributed
across wide-ranging industries, and the global sales will increase from $8 billion in 2016 to $47 billion
in 2020. This is equivalent to an annual growth rate of 55.1% (IDC, 2016). Companies from a wide
range of industries, together with the government, get involved in research on Al and its applications,
especially in the financial, stocks, and manufacturing industries (Kim, 2018). Following the report
from the financial magazine Euromoney (McCauley, 2016), it is expected that the biggest changes will
be achieved in the fields of credit evaluation, asset management, stock exchanges, and hedge fund
management. They expect financial companies to conduct more effective portfolio and risk
management through more precise and insightful data analysis. Tractica predicts that the enterprise Al
system market will grow at an average annual rate of 56.1%, from $200 million in 2015 to $11.1 billion
in 2024 (Tractica, 2015).

In the past 40 years, Al has made remarkable progress in imitating human reasoning and thought
processes. Historically, the tools of Al were mainly limited to sequential processing and the very basic
representation of knowledge and logic. A more modern method of Al is tantamount to constructing a
computer with the structure and processing ability to imitate the human brain and thought process.
These results provide the ability of knowledge representations based on a large amount of processing
power, fast retrieval of large amounts of data, and pattern recognition based on experience. This Al
technology is called neural computing or Artificial Neural Network (ANN). This paper summarizes
the artificial neural network system and its wide application in the financial market, and briefly
introduces the various uses of artificial neural networks in financial market modeling, and the
successful application of artificial neural networks in various financial institutions.
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Of course, Al has unprecedented advantages in the financial field but also has its own risks like
all double-edged swords of science and technology. We must not ignore the risks inherent in the
technology itself when we promote the development of Al technology in the financial industry.

The main content of this paper is illustrated in Figure 1. Firstly, starting from the international
financial market, this paper summarizes the Al neural network theory and illustrates the wide
application of Al in the financial market at five aspects: false financial report, financial fraud, financial
distress, credit risk management, and stock market public opinion analysis. Secondly, this paper
introduces the future application trend of Al in the financial field of three aspects of investment
advisory, risk control, and marketing. Finally, it introduces four potential financial risks that Al may
contain and puts forward policy suggestions. The structure of this paper is as follows: the second
section mainly reviews the related concepts of Al and the application of Al in the financial field. The
third section shows the future application trend of Al in the financial field from three aspects. The
fourth section summarizes the hidden financial risks contained in Al. The fifth section puts forward
the Countermeasures for the application risk prevention of Al in the financial market. The last section
is the summary summarized the entire paper.

The Theory of Neural Network
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Figure 1. Paper framework.
2. Artificial intelligence and financial market
2.1. The theory of neural network
In recent years, artificial neural networks have been applied to develop various forms of research

models. Neural network refers to Al technology. When there are multiple variables and complex
interactions or multiple solutions, it can produce positive results. Therefore, artificial neural network
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technology is considered to be one of the methods used in the financial field (Cerullo and Cerullo,
1999; Chen and Du, 2009; Koskivaara, 2004; Tsai and Wu, 2008; Wong et al., 2000).
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Figure 2. Basic model of neural network.

The basic idea of neural networks is to imitate biological neural networks. The neural network
model is built on nodes (or processing units) to simulate the actions of neurons. The input and output
links to these nodes simulate synapses. Assign weight to the input link to simulate neurotransmitter
activity. Then use an algorithm to adjust the weight of the input link to make the neuron produce the
required output, thereby simulating the learning process (Ibrahim, 2004). In general, a neural network
is a kind of artificial system which can simulate the function of the human brain nervous system by
modeling and connecting the basic unit of human brain neurons, and develop a kind of intelligent
information processing function such as learning, association, memory and pattern recognition. An
important characteristic of a neural network is that it can learn from the environment and store the
learning results in the synaptic connections of the network. The neural network is a learning process.
Under the stimulation of its environment, some sample patterns are successively inputted into the
network, and the weight matrix of each layer of the network is adjusted according to certain rules
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(learning algorithm). When the weight of each layer of the network converges to a certain value, the
learning process ends. Then we can use the generated neural network to classify the actual data. The
basic flow chart of the neural network is presented in Figure 2.

The artificial neural network also has the capability of self-adaptation and self-organization. In
the process of learning or training, change the synaptic weight value to be adapted to the requirements
of the surrounding environment. The same network has different functions because of different
learning methods and contents. The artificial neural network is a system with learning ability, which
develops knowledge beyond the original knowledge level of the designer. Usually, its learning and
training methods are divided into two kinds: one is supervised learning, in which case the given sample
standard is used for classification or imitation. The other is unsupervised learning, in which case only
learning methods or certain rules are specified, and the specific learning content varies with the
environment of the system can automatically discover the characteristics and regularity of the
environment. We add each input of the learning set for the neural network and tell the neural network
what classification the output should be. After that, we use a neural network to test the examples. If
the test passes (such as 80% or 90% accuracy), then the neural network is successfully constructed.
For example, in financial applications, such as predicting the future price of stocks on stock exchanges,
we may need a neural network to model the relationship between the pattern and the real value quantity
(Anthony and Bartlett, 1999).

Hidden layer

Input layer Output layer

Figure 3. The structure of neural network.

If the neural network is represented by a graph, Figure 3 shows the structure of the artificial neural
network. It includes three main layers: the input layer, hidden layer, and output layer. The input layer
allows the introduction of external data into the neural network, and the input external data is an
independent variable. The function of the output layer is to transmit data, and the output data are the
dependent variable. At the same time, the hidden layer has no strings attached to the external
environment, and this function is only used to receive signals from the input layer and transmit them
to the output layer (Kiiiikkocaolu et al., 1997).

The data set is randomly divided into three parts: a training set, validity set, and test set. The
training set data is used to train the network. The effective set is used together with the weight of the
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classifier, and the number of hidden units in the neural network is determined. The test set is used to
evaluate the performance of training. In general, 80% of the data will be assigned to the training set,
10% to the effective set, and 10% to the test set (Kiiiikkocaolu et al., 1997).

Compared with logistic regression, the advantage of ANN is that it needs less formal statistical
training. Artificial neural networks can indirectly detect the complex nonlinear relationship between
dependent variables and independent variables. In addition, artificial neural networks can detect all
possible interactions between predictive variables and the availability of various training algorithms
(TU, 1996). 1t is easier and faster to develop and implement artificial neural networks than to develop
accounting expert system applications (Cerullo and Cerullo, 1999). The next section discusses some
Ann applications from previous studies.

2.2. Application of artificial intelligence in financial market
2.2.1.  Artificial intelligence and false financial report

There are numerous fake listed companies in the history of Wall Street. Generations of investors
should not only have a good eye on the Pearl, tap into potential listed companies, but also be clear
about it, and avoid “mines” in the deep market. The fraud of Chinese listed companies is no less than
Wall Street. At present, there are greater than 4000 listed companies with shares. They have read the
thick financial reports and study the authenticity of the data, which is not covered by human resources.
However, experts are indicating that the use of Al (particularly algorithms) can help to fight some of
the risks (Chu, 2018; Killeen and Chan, 2018). Financial data fiction is the “mine” on the way of
investors’ investment. The ITL anti-financial fraud Intelligent Technology Committee was officially
established, among which, the member units such as connected data will promote the use of new
technologies such as big data and Al to discover and evaluate false financial reports.

Shizhong Huang, dean of Xiamen national accounting college, said big data and Al are powerful
tools for anti-financial fraud. Although the anti-financial fraud data and algorithms are still in the initial
stage, they have shown strong power. In the field of internet financial anti-fraud, researchers are trying
to use Convolutional Neural Networks (Fu et al., 2016), Feature Engineering Strategies (Bahnsen et
al., 2016), Cost-sensitive Decision Tree Approach (Sahin et al., 2013), Bayes Minimum Risk (Bahnsen
et al., 2013) with Cost-sensitive and Hidden Markov Model (Bhingarde et al., 2015) to detect fraud
transactions. In the future, anti-financial fraud will continue to exert its strength in the data warehouse,
data processing, advanced algorithms, and other aspects. Li Feng, vice president of Shanghai Institute
of finance, pointed out that the innovation of business models makes financial information more
complex, and different enterprises have a different financial understanding of emerging business,
which makes it more difficult to distinguish between financial fraud and normal financial business. In
the face of such a complex environment, the traditional anti-fraud means have the characteristics of
incomplete, less intuitive, low efficiency, and hard to see through. It is necessary to design and develop
an anti-fraud system systematically, dynamically and in real-time by using the technical means of cloud
computing, big data, and natural language processing, to bring about the business and management
level within the regulatory departments, investors, investment institutions and enterprises promote.

Kiitikkocaolu et al. (1997) made an important step forward in determining the manipulated
financial statements using an artificial neural network. They sampled 126 non-financial listed
companies from the Istanbul stock exchange and used Beneish Model to provide input to ANN. Their
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results show that the probability of correct prediction is 86.17%, and the probability of false prediction is
13.82%. This shows that ANN forecasts the financial statements manipulated (Kiitikkocaolu et al., 1997).

Cerullo and Cerullo used artificial neural networks to predict false financial reports in their studies.
They used seven variables as inputs to an: recording revenue when there is significant uncertainty,
recording supplier refunds as revenue, failing to separate unusual and non-recurring income, the
improper capitalization of assets, failure to accrue expected contingent liabilities, creating reserves,
transferring sales revenue to later periods, and slow depreciation or amortization of assets. The results
demonstrate that the artificial neural network predicts financial reporting fraud in management. In this
case, compared with other methods, an artificial neural network provides prediction and accurate
results in a short time (Cerullo and Cerullo, 1999).

Koskivaara used artificial neural networks in small samples from audit firms. They believe that
using ANN for auditing could better serve the analysis review (AR) process, but only the financial
ratio is used as the input of the artificial neural network. These financial ratios are based on the
standards in the statement of audit standards: Analytical procedures. The results show that artificial
neural network has the potential to improve the AR process. Although Kaminski et al. reported that
financial ratios have limited ability to detect false financial reports, they are still widely used
(Koskivaara, 2004).

Kotsiantis et al. (2006) used six financial ratios: profitability, leverage, liquidity, efficiency, cash
flow, and financial distress. The sample included 41 fraud companies and 123 non-fraud companies.
The paper compares the technology of Decision Tree, Artificial Neural Network, Bayesian Network,
Logistic Regression Analysis, K-nearest Neighbor and Support Vector Machine and fraud detection
technology, and establishes a hybrid decision system (Kotsiantis et al., 2006). The results of the
experiment are consistent with the previous research. That is, published financial statements contain
false financial indicators. However, due to the combination of technologies using financial data, the
results of this study are restricted to financial data.

2.2.2. Artificial intelligence and financial fraud

Companies such as Enron, Tyco, and WorldCom Inc. are estimated to have cost about $460 billion
in market value due to financial fraud. In 2014, the Certified Fraud Association Examiner (ACFE)
reported that U.S. organizations lost almost 5% of their revenue from fraud and that the gross domestic
product is only in the U.S. The annual fraud based on the product is estimated to be approximately
$3.7 trillion (Lin et al., 2015). Financial fraud is becoming an increasingly serious problem.

According to the “2018 intelligent anti-fraud insight report” released in Beijing on May 9, 2019,
in the face of diversified financial and Telecommunications frauds, emerging technologies such as Al
are being introduced by Chinese Internet enterprises and financial institutions for anti-fraud. The report
believes that through the latest Internet technologies such as Al and blockchain, information collection
sources will be more precise, risk pricing models will be personalized and targeted, investment
decision-making processes will be more scientific and rigorous, and the role of credit intermediary will
be more transparent and fairer.

Taking Al as an example, Zhang Feng, an expert of 360 financial anti-fraud technology, said that
with the powerful data processing capacity of the machine, various information nodes of the applicant
were constructed into a huge network diagram, on which an anti-fraud model based on machine
learning was established, and repeated training and real-time identification were carried out. It is
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disclosed that at present, some domestic platforms have accumulated millions of blacklists and
hundreds of millions of white list databases.

The nervous network system studied by Chen and Du (2009) was applied to predict fraud
litigation to assist accountants in formulating audit strategies. The data used in the research are based
on 74 prosecution cases and 148 non-prosecution cases, with SAS No.82 as the research tool, using
indicators such as management characteristics and capabilities, operating characteristics and financial
stability, and assets easy to be misappropriated. The empirical results show that, compared with the
logistic model and auditor’s judgment, the artificial neural network has not only higher prediction
accuracy, but also better detection ability and lower misjudgment cost. This shows that Al technology
is quite reliable in identifying fraud litigation and therefore becomes a supporting tool for practitioners
(Chen and Du, 2009).

Lin et al. (2015) used expert questionnaires and data mining techniques to sort out different fraud
factors and then ranked their importance. Among them, the data mining methods used include logistic
regression, decision trees, and artificial neural networks (Lin et al., 2015).

Albashrawi studied 65 articles as far as possible to reveal the use of data mining in the field of
financial fraud, showing the frequency, percentage of use of data mining technology and other general
business applications. These data show the importance of Al technology in the field of financial fraud.
It is worth noting that logistic regression, decision trees, SVM, NN, and Bayesian networks have been
widely used to detect financial fraud, although they are not always associated with the best
classification results (Albashrawi, 2021).

2.2.3. Artificial intelligence and financial distress

After the banking crisis in the 1980s and the early 1990s, the model composed of the nervous
network system has played a new role. The prediction model can effectively prevent bank failure and
promote economic stability. The latest prediction model technology was actively explored by
Swicegood and compared with the existing methods. Their research has been used to predict the
adverse performance of commercial banks in the banking industry through the use of discriminatory
analysis, neural networks, and professional judgment methods (Swicegood et al., 2001).

Bankruptcy prediction and credit scoring have long been regarded as important topics and widely
studied in accounting and financial literature (Du Jardin, 2010; Tsai and Wu, 2008). Initial financial
ratios are utilized to represent the company’s liquidity, solvency, financial structure, profitability,
efficiency, and turnover by Du Jardin. The purpose of this study is to test the accuracy of artificial
neural networks in bankruptcy prediction. The test sample included 250 bankrupt and 250 non-
bankrupt retail companies with assets less than $750000. The validation consists of companies
belonging to the same department and the same asset size category. The results show that the accuracy
of the artificial neural network is 94.03%, while the accuracy of logistic regression is 90%.

At the same time, artificial neural network and data mining techniques are used by Chen and Du
to build a financial distress prediction model by taking 34 companies in financial distress as samples
and matching them with 34 non-bankrupt companies. The inputs of the neural network are profitability,
financial structure, management ability, management performance, solvency, and the financial ratio of
non-financial factors. These variables are selected based on previous studies. The results show that the
ANN method has better prediction accuracy than the data mining clustering method, but its model
cannot be directly applied to fraud detection (Chen and Du, 2009).
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2.2.4. Artificial intelligence and credit risk management

Lending is one of the important business of banks and financial institutions. The credit risk
assessment and management risks of customers are faced by these institutions. Chinese bankers survey
report (2018) was jointly issued by China Banking Association and PWC. The results show that more
than 60% of the bankers believe that the concentrated outbreak of non-performing loans is the main
risk faced by the world banking industry nowadays, and more than 30% of the bankers regard it as the
biggest source of pressure faced by the bank operation. In the actual process of loan granting and
management, people with insufficient records are often assessed by various credit risk assessment
models, which makes the assessment process relatively loose. Therefore, since there are massive data
of various types of users, Al takes advantage of its advantages in big data analysis, and various external
unstructured data related to credit risk are analyzed. For example, judicial litigation data (court
judicial website), industrial and commercial data, public opinion data of authorized media, etc. are
used to carry out unified risk modeling, so as to achieve the effect of prejudgment and prevention
of non-performing loans.

Pacelli established a credit risk model and applied artificial neural network methods to credit risk
management investigations. Using the financial data of 24 companies as the input of ANN, the credit
risk of the Italian manufacturing industry was predicted. The results show that artificial neural
networks predict the credit risk of these companies (Pacelli, 2011). The credit risk model is a powerful
tool for modeling and predicting the default of a company. This Al-based model is usually used for
financial analysis and decision-making tasks (Khandani et al., 2010; Yu et al., 2010; Khashman, 2011;
Lessmann et al., 2015; Abellan and Castellano, 2017).

Merchants and individuals are granted credit in advance by Alibaba and Jingdong using Al.
Borrowers do not need a collateral guarantee, and the whole operation cycle can be monitored by the
background. Before merchants apply for loans, customers’ qualifications, assets, income level,
behavior, and other characteristics are fully and effectively analyzed by the platform, and a customer
access white list is formulated. At the same time, it designs a pre-credit model based on its risk
preference, and actively determines a certain amount of pre-credit line for customers, which can be
dynamically adjusted at different stages according to different scenarios and changes in demand. Its
supply chain financial business has realized closed-loop management of full link, unified credit
extension, and real-time conversion of the credit limit. Based on fragmented, scenario-based, and
personalized financial services, it has formed an overall service plan of the full scenario and full link.
Through mastering the customer data entry, the closed-loop management of the whole customer
process within its system is realized, and the credit risk is effectively controlled.

2.2.5. Artificial intelligence and public opinion analysis of stock market

With the development of the stock market becoming larger and larger, the number of participants
is increasing, and the proportion of natural investors is relatively high. In response to the market
demand, more and more Al-based models have come to the attention of the public, such as MACD
(moving average index of smooth similarities and differences), KDJ (random index), RSI (relative
strength index), etc. These parameters are often too old to adapt to the current market changes.
Nowadays, many models based on Al have been applied to the analysis of public opinion in the stock
market: the BP network prediction model was used by Wu Tao in 2014, and a stock simulation trading
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system was designed based on the prediction model of BP network. In 2015, the stock analysis system
was designed by Hao Yuanyuan through the investment concept of various stock reviewers, providing
reasonable investment suggestions for the system users. The prediction model of stock buy point was
proposed by Zhang Yu in 2016, and more than 2000 stocks in Shanghai and Shenzhen stock markets
were trained and studied by the BP network to predict the buy point and provide decision-making
assistance for investors.

Patel et al. (2020) discussed the application of a machine learning framework to predict stock and
stock price index changes. They used four prediction models to analyze data: Ann, SVM, Random
Forest, and Naive Bayes. Reviews of two organization’s stocks, namely Reliance Industries, and
Infosys Ltd., and two stock price indices CNX Nifty and S&P Bombay Stock Exchange (BSE) are
taken from 2003 to 2012 (Patel et al., 2015; Patel et al., 2020). Khedr et al. (2017) proposed an analysis
and optimization framework to focus on the minimum error rate and improve the prediction accuracy
when predicting the performance mode of stock price. The financial news method and historical value
method are used to establish the prediction model. The above research effectively uses Al and various
market and company data to establish a stock forecasting model with high accuracy.

Due to the uncertainty and volatility of stock market prices, stock market forecasting is a
challenging task for global financial investors. ANN is adopted by Sureshkumar and Elango to forecast
the future stock price more quickly and accurately. The daily stock data of Tata Consultancy Services
Ltd (TCS) from 1 November 2009 to 12 December 2011 were used by them to forecast the future stock
price of the company based on the previous closing price, opening price, high price, low price, and closing
price. The analysis results show that compared with the existing tools and technologies, the accuracy of
the prediction of the stock price by the artificial neural network is more than 20% (Sureshkumar and
Elango, 2012).

3. Application trend of artificial intelligence in financial field
3.1. Investment advisor

Al investment advisor mainly refers to the use of intelligent algorithm technology and portfolio
optimization theoretical model to provide users with investment decision-making information
reference according to the risk preference, investment income requirements and investment style and
other information provided by individual investors, and to provide suggestions for the improvement
of the asset portfolio and allocation with the dynamic changes of the financial market (Jiang and Wu,
2016). Intelligent investment advisers can not only surpass human beings in investment allocation and
transaction execution ability but also help investors overcome their emotional weaknesses (Yu and
Peng, 2017). It i1s the field in which financial institutions apply Al technology more widely at
present. Al investment banking emerged in the United States in 2008. Wall Street’s enthusiasm for Al
and big data and the growing market demand for wealth management have promoted the application
of Al in the asset management industry. Currently, there are numerous mature smart investment
platforms in the US market, such as Vanguard Fund, Charles Schwab, Betterment, Wealthfront, and so
on. A.T.Kearney, a consulting firm, predicts that the industry’s assets under management in the US
will grow from $300bn in 2016 to $2.2tn in 2020, at a compound annual growth rate of 68%, or about
5.6% of all assets under management in the US.
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Intelligent investment banking entered the Chinese market in 2014, initially dominated by Internet
companies, and then major commercial banks and financial institutions in China gradually adopted the
technology, which has grown rapidly in recent years. According to data from iResearch, the asset
management scale of China’s smart wealth management service market (based on the balance of
wealth management products) has risen from 30.1 billion yuan in 2016 to 254.7 billion yuan in 2018
and is expected to reach 737.1 billion yuan in 2022. At present, the main participants of China’s
intelligent investment market are traditional financial institutions (securities companies, fund
management companies, etc.), Internet companies, and financial IT companies. Compared with
interconnected special planning networks and financial IT companies, the advantage of traditional
financial institutions lies in their accumulated customer network, product resources, and business
experience. In 2016, China Merchants Bank launched the first intelligent domestic investment platform
“Capricorn Investment”. Shanghai Pudong Development Bank followed suit with its “financial
intelligence robot”. In 2017, Industrial Bank’s Industrial Intelligence Investment, Ping An Bank’s
Intelligent Investment, Everbright Bank’s Guangyun Intelligent Investment, and Industrial and
Commercial Bank of China’s Al Investment were launched successively (Wang, 2017).

3.2. Risk management

358 <C=

rules model rules
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| g application | scenarios
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Figure 4. Intelligent risk control process.

With the rise of Internet finance, the banking industry’s demand for user credit qualification
assessment increases, which promotes the development of intelligent risk control. Financial risk
management can avoid losses and maximize profits for most enterprises. Since tasks rely heavily on
information-driven decision-making, machine learning is an important task (Mashrur et al., 2020). In
recent years, we have seen more and more people adopt Machine learning methods for various risk
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management tasks. Intelligent risk control by neural network, knowledge map, machine learning, data
analysis and so on many technical structures, an into a system of the risk control system, the
background for customer survey (Know-your-customer, KYC), credit evaluation, credit approval, after
the credit collection, greatly improve the efficiency of each process, to improve the customer
experience, In the process of use, the model is continuously iterated according to data feedback to
increase the accuracy. Al systems also improve the efficiency of anti-money laundering and anti-fraud
by learning from past cases, processing multi-dimensional structured and unstructured data, and monitoring
and screening suspicious transactions. The intelligent risk control process is illustrated in Figure 4.

Al is already being used by regulators and financial institutions around the world to combat
money laundering and fraud. HSBC partnered with Silicon Valley Al startup Ayasdi to automate the
anti-money laundering investigation process. The Financial Crimes Enforcement Network (FinCEN)
uses its Al system, FAIS, to identify potential money laundering activities (Gutierrez et al., 2015). The
UK Financial Regulatory Authority (FCA) is considering the use of Al/machine learning in regulatory
compliance enforcement processes, including KYC and AML. The Monetary Authority of Singapore
and the Securities and Exchange Commission of the United States (SEC) are also using Al to identify
suspicious transactions to improve their anti-money laundering efforts. In addition, Al is also being
used to supervise the operations and financial performance of financial institutions and listed
companies. The SEC uses Al to process and analyze unstructured data filed by the registration
applicants, to analyze and predict the behaviors of the applicants from multiple dimensions, and to
reflect the information into the risk level.

3.3. Marketing

The marketing combination of Al and big data technology analyzes and classifies the data
generated by users. Combining relevant data such as customers’ consumption preferences, financial
status, and behavior patterns, the platform realizes the precise positioning of customers’ needs, build
customer portraits, predict customer needs, match and push personalized products, and marketing
copywriting. Smart marketing is gradually recognized by advertisers and marketers and has been
invested in multiple fields, forming a mature system. The application architecture of the intelligent
marketing push system is shown in Figure 5.

Compared with the traditional marketing form, AI marketing can analyze the existing data,
and analyze the customer’s price tolerance, brand preference elements, quality care degree from
the micro-level. Such accurate positioning can better play the advantages of Al and improve the
effectiveness of marketing, which is the effect that traditional marketing can not achieve (Yu, 2019).

Using a deep neural network to automatically extract features with depth and information from the
original user data to construct a user feature representation helps make fuller use of user data and effectively
improve the accuracy of user portraits. Using a user representation model based on deep neural networks
can effectively overcome the shortcomings of the existing user portrait methods based on feature
engineering and linear models. In 1996, PointCast Network proposed the information push technology for
the first time, which sends the specific content to the client through the network software. Later, several
tech companies, including Microsoft and Amazon, developed personalized push software built on a user’s
profile and interests. HURA model proposed by Wu, C. et al. based on the multi-layer attention mechanism
and neural network structure, the user’s personal attributes, and preferences are effectively predicted
through search logs (Wu et al., 2019).
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With the further application of Al technology, Kumar et al. (2019) proposed a comprehensive
framework to understand the application of Al in personalized marketing: enterprises can use this
technology to analyze consumer information and provide personalized products and services. In this
process, Al can continue to learn and help managers improve the value proposition for customers. By
designing and planning products in this way, they could increase their value to consumers and thus
form a sustainable competitive advantage.

Marketers use Al to segment the market, predict consumers’ personalized preferences, deploy
targeted digital ads in real-time, or provide suppliers, with optimal promotion and pricing strategies.
Timoshenko and Hauser (2019) use a convolutional neural network to filter out non-informative
contents of UGC and cluster sentences to avoid repeating content sampling. It is proved that the
machine learning method successfully eliminates the ineffective and repetitive information of UGC,
and improve the efficiency of identifying customer requirements from UGC.

Visual display

Push test results User profile data

Push evaluation
system

push to users

call interface data

I user interest
_________________ Modeling

J

personalized push platform

service layer task layer

|
|
|
|
|
|
I Service interface
|
I
|
|
I
|

data acquisition

Data extraction
Cleaning data

User portrait model

Operation rules Data filtering

Hive System analysis

Hadoop Cluster
architecture

1
|
|
1
|
Remote Dictionary Service File System |
1
|
1
|

-~
|
|
|
|
: Hadoop Distributed
|
|
|
|
|

Figure 5. The application architecture of the intelligent marketing push system.

Data Science in Finance and Economics Volume 1, Issue 2, 96-116.



109

4. Financial risks hidden in artificial intelligence
4.1. Risk of relevant laws and regulations

The global regulatory environment has grown in complexity and scope since the financial crisis
in 2008. This is causing significant problems for organizations in the financial industry, as the
complexity of hard and soft regulations little understood or appreciated (Brummer, 2010). The deep
application of Al in the financial field needs the basis of legislation, However, whether in the
standardization of regulatory laws or in the detailed regulatory policies and rules, it still stays at the
level of Internet finance, and there are no systematic and standardized laws and regulations. The lack
of laws and regulations makes the regulatory boundary vague. Many business forms related to Al can
only be managed by referring to the laws and regulations in the field of traditional finance and internet
finance. Once the disputes happened, the determination of legal liability is often lacking legal basis.
For example, Cheng et al. pointed out that the decentralized nature of applicable laws and regulations
and departmental rules for smart investment means that it is difficult for the supervisory department to
grasp the boundaries of supervision in the actual operation process. This makes it easy for the Al
investment platform to go beyond the scope of its main business and engage in illegal activities such
as false propaganda, disguised fund absorption, illegal fund-raising, securities marketing, and illegal
operations (Cheng et al., 2017). Secondly, the innovative application and development of Al pose new
challenges to the financial regulatory system. Although a series of relevant guidelines have been issued
in China, it is still necessary to further refine the relevant supporting policies of different industries,
and improve the “legal gap” and “regulatory vacuum” of the industry. In addition, the deepening
application of Al in the financial market, leading to changes in financial operations models and
regulatory models, how to keep pace with the times, and constantly improve the legal system is also
an important topic that needs attention to relevant agencies.

4.2. Information collection, use and leakage risk

First of all, from the perspective of information collection, as an information-intensive industry,
in order to ensure the smooth progress of financial transactions, it often needs to analyze, collect and
handle a large number of customer behavior data in financial business, and the expansion of data
collection range. Under the existing legal and regulatory system, it will be difficult to define the social
problems caused by failure or behavior, such as responsibility and behavior supervision. For example,
the behavior generated by the learning and decision-making mechanism of Al can not be traced back,
the responsibility subject of malicious behavior caused by developers and designers is difficult to
define, and the processing cost of its chain consequences will increase greatly. Due to the lack of
relevant collection criteria and regulations, there is a legitimacy problem with data acquisition in
specific practice. Secondly, from the perspective of data usage, once artificially intelligent
communication and financial infrastructure are attacked, personal information is easily attacked by
hackers or controlled by criminals, which will cause property losses to customers and even personal
safety. In the 2015 data leakage cost survey: global analysis released by IBM and Ponemon Institute,
it is pointed out that “the average total cost of data leakage of 350 companies participating in the study
increased from 3.52 to 3.79 million US dollars, and the average cost of each lost or stolen record
(including sensitive and confidential information) increased from 145 US dollars in 2014 to 154 US
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dollars in 2015 survey” (Ponemon et al., 2016). Moreover, since Al has not yet developed mature, the
safety vulnerability has a slower repair rate, and the criminals may use related technologies to
accurately identify potential goals, real time attack on the system, endangering the whole social credit
system. The main objectives of the attackers are the theft, modification, and elimination of information,
as well as the impersonation of individuals, which leads to fraud, economic losses, personal
identification for a specific purpose, theft of devices to obtain control and information from those that
are connected to the network (Alvarez et al., 2020). Under the existing legal and regulatory system, it
will be difficult to define the social problems caused by failure or behavior, such as responsibility and
behavior supervision (Cheng, 2016). Third, from the perspective of data storage. In the era of Internet,
a large amount of data is usually stored in hard disk or floppy disk. If people intentionally or
unintentionally lose data, it will cause the risk of data leakage. In addition, from the perspective of data
transmission. At present, the standards of algorithm application, information control and disclosure
adopted in China’s financial business are inconsistent. On the one hand, it makes it difficult to
guarantee the information confidentiality of the Al system and the right to know about the user. On the
other hand, it also limits the ability of data integration and transmission, resulting in the uneven quality
of historical data, which is prone to some data loss and errors.

4.3. Potential technical security risks

First of all, the current Al is still in the exploration period, which inevitably meets many technical
problems and brings some risks. For example, Al technology has been extensively used in the banking
industry and many banks use face recognition to withdraw money from ATMs. So far, the maturity of
face recognition technology is not high enough. If only face recognition is the only level, there are
some risks in large-scale online face brushing transaction services. In addition, relying on Al
technology, intelligent investment advisory also faces a series of technical challenges (Ma and Wei,
2018). Secondly, the technical depth is not enough. In recent years, the phenomenon of black swan
often exists in the financial market, but the speed of machine deep learning is not enough to cope with
the rhythm of the financial market, especially the rhythm of financial risks. At the same time, there are
some defects and loopholes in the algorithm, which lead to the serious disconnection between the
scheme and investment advice and the market reality, thus bringing huge investment losses to investors.
Especially financial risks, and there are also certain defects and vulnerabilities in algorithms, leading
to programs and investment recommendations and markets. Reality is seriously detached, which brings
huge investment losses to investors. Third, due to the influence of technology reserve, capital scale,
and talents, many small and medium-sized financial enterprises or institutions in the world have
relatively low willingness or ability to apply Al, and the application process is slow and the effect is
not obvious. For example, many cities commercial banks have not incorporated financial technology
into their strategic planning. They are still passive in their subjective will and lack of supporting
hardware or software architecture. Fourth, Al has a set pre-input algorithm program. If a large number
of investors in the financial market use the same algorithm and operation mode, it will pose a challenge
to financial stability. Moreover, if the Al transaction procedure fails or errors in algorithm transaction,
it will not only lead to incorrect data analysis results and decision-making but also affect related
business activities, which will not be conducive to the smooth completion of financial transactions,
bring huge losses to financial consumers. And if it is serious, it will affect the stability of the whole financial
market. Due to basic research and data limitations, Al will find it difficult to cope with the entire complex
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financial market alone. When encountering some emergencies, such as geological disasters, regulatory
changes, and short-selling bans, the Al system may not be able to respond correctly (Wu et al., 2016).

4.4. Regulatory risk

At present, for the application of Al technology in the financial field, there is still a lack of
relatively perfect regulatory rules. Once there is a business or service dispute, it will face a series of
regulatory problems (Ma and Wei, 2018). On the one hand, financial risks become more concealed and
complex. Although the application of Al in the financial market has spawned many new finance
technologies, it has not changed the original risk attributes and types of the financial industry. On the
contrary, it makes the risk characteristics more complex and difficult to identify. Specifically: First,
modern technology such as Al promotes rapid changes in the financial industry, new products, new
business, and new models, and integrates business in different fields, and increases the complexity of
financial risks. Second, it reduces the risk controllability. Under the influence of Al and other financial
technologies, financial transactions will be cleared in real-time. This will lead to a faster spread of
risks and a wider scope, and it will be more difficult for financial regulators to rescue the market and
isolate risks, and aggravate panic among market participants. Third, financial risks are more hidden.
The application of Al in the financial field makes the participants of financial activities have multiple
identities at the same time. The lack of supervision makes it difficult to identify the financial risks, and
the financial risks are more hidden. In addition, the application of Al reduces the entry threshold of
financial business, strengthens the motivation of financial institutions to engage in high-risk business
activities, and highlights the risk preference of the whole financial system. On the other hand, with the
continuous promotion of Al, financial regulators should not only deal with the old problems in the
traditional financial business behavior and mode but also face new problems in the financial field with
the development of technology, which puts forward new challenges to financial regulation. However,
under the current financial regulatory system, it is not only relatively difficult to identify the risk
responsibility, but also increases the cost of follow-up treatment. At the same time, there is a lack of
Al simulation of specific scenarios, which may easily lead to deviations in the judgment and execution
of tasks and lead to abnormal fluctuations in the financial market, thus endangering the stability of the
financial market order.

5. Al financial market application risk prevention countermeasures
5.1. Building laws and regulations of artificial intelligence

The emergence of the intelligent revolution brings an unprecedented crisis and challenge to the
current ethical standards, legal rules, social order, and public management system. Wu (2017) proposed
that in terms of the legal system to adjust the social relations related to Al, there are mainly the issues
of personality rights of human privacy protection, tort law of human damage caused by an intelligent
system, and copyright of works generated by Al.

Establish and improve laws and regulations related to Al, refine specific policies, determine the
scope and direction of application of policies and regulations, standardize the specific application of
Al, and provide support for the wider and rapid promotion of Al in the financial market. At the same
time, we should keep pace with the time, combined with the actual development of financial business,
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and constantly improve the legal system of new technology and new business, so as to avoid the
phenomenon of disconnection between technology and law.

On the one hand, we should distinguish the types of personal information, strengthen the
protection of personal information, refine the rules and technical rules for personal information, and
ensure that the internal procedures of Al can be divided and applied according to the corresponding
rules. On the other hand, we should stress the urgency of legislation, and make key legislation on Al
through the pilot, improve the Al Intelligent regulation and responsibility bearing method can promote
economic development while realizing Al, and ensure the sound operation of international financial
market economy and steady development of economic order.

5.2. Strengthen user information and data management, establish complaint handling mechanism

First of all, we should strengthen the financial risk knowledge of financial consumers, improve
their risk identification ability, and guide them to make reasonable financial consumption. Establish
and improve the complaint handling mechanism of financial consumers, strengthen the defense line of
financial security, and protect the legitimate rights and interests of financial consumers. Secondly,
financial enterprises have sensitive information, which needs to be transmitted and accessed on their
own devices, such as personal health information, credit card information in banks, and top secrets
information in government agencies. Such information needs to be protected against unauthorized
disclosure (Abbadi and Alawneh, 2008). we should establish and improve the financial privacy
protection system, strengthen the relevant administrative supervision, and clarify the relevant
disclosure obligations, information security obligations, and compensation liabilities of financial
institutions, to effectively ensure the information security of the application of Al in the financial field.
Thirdly, financial institutions should take the initiative to strengthen communication and cooperation
with Al technology development enterprises, complement each other’s advantages, use Al technology
to improve R&D institutions’ ability in developing their customer information encryption technology,
strengthen the management of user information and data, prevent and resolve information security
risks, and protect user privacy. In addition, financial supervision departments should further improve
the complaint handling mechanism of financial consumers, build a strong financial security defense
line, protect the legitimate rights and interests of financial consumers to the greatest extent, and
gradually promote the improvement of supervision mechanism, supervision content and supervision
mode in combination with the guidance of complaint subject (Li, 2012).

5.3. Strengthening financial market risk prevention

From the perspective of financial institutions. To start with, we should realize the importance of
Al, conform to its development trend, actively arrange corresponding new intelligent business forms,
strengthen the level of financial infrastructure construction, and strengthen the independent innovation
of financial technology. Secondly, we should improve the vulnerability of Al systems, strengthen the
defense technology of Al systems, establish a self-healing system and data-sharing platform, regularly
detect network security performance, actively protect data information and prevent virus intrusion
(Marcus and Huang, 2019). To judge and monitor abnormal payment behavior and improve the
security of financial transactions, a combination of biological features is used to prevent biological
fraud. Thirdly, ensure the independence and controllability of financial technology, increase the
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support for innovation and R&D of financial technology enterprises, and strictly review and real-time
monitor the software and hardware environment of Al applications. We should prevent the risk of
financial fraud, make a scientific and reasonable forecast of its future trading trend, establish a security
system, and constantly update technology to prevent criminals from taking advantage of it.

6. Conclusions and suggestions

The introduction of Al into financial services is one of the more inclined forward-looking
explorations in today’s international financial institutions. Al has been increasingly introduced into
financial asset trading, wealth and asset management, insurance and banking, customer service, credit
lending, and other fields.

Based on the background and significance of international finance, this paper reviews the
application and current situation of Al in the financial industry. This paper introduces the wide
application of Al in the financial market from five aspects: the discovery and prediction of the false
financial report, the discovery, and prediction of financial distress, the discovery and prediction of
fraud cases, the prediction of credit risk management, and the prediction of the stock market price.
More and more countries are actively participating in the Al financial market. At present, some
developed countries’ Al financial markets are at the forefront, while most emerging developing
countries are in the stage of exploration and learning.

In addition, this paper points out four potential financial risks that Al may contain in the world
and puts forward policy suggestions. First, the widespread application of Al has brought a great test to
the use and management of financial data information in various countries. From the practical
experience of supervision in various countries, it is found that all countries have made the moral
standards for the development and application of Al before they promote the development and
application of Al technology. From the perspective of financial risk prevention, many financial market
participants may flood the mechanization transaction by using Al technology at the same time, and the
possibility of financial crisis and instability will increase a lot. Second, the widespread use of Al will
lead to the chaos of ethics, morality, law, and responsible subjects. Therefore, the application of Al in
the financial field needs a strict legal system and ethical norms to clarify the rights, obligations, and
responsibilities of legal subjects. Third, we must attach great importance to the security of personal
privacy. This is part of the yardsticks of national and social civilization, which cannot be surpassed by
any kind of science and technology. Al could collect massive data and make diversified analyses. As
more and more data are collected, the risk of personal privacy leakage will certainly increase. It is
urgent to establish a set of mechanisms to protect consumer privacy and data security. The review of
Al data privacy settings becomes crucial. Fourth, it is necessary to carry out international Al security
cooperation. On the one hand, the international community should unite to resist the moral hazard of
Al technology and “encircle” the illegal international financial trends, to maintain the safe and healthy
development of Al. On the other hand, the international financial community actively cooperates to
share new scientific and technological achievements, to establish and improve the financial market of
Al, so that the welfare of the society brought by financial Al will ultimately shine on mankind.
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