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Abstract: The integrity and durability of digital twin data determine whether virtual models can
meet the requirements of continuous prediction and maintenance of physical entities throughout their
lifecycle. Unfortunately, existing cloud data auditing schemes fail to balance achieving lightweight
public verification and low communication overhead in multi-cloud and multi-copy scenarios.
Additionally, the dual factors of the existence of multiple cloud service providers and multiple copies
increase the difficulty of locating corrupted data when verification fails, while fine-grained error
localization is rarely explored. To tackle these challenges, we propose a lightweight certificateless
public data auditing scheme for multi-copy and multi-cloud scenarios in a fog-assisted digital twin
system, which supports batch auditing and block-level error localization. Both computational cost and
communication overhead during verification remain constant, and are independent of the number of
copies and data blocks. Furthermore, the error localization mechanism enables the accurate and rapid
identification of malicious cloud servers, damaged copies, and corrupted data blocks, and supports
data recovery without downloading any copies. The security analysis confirms the soundness and
unforgeability of the proposed scheme. Performance evaluations and comparative analyses indicate
that our scheme is efficient and practical.

Keywords: public data auditing; lightweight; certificateless; multi-cloud; multi-copy; fog-assisted
digital twins

1. Introduction

A digital twin (DT) is a digital representation of a physical object and is actively applied in the
lifecycle management of products, equipment, and even plants. Currently, enormous DT data, such as
modeling data, simulation outputs generated by virtual models, connectivity data linking virtual models
and physical entities, and fusion data from different sources, is hosted on cloud servers (CSs) to obtain
on-demand storage space and high-performance computing services [1, 2]. However, cloud data loss
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could be caused by various reasons including operational errors by data owners, malicious deletion by
cloud service providers (CSPs) due to contract disputes, unauthorized erasure of cold data by CSPs
to resell storage space repeatedly, and external factors such as hacker attacks and force majeure. This
is unbearable for data owners since most cloud-stored data lacks full local backups [3, 4]. Therefore,
timely detection of cloud data corruption is critical to ensuring data integrity and availability.

Accessing the original file to check the integrity of the data incurs additional communication
overheads and raises the risk of data leakage [5, 6]. To this end, there have been plenty of explorations
into implementing blockless verification of remote data, such as those in [7-13]. Schemes [8-10] can
remotely recover data when the number of corrupted blocks is below a specified threshold, but they
are ineffective when the number of corrupted blocks exceeds the threshold. In order to avoid a single
point of failure and ensure data availability, data owners prefer to upload multiple copies to different
CSs, and protocols for multi-copy auditing have been extensively studied [14-24].

Schemes based on the public key infrastructure (PKI) [14, 16, 19] require complex certificate
management, which is a challenging endeavor for DT systems with numerous devices. Although
identity-based protocols [17, 18, 25] avoid this issue, they require a key generation center (KGC) to
issue a private key for each data owner, which poses a key escrow problem. The key escrow issue not
only necessitates KGC trustworthiness but also makes it more likely to entice malicious entities to
conduct eavesdropping and attacks. Certificateless schemes [20-23] appear to be an
promising solution.

Unfortunately, most existing multi-copy auditing schemes exhibit linearly increasing computational
overhead in integrity verification, such as those in [17, 18, 21-23]. The high computational costs for
data auditing require higher computing capacity from the third-party auditor (TPA) and may cause
delays, as cloud data typically requires verification before use. Most studies on lightweight verification
focus on single copies [26-28]. Although the scheme in [20] achieves lightweight auditing, the total
communication overhead in the proof phase grows with the square of the number of copies. Delayed
data responses and decision feedback affect the collaborative work between DT devices, and high
communication overhead is barely tolerable for DT systems handling large-scale data.

In addition, how to accurately locate all corrupted blocks and remotely recover them remains an
issue that needs to be addressed. In practice, batch verification of proofs from multiple CSs is often
adopted to improve verification efficiency. However, an invalid proof can cause all verifications to
fail. That is to say, a malicious CS can disrupt data integrity verification by providing invalid proofs.
Therefore, locating errors is crucial for multi-cloud public auditing. Existing schemes [13, 26, 29]
can only locate corrupted files. The ideal method is to find corrupted data blocks and recover them,
rather than the entire file. Studies [20, 21] have proposed block-level error localization for multi-copy
integrity verification in multi-cloud storage, but their methods cannot locate all corrupted data blocks
comprehensively.

The physical entities in DT systems are equipped with sensors and controllers to collect data. On
the one hand, this data reflects the status and performance of the edge devices; on the other hand, it is
uploaded to cloud servers for in-depth analysis and optimization of the digital twin model. However,
the communication overhead caused by frequent data transfers is a significant burden for resource-
constrained devices. Fog computing has been widely adopted in many fields because it has higher
computing and communication capabilities than resource-constrained devices and is closer to data
sources than cloud servers. Introducing fog computing into DT systems helps reduce computational
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burdens on edge devices and providing more efficient data preprocessing and transmission [30].

Therefore, how to design a lightweight and low-latency multi-copy integrity verification
mechanism for fog-assisted DT systems and how to accurately locate all corrupted blocks remains a
critical challenge yet to be tackled.

1.1. Contributions

In this paper, we propose a flexible and efficient multi-copy public auditing scheme for multi-cloud
storage in DT systems, which supports fog-assisted data preprocessing, certificateless lightweight
verification, batch auditing, and fine-grained error localization.

e We propose a lightweight certificateless public data auditing scheme for multi-copy and
multi-cloud scenarios in a fog-assisted digital twin system (LPDA-MCMC). Compared to
previous multi-copy public auditing schemes, our proposal achieves a significantly lower
constant computational overhead for multi-copy verification while maintaining low
communication overhead, both of which are independent of the number of copies and data
blocks.

e In addition to lightweight verification, the proposed scheme is based on an end-fog-cloud three-
layer architecture, which facilitates efficient and secure data preprocessing and uploading. In
particular, the proposed scheme enables each fog node to preprocess data collected by terminal
devices and generate copies along with homomorphic tags, which will subsequently be transferred
to multiple cloud servers for long-term storage.

e Batch auditing and fine-grained error localization enhance the flexibility and practicality of the
proposed scheme. Batch auditing allows a verifier to challenge all files and their copies generated
within a specific time period. Fine-grained error localization can efficiently locate corrupted data
blocks, enabling data recovery to concentrate on the corrupted blocks rather than the entire file,
thus significantly reducing communication overhead.

e We formalize the security model. Security analysis demonstrates that the proposed scheme is
unforgeable and achieves a high probability of detecting corrupted blocks. Meanwhile, it
effectively resists copy-summation attacks, replay attacks, and replacement attacks. Performance
evaluations and comparative analysis indicate that the proposed scheme is efficient and suitable
for large-scale data verification.

1.2. Paper organization

The remainder of this paper is organized as follows: Section 2 reviews relevant works. Section 3
outlines the system model and formalizes the security model of LPDA-MCMC. Section 4 describes
the concrete design of LPDA-MCMC. Security proofs and performance evaluations are respectively
provided in Sections 5 and 6. Finally, Section 7 concludes this paper.

2. Related work

2.1. Certificateless public auditing

Extensive research progress has been made in certificateless public auditing for outsourced data.
Wang et al. [31] presented the first certificateless data auditing scheme based on bilinear pairings in
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2013, which not only maintains the advantage of certificate free management in [32] but also
implements public blockless auditing. Following that, various certificateless public auditing protocols
were explored [28, 33, 35-39]. He et al. [33] proposed a privacy-preserving certificateless provable
data possession (PDP) in 2017. They calculated the tag to be (xo + so) - (H(id;) + m; - ¥) while the
partial public key of the data owner O was (xp + so) - Yo. It is obvious that their proposal did not
achieve the unforgeability, as a portion of the tag can be calculated via public parameters. For specific
security analysis, see Liao et al. [34]. Subsequently, Ji et al. [35] improved the algorithm and security
model of the scheme in [33]. Recently, certificateless public integrity checking schemes suitable for
group sharing of cloud data, and designated verifiers were studied [36-39]. The number of
exponential operations for verification in most schemes grows linearly with the number of challenged
blocks. To reduce computational overhead, Zhang et al. [28] presented a lightweight public auditing
scheme through utilizing a homomorphic hash function to generate tags. The homomorphic
properties and pre-computation make a constant computational cost for single-copy verification. Fast
dynamic operations by improving the data structure in [40] and conditional anonymity are also
implemented in [28].

2.2. Multi-copy auditing

In 2008, Curtmola et al. [14] established multi-replica data proof of possession (MR-PDP), the
first attempt to enable a data owner to perform blockless verification on a copy hosted on a cloud
server. Hao and Yu [15] subsequently proposed a publicly verifiable protocol, which improved the
flexibility of MR-PDP. Liu et al. [16] constructed a multi-replica Merkle hash tree data structure for
dynamic data in the cloud and developed a secure public data auditing protocol for multiple replicas.
However, these schemes only allow the verifier to audit a single copy at a time. To achieve batch
auditing for multiple copies, Barsum and Hasan [41] designed a provable multi-replica dynamic data
possession scheme, see also [42]. Identity-based models for multi-copy and multi-cloud cases were
proposed to simplify certificate management [17, 18, 25]. However, the use of the BLS signature [43]
in [17] still makes managing certificates inevitable. Chang et al. [18] improved the scheme in [17] to
propose a real identity-based model IB-MCMC, and introduced a map-to-point hash function to reduce
the communication overhead during the data upload and verification phases. Due to the inherent key
escrow issue in identity-based models, certificateless multi-copy public auditing schemes [22, 44] have
been studied to overcome complex certificate management and key escrow issue simultaneously.

Unfortunately, the above schemes [17, 18, 22, 25, 41, 44] are vulnerable to the copy-summation
attack [45], that is, a dishonest CSP can pass the verifier’s challenge by only storing the sum of all
copies of a data block. Guo et al. [45] provided a simple and effective solution by blinding each copy
with a random number during the data auditing phase. Recently, Shen et al. [23] designed a
certificateless PDP scheme termed CLPDP-MCMS and constructed a map version marker table to
allow dynamic operations and historical data tracking for multiple copies of electronic medical
records. Miao et al. [21] proposed a blockchain-assisted certificateless PDP scheme termed
BAPDP-MCMC, which allows for block-level dynamic operations on copies by constructing a data
structure and realizing fault localization. The schemes in [21, 23] are secure against the
copy-summation attack, but the computational overhead during the verification phase increases
linearly with the product of the number of corrupted blocks and the number of corrupted copies. Li et
al. [20] used the hash function to realize lightweight verification for multiple copies and clouds cases,
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but the communication overhead of the returned proof increases with the square of the
number of copies.

2.3. Error localization

It is critical to identify the locations of incorrect data blocks when verification fails in multi-cloud
scenarios, as the verifier typically checks the aggregation of all responses rather than individual ones.
The straightforward approach is for the verifier to examine the received proofs one by one to identify
malicious CSs, as proposed in [13, 26]. These two schemes focus on identifying invalid proofs
through arbitration, which in turn enables the data owner to pinpoint malicious CSs in order to claim
compensation. Su et al. proposed an error localization method for corrupted files, and achieved
privacy-preserving data recovery by employing Cauchy matrix-based Reed-Solomon
erasure-correcting codes (C-RSC) [29]. Li et al. implemented the localization of a random set of
blocks. Due to the randomness of the set, this scheme cannot find all corrupted data blocks [20]. Zhao
et al. employed matrix computations based on the uniform (K, N)-set and product-matrix minimum
storage regeneration(PM-MSR) code to achieve file-level localization and recovery of erroneous
data [46]. Due to the involvement of matrix inversion operations, its computational complexity is
O(m?). The above schemes only offer a method to identify malicious CSs or corrupted files, without
addressing the localization of corrupted data blocks. Moreover, their data recovery typically requires
downloading the original file, which is inefficient for large files. By contrast, Miao et al. proposed a
blockchain-assisted fault localization scheme that achieves fine-grained localization of corrupted
copies and data blocks via smart contracts and binary search [21]. Specifically, the proof Pc,y, (P;)
related to [log,n] corrupted copy indexes (or block indexes of a copy) derived from binary search, as
well as witness_copy(witness_block) consisting of the left side L, and right side R, of the
corresponding verification equation of Pc,,, (P;), serve as inputs to the smart contract, which then
outputs the verification results. Notably, two implicit issues exist here: (1) There are corrupted copies
or blocks left undetected when the number of corrupt copies or data blocks exceeds [log,n]. (2) If the
smart contract verifies the correctness of L, and R, using Pc,,,,(P;) and public parameters, this results
in redundant calculations for L, and R,. If not, malicious CSs could exploit the equality
L, = e(0copy»8) = R(L, = e(0i,g) = R,) to conceal the corruption of the copy (or data block). The
comparative analysis of key attributes of relevant scheme is detailed in Table 1.

Table 1. Comparative analysis of key attributes.

Schemes Basis Error Localization Methods Data Recovery
(2022) [13] RSA File-level Arbitration -

(2022) [26] RSA File-level Arbitration -

(2022) [21] Bilinear pairing  Block-level Binary search O(k)

(2022) [29] Bilinear pairing  File-level v,k + 1, 1)-design and (v, m) C-RSC O(m*n)

(2023) [20] Hash function File-level Arbitration -

(2024) [46] Bilinear pairing  File-level Uniform (K, N)-Set and PM-MSR code om?)

Ours Bilinear pairing  Block-level Recursive binary search O(k)

Note: Methods are the approaches for error localization; k denotes the number of corrupted blocks; m and n denote the number of
original data components and the number of data blocks per component, respectively.
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3. Preliminaries and system model

3.1. Notations and preliminaries

Table 2 decribes the notations in this paper.

Table 2. Notations.

Notations Descriptions

Gi,G; Multiplicative cyclic group with order p
p A large prime

H,, H, Hash function

Vs Pesudorandom permutation

fis o fa Pesudorandom function

CSy The identifier of a cloud server

my The I-th copy of j-th sector of i-th block
& The cloud server number

r The copy number

n The block number of file F

s The sector number of a block

c The number of challenged blocks

|G| The length of an element in G

|pl The length of an element in Z,

|H| Map to point hash operation

|A] Hash operation

Eg, Exponential operation in G,

Pair The bilinear pairing operation

Definition 1. (Bilinear pairing [43]) Let G, G, be two different multiplicative cyclic groups of prime
order p, e : G| X G| — G, is called a bilinear pairing map if it satisfies the following properties:

(1) Bilinearity: e(g*,Vv") = e(g, ",V a,b € Z;, g,v € G;
(2) Non-degeneracy: 1 g,v € Gy such that e(g,v) # 1;

(3) Computability: ¥ a,b € Z*, ¥ g,v € Gy, e(g*,V’) = e(g,v)™ can be computed in probability
polynomial time (PPT).

Definition 2. The discrete logarithm (DL) assumption [21] implies that the probability of any PPT
adversary solving a from the tuple (g, g%) is negligible, where g is a generator of the multiplicative
group G, of prime order p and « € Z,, is an unknown random number.

Definition 3. The computational Diffie-Hellman (CDH) assumption [23] implies that the probability
of any PPT adversary solving g from the tuple (g, g%, g°) is negligible, where g is a generator of the
multiplicative group G, of prime order p and a,b € Z, are unknown random numbers.
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3.2. System model

We assume that a fog-assisted DT system is divided into multiple coverage areas, each containing
a number of physical entities equipped with sensors and controllers. Each coverage area is deployed
with a fog computing node to generate copies and homomorphic verifiable tags for the collected data,
which are transmitted to multiple CSs for long-term storage or provided to applications. The system
model of LPDA-MCMC is illustrated in Figure 1.
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Figure 1. System model.

Physical entity (PE): PE is equipped with sensors and controllers to provide real-time data for its
digital twin. The data is uploaded to the CSs for long-term storage after being preprocessed by FN. All
PEs constitute the device layer to execute tasks and collect real-time data.

Fog computing node (FN): FN serves as the core hub of the end-fog-cloud architecture. FN offloads
computational tasks for PEs and performs data preprocessing; generates homomorphic tags to ensure
data auditability; coordinates interactions between PEs, CSs, and the TPA; optimizes transmission
latency and auditing overhead; and assists in corrupted block recovery. It adapts to the low-power
consumption and real-time requirements of DT systems, thua acting as a key enabler for lightweight
auditing. All FNs constitute the fog layer.

CSs: CSs refer to cloud servers that belong to multiple cloud service providers and have massive
storage and powerful computing resources. CSs are responsible for providing proof of data possession
to demonstrate that the challenged data is complete. All CSs constitute the cloud layer.

KGC: The KGC holds the system master secret key and is responsible for generating system public
parameters as well as partial private keys for members of the system.

TPA: The TPA refers to a third-party auditor who is responsible for conducting periodic data
auditing and may be curious regarding data content.

In this paper, we assume that the CSs are semi-honest parties who provide storage service but
may conceal data corruption to whitewash their reputations and avoid compensation, and the TPA will
honestly perform verification tasks but is highly curious about the audited data.
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The proposed scheme consists of the following algorithms.

Setup: The KGC runs this algorithm to generate the master secret key x and system public
parameters para, taking the secure parameter 11 as input.

ParPriKeyGen: The KGC runs this algorithm to generate the partial private key 6 for each FN in
the systems by using x, para, and the FN’s identity ID as input.

KeyGen: Each FN runs this algorithm to generate the private key skip and public key with
para, 1D, 0 as input.

Preprocessing: First, the PE runs this algorithm to encrypt data blocks. Then the FN generates r
copies of the encrypted data blocks immediately upon receiving the encrypted blocks.

TagGen: Each FN runs this algorithm to generate tags for all data blocks by using para, skip, F
as input.

ChalGen: The TPA runs this algorithm to output a challenge by taking para as input.

ProofGen: The CS; runs this algorithm to generate a proof P; in response to the challenge with 1D,
{Fi}i=1... r» para, Chal as input.

ProofVer: The TPA takes ID, Py, para as input and verifies the correctness of the stored challenged
data blocks by running this algorithm.

3.3. Security model

The basic security of LPDA-MCMC includes two points: (a) correct data can always pass
verification; and (b) unforgeability holds under the DL and CDH assumptions. Let A, C,
ID € {0,1},m = (my,my,---,my) be the adversary, the challenger, the challenged identity, and
challenged data block, respectively. We first consider a series of actions that a general adversary may
take to against the proposed scheme.

(1) Partial Private Key Extraction: ‘A is allowed to issue queries for the partial private key of an
entity of its choice. Let the entity’s identity be ID. C generates the partial private key for ID in
response by running the ParPriKeyGen algorithm.

(2) Private Key Extraction: A can extract the private key for an entity ID of its choice, except when
the entity’s public key has been replaced. C responds to this request by running the KeyGen
algorithm (by first running ParPriKeyGen if necessary).

(3) Request for Public Key: The public key for any ID is available to A. C runs algorithm
PubKeyGen to generate the requested public key (by first running KeyGen if necessary).

(4) Replace Public Key: Since there is no certificates in the proposed scheme, it is possible to replace
the public key. A is allowed to replace the public key pk for an ID with a new value pk’. This
replacement can be repeated. The value pk’ will then be used as the public key in subsequent
calculations.

(5) Tag queries: A queries the tag of the data block m associated with an identity ID and its public
key pk. If m # i, ID # ID, and pk # pkp, C returns the corresponding tag as a response.

Due to the adoption of certificateless public keys in our proposed scheme, two types of adversaries
need to be considered. The Type I adversary, denoted by A, is allowed to replace the public key of its
choice but does not know the master secret key. Such adversary exists and may be a malicious CS. Two
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natural restrictions apply to A;: (a) for the challenged identity ID, A, is not allowed to replace the
public key and extract its partial private key or private key; and (b) if the public key of an entity ID has
been replaced, A; cannot query the corresponding private key for ID. The Type II adversary denoted
by A,, knows the system master secret key but cannot replace any entity’s public key, for example, an
eavesdropping KGC. A, cannot extract the private key of ID.

Now we provide a formal definition of security to ensure the security of LPDA-MCMC.

Definition 4. The proposed scheme is secure and unforgeable if no polynomial-bounded adversary
(A, or Ay) has a non-negligible advantage against the challenger (C) in the following games.

Phase 1. C initializes the system and publishes public parameters. Note that the master secret key
is unknown to Ay but known to ‘A,.

Phase 2. In this phase, the adversary can make a series of queries. Specifically, A, is allowed
to perform the above five predefined types of queries, while A, is allowed to perform Private Key
Extraction, Request for Public Key, and Tag queries.

Phase 3. This phase consists of two cases:

(1) The adversary A, is required to forge a proof for a set of challenged blocks with ID.
(2) The adversary A, is required to forge a tag for the challenged block m with ID.

The adversary A, (or A,) wins the game if the forged proof (or tag) is valid in Phase 3.
Note that A, can extract the partial private key of all identity of its choice by utilizing the master
secret key.

3.4. Design goals

o Lightweight certificateless public auditing: Realizing certificateless multi-copy public auditing
in multi-cloud storage, and the computational cost in the verification phase reduces to a constant
value.

e Batch auditing: Allowing the TPA to batch audit all copies of multiple files distributed across
multiple CSs in a single data auditing task.

e Error localization: Supporting fine-grained localization to identify corrupted data blocks.

e Fog-assisted: Introducing fog computing nodes to support low-latency data preprocessing and
uploading.

e Enhanced security: In addition to the aforementioned security properties, the proposed scheme is
secure against the copy-summation attack, the replay attack, and the replacement attack.

4. Concrete construction

4.1. The proposed scheme

In this subsection, we present the detailed construction of LPDA-MCMC, including Setup,
ParPriKeyGen, KeyGen, Preprocessing, TagGen, Chal, ProofGen, and ProofVer. The work flow
of LPDA-MCMC is shown in Figure 2.

Setup: Given the secure parameter 1%, the KGC selects a finite field Z,, and two distinct
multiplicative cyclic groups G; and G, of order p. Let e : G; X G; — G be a bilinear pairing, and g, u
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Figure 2. Work flow.

be two different generators for group G;. The KGC further selects two hash functions
H : {0,1}) —» Gy and H, : {0,1}' — Z,, one pseudo-random permutation
Vi : Z; x {1,2,---,n} - {1,2,---,n}, and three pseudo-random functions
fi: VARS {0,1} — Z,i=1, 2,3, where f; maps to the copy space, f, maps to the random number set
for challenged block indexes, and f; maps to the random number set for challenged copy indexes. The
KGC randomly selects @ € Z) as the master secret key, computes x = g%, and publishes the public
parameters para = {e,Gl,Gz,Z;,Hl,HQ,T(, f1s 2, f3, 8> U, X}

ParPriKeyGen: Upon receiving the request from the FN with identity ID, the KGC computes
6 = H;(ID)* as FN’s partial private key by utilizing the master secret key and FN’s identity ID. The
KGC sends 6 to the FN in a secure channel.

KeyGen: Once receiving 6, each FN first checks the partial private key 6 as follows

e(g,6) = e(x, H,(ID)). 4.1)

If the equality holds, select y € Z randomly. Let skip = (y,6) be the private key, and compute
pkip = (pky, pky) = (x7, g7) as the public key. Note that

e(g,0) = e(g, Hi(ID)") = e(x, H,(ID)).

Preprocessing: This algorithm is executed sequentially by the PE and the FN. Let F,,,. be the
identifier of collected file F.

a) The PE divides the file into n data blocks and encrypts each data block through utilizing symmetric
encryption. Subsequently, the PE sends the encrypted blocks my,---,m, to FN for further
processing, where m; € Z;,i =1,2,---,n.
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b) The FN selects a random ¢ € Z, and generates r copies {F;};.., for F. For I[-th copy m;; of
block m;, compute m;; = m; + fi(, Framelll|li) (mod p), and fragment the block into s sectors. Set
my; = (M1, myg), Fr={my, - my,).

TagGen: The FN randomly selects 4; € Z; and computes u; = uY, j=1,2,---,s. For each data
block m;;, compute the tag as

T, = (6" Ui MY =1 =1, n,
where h;; = Hy(CSil|Framelllllill), CSy is the identity of designated cloud server. Let
w; = ID|ICSK|Fnamelllllnlle|lear [ - - - |loesl| phipllS ig(ADNCS L E pamellllnllelluer ]l - - - sl pkin),

where k € {l,---,&}, Sig is a secure certificateless signature. = Then the FN uploads
@, = {(my;, T1i)}iz1, no i to CSy, which will store the data-tag pairs only if Eq (4.2) holds.

N

(8. 1) 2 e(pki, HADY™) - e(pha, | [ ). (42)

J
j=1
Then FN sends auxiliary parameters w; to the TPA, which adds the tuple (ID, ¢, F,ume, [, CSy), [ =
1,---,r, k=1,---, & into the record list (RL).

Chal: When the TPA is required to verify the integrity of F, it first searches for the locations
{CSi}k=1,.. ¢ of all copies of F from RL. Then randomly select &, k>, k3 € Z,, an integer ¢ € [1,n], grab
the current time stamp 7, and distribute the challenge (ki, k», k3, ¢, 7) to the corresponding {CS; }i=1... &

Next the TPA calculates auxiliary parameters for subsequent verification. Specifically, compute the
index set I = {n(ky, fllcllli = 1,2,--- ,c}, vi = falky,Allclli) € Z, for i € I, and fi(ks, fl|]) = a; for
l = 1,---,r. Parse the parameters ID,CSy, Frame,t, U1, -+ ,us, pkip  and  get
6= erzl Zie[ alHZ(CSkl|Fname||l||i”t)vi-

ProofGen: Once receiving the challenge, the cloud server CS; generates the partial proof P;
as follows.

(a) First compute the index set I = {m;, (fl|clli)li = 1,--- ,c}. For each i € I, compute v; = f>(ka, fl|c||i) €
Z,. For each copy F; stored on CS;, compute the random parameter f3(ks,l|l) = a;. Let the Ry
represents the copy index set of the file F' stored on CS;. Note that all R; are non empty sets
and satisfy

U R ={1,2,---,rt, RNR;=0,Vi#j i,jefl, - &

(b) For each [ € R;, compute

Vina, .
g = (1—[ Tl’;') 1’ /’lj,l =q § ml,i,jvi’ _] = 17” * 8,

iel iel

(c) Aggregate all o, u;; as

= HO'Z, ﬂj,kzz,uj,b J=1s

IRy, leRy.

Big Data and Information Analytics Volume 9, 106-135.



117

(d) Return the proof Py = (o, {14, -, 11.5}) to the TPA as the response.

ProofVer: Once receiving all responses {Py, - -, P¢}, the TPA checks whether the challenged data
blocks are stored correctly through the following computations.

(a) First compute

¢ ¢
O-:no-k’ ,uj:Z/lj,k’ j:1’2"”’s'
k=1 k=1

(b) If the equality (4.3) holds, the data is correctly stored in the CS;, and the TPA returns “1”;
otherwise, there is at least one corrupted data block, and the TPA returns “0”.

N

e(g, ) = e(pki, Hi(IDY’) - e(pks, l_[ ). (4.3)

J=1

Remark 1. Without loss of generality, we consider ¢ distinct blocks during the aforementioned
verification process mentioned above. Suppose there are 3 corrupted data blocks in one copy. The
probability of detecting at least one corrupted data blocks is 1 — ]_[f:_(} n;—[j;’ >1- (%)". Therefore,

the value of c¢ should be at least log, g, (1 — Pr) to achieve a detection probability of Pr for
corrupted blocks.

4.2. Batch auditing

We extend the proposed scheme to support more flexible batch verification, allowing the TPA to
verify the integrity of the files and their r copies uploaded by ID within a time period 7. Let the file
index for these files be denoted as D.

Let the index set of the challenged files stored on CS; be denoted as D;. The TPA sends the
challenges (ki, k2, k3, cq, f) for d € Dy, along with the copy index set R, of the challenged files, to the
CSy, -+, CS¢ according to the RL. All sets Dy and Ry, k = 1,--- , & are non-empty and satisfy

D=U;_ Dy, DiNDs=0, Vk#s,
Ur_ Rax = 1{1,2,-+,r}, Vd € Dy,
RiiNRyj=0,¥i#j i,je{l,2,-- &}

Compute the index set I, = {n(ky, fllcgll)li = 1,2, ,ca}, vai = falka, llcalli) € Z, for i € I, and
f3(ks, fl|l) = a; for l € {1,- -, r}. The TPA calculates

6T =" 3" aHa(CSUIF sanellill)va,.
deD =1 i€ly

The cloud server CS; is required to generate a partial proof P, = (o, {414, - - - , isx}) Immediately after
receiving the challenge. For each file index d € Dy, it computes

Tk = l_[ ﬂ(l—[ Ty

deDy leRyy i€ly
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Mjk = Z E a E MyyiiVai> J=1,2,---,s.

deDy, lERd,k i€l

CSy outputs the proof Py = (0, {t14, - »tsk})- The TPA checks if the challenged files are stored
correctly, as shown in Algorithm 1. Equation (4.4) is given as follows.

Algorithm 1: Batch auditing
Input: ((ky, k2, k3, ¢4, 1), para, {Py, - - - , P¢})
Output: {0, 1}
1 Initialize the o?’ as the identity element of G, ,ugT) as the zero element of finite field Z,
for1 <k<é&do
oD oD .o,
for1 <j<sdo
Tl
end
end

Verify the proof (o, (") as follows:
if Equation (4.4) holds then

10 ‘ return 1

11 else

12 | return0

13 end

=]

5 (M
e(g, ™) = e(pky, Hi(IDY'") - e(phy, | |4 ) (4.4)

J=1

4.3. Error localization

When ProofVer outputs 0, it indicates that there may be corrupted data blocks, and a set of steps
must be taken to promptly identify and restore the corrupted data blocks to ensure data availability.
Given that the number of copies and related CSs in practice is usually small, the computational
resources consumed by traversal search to locate malicious CSs and corrupted copies are acceptable.
However, numerous data blocks are challenged in a single auditing task to confirm that the data is
corrected stored. Using traversal search to locate damaged blocks will result in a computational
complexity of O(rc). Thus, we develop a fine-grained error localization algorithm based on binary
search and recursion. The details are as follows:

Step 1. Locate malicious CSs. The TPA verifies all responses Py, -, Ps received in the current
auditing task sequentially. If the proof Py is invalid, the malicious CS; is identified. The TPA then
requires CSy, to provide a set of corrupted block indices.

Step 2. Locate the corrupted data block. The CS;, first distinguishes the incorrect copy / by checking
(M1, > M1, 01, L € Ry using Eq (4.3) one by one. Then for all incorrect copy F, [ € R;, the CS;
uses Algorithm 2 to output the index set Ej of all corrupted blocks, where R consists of the index of
incorrect copies. Subsequently, the CS; sends Ej and auxiliary parameters o, iy, - - - , iy to the TPA.
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Algorithm 2: Corrupted block location
Input: The index set I of for corrupted file F
Output: Error block index set E

1 Define errorLocation(l)

2 len = I.length

3 if len == I then

4 return /
5 else
6 Divide I into left subset L with length [len/2] and right subset R with length len — [len/2]
7 Initialize E as an empty set
8 if Ver(L) = False then
9 Is = errorLocation(L)
10 E +=1s
11 else
12 ‘ L is correct
13 end
14
15 if Ver(R) = False then
16 rs = errorLocation(R)
17 E +=r1s
18 else
19 ‘ R is correct
20 end
21
22 return £
23 end
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’ apv; r .
o = | | ;" My = E my; v, j=1,--+,s.

(Li)eRyxI-Ey (Li)eRkxI-Ey

where R, X I — E; denotes all elements in the Cartesian product R; X I except those that belong to
Ry x D NE;.
Step 3. The TPA first verifies the response from CSy,

e(g, o) =e(pky, Hy(ID)Zwoskpxi-r iy,
S
Z 0)eR; xI- g .
e(ph, | T2,
J=1
and if it passes, it indicates that the corrupted block index set is valid. Note that

egop)= [] e

(L)eRyxI-Ey,

:e(pkl L H, (ID)Z(Z,i)eRkXI—Ek hl,ialvi),

N

Z(l,i)ekal—Ek ,U'~k
e(pho, | | u; ).

J=1

Data recovery: The data is recovered as follows.
Case 1: If there exists a correct copy (,, ) stored on CS; for (/, i) € E}, the FN computes

Jij = HiWs Famelllill) = f1(W, Fuamelllollill j) - (mod p).

Then CS; immediately computes m;; ; = f; j + my,; ; (mod p) for (/,i) € Ej.
Case 2: If there is no available copy for (/,i) € E; on CS;, the FN downloads a correct copy
my,; = (my 1, ,my,;s), and calculates

ml,i,j = f](l//’ Fnume”l”l“]) - fl(w, Fname”lo”i”.j) + ml,,,i,j (mOd P)

The FN may choose another CS to replace CS;. In this case, the entire copy and its tag set need to
be uploaded to this new CS. The data blocks will be stored after verified via Eq (4.2).

4.4. Correctness

It is proven here that the Eqs (4.2)—(4.4) in the proposed algorithm are valid, which indicates the
correctness of the proposed scheme.
For Eq (4.2),

e(g.T1y) = e(g. (6" - b V™))

N

= e(gV’ HI(ID)thj) . e(gV’ l_l uTl,i,j)

J=1
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N

= e(pk,, H{(ID)") - e(pk,, n u;.’l”i‘-f)_

J=1
For Eq (4.3),
§ o
e(g, 0') :e(g, n n(n(eh/,iuz_,:, /ljm1,i,j)yv,-)a,)
k=1 IleR, i€l
:e(gy, l—[ H(Hl (ID)aath,iv,- . l—[ l/tj.lml'i’jvi))
=1 iel =1
=e(phy, H(IDY) - e(pho, [ |t}
j=1
For Eq (4.4),

&
eg. o™y =eq [ [[ ][] | 70™

k=1 deDy leRd,k i€ly

.

— Y Vd.idl

= | || ] |7
I=1 deD iel,

T s M
—e(pky, Hi(DY'™) - e(pko, [ ).

j=1
5. Security analysis
In this section, we discuss the security of the proposed scheme from four aspects: unforgeability,

copy-summation attack resistance, replay attack resistance, and replacement attack resistance. Detailed
proofs are provided in the Appendix.

Lemma 1. Let H|, H, be random oracles. If the CDH assumption holds, it is computationally
infeasible for a Type I adversary to construct a forged tag for a given challenged block.

Lemma 2. Given a challenge {(in,vy),--- , (i, v;)} for an identity fﬁ the related tags have never
been queried prior to the challenge phase. If the CDH and DL assumptions hold, it is computationally
infeasible for a Type I adversary to forge a valid proof that passes the TPA’s verification.

Lemma 3. Let Hy, H, be random oracls. If the CDH assumption holds, it is computationally infeasible
for a Type Il adversary to construct a forged tag for a given challenged block.

It should be noted that a Type II adversary could be a malicious KGC whose goal is to forge valid
tags but not valid proofs. From Lemmas 1-3, we summarize Theorem 1 as follows.

Theorem 1. Let H,, H, be random oracles. If both CDH and DL assumptions hold, the proposed
scheme achieves unforgeability.

Theorem 2. The proposed scheme is secure against copy-summation attacks.
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Theorem 3. The proposed scheme is resistant to replay attacks. This ensures that any malicious CS

efforts to replay the valid proof generated in previous interactions to respond to the current challenge
will be detected.

Theorem 4. The proposed scheme is secure against replacement attacks. That is, any malicious CS
cannot pass verification by replacing corrupted data blocks (or their corresponding proof) with
legitimate data blocks (or valid proof).

Table 3. Functional comparison.

Schemes Type Computation F1 F2 F3 F4 F5 Fé6
[13] PKI O(cé) v X X v X -
[26] PKI o(l) X X v v X -
[18] ID-based O(rc) v v X X X X
[21] Certificateless O(rc) v v X v X v
[23] Certificateless O(rc) Vv Vv X X X Vv
[46] ID-based o(l) v X v v X -
Ours Certificateless o) v v v v v v

Note: Computation denotes the computational cost for verification; F1 denotes public auditing; F2 denotes multi-copy; F3
denotes batch auditing for several different files; F4 denotes error localization; F5 denotes fog-assisted; F6 denotes that the
scheme can resist the copy-summation attack.

Table 4. Communication overhead (bits).

Schemes KGC to DO/FN TPA to CS CS to TPA

IB-MCMC [18] |Gl (& + D(logan + 2|pl) €+ 2DIGi1+ (¢ + Dslpl
BAPDP-MCMC [21] |Gl (& + Dlogan + 3|pl) (& + DAG1| + slpD)
CLPDP-MCMS [23] |Gl &(logan + 3|pl) E(G1| + slpl)

Our scheme G| &(logon + 3|pl) E(IGq | + slpl)

6. Performance analysis

In this section, we compare the functional aspects of our proposed scheme to related data auditing
protocols for multi-cloud storage, and then evaluate the performance of the proposed scheme from both
theoretical and experimental perspectives. The definition of all notations is shown in Table 1.

6.1. Functional comparison

The proposed scheme is compared with the relevant multi-cloud storage data auditing schemes
[13, 18, 21, 23, 26] as shown in Table 3. Obviously, our scheme is more efficient and practical for DT
systems involving massive amounts of devices and data.

6.2. Theoretical analysis
This subsection discusses the storage, communication, and computational overheads of our

proposed scheme.
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Storage overhead. The storage overhead of our proposed scheme is mainly derived from storing
data-tag pairs, with the overhead given by rn(|G;| + s|pl). Suppose that the element sizes in G and Z,
are 512 bits and 160 bits, respectively. Setting s = 50, with a block size of 1 KB, a 10 MB file only
640 KB of storage for tags, not exceeding 6.4% of the required storage space for saving all data-tag
pairs. In addition, the auxiliary parameters occupy no more than 4 KB of storage.

We compare our proposed scheme with closely related multi-copy multi-cloud schemes
IB-MCMC [18], BAPDP-MCMC [21], and CLPDP-MCMS [23] in terms of communication and
computational overheads.

Communication overhead. The communication between the KGC and the DO/FN occurs during
the partial private key distribution process, with a communication cost of |G|, where DO represents
the data owner. The communication between the TPA and CSs occurs in two processes: the TPA
distributes the challenge to CSs and CSs return the proofs as responses, with communication costs
of |£(logon + 3|p|)| and £(|G4| + s|p|), respectively. The comparison of communication costs between
the proposed scheme and IB-MCMC [18], BAPDP-MCMC [21], and CLPDP-MCMS [23] is shown
in Table 4.

Computational overhead. The computational costs of the proposed scheme mainly come from
three algorithms: TagGen, ProofGen, and ProofVer. The FN needs to generate rn tags with a
computational cost of rn|h| + 3rn|Eg,|, which is lower than the tag generation cost in IB-MCMC [18],
BAPDP-MCMC [21], and CLPDP-MCMS [23]. In order to prove that all copies are stored correctly,
the computational cost required for generating proofs for all copy blocks is r(c + 1)|Eg,|, which is
consistent with their proof generation costs in [21, 23]. Although IB-MCMC [18] only requires rc
exponential operations, it is vulnerable to the copy-summation attack. In the integrity verification
phase, the computational cost of the proposed scheme is 3Pair + |H| + (s + 1)|Eg,|, which is
independent of the number of copies and challenged blocks, and is significantly lower than the other
three schemes, as shown in Table 5.

Table 5. Computational overhead.

Schemes TagGen ProofGen Verification

IB-MCMC [18] (rn+ $)|H| + (s + Drn|Eg, | rclEg, | 3Pair + (rc + s+ D|H| + (rc + s + 2)|Eg, |
CLPDP-MCMS [23] ro|H| + 2rn|Eg, | r(c + D|Eg,| 3Pair + (rc + DH| + (rc + s + 1)|Eg, |
BAPDP-MCMC [21] rn|H| + 2rn|Eg, | r(c + 1|Eg,| 3Pair + (rc + DIH| + (rc + s + 1)|Eg, |
Our scheme rolh| + 3rn|Eg,| r(c + 1)|Eg,| 3Pair + |H| + (s + 1)|Eg, |

6.3. Experimental simulation

To intuitively display the time cost of our proposed scheme, we implement TagGen, ProofGen,
and ProofVer and compare them eith IB-MCMC [18], BAPDP-MCMC [21], and
CLPDP-MCMS [23]. All code is written in the Python programming language with the
Charm-Crypto Library* on an environment running Ubuntu 20.04.3 LTS with 4 GB RAM. The
bilinear pairing map is provideded by Type A elliptic curve with a parameter |p| of 160 bits. The
simulation results are all averaged across ten tests.

*https://pypi.org/project/charm-crypto/
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Figure 3. Comparison of time costs (s = 50, r = 3).

We first tested TagGen, ProofGen as well as ProofVer, and the file sizes are 200 KB, 400 KB, 600
KB, 800 KB, and 1 MB, with s = 50 and r = 3. As shown in Figure 3(a), the time costs for TagGen in
the above four schemes increase approximately linearly with the number of data blocks. Among them,
the proposed scheme has the lowest time cost, with a time variation range of 2.03-9.17 s. This reflects
that our scheme is faster in generating tags and has lower latency when uploading data to multiple
CSs, making it more efficient for DT data. For the ProofGen and ProofVer, we tested the time costs
when the number of challenged blocks are 200, 400, 600, 800, 1000. As shown in Figure 3(b), our
proposed scheme and the schemes in [18, 21, 23] take nearly the same time in generating the proof for
one copy. When the number of challenging blocks is 1000, the time required to generate proof for a
copy is 1.039 s. In this case, the proposed scheme has a 99% probability of detecting data corruption
for a 10 GB file containing 0.46% corrupted data according to Remark 1. In the ProofVer, the time
cost for verifying the aggregation proof of three copies in our proposed scheme is nearly 60 ms, which
is a constant independent of the number of blocks. However, IB-MCMC [18], BAPDP-MCMC [21],
and CLPDP-MCMS [23] exhibit a linear upward trend in time costs, as shown in Figure 3(c). This
demonstrates that our scheme is computationally TPA-friendly and can provide fast verification for
time-sensitive DT data.

o
1

N
1

ProofGen

TagGen
ProofVer

(%) w S [ =N
1 1 1 1 1

Time cost for generating tags (s)

o

T T T T T T T

3 04 5 6 7 8 9 10
Number of copies (File size: 1 MB, s=200)

(¥}

Figure 4. Time cost for generating tags.
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Furthermore, we tested the time cost variation of TagGen, ProofGen, and ProofVer in our scheme
as the number of copies increases. We set the file size to 1 MB, s = 200, and ¢ = 200. As shown in
Figure 4, the time costs for TagGen and ProofGen increase linearly with the number of copies, while
the time cost to verify the aggregation proof is almost constant and is not affected by the number of
copies. This is consistent with the theoretical analysis.
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[ 199.5%
= T oo9%

I
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|
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=
=
—
—

] x10°
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0 1 2 3 4 5 6 7
Number of challenged blocks

Figure 5. Detection rate

Finally, we simulated the relationship between the corruption rate and the number of challenged
blocks when the probability of identifying corrupted files is 99.0%, 99.5%, and 99.9%, respectively.
Here we refer to the corruption rate as the ratio of corrupted blocks to total blocks, while the detection
rate is the potential of recognizing corrupted blocks in a file. As shown in Figure 5, when the number
of challenged blocks is 984, the detection rate of a file with no less than 0.7% corruption rate is as high
as 99.9%, the detection rate of a file with at least 0.6% corruption rate is greater than 99.5%, and the
detection rate of a file with a corruption rate of less than 0.6% is more than 99.5%.

7. Conclusions

In this paper, we propose an LPDA-MCMC for fog-assisted DT systems. Specifically, built on the
end-fog-cloud three-level framework, we design a lightweight integrity verification mechanism based
on certificateless technology and fog computing to ensure the integrity and reliability of DT data. Our
scheme allows batch auditing of all copies of a file distributed on multiple CSs, and all copies of all
files generated within a specific time period, with a constant computational cost. Particularly, we
further design a fine-grained error localization mechanism to realize block-level localization of
corrupted data. The security analysis demonstrates that our scheme achieves the expected security
properties. Performance evaluation confirms that the proposed scheme is efficient, lightweight,
and scalable.
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Appendix

Proof of Lemma 1

We take three steps to prove this lemma.
Step 1. Given a CDH tuple (g, g%, g°), C behaves as a challenger attempting to output the value of

g* by constructing a simulator to solve the solution of the CDH problem. If A; forges a valid tag
with a non-negligible advantage e(A;) within time 7(A;), the challenger C can construct a simulator
that outputs the solution of the CDH instance (g, g%, g”) with a non-negligible advantage. Note that
A, is allowed to replace the public key for any identity of its choice but does not know the value
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of the master secret key. We allow A; to make a series of queries on identities of its choice, and
C should make appropriate responses to these queries. Assuming that all identities queried by A,
constitute set 9. C randomly selects an identity ID « D and m; as the challenged identity and data
block, respectively.

Setup phase. C initializes the system, sets A = g’ as the master public key, and publishes the public
parameters (G, G,, Hy, H>, f1, f>, f3, & A). Note that C has no idea of the master secret key. For each
identity ID, C randomly selects p, 1, 4; € Z, and computes u = g° f",u; = uli € Gy.

Queries. C holds five lists Ly, L,, L3, L4, Ls to record the responses to a series of queries launched
by A;. These lists are initially empty.

e H, queries: For the identity ID of A, ’s choice, C first checks if there exists the tuple < ID, w, h >
in L. If not, C randomly selects w € Z7, and computes

h=g" when ID # fﬁ,

h=T", when ID = fﬁ

where I' = g%, add < ID;, w, h > to L,. Finally, C responds with A.

e H, queries: For the input < CS, F,,L,i,t >, C checks whether the tuple < CS, F,, L i,t,v; >
already exists in L,. If not, C randomly selects v; € Z; and appends < CS, F,,l,i,t,v; > to L,.
Then C sends A, v; as a reply.

¢ Partial Private Key Extraction: For the request of the partial private key corresponding to ID, C
returns Qyp if the tuple < ID, Qp > is already in L. If not, and ID = ﬁ, C aborts (this is denoted
as X;). Otherwise, C gets h from L;, computes the partial private key as Qip = h* = A", add the
tuple < ID, Qip > into L3, and sends Qjp to A; as a response.

e Private Key Extraction: For the input ID, we assume that its public key has not been replaced.
C returns skpp if the list L, has the tuple < ID, skip >. If not, and ID = fﬁ, C aborts (this is
denoted as X5). Otherwise, C randomly selects y;p € Z, as the secret value and set the private key
as skip = (yip, Omp). Append < ID, skip > to the list L, and sends skjp to (A; as a response.

e Request for Public Key: C returns the public key if the tuple < ID, pkp > exists in the list Ls.
For a new ID that has never been queried before, C checks if ID = ID. If it holds, C randomly
selects y;p € Z, computes the public key as pkip = (A7, g7); otherwise, C gets v from L, and
computes pkip = (A?, g”). Finally, C appends the tuple < ID, pkip > to the list Ls and returns
pkip as the response.

e Replace Public Key: A; selects a random number y’ and creates a new pkj, = (A, g”) to
replace the current public key value pkjp for identity ID. C aborts if ID = ID (this is denoted as
X3). If not, C updates < ID, pkip > to < 1D, pkj, >.

e Tag queries: For the input < ID, CS||F,.unelllllillt, T; >, ID # f]S, C computes the tag by using the
private key. Otherwise, for i # i, C randomly selects p; € Z:, sets H (ID)H2(CSIFwanelllil) = gpi and
computes the tag as

Tl,i = (H, (ﬁ)bHZ(Cs”Fname”l”i”t) . l—[ MTUJ))’IB — (Ayr[;pf . (M)fﬁj)Zj;l /ljmz,i.j),
j=1

which satisfies Eq (A.1). If ID = ID and i = 7, C aborts (this is denoted as X}).
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Challenge phase: C requires A, to generate the tag for data block m; with regard to the identity ID
and public key pkg, which is never queried before in tag query oracle.

Forgery phase. A, forges a tag T satisfying Eq (A.1) and returns 7 as a reply.

To solve the CDH problem, C first recovers h = I'V, v;, pky = (AD,g"D) from L, L, Ls,
respectively. If the forgery T is valid, it satisfies Eq (A.1).

[) = YD, 1Y) - e(g?D "3 j
(g, T) = e, 1) - e(g'm, | | ™)
j=1
= e(g"m,g™") - e(g'®, [ [ )
j=1
= e(g, g“bVﬁ)WV?) -e(g, u’™ i /ljmi,_j)'

It is easy to derive that
g = (T Ju?® Zim i) oripw™ (A.1)

Step 2. We analyze the probability of solving the CDH problem. A valid forgery requires the
simulation process to be completed without interruption. The events that the simulation may
abort include:

(1) The events X;, X5, X3, X4.
(2) ID # ID in the forgery phase, which is denoted as Xs.

Notice that Pr[=Xi] = (1 — g, Pri=Xal=Xi] = (1 = 7%, Pr{=Xs|=X; A =X5] = (1 - )%,
Pri=Xy=Xi A =Xs A =X3] = (1 = )%, Prl=Xs|=X; A =Xy A =X3 A =X4] = 5. Let q1,92.93.qa
respectively denote the number of requests for extracting partial private key, extracting private key,
replacing public key, and querying tag, respectively. Then the probability that the simulator does not
abort is

Pri=Xi A=Xo A=X3 A=X4 A=Xs5] > (1 — E?l)qﬁqﬁqsﬂm X ﬁ 2> %,
where ¢ = q; + q2 + g3 + q4. Note that Pr[Adv4,] = €(A,) is a non-negligible value. Therefore, the
probability of solving the CDH problem is at least €, = e(ﬂl)(}gﬁ?q, which is non-negligible.
Step 3. We analyze the time cost of solving the CDH problem. Set 7, as the total time for recovering
h, v;, pki, sz, tnzs tinz @s the time consumed by an addition, a multiplication, and an inverse operation in
Z), te1, ty as the time consumed by an exponentiation and an multiplication in G, respectively. From

Eq (A.1), the total time required is

t =T(AY) + 1o + 2t + Ly + (s — Dty + (8 + Dty + ting,

which is bounded.

That is to say, the probability of successfully solving the CDH problem in a bounded time is not
insignificant if A; forges a valid tag with a non-negligible advantage e(A;) within time 7(A,).
However, this contradicts the CDH assumption.

This completes the proof.
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Proof of Lemma 2

Given a DL tuple (g, f = g’), we show that if A; has a non-negligible advantage in forging a
valid proof, the probability of solving the DL problem is non-negligible. If the forged proof P* =
(o7, {,uj.}ls j<s) passes the verification, there is

N

e(g,0") =e(phy, Hy(ID) = Xy - e(pley, | | uf). (A2)

J=1

Let the correct proof be P = (o, {j}1<j<s). Obviously, it satisfies Eq (A.3). It is impossible for a Type
I adversary (A, ) to forge a valid aggregate tag o # o, since we have proved that a Type I adversary
(A,) cannot generate a valid tag with regard to ID for any specified block /1. So we get

[ [ =]]x" (A3)
where u; = u'i. Then the following three equations are equivalent to Eq (A.3).
(gpfn)Zj;l s _ (gpfn)Zj}:1 /1/'/1/',

Vi 2 A ayp) g’ X /lj(ﬂj-_lij)’

f=g" et GG (1 Eiey A =m7)

Thus we output 7 = —p 3% A — )/ (n P A;(u; — py)) for the DL tuple (g, f = g"), and this
contradicts the DL assumption.
This completes the proof.

Proof of Lemma 3

If A, forges a valid tag with a non-negligible advantage e(A,) within time 7(A,), challenger C
can create a simulator that outputs the solution of the CDH instance (g, g%, g”) with a non-negligible
advantage. Specifical analysis as follows.

Setup. C first initializes the master secret key { and reveals it to the adversary A,. Publish the public
parameters (G1,G,,g,Y = g( ), T = g% A = g”. Suppose that all identities queried by A, constitute
set H. Randomly select ID € D and nt; as the Challenged 1dent1ty and data block. For each ID # ID,
randomly choose «, ; € Z,, and compute u = g*, u; = wb,j=1,---,s; for ID, choose k B, € Z;,
and compute u = A"gﬁ, uj = uﬁf,j =1,---,s

Queries. We allow A, to make a series of queries about identities on its choice. C should make
appropriate responses to these queries and record them into lists §4,S5,,53,54,55, which are
initially empty.

e H; queries: C responds to the request of A, as H; query in Step 1 of Lemma 1.

e H, queries: For the input < CS, F,,,[,i,t >, C returns v; if the tuple < CS, F,,, [, i,t,v; > already
exists in S,. If not, and i = 1, randomly select v; € Z; and append < CS, F,,L,i,t,v; > to L,.
Otherwise, set v; = —(k Xj_; A;my; )(wd)™". C sends v; to A,.
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e Private Key Extraction: For the input ID, C returns skyp if the list S 3 has the tuple < ID, skip >.
If not, and ID = fﬁ, it aborts. Otherwise randomly select y € Z, as the secret value and set the
private key as skip = (v, Qip). Append < ID, skip > into the list '3 and respond with skip to A,.

e Request for Public Key: C returns the public key if the tuple < ID, pkip > exists in the list S 4.
For the new ID never queried before, C checks if ID = ID. If it holds, compute the public key
as pkip = (A, A); otherwise, get y by running KeyGen and compute pkip = (Y7, g7). Finally, C
appends the tuple < ID, pkip > to the list S4 and returns pkpp as the response.

e Tag queries: If the tuple < ID, CS||Fumlll|lil|z, T;; > exists in the list S 4, C returns the tag. If not
and ID = ID, i = 7, it aborts. Otherwise, compute the tag via using the private key when ID # ID;
compute the tag as follows when ID = ID,

S
Ty = (H((D) | |y
j=1
- gabw{vi . ga(bk-f-ﬁ) Z;:l /ljm[_,-,j
=8
— Aﬁ X /1jml,i,j.

abwivitk L3y Ajmiij) | AB 2oy Ajmu

Challenge phase. C requires A, to generate a valid tag for data block m; for the identity ID and
public key pk;, and this tag generation has never been queried before.

Forgery phase. C first recovers h = T, v;, pkis = (A%, A) from Sy, S,, S, respectively. If the
forgery T is valid, it satisfies Eq (A.2).

e(g, T) = e(A, 1) - e(A, n u’_"ij)

J
J=1

= e(g*, ") - e, | | g™ Phmin)
=1
= e, ") - e(g, NP B i)
It is easy to derive that g = (T'/AY<P Zjm AmijyCom)™
Similar to Steps 2 and 3 in the proof of Lemma 1, it is easy to prove that if a valid tag is forged with
advantage e(A,) within time 7(A,), C can solve the CDH problem with a non-negligible advantage
€& > e(ﬂz)% within 1, < 7(A,) + ty + t,u1 + 2ty + Sty + (s + D)t + tin,, Where gy, g, denote the
number of queries for private key and tag respectively. This contradicts the CDH assumption.
This completes the proof.

Proof of Theorem 2

For the challenge index set I, parameters {v;};c;, and {a;}eg,, CSx computes

o= [ ]me,

leRy, i€l

Wik = Zalzml,i,jvi’ j=12,--,s.

IR, iel

Big Data and Information Analytics Volume 9, 106-135.



134

The existence of parameters {a;},cg, ensures that every copy of the challenged blocks stored on CSy
must be computed during the proof generation phase.

Proof of Theorem 3

Without loss of generality, we set the malicious CS to CS;, which attempts to pass current
verification using valid proof P, = (oy,{u’;}7 ;) corresponding to a previous challenge with
parameters I, {vi};cp. If the current verification is passed, Eq (A.4) holds. It is clear that Eq (A.5)
holds naturally.

N
’

e(g, O'],() =e(pky, H (ID)Z[eRk el h/,ia/w) - e(pks, 1—[ u’]‘.j), (A.4)
j=1
/\ — Sier, Zier M av; - ﬂ;
e(g. o) =e(pky, Hy (D)= Zir Ml - e(phoy, [ ] ), (A.5)

J=1

where I and {v;},; are the current challenge index set and parameters, respectively. From the two

equations above, we derive
Z Z hiav; = Z Z hyapv;. (A.6)

leRy i€l leRy, i€l’

Since the challenge index I (|I| = ¢) and parameters {a,}; g,, {Vi}ier are closely related to the times-tamp
of current challenge initiation, there must be I # I, {aj}g, # {a)}r,, (Vitier # Viier, ibieriier #
{h] Viery.ier - Therefore, the probability that Eq (A.6) holds is (1/ p)-IRdHRd*e=1 “ywhich is negligible.

Proof of Theorem 4

This proof consists two parts.

We first demonstrate that any malicious CS; cannot pass TPA’s verification by replacing the
challenged index [y,iy € [ with another I',i" # I. Let the correct final proof be
P= (o =11l TZ 1), which satisfies Eq (A.3). If the final proof generated after Iy, iy is replaced
with [, i’ satisfies Eq (A.3), then the following relationship can be derived:

N

S A (A7)

J
j=1

While from the perspective of tag generation, there is

A
Ty [ Ti; = Hy (D)= T ] 70 7m0, (A.8)

J=1

Divide Eq (A.7) by Eq (A.8), we get hy » = h;;(modp). This contradicts the collision resistance of hash
function H,.

Next, we prove that any malicious CS cannot use a valid partial proof generated by another CS
as its own to pass the TPA’s verification. Without loss of generality, consider CS, eavesdropping on
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CS;’s partial proof (073, {14j3}1<j<s) and sending it to the TPA as its own partial proof. If the verification
passes, there are

N

e(g, 073) =e(pky, Hy(ID)Zer: Ziethuary - o(pley, | | o)),

j=1
The equation below naturally holds for (o3, {tj3}1<j<s)-

N

e(g, 03) =e(pky, Hy(ID)¥iks Zit ity . o(pk,, 1_[ ”?j'3)~

j=1
Easy to get

DD iavi= ) > b (A.9)

leR, i€l leRs i€l

Note that the hash values 4;;,/ € R, are not equal to A;;,/ € R3, and a;,[ € R, are not equal to a;,/ € R3,
since the copy index set R, N R3 = 0. Thus the probability that Eq (A.9) holds is less than (1/p)“/Rsl*IRsl,
which is negligible. A
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