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Abstract: The rapid development of e-government has created new ways for governments to interact 

with their stakeholders, leading to much critical information in e-government systems being exposed 

to cybercrime. As a result, information security has become a critical issue that needs to be adequately 

addressed. Using a technology-organization-environment framework and institutional theory, we 

developed a conceptual framework of information security compliance in e-government. This 

framework was then revised based on a thematic analysis of the qualitative data collected using 

interviews from senior managers in public organizations. The study showed that organizational 

security culture, information security enforcement, technologies, and environments are the critical 

factors for effective information security compliance in e-government development. This study 

contributes to information security research by proposing an information security compliance 

framework to influence the adoption of information security compliance in e-government development. 
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1. Introduction 

The rapid development of electronic government (e-government) has provided governments with 

new means to deliver public services, engage citizens, and improve workflows in public organizations 

[1–3], resulting in the critical information being exposed to cybercrimes [4,5]. This calls for the 

adoption of information security compliance in e-government development [3,6,7]. Generally referred 

to as the implementation of information security standards and policies for protecting organizational 

information [8,9], information security compliance is critical in gaining the confidence and trust of the 
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public in embracing e-government [3,10]. This is because user confidence and trust are vital in 

facilitating the development of e-government [3,8,11]. 

There are many studies on information security compliance in information systems literature 

[3,12,13]. These studies focus primarily on the factors related to the attitude, behavior, and intention 

of employees in engendering information security compliance. Sasse et al. [14], for instance, analyzed 

the interaction between employees with information security mechanisms for information security 

compliance. Lee et al. [15] investigated the use of sanctions to improve information security 

compliance. Bulgurcu et al. [16] investigated the role of information security awareness in changing 

the attitude of employees toward complying with information security requirements. Safa et al. [17] 

showed that knowledge sharing, collaboration, intervention, and experience with information security 

mechanisms strengthen information security compliance. These studies have provided specific insights 

from different perspectives on how to improve information security compliance. 

Information security compliance in e-government development is complex and challenging [6,9]. 

This is because organizational, technological, and environmental factors are involved [3]. Many 

stakeholders are present [8], and specific technologies must be implemented [2]. This leads to a critical 

question that must be properly answered as follows: What are the critical factors for the adoption of 

information security compliance in the development of e-government? 

In this study, we investigate the critical factors for the adoption of information security 

compliance in e-government development. A comprehensive review of the related literature is 

conducted, leading to the proposition of a conceptual framework for adopting information security 

compliance within the theoretical background of technology-organization-environment (TOE) 

framework and institutional theory. This framework is then revised based on a thematic analysis of the 

qualitative data collected using interviews with senior managers in public organizations. The study 

shows that organizational security culture, information security enforcement, technologies, and 

environments are the critical factors for effective information security compliance in e-government 

development. This study contributes to information security research by proposing an information 

security compliance framework for influencing the adoption of information security compliance. 

In what follows, a review of the related literature is presented first, leading to the development of 

a conceptual framework for understanding the adoption of information security compliance. The 

research methodology is then presented, followed by the research findings. Finally, concluding 

remarks on the contributions and their implications are presented. 

2. Related literature 

With the rapid development of information and communication technologies, e-government [1,18] 

has been actively pursued to leverage the potential of latest technologies to transform the delivery of 

public services for making them more accessible, effective, and accountable [1,2]. As a result, how to 

protect public information has become critical in e-government development [3,4,11]. Information 

security is, therefore, about confidentiality, integrity, availability, authenticity, and accountability of 

information embedded in e-government systems [4,11,19]. 

The importance of information security in e-government development is well recognized [3,4]. 

This is because ensuring information security can improve the confidence and trust of stakeholders in 

their adoption of e-government [8,20]. Citizens, for example, are more likely to provide e-government 

systems with their private information if such information is believed to be secure. Businesses are 

more likely to adopt e-government in their dealings with public organizations if the information in e-

government systems is deemed to be safe [3]. 
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Ensuring information security in e-government is complex and challenging [11]. This is because 

e-government development engages many technologies and involves numerous stakeholders [21]. A 

holistic approach is often pursued for the delivery of public services through information sharing 

between public organizations. This significantly increases the possibility for security breaches in the 

adoption of e-government [22]. Furthermore, there are numerous probabilities of having malicious 

attacks on e-government services [23]. As a result, there is an explicit need to adopt effective 

approaches to ensure information security in e-government development [3,24]. 

Information security compliance is increasingly becoming an effective approach for ensuring 

confidentiality, integrity, availability, authenticity, and accountability of information in e-government 

development [11,25]. The adoption of information security compliance involves putting in place 

information security measures and mechanisms that can work together effectively [26]. It can satisfy 

the legal and security requirements for the delivery of public services and improve the confidence and 

trust of the public in their use of e-government services [3]. 

Organizations often introduce different methods to facilitate the adoption of information security 

compliance [4]. Some organizations, for example, introduce security trainings and awareness programs 

to provide their employees with the necessary skills and knowledge for evaluating and responding to 

security threats [16]. Other organizations use technical and administrative controls to guide employees 

to protect organizational information resources [11]. Such methods have helped organizations to better 

protect e-government information from different perspectives. 

Many researchers have investigated the use of information security compliance for information 

security. These studies show a predominant focus on (a) changing employees’ attitude [16,27–29], (b) 

understanding employees’ behavior [12,15,25,27,30], and (c) improving employees’ intention for 

information security compliance [10,17,31]. They provide specific insights on how information 

security compliance can be improved based on better understanding of various issues and concerns 

inherent in the compliance process. Table 1 presents an overview of these studies. 

Table 1. Summary of information security compliance studies. 

Themes References Critical factors Theories  

Attitude Bulgurcu et al. [12], Ifinedo [25], 

Shaw [30] 

Information security awareness, 

organizational culture, socialization 

Behavioural theories, 

theory of reasoned action, 

theory of planned 

behaviour 

Behaviour Siponen et al. [10], Safa et al. [17], 

Herath and Rao [27], Lee et al. [31] 

Self-efficacy, perceived legitimacy, 

openness to change, perceived 

sanctions, conservation, perceived 

risks, habits, subjective norms 

Technology acceptance 

model, protection 

motivation theory, social 

cognitive theory 

Intention Siponen et al. [10], Myyry et al. 

[32], Puhakainen and Siponen [33] 

Organizational commitment, threat 

appraisal, perceived usefulness, 

information security policy quality, 

conventional reasoning 

Power framework, social 

control theory, general 

deterrence theory 

Attitude-based studies examine the attitude of individuals toward information security 

compliance based on specific theories, including social cognitive theory [32], social bond theory [33], 

and theory of social control [34]. Bulgurcu et al. [16], for example, investigated the role of information 

security awareness on employees’ attitudes toward complying with information security requirements. 

Ifinedo [25] found that socialization can change the attitude of employees toward information security 

compliance. Shaw [30] discovered that organizational culture directly influences the attitude of 



226 
 

Applied Computing and Intelligence                                                                 Volume 6, Issue 2, 223–244. 

 

employees toward complying with information security policies. These studies have shown the 

significant role that the attitude of employees plays in information security compliance. 

Behavior-oriented studies explore the impact of the behavior of employees on information security 

compliance with the use of various behavioral theories, including theory of planned behavior and 

reasoned action [35], deterrence theory [36], threat avoidance theory [37], and moral judgment theory 

[32]. Siponen et al. [10], for example, suggested that information security training can motivate 

employees toward information security compliance. Lee et al. [15] investigated employees’ 

information security compliance behaviors with a focus on the abuse or misuse of information security 

practices under different scenarios. Safa et al. [17] found that knowledge sharing, collaboration, 

intervention, and experience encourage information security compliance in organizations. Herath and 

Rao [27] found that the fear of sanctioning non-compliance with information security policies has a 

significant impact on the behavior of employees in information security compliance. These studies 

have shown the importance of understanding the behavior of employees in the implementation of 

information security compliance. 

Intention-focused studies entail how to improve the intention of employees toward information 

security compliance. Siponen et al. [10], for example, found that understanding perceived consequence 

of non-compliance can improve the intention of employees toward information security compliance. 

Myyry et al. [32] revealed that employees with punishment are more likely to follow information 

security compliance policies. Puhakainen and Siponen [33] developed a training and education 

program for improving employees’ intention toward information security compliance. These studies 

have shown that improving the intention of employees to comply with information security policies 

can lead to better information security compliance. 

The discussion above shows that most information security compliance studies have focused on 

understanding the attitude, behavior, and intention of employees in complying with information 

security policies [34,35]. There are, however, other issues and concerns that affect information security 

compliance in e-government development [36,37]. These issues and concerns include the active 

support of senior management [38], the legislative requirement [39], the availability of information 

security strategies and policies [38], and the construction of advanced security technologies [3]. To 

better understand the information security compliance process, there is a need to investigate these 

issues and concerns for information security compliance. 

The government of Oman in 2003 officially launched its e-government initiative for improving 

the delivery of its public services [40,41]. Many e-government projects have been delivered, including 

the National Statistics Online project, the e-Tendering, the Educational Portal, and the National 

Registration System. The implementation of these projects has greatly improved the delivery of public 

services. These services have become the most important and efficient means by which the government 

of Oman interacts with businesses and citizens. Such a development, however, has also brought serious 

information security challenges. Therefore, it has become imperative to ensure confidentiality, 

integrity, and availability of critical information in e-government systems. 

3. An information security compliance framework 

There is an increasing recognition of the need to consider technological and socio-organizational 

factors in exploring the adoption of information security compliance in organizations [16]. This is 

because information security research can leverage available theories [35–37] to better frame specific 

inquiries for investigating information security compliance in organizations. In this study, we 

investigate information security compliance in e-government development. To adequately conduct the 
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research, two established theories, including TOE framework [42] and institutional theory [43], have 

been adopted in examining the information security compliance process. 

TOE theory argues that the process by which technological innovations are adopted is conspired 

by the technological, organizational, and environmental contexts surrounding their operations [42]. 

The technological context is related to the characteristics of available technologies. The organization 

context is about the organizational characteristics. The environment context is determined by the 

external environment in which an organization conducts its business. These three sets of factors present 

“both constraints and opportunities for technological innovation” [42], shaping the way that 

organizations appraise their needs and options for technological innovations. 

In information security compliance, the technological context is about the reliability of available 

technologies capable of satisfying the requirement of information security policies and standards [44]. 

Technologies play a critical role in information security by providing organizations with secure 

transactions, protected access to information, and adequate defense against hacker attacks [3]. Having 

the ability to fulfil the technical security requirements increases the trust and confidence of users, 

leading to greater information security compliance [44,45]. 

Adopting adequate security technologies with diverse security capabilities can help enforce 

information security policies, monitor and alert violations, and strengthen information protection [3]. 

Kaliontzoglou et al. [46], for example, assessed the effectiveness of different security technologies, 

such as digital signature, in enforcing security requirements over Web portal technologies. Ebrahim 

and Irani [24] asserted that security technologies could improve the normal functioning of e-

government systems by reducing security risks. The discussion above demonstrates the relevance of 

the technology context and its role and influence on the adoption of information security compliance. 

The organizational context focuses on promoting organizational security that increases the belief 

of employees on the value of compliance with information security standards and policies [3,4]. Well-

developed organizational initiatives on information security such as the active commitment of top 

management directly affect the behaviors of employees in complying with information security 

standards and policies [3] and organizational processes in managing information security compliance 

[47]. It is well recognized that lack of management support in encouraging adherence to information 

security policies has been singled out as a common reason for the poor implementation of information 

security policies and standards [48]. 

Promoting information security is essential for improving information security compliance in 

organizations [49]. There are various means for promoting information security. Having information 

security awareness programs in place, for example, can raise the knowledge and understanding of 

employees on information security policies and mechanisms [12]. Emphasizing on the roles and 

responsibilities of individual employees toward information security is another way to promote 

information security [27]. This is because employees with well-defined roles and responsibilities are 

more proactive in undertaking information security precautions. The discussion above shows that 

promoting information security through various means can improve information security compliance 

in public organizations for e-government development. 

The environmental context is related to external pressures that an organization faces for adopting 

information security compliance. In such a situation, institutional theory is often applied to better 

understand the environmental pressure on information security compliance adoption [49,50]. 

Institutional theory posits that organizations must secure legitimacy from stakeholders by conforming 

to external expectations [43]. It classifies external pressures into coercive pressures based on political 

and legislative influences to adopt a specific organizational practice, mimetic pressures that cause 

organizations to imitate success actions and practices, and normative pressures originated from 
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business partners and professional associations for influencing an organization’s decision to adopt new 

technologies and organizational practices. 

There are significant external pressures on public organizations for enforcing information security 

compliance [1,27,51,52]. Such pressures propel organizations to integrate information security 

mechanisms into their daily practices by motivating employees to comply with information security 

practices [53]. Hu et al. [54], for example, showed that coercive pressures from legal requirements can 

force organizations to comply with information security policies and standards. Delmas et al. [55] 

found that the demand of stakeholders plays an important role in improving information security 

compliance. These studies demonstrate the important role of environmental factors in the adoption of 

information security compliance. 

Developing appropriate operational processes to enhance information security can result in 

efficient execution of information security policies and standards [56]. Such operational processes can 

influence the acceptance of information security mechanisms. It is well recognized that information 

security operational processes and the way in which they are presented, integrated, and enforced are a 

fundamental leverage point for effective information security compliance [3,56]. Beautement et al. 

[39], for example, found out that information security compliance can be improved by integrating 

information security mechanisms with business processes. Vroom et al. [57] asserted that compliance 

with information security policies can be improved if information security mechanisms are well 

integrated with the daily work practices of individual employees. These studies illustrate the 

importance of adequate operational processes for improving information security compliance. 

Process integration is about mapping information security mechanisms into business processes 

for information security [58]. Beautement et al. [47], for example, demonstrated that improving 

organizational processes can enhance information security compliance. Knorr et al. [56] found that 

developing appropriate business processes facilitates the implementation of information security 

mechanisms. Backes et al. [58] discovered that integrating security requirements into organizational 

processes can improve information security. These studies have shown that integrating security 

mechanisms into business processes can improve information security compliance. 

Information security auditing and monitoring is about examining the implementation of 

information security policies and standards [59]. It is widely used for improving the overall 

effectiveness of information security compliance [3,59]. Steinbart et al. [60], for instance, found that 

auditing and monitoring improve the acceptance of information security policies and standards. 

Kolkowska and Dhillon [61] asserted that auditing and monitoring processes can enhance information 

security compliance. These studies show that the adoption of appropriate auditing and monitoring 

processes can improve information security compliance. 

The discussion above suggests that the adoption of information security compliance is influenced 

by the characteristics of technological, organizational, environmental, and operational processes 

contexts on the theoretical background of TOE and institutional theory. Figure 1 presents a conceptual 

framework for better understanding the adoption of information security compliance in public 

organizations for e-government development. Such a framework is then tested and validated in the 

subsequent empirical study. 
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Figure 1. A framework for adopting information security compliance. 

4. Research methodology 

In this study, we adopt a qualitative approach for investigating information security compliance 

in e-government development in Oman. The adoption of this approach is due to the exploratory nature 

of the research [1] to identify the critical factors for the adoption of information security compliance. 

Nine purposive interviews are conducted to obtain the inside views of the information security 

compliance practice in public organizations in Oman. Nine interviews are selected in this study due to 

the observations that the study has made in which no new information or themes could be observed in 

more interviews in the study [62]. Seven public organizations involved in e-government development 

in Oman are sampled. These organizations represent different sectors to triangulate the research 

findings, leading to better understanding of information security compliance. 

Identifying participants and organizations for interview begins by contacting the Information 

Technology Authority (ITA) in Oman that manages the development of e-government initiatives. This 

leads to the identification of 64 public organizations that are involved in e-government projects. A 

simple selection process with two steps is used to choose participants from these organizations. The 

first step is based on the active involvement of the participant’s organization in e-government 

development. This has been determined with the help of ITA and verified by an online investigation 

of information security practices. The second step is based on the knowledge, experience, and role of 

the potential participants in information security. This leads to the identification of 15 participants at 

the first stage for conducting interviews. 

There are 9 information security managers from 7 organizations that are selected for interviews. 

These 9 managers have agreed to participate in semi-structured interviews. The interviews were 

conducted from July 2014 to August 2014 and took place at the participant’s organization. Each 

interview takes about one hour and a half. Table 2 presents the profile of the participants and the details 

of their respective organizations. 

Interview questions are developed based on a comprehensive review of the related literature 

together with the secondary data published on e-government development in Oman [63]. Using the 

secondary data for developing interview questions is useful to understand the level of maturity in e-

government development. The interview questions are organized into three parts. The first part focuses 

on the demographic information of the interviewee. The second part comprises general questions on 

Organization
· Management Commitment
· Awareness and training
· Accountability

Information 
Security 

Compliance

Technology
· Capability
· Compatibility

Operational Process
· Audit and Monitoring
· Process Integration

Environment
· Legal Pressure
· Social Pressure
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the practices for information security compliance. The third part contains specific questions about the 

factors that influence the adoption of information security compliance. The interview questions are 

pretested with the help of academic experts, higher degree research scholars, and information security 

practitioners. The interviews are recorded and transcribed. 

Table 2. An overview of the profile of participants. 

Participants Current position Experience Sector Organization size 

A Information Security & Risk Management Officer 6 years  Finance 700 

B Information Security Manager 11 years  ICT  500 

C Head of Information security and audit Section 7 years Governance 3900 

D Information Security Supervisor 8 years Audit 800 

E Information Security Manager  7 years ICT  400 

F Information Security Director  14 years  ICT  400 

G Information Security Director  10 years Audit  150 

H Security and Infrastructure Director 7 years  Health 5000 

I Information Security Officer 10 years ICT 70 

Deductive and inductive analyses are used in analyzing the interview data [64,65]. The deductive 

analysis [66] is used to test and validate the conceptual framework shown in Figure 1. This leads to 

the identification of the critical factors for the adoption of information security compliance in e-

government development. The inductive analysis is applied to explore the underlying themes that 

appear and re-appear within the data set that describe the inter-relationship between such themes [64]. 

Together with such holistic analysis, the interview data provides better understanding of the critical 

factors affecting the adoption of information security compliance. 

5. Research findings 

5.1. Deductive analysis findings 

Deductive analysis investigates the relationship between the dimensions depicted as in Figure 1. 

The findings confirm that organization, technology, external environment, and operational processes 

most likely influence the adoption of information security compliance. Each dimension consists of the 

critical factors identified in the interview for the adoption of information security compliance. 

5.1.1. Organizational context 

Nine interviewees confirm that a well-developed organizational security context motivates 

employees to comply with information security policies and standards. They indicate that the more 

security minded an organization is, the less friction the compliance with information security policies 

and standards would create. The deductive analysis confirms that organizational security is 

underscored by management commitment, accountability, and awareness and training. 

Management commitment is about the efforts of senior management in supporting information 

security compliance. Interviewees agree that senior management commitment directly influences 

employees to comply with information security policies and standards. Having senior management’s 

(a) active support in decision making, investments, and actions taken for enforcing the information 

security policy, (b) involvement in maintaining organization’s information security awareness, (c) 

push to align the goals of information security policy with organizational goals, (d) raising employees’ 

loyalty using pride, respect, gratitude, and ownership strategies, and (e) ongoing communication of 
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information security policies and procedures are the prime motivations that could increase the belief 

and value of employees on compliance with information security policies and procedures. Most 

interviewees stress that employees’ behaviors can be influenced by their superiors because people tend 

to follow what other people do or what they have been told. An interviewee explained: 

“… active support of senior management is vital for information security, as employees 

within that organization generally live by example..” 

Accountability is found to affect information security compliance. It creates an organizational 

environment that inculcates individuals to take responsibility toward information security compliance 

[66]. Imposing accountability for information security practices is widely believed to be able to change 

employees’ behaviors to comply with information security policies and standards [4]. Interviewees 

agree that individuals with well-defined roles and responsibilities are more proactive in undertaking 

higher information security precautions. The clarity of roles and responsibilities and the 

appropriateness of sanctions are highlighted as the critical factors that could generate impact on 

changing the intention of employees to comply with information security policies and standards. 

Interviewees point out that the belief of employees that noncompliance with information security 

policies would be detected and sanctions would be applied directly affect the adoption of information 

security compliance. As the following interview transcript suggests, due to the lack of accountability, 

some employees have violated information security policies: 

“...If we want to minimize omissive behaviors and policy violation, we have to CLEARLY 

clarify the roles and responsibilities towards information security compliance in 

organizations and then we can enforce sanctions across the organization...” 

Awareness and training are an integral part of the organizational security context [4]. All the 

interviewees believe that it is important to maintain a functional pool of knowledge for employees to 

protect organizational information, especially when regular changes in the workforce are common. 

The interviewees agree that raising awareness on the risks and vulnerabilities increases perceived 

benefits of information security compliance. The interview reveals that effectiveness, usefulness, and 

visibility are the desirable outcomes when conducting awareness and training programs. Most 

interviewees stress that if employees think that the design and implementation of awareness and 

training programs are useful, they will exhibit compliance behaviors, therefore trying to avoid any 

deviant behavior that could harm information security. 

5.1.2. Operational processes context 

Explicit alignment between information security controls and business processes is critical in 

reducing incidents and the severity of security breaches. This confirms that operational processes are 

an important dimension influencing information security compliance. Operational processes are 

underlined by efficient integration and audit and monitoring. 

Interviewees indicate that misalignment between security controls and business processes 

introduces friction. This strikes at the heart of the compliance for information security. The most 

effective way to avoid this friction is to improve the design and integration of security controls. Most 

interviewees stress that security control integration can provide employees and organizations with 

improved performance. In the opinion of one interviewee: 



232 
 

Applied Computing and Intelligence                                                                 Volume 6, Issue 2, 223–244. 

 

“…in integrating the security controls with the business processes, organizations can 

move from a reactive mode of security management to a proactive mode that can influence 

information security compliance through the operational processes…” 

Effective auditing and monitoring are another important element identified as having significant 

impact on information security compliance. Interviewees state that constant auditing and monitoring 

can be employed to compel employees to comply with information security policies and to ensure the 

effectiveness of information security controls. Most interviewees acknowledge that the 

appropriateness of auditing and monitoring activities and perceived benefits of audit and monitoring 

processes increase their acceptance. Furthermore, management must maintain a continuous responsive 

attitude toward meeting the auditing and monitoring requirements to improve the effectiveness of 

auditing and monitoring activities. 

5.1.3. Technology context 

Technologies are confirmed as one of the four dimensions with a significant influence on 

information security compliance. Two factors are identified in this dimension, including technology 

compatibility and technology capability. 

Technology compatibility facilitates the integration of security technologies available in 

enforcing security requirements [4]. Interviewees believe that incompatible technologies increase the 

complexity of information security controls. They point out that different information security 

compliance issues need to be addressed differently from the perspective of technology compatibility. 

These include the appropriateness of the security requirements, the interoperability of security 

technologies with the operational technologies, and the perceived impact. An interviewee, for example, 

states that: 

“….better technology compatibility is more reduction of technical burdens and cost that 

leads to information security acceptance” 

Another technology factor is the capability of security technologies. Interviewees think that 

technology capability increases the confidence of employees in information security compliance, 

leading to better acceptance of security controls. Interviewees confirm that having diverse security 

technology capabilities can increase the flexibility of implementing information security controls. All 

participants agree that the reliability of technologies in detecting and preventing information security 

threats, the extent of ease-to-use and ease-to-setup, and the availability of technical support need to be 

met to increase the acceptance of technical security controls. 

5.1.4. External environmental context 

The interviewees agree that the external environment is one of the four dimensions influencing 

information security compliance. The external environment is determined by legal pressures and social 

pressures [43]. Legal pressures are a prime example of institutional pressures that force public 

organizations to satisfy information security requirements. Interviewees indicate that regulating 

agencies play a major role in enforcing information security compliance. The interviewees believe 

there should be an appropriate methodology for auditing information security compliance to detect 

legal violations. 

Social pressures are another form of institutional pressures that have a strong influence on 

information security compliance [66]. Privacy, trust, and quality of services, for example, are socially 

desirable needs that must be adequately addressed in e-government services. Most of the interviewees 
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recognize that the current citizens’ knowledge, understanding, and perception of information security 

issues and social obligations create high pressures on public organizations to comply with information 

security standards and policies. 

Overall, the deductive analysis findings confirm the importance of organizational, operational 

processes, technology, and environment characteristics for adopting information security compliance. 

The proposed relationships in Figure 1 are largely acknowledged. 

5.2. Inductive analysis findings 

Inductive analysis findings lead to the identification of four core constructs for adopting 

information security compliance in e-government development: organizational information security 

culture, information security enforcement, information security systems, and external pressure. Each 

construct consists of factors that have been identified, a total of 11 factors for influencing public 

organizations to comply with information security policies and standards. These factors include 

management commitment, awareness and training, loyalty, accountability, process integration, 

auditing and monitoring, technology compatibility, technology reliability, technology capability, legal 

pressure, and social pressure. 

Validating the reliability of these factors is based on the triangulation of the evidence [67] from 

at least three interviews in two sectors. Table 3 summarizes the frequency of triangulation. For example, 

the validation of management commitment factor is supported by the triangulation of evidence from 

interviewees C, D, and I from three public organizations representing three sectors ICT, Audit, and 

Governance; technology reliability, from interviewees A, B, E, and F from two sectors ICT, and 

Finance; and social pressure, from interviewees D, E, and F from sectors ICT and Audit. This 

validation process, based on the triangulation of evidence from multiple sources, is used to enhance 

the reliability of the identified factors [66,67]. 

Table 3. Frequency of the triangulation of factors. 

Factors Frequency of triangulation 

Cumulative sources Cumulative sectors 

Organizational information security culture   

Management commitment 4 3 

Employee loyalty 3 2 

Employee awareness  8 5 

Information security systems   

Technology reliability 4 2 

Technology capability 4 3 

Technology compatibility 6 3 

Information security enforcement   

Process integration 4 2 

Accountability 7 4 

Audit and monitoring 5 5 

Environment pressure   

Regulatory pressure 6 4 

Social pressure 3 2 

The findings provide the basis for a revised framework of information security compliance 

adoption in e-government development. Figure 2 depicts a revised framework that incorporates the 
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changes in the early-proposed information security compliance framework in Figure 1. These changes 

include the disaggregation of the organizational construct into ‘culture’ and ‘enforcement’, the 

identification of new factors, and the modification of the relationship between constructs. These 

changes are discussed below. 

The results of the interviews report a significant role that awareness of security issues plays in 

shaping the attitudes and behavior of individuals. They show that success in maintaining the 

effectiveness of information security awareness programs can encourage employees to behave securely. 

For example, using persuasive technologies such as interactive computing systems designed to change 

people’s attitudes and behaviors to educate users, rather than providing traditional information security 

instructions on creating memorable yet secure passwords. The interview results further suggest that 

understanding and appreciating (a) the security risks and threats faced by an organization, (b) the 

responsibilities associated with the security policies and practices put in place to address these risks, 

and (c) the costs of losing or consequences are important factors that must be addressed by the 

information security awareness programs. This suggests that the design of the security awareness and 

training program in organizations should be tailored to reflect the organization’s circumstances and 

should be commensurate with the nature of the organization’s operations. 

 

Figure 2. A Revised Information Security Compliance Framework. 

The findings of the interviews highlight the pivotal influence of loyalty of employees in 

organizational on information security compliance. Organizational loyalty is referred to as the extent 

to which the individual employees are faithful to the organization, having feelings of bonding, 

inclusion, care, responsibility, and devotion toward their organizations (Colwill 2009). The 

interviewees widely believe that raising employees’ loyalty reduces the misuse of intention of 

employees and increases users’ avoidance of information security risks and threats. Interviewees 

suggest that management can use different strategies to raise loyalty, including pride, respect, gratitude, 

and ownership strategies that require comprehensible and discernible management efforts. An 

interviewee, for example, states that: 

“...facilitating the development of personal relationships with employees help to enhance 

the level of organizational loyalty that may reduce the misuse intentions and increases 

employees’ avoidance of information security risks and threats” 

Job engagement and job satisfaction are critical for raising employees’ loyalty in organizations 
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(Kim 2005). Interviewees imply that by aligning the goals of the business with the goals of the 

individual improves employees’ bonding and engagement that increases employees’ organizational 

loyalty. The interview results show that employees who feel they are part of the organization and their 

future career is secure tend to avoid neglecting their organization’s policies. In the opinion of one 

interviewee: 

“ ...employees that are attached to their organizations and with strong ties to colleagues 

tend to be happier with their work, and will make them think twice about harming or 

neglecting their organization’s policy” 

5.2.1. Information security enforcement 

The interviews indicate that developing appropriate processes to enforce information security 

policies and standards in organizations could result in an efficient execution of information security 

controls. Most of the interviewed security managers recognize the need for strong policies and 

enforcement processes for building a strong organizational security culture to change employees’ 

attitudes toward information security compliance. This indicates that information security enforcement 

processes have a significant impact on building information security culture in organizations. In the 

opinion of one interviewee: 

“unfortunately, policy development and enforcement is too often delegated to lower-level 

management, this ultimately diminishing the strength of the security culture” 

The results of the interviews show that employees in organizations with less stringent 

enforcement may weigh the level of information risks and threats and ignore security policies designed 

to protect information. Interviewees fully agree with the importance of the existence of information 

security policies that provides a comprehensive set of written rules and procedures in a sufficiently 

detailed manner for guiding appropriate information security behaviors in organizations. The 

interviewees stress that careless employees who do not comply with organization’s information 

security policies and procedures constitute the major threat to information security. One observed 

suggestion to address this concern is a well-defined roles and responsibilities that obligate individual 

employees to be more proactive in undertaking higher information security precautions. The following 

segment of the interview transcript reflects this: 

“the more the employee information security tasks are defined, the easier it is to determine 

inappropriate behavior”. 

The interview results show that the inequity in sanction enforcement encourages poor compliance. 

The interviewees indicate that sanctions for security violations must be consistent across the 

organization so that employees understand the seriousness of the organization about information 

security enforcement. Furthermore, the interviews show that a delayed response to a violation might 

imply a lack of management commitment in protecting organization information. This delay enables 

security risks and violations to go unaddressed. 

Effective auditing and monitoring are another important factor identified for enforcing 

information security policies. Interviewees state that constant auditing and monitoring can be 

employed to compel employees to comply with information security policy and to ensure the 

effectiveness of information security controls in public organizations. The interview results also show 

that these audit activities should not be seen as a chore or unwelcome interruption to day-to-day 

operational activities. It should be an opportunity to provide feedback on how security is benefiting 
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the organization or where security controls may be damaging productivity. This encourages employees 

to view the auditing activities in a more positive light. 

The interview results show the real benefits of audit activities come from implementing the 

recommendations and dealing with the reported concerns. This requires management to maintain a 

continuous responsiveness toward the execution of auditing and monitoring requirements. 

Interviewees acknowledge that the responsiveness of management improves the overall effectiveness 

of auditing and monitoring activities and demonstrates the priority of information security in public 

organization. The following segment of the interview transcript reflects this: 

“…if information security continued to be ignored by employees, and not enforced by top 

managers in public organization, the result of this is that organizational systems will be 

far less secure than they might and that security breaches will be far more frequent and 

damaging” 

Another factor for enforcing information security policies is to integrate information security 

mechanisms into operational processes for supporting business objectives. This integration focuses on 

facilitating the implementation of information security mechanisms and improving the acceptance of 

employees on security controls. The interview results indicate that the development of efficient 

integration between information security processes and operational processes is crucial to the 

execution of information security controls in organizations. One observed suggestion from the 

interviews is to consider information security issues earlier during the design and implementation 

phase of the operational processes. This enables specifying the relationship between the security needs 

and the functional requirements. Existing studies have shown that security mechanisms must be 

designed as an integral part of the business processes to be effective and efficient (Backes et al. 2003; 

Beautement et al. 2009; Knorr et al. 2001). Other observed suggestions to enhance the efficient 

integration between the security controls and the functional operational requirements are to automate 

information security activities within the operational processes. The interviewees widely believe that 

security automation decreases human intervention and therefore the costs and complexity of security 

activities. Furthermore, interviewees stress that the integration should be able to provide employees 

and organizations with benefits in terms of performance and productivity, and conformity with 

employees’ expectations and requirements to increase the acceptance of information security practices 

in organizations. The following segment of the interview transcript indicates the importance of having 

efficient integration between security controls and the operational processes: 

“the security controls must demonstrate its efficiency in integrating with users daily 

operational tasks” 

5.2.2. Information security systems 

The interviews results demonstrate the importance of adopting adequate security technologies to 

enforce policies, monitor and alert violations, and strengthen information protection in organizations. 

These security technologies can be used to block prohibited activities such as viewing sites or 

downloading. The following segment of the interview transcript indicates the importance of using 

security technologies for enforcing security controls in organizations: 

“Ultimately, security policies must be enforced without disturbing business operation. I 

believe (security manager) appropriate security technology is one of the key factors to 

succeed in addressing this challenge” 
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Interviewees held the view that the reliability of the security technology in detecting and 

preventing information security threats increases employees’ confidence and performance, which 

could lead to greater acceptance of security controls. The following segment of the interview transcript 

reflects this: 

“… when we discuss about secure communication infrastructure readiness in e-

government, the focus on technologies that are robust with minimum failures, ….and 

available any time with unstoppable secure services….must comply with security best 

practices” 

The results show that a misfit between technologies on interoperability directly impacts the 

acceptance of information security controls. Interviewees widely believe that the technical 

specification of security technologies is essential for enhancing the interoperability with the 

operational technologies. Such specifications include a protection profile that defines a standard set of 

security requirements for a specific type of product and evaluation assurance that defines how 

thoroughly the product is tested. The following interview transcript emphasizes the importance of 

security technology compatibility: 

“Three important issues when it comes to security technology compatibility, compatibility 

with preferred work, compatibility with existing work practices, and compatibilities with 

values” 

Interviewees confirm that having diverse security system capability increases the flexibility of 

implementing information security controls. Most interviewees stress that the perceived impact of 

technology capability influences the acceptance of information security controls. The results show that 

having the ability to fulfil the technical security specification requirements and the organizational 

information security policies requirements increases the acceptance of technical security controls in 

organizations. The following segment of the interview transcript reflects this: 

“… the competency of information security technologies gives options to customize 

information security controls to suite the information security requirements, also it can be 

used to enforce information security controls by hardening its technical characteristics” 

5.2.3. External environment 

External pressures force public organizations to pursue information security compliance. Each of 

the security managers interviewed highlights the pivotal influence of these external pressures as a 

catalyst for instituting information security reforms. Each of the security managers interviewed stresses 

that environmental pressures could propel organizations to integrate information security mechanisms 

into their daily practices by motivating managers and employees to comply with information security 

standards and polices. 

The interviews reveal that one source of external pressures for influencing information security 

compliance comes from the regulatory pressure. The interview results indicate that regulation agencies 

are powerful for organizational change to enforce regulations, especially when law may place legal 

obligations on public organizations to satisfy information security requirements. Such obligations 

include securing electronic transactions and information privacy. Different examples observed from 

the interviews show business managers who are sharply focused on daily operations often considered 

security an added burden that does little to improve the bottom line of the business and therefore they 

resist any changes that are aimed at improving security. Only the power of regulating agencies and the 
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severe consequences of noncompliance persuade these business managers to act. The following 

segment of the interview transcript reflects this: 

“Currently, we hear of many cases in courts that are related to information security. This 

has created huge pressure on organizations’ top managers to take precautions’ with their 

information”. 

It is notable that this source of external pressure is not sufficient to successfully influence 

information security compliance throughout public organizations without an appropriate methodology 

for auditing to detect any legal violation. An interviewee, for example, states that: 

“the increased intervention of regulatory agencies can force organizations to comply with 

information security” 

The interview results show that the legal pressure could motivate top managers to mandate top–

down approach for information security related changes across the organization. This mandate could 

formalize individual initiatives and efforts to promulgate effective security practices for information 

security compliance. 

Other sources of external environment influences information security compliance come from 

social pressures. The need to protect desirable information coerces public organizations to strive to 

maintain the trust of citizens and preserve public organization’s reputation as a responsible entity in 

guarding citizen information (Gunningham et al. 2005; Zhang et al. 2005). Privacy, trust, and quality 

of services, for example, are socially desirable needs that have been observed from the interviews and 

must be adequately addressed in organizations’ services. These observations entail internal 

organizational efforts and practices for securing legitimacy from stockholders. An interviewee, for 

example, states that: 

“The government has considered security as an integrated part of e-service quality. This 

obligation has created enormous social pressures on public organizations to secure 

citizen’s information” 

Thus, these desirable needs shape what might be the information security efforts and practices at 

organizations. This, in turn, further suggests how successful the efforts taken by organizations to adopt 

significant information security related initiatives are. 

6. Discussion 

Contrary to the common belief that focuses predominantly on the attitude and behaviors of 

employees for the adoption of information security compliance in organizations [4,5,11], this study 

suggests that it is necessary to extend our understanding of information security compliance by 

emphasizing the value of organizational security culture, information security enforcement processes, 

technologies, and environment to enhance information security compliance in public organizations 

[3,68]. The revised framework incorporates such extensions to better describe the critical factors and 

their relationships in facilitating the adoption of information security compliance in public 

organizations for e-government development [4,69]. It stresses the importance of embedding 

information security culture and developing information security enforcement processes to encourage 

the compliance of employees with information security policies and procedures [52,57,70]. The 

revised framework concedes the pivotal distinctive factor of employees’ organizational loyalty [3,12] 

for information security compliance that requires public organizations to use different strategies for 

raising employees’ loyalty [70]. 
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The revised framework shows the relationships between the core constructs for influencing 

information security compliance in public organizations. The direct relation, for example, between 

information security enforcement and information security organizational culture can be reflected by 

the equity in sanctions enforcement that stabilizes the organizational security culture by changing 

employees’ attitudes toward information security compliance [68,71]. Furthermore, information 

security systems can be used to enforce information security controls by hardening its technical 

characteristics [23]. These relationships reflect the solidity of the revised framework. 

The role of external environment in adopting information security compliance is well 

acknowledged in the revised framework [54,72]. The findings provide insight on coercive pressure 

and normative pressure and their implications for developing information security enforcement, as 

well as in building information security organizational culture. The findings, however, do not find 

strong evidence regarding the effects of mimetic pressure for information security compliance. Public 

organizations seem to believe that imitating success practices is deemed not desirable. Public 

organizations also have the freedom to respond for copying what others have adopted. 

The revised framework for information security compliance has two important implications. First, 

the framework provides a frame of reference for understanding the factors and their influence on 

information security compliance. For instance, researchers may find the operational definitions of the 

core constructs and the associated factors useful for understanding and explaining the factors 

influencing information security compliance. Second, the generalizability of the framework makes it 

directly usable to undertake a critical and comparative analysis to validate the critical factors and their 

influence for information security compliance. 

From a practice perspective, there are two immediate implications. First, the revised framework 

provides a reference for practitioners seeking to develop deep insight and common understanding of 

the critical factors that influence information security compliance in public organizations for e-

government development. Second, owing to the strong exploratory and explanatory capability of the 

underlying theories, the framework enables the development of a broad view of, and insights into, the 

critical factors influencing information security compliance in public organizations. The framework is 

directly usable and therefore has a strong practical relevance that could identify and understand 

contexts for influencing information security compliance in public organizations. 

Finally, the use of TOE theory and institutional theory in this study extend our understanding of 

information security compliance in terms of the values of organizational security culture, information 

security enforcement processes, technology, and environment to foster information security 

compliance in public organizations, rather than focusing predominantly on behavioral theories to 

change users’ attitude and behaviors toward information security compliance 

7. Conclusions 

Effectively managing information security in public organizations is critical for the success of e-

government development because it directly increases the confidence and trust of stakeholders in e-

government. In this exploratory research, guided by TOE and institutional theories, we examine the 

organizational, technical, and environmental characteristics for adopting information security 

compliance in the pursuit of e-government development in public organizations. This leads to the 

development of an empirical framework for information security compliance in public organizations 

for e-government development. 

The study shows that management commitment, accountability, awareness and training, loyalty, 

efficient integration, audit and monitoring, system reliability, technology compatibility, technology 



240 
 

Applied Computing and Intelligence                                                                 Volume 6, Issue 2, 223–244. 

 

capability, legal pressure, and social pressure are critical for ensuring information security compliance. 

This contributes to advancing our understanding of the critical factors influencing information security 

compliance in public organizations for e-government development. Moreover, this suggests that 

improving the adoption of information security compliance in public organizations need to go beyond 

the attitude and behavior of employees in public organizations. 

The proposed framework is tested and validated by nine in-depth interviews in a single country. 

This means that this study has limitations. Further research can be done in this area. Replicating the 

study in other countries, for example, with different organizational and cultural settings would be a 

fruitful direction to gauge the generalizability of the study. Testing and validating the proposed 

framework using a confirmatory approach using a large-scale quantitative survey is another possible 

research direction. Furthermore, there is a need to carry out more comprehensive studies on how to 

better protect e-government information with the rapid development of artificial intelligence 

technologies [3] and the increasing use of such technologies in transforming the delivery of public 

services through e-government. 
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